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Preface

About the Book

This book is the outcome of a collaborative effort.

Five years ago, research group “Law and Artificial Intelligence”—hosted
by the Catélica Research Centre for the Future of Law (Universidade Catdlica
Portuguesa—UCP, Lisbon, Portugal) and led by Henrique Sousa Antunes (UCP)
and Arlindo Oliveira (Instituto Superior Técnico—IST)—started an ongoing
scientific dialogue among scholars with diverse backgrounds and interests: law,
computer science, neurosciences, and ethics. Since then, Al has further increased its
role as the main driver of the contemporary digital transformation. As it continues to
grow into an omnipresent set of general-purpose technologies, new questions need
addressing. Among them, there are many outstanding technical, societal, ethical,
legal, and regulatory questions, but rather than trying to focus on just one set of
queries, this book is an attempt at understanding a broad number of problems from
a distinctive multidisciplinary lens.

Some of the contributors to this book are members of the “Law and Artificial
Intelligence” research group. Others are prominent researchers who have been
invited to share their unique views on these topics. Others still have been selected to
contribute to this project through a peer-review process, following a dedicated Call
for Articles.

Section I addresses ‘“Scientific, technological and societal achievements in
Artificial Intelligence,” but rather than gathering articles from a strictly engineering
point of view, it approaches technical questions that also touch upon an array of
societal, legal, and ethical issues.

In Section II, “Ethical and legal challenges in Artificial Intelligence,” the authors
highlight the multiple risks emerging from the deployment of AI and attempt to
search for answers at the intersection of law and ethics.

Finally, Section III, “The law, governance and regulation of Artificial Intelli-
gence,” discusses solutions for regulating AI, with a particular focus on recent
European Union initiatives in this field.
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Part I
Scientific, Technological and Societal
Achievements in Artificial Intelligence

Introduction

Arlindo L. Oliveira

Al technology has been developing for more than half a century, but the last
two decades have seen developments that have changed the nature of society. These
developments include machine learning, robotics, computer vision, natural language
processing and many applications in data analysis, finance, and health. The objective
of the chapters in this section is not to provide a detailed technical description of the
technologies involved, but to give the minimal technical background that will make
the reader able to understand what these technologies can and cannot do. Many
analyses of the consequences of artificial intelligence technology are deeply flawed
because the authors ignore some rather simple facts about the way the technology
works.

The chapters in this section cover several technologies that have already had a
significant impact on society in the last decades. But these technologies will no
doubt have much more impact in decades to come, as the technologies mature and
find more applications in data analysis and in automation. The chapter by Arlindo
L. Oliveira and Mdrio Figueiredo provides an overview of artificial intelligence
technology, with an historical overview and a description of the state of the art,
setting the background for the more specific chapters that follow. The chapter
addresses in some depth one of the areas that is more central to artificial intelligence:
machine learning, the technology that is pushing forward the state-of-the-art in
artificial intelligence, with many applications in analytics and job automation.

Recent advances in large language models have attracted much attention, with the
release of ChatGPT, but this is not the only language technology that will change
the way we work and interact with people and with computers. The chapter by
Isabel Trancoso, Nuno Mamede, Bruno Martins, H. Sofia Pinto and Ricardo Ribeiro
describes the state of the art in natural language technologies and their impact in
several fields, with a special focus on the legal field. This chapter covers several
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applications of natural language technologies such as summarization, document
retrieval, outcome prediction and information extraction. Spoken language tech-
nologies, which are becoming increasingly more relevant, are also covered in this
chapter.

As useful as the technologies are, with applications in many different domains
that are set to increase our overall quality of life, they also raise some important
questions. One of the most central challenges is related to recommendation systems
and privacy. The extensive application of analytics to data obtained from many
sources, such as social networks, search engines, and cellphone applications, has
a significant impact on the privacy of individuals, an issue that raises many legal,
ethical, and moral issues. Several of these issues are covered in the chapter by
Joana Gongalves-Sd and Fldvio L. Pinheiro, which focuses on the risks inherent
in recommendation systems. The chapter focuses, in particular, on the risks that
are the result of recommendation systems that fail to work as intended and on the
risks of systems that work but generate threats to individuals and even to democratic
societies.

Another important application domain is health. The application of artificial
intelligence techniques in the health domain raises many different questions, many
of them related with legal responsibility, privacy, and security. The chapter by Ana
Teresa Freitas addresses several of these challenges, in particular the importance of
informed consent, the needs for safety and transparency in all systems that handle
health data as well as the needs related with data privacy.

A final important challenge comes from security issues. As digital technologies
become more and more central to modern society, the risks imposed by the activity
of hackers, corporations and governments increase and require an ever deeper
understanding of the issues involved. Some of these risks are analyzed in the chapter
by Luis Rodrigues and Miguel Correia which formally defines three characteristics
that form the basis for security: confidentiality, the absence of unauthorized data
disclosure; integrity, the absence of unauthorized data or system modification; and
availability, or the readiness of a system to provide its service.

Naturally, not all technologies used in a field as vast as artificial intelligence
are covered in these five chapters. However, the most significant ones addressed in
these chapters, natural language processing, machine learning, analytics, and cyber
security, provide a good starting point for the non-technical reader interested in
better understanding the artificial intelligence technologies and applications that are
changing our world.



Artificial Intelligence: Historical Context )
and State of the Art oo

Arlindo L. Oliveira and Mario A. T. Figueiredo

Abstract The idea that intelligence is the result of a computational process and
can, therefore, be automated, is centuries old. We review the historical origins of
the idea that machines can be intelligent, and the most significant contributions
made by Thomas Hobbes, Charles Babbage, Ada Lovelace, Alan Turing, Norbert
Wiener, and others. Objections to the idea that machines can become intelligent
have been raised and addressed many times, and we provide a brief survey of
the arguments and counter-arguments presented over time. Intelligence was first
viewed as symbol manipulation, leading to approaches that had some successes in
specific problems, but did not generalize well to real-world problems. To address
the difficulties faced by the early systems, which were brittle and unable to handle
unforeseen complexities, machine learning techniques were increasingly adopted.
Recently, a sub-field of machine learning known as deep learning has led to the
design of systems that can successfully learn to address difficult problems in natural
language processing, vision, and (yet to a lesser extent) interaction with the real
world. These systems have found applications in countless domains and are one
of the central technologies behind the fourth industrial revolution, also known
as Industry 4.0. Applications in analytics enable artificial intelligence systems to
exploit and extract economic value from data and are the main source of income
for many of today’s largest companies. Artificial intelligence can also be used in
automation, enabling robots and computers to replace humans in many tasks. We
conclude by providing some pointers to possible future developments, including the
possibility of the development of artificial general intelligence, and provide leads to
the potential implications of this technology in the future of humanity.
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4 A. L. Oliveira and M. A. T. Figueiredo
1 Historical Origins

The idea that intelligence can be automated has ancient roots. References to non-
human thinking machines exist in Homer’s Iliad and Thomas Hobbes clearly stated,
in the Leviathan (Hobbes 1651), that human thought is no more than arithmetic
computation. Both Pascal and Leibnitz, among many others, designed machines
to automate arithmetic computations, which can be considered the precursors of
modern calculators. But it was not until the mid-nineteenth century that the first
proposal of a truly general computer appeared, created by Charles Babbage.

The original objectives of Babbage were to build an advanced tabulating device,
which he called the Difference Engine. As envisaged by Babbage, this was a
mechanical device that could be programmed to perform a series of computations
specified in advance, by a complex arrangement of cogs, dented wheels, and levers.
Although he managed to build only some parts of the Difference Engine, Babbage
conceived of an even more powerful machine, the Analytical Engine. Had it been
built, the engine would have had the ability to perform general computations in
much the same way as a modern computer, although at a much slower speed
imposed by its mechanical parts.

Although Babbage conceived the engine, it was Ada Lovelace, a friend math-
ematician, who wrote the most insightful analyses of the power of the engine
(Menabrea and Lovelace 1843), arguing that it could do much more than just
perform numeric computations. In particular, she observed that the machine might
act upon things other than numbers if those things satisfied well-defined mathe-
matical rules. She argued that the machine could write songs or perform abstract
algebra, as long as those tasks could be expressed using symbolic languages.
However, Lovelace also argued that the machine could not create anything new,
but only perform exactly the tasks it was programmed for, ruling out the possibility
that intelligent behavior could, somehow, be programmed into the machine. This
argument was analyzed much later by an even more influential mathematician, Alan
Turing.

2 Can Machines Think?

About a century later, Alan Turing, one of the most profound and creative math-
ematicians of all time, developed some of the central ideas of modern computing
and came to different conclusions than those reached by Lovelace. Turing, who
became known for having played an important role in the Allied World War II
effort to decode the enemy messages encoded by the German Enigma cipher
machines, achieved some of the most significant results in mathematics, namely
in the mathematical foundations of computer science, results that are as important
today as they were at the time they were obtained.
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In a very important paper (Turing 1937), Turing showed that any digital computer
with a large enough memory, which handles symbols and meets a few simple
conditions, can perform the same calculations and compute the same set of functions
as any other digital computer, a concept that became known as Turing universality.
He described a particular type of computer, known today as a Turing machine,
which uses a tape to write and read symbols as memory, and demonstrated that
this type of computer can (in principle, assuming an unbounded tape) perform the
same operations, do the same calculations, as any other computer that manipulates
symbols. In the same year, Alonzo Church published a description of the so-
called lambda calculus (Church 1936), a formal system for expressing computation
based on function abstraction and application, which is also a universal model of
computation with the same expressive power as Turing machines.

The combination of these two results lead to what became known as the Church-
Turing thesis, which can be stated, informally, as follows: any result that can
be actually calculated can be computed by a Turing machine, or by any another
computer that manipulates symbols and has enough memory. This theoretical and
purely mathematical result has important philosophical consequences. Note that
there is a somewhat circular definition in this formulation: what exactly does the
sentence ““a result that can be actually calculated” mean? Are there any numerical
results that are not in this category? The work of Alonzo Church, Alan Turing, and
Kurt Godel demonstrated that there are results that, although perfectly well defined,
cannot be calculated. In 1931, Godel proved that no consistent system of axioms is
sufficient to prove all truths about the arithmetic of natural numbers and that, for
any such consistent formal system, there will always be statements about natural
numbers that are true, but that are unprovable within the system (Godel 1931).

There is a close connection between Godel’s result and the problem that Turing
addressed in his 1937 paper, and which can be stated in a simple way (that became
known as the halting problem): is it possible to determine whether the execution
of a computer program with a given input will terminate? Turing demonstrated that
it is not possible to answer this question in the general case. It may be possible to
answer the question in particular cases, but there are programs for which it is not
possible to determine whether or not their execution will terminate.

Armed with these important insights on the nature and power of digital com-
puters, Turing moved forward to analyze another important question, which is at
the philosophical core of the field of artificial intelligence: can a computer behave
intelligently?

Before describing Turings’s work of 1950, in which he proposes an answer
to this question, it is important to understand the consequences of considering
the mechanistic ideas of Thomas Hobbes and the Church-Turing thesis together.
Hobbes argued that the reasoning carried out by the human brain is nothing more
than mathematical symbol manipulation. Church and Turing demonstrated that all
machines that manipulate symbols are equivalent to each other, as long as they
satisfy certain minimum requirements and are not limited in the time they are
allowed to take to perform a given task, neither in the available memory. The result
of these two ideas may arguably lead to the conclusion that a computer, in the
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broadest sense of the term, should be able to carry out the same manipulation of
symbols as a human brain and, therefore, be as intelligent as a human. There is,
however, some disagreement on the scientific community about this conclusion, as
stated. Some people believe that the type of substrate where the computations are
carried out (biological or digital) may be important, while others argue that the
conclusion may be true in principle but irrelevant in practice due to several types of
difficulties.

In his famous paper (Turing 1950), Turing asked exactly this question: can
machines think? To avoid the difficulties inherent in defining what “thinking”
means, Turing proposed to reformulate the question into a different and better-
defined problem. In particular, he proposed to analyze a hypothetical imitation
game, a thought experiment that led to the now well-known Turing test. In the game
proposed by Turing, an interrogator, in a separate room, communicates with a man
and a woman, through typed text. The interrogator’s objective is to distinguish the
man from the woman by asking them questions.

Turing wondered if someday in the future a computer that is in the man’s place
can make the interrogator make a mistake as frequently as he would in the case
where a man and a woman are present. Variations of this test were proposed by
Turing himself in later texts, but the essence of the test remains the same: is it
possible for an interrogator to distinguish between answers given by a computer
and answers given by a human being? Turing argues that this question is, in essence,
equivalent to the original question “Can machines think?”” and it has the advantage
of avoiding anthropomorphic prejudices that could condition the response. In fact,
given our individual experience and human history, it is only natural to assume
that only human beings can think.! This prejudice could stop us from obtaining an
objective answer to the original question. It could happen that the interrogator would
decide that the computer cannot think for the simple reason that the computer would
not be like us since it doesn’t have a head, arms, and legs, like humans. The use
of the imitation game reduces the probability that prejudices rooted in our previous
experience prevent us from recognizing a machine as a thinking being, even in cases
where this could be true.

Turing not only proposes a positive answer to the question “can machines
think?”, but also indicates an approximate time in the future when this may happen.
He argues that within half a century there would be machines with one Gigabyte of
memory that would not be distinguishable from humans in a five-minute Turing test.
We now know that Turing was somewhat optimistic. By the end of the twentieth
century (50 years after Turing’s paper), there were indeed machines with 1GB of
memory but none of them were likely to pass a five-minute Turing test. Even today,
more than 70 years after Turing’s article, we still do not have machines like that,

1'We are referring to thinking at a human level. Although many animals, namely higher vertebrates
such as non-human primates, dolphins, and others, can engage in thought processes, such as
those underlying action planning and complex social interactions, there is a qualitative difference
between the complexity of the thought processes of those animals and that of humans.
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although the latest large language models (which will be described later), such as
ChatGPT, are arguably not far from passing a Turing test with interrogators that are
not experts on their weaknesses.

3 Objections to Artificial Intelligence

An interesting part of Turing’s 1950 article is where he classifies, analyzes, and
responds to a set of objections to his proposal that, sometime in the future,
computers might be able to think. The list of objections is instructive and as pertinent
today as it was when the article was written.

The first objection is theological, arguing that human intelligence is the result
of the immortal soul given by God to every human being, but not to animals or
machines. Turing recognizes that he is unable to answer this objection scientifically,
but nevertheless tries to provide some sort of answer, using what he considers to
be theological reasoning. Turing argues that claiming that God cannot endow an
animal or machine with a soul imposes an unacceptable restriction on the powers
of the Almighty. Why can’t God, Turing asks, endow an animal with a soul, if the
animal is endowed with a capacity for thinking similar to that of a human being?
A similar argument is valid for machines: won’t God have the capacity to endow a
machine with a soul, if he so desires and the machine can reason?

The second objection is based on the idea that the consequences of a machine
being able to think would be so dire that it is better to hope that this will never
happen. Turing feels that this argument is not strong enough to even merit an explicit
rebuttal. However, seven decades after his article, there are proposals to stop the
development of some artificial intelligence technologies, for fear of the possible
negative consequences. Therefore, the objection that Turing analyzed is not entirely
irrelevant and human-defined policies may become an obstacle to the development
of intelligent machines.

The third objection is mathematical in nature and was later revisited by John
Lucas and Roger Penrose. The objection is based on Godel’s theorem (mentioned
above), according to which there are mathematical results that cannot be obtained
by any machine or procedure. The objection is based on the argument that these
limitations do not apply to the human brain. However, as Turing argues, no proof
is given that the human brain is not subject to these limitations. Turing gives little
credibility to this objection, despite the prestige of some of its advocates.

The fourth objection is based on the idea that only consciousness can lead to
intelligence and that it will never be possible to demonstrate that a machine is
conscious. Even if a machine can write a poem, only when the machine becomes
aware of the meaning of the poem, can the machine be considered intelligent, the
argument goes. Turing notes that, in the most radical version of this objection, only
by becoming the machine could we be sure that the machine is conscious. But once
we were the machine, it would be useless to describe the feelings or the sensation of
consciousness, as we would be ignored by the rest of the world, which would not be
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experiencing these sensations in person. Taken to an extreme, this objection reflects
a solipsistic position, denying conscious behavior not only to machines but also to
all other human beings since the existence of consciousness in other humans cannot
be demonstrated beyond any doubt. While acknowledging that the phenomenon of
consciousness remains unexplained (something true to this day), Turing does not
regard this objection as decisive.

The fifth objection results from diverse and unsubstantiated arguments about
behaviors that no machine can have. This category contains arguments like “no
machine will have a sense of humor”, “no machine will fall in love”, “no machine
will like strawberries and cream”, and “no machine will be the object of its own
thought”. One curious (and perplexing) argument in this category is that “machines
do not make errors”, whereas humans do. As Turing points out, no justification is
explicitly given for any of these limitations, which are supposed to be common to
all machines. According to Turing, the objections arise, perhaps, from the wrong
application of the principle of induction: so far, no machine has been in love, so no
machine will ever be in love. A popular objection in this category is that no machine
will ever have genuine feelings. Like the others, there is no scientific basis for this
objection, it just reflects the limited view we have, based on our knowledge of the
machines that currently exist.

The sixth objection is due to Ada Lovelace and was already referred to in
the previous section. Although she realized that the analytic engine could process
many other types of information besides numbers, Lovelace argued that the engine
could never create anything new, as it only performed the operations for which it
was programmed beforehand. Turing does not disagree with Lovelace’s claim, but
argues that it did not occur to Lovelace that the instructions could be so complex
that they would lead the machine to actually create something new.

The seventh objection, perhaps even more popular today than it was in Turing’s
day, is based on the idea that the brain is not equivalent to a machine that manipulates
symbols. We now know that the brain does not work in any way like a traditional
computer, as the working principles of brains and digital computers are very
different. Furthermore, the brain does not directly manipulate discrete symbols but
physical variables with continuous values and theoretical results from mathematics
tell us that a machine that manipulates continuous (real) values is necessarily more
powerful than a machine that manipulates only discrete symbols. Turing’s answer is
that any machine that manipulates symbols, if properly programmed, will be able to
give answers sufficiently close to the answers given by the machine that manipulates
continuous values. Despite this response, this argument has held some weight over
the decades. Many philosophers and scientists still believe that no machine that
manipulates symbols can accurately emulate the behavior of the human brain and
pass a Turing test.

The eighth objection is based on the argument that no set of rules is sufficient
to describe the richness of human behavior. Since a machine always follows
a set of rules, no machine can reproduce human behavior, which will always
be unpredictable. Turing argues that it is not difficult for a machine to behave
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unpredictably and it is not possible to demonstrate that, deep down, our brain does
not function according to a set of rules.

The ninth, and final, objection, curiously the one to which Turing seems to give
more weight, is based on the (supposed) existence of extrasensory perception and
telepathic powers. Although ESP and telepathy progressively fell into disrepute in
scientific circles, Turing apparently believed the evidence known at the time, which
seemed to point to the existence of this phenomenon. As Turing very well argues, if
there is extrasensory perception, the Turing test would have to be modified to avoid
the possibility of telepathic communication. We now know, however, that there is
no such thing as ESP, which makes the ninth objection irrelevant to the present
discussion.

More than half a century after Turing’s work, the objections to the possibility
of thinking machines remain essentially the same and the answers given by Turing
remain as valid now as they were then. None of the objections presented seem strong
enough to convince us that machines cannot think, although of course this does not
in any way prove that machines can think.

In the last decades, several other objections were raised against the Turing test
as a mechanism for identifying intelligence. The first, and most important, of these
objections, is that the test does not really assess intelligence, but whether the tested
subject has an intelligence analogous to human intelligence. An intelligent computer
(or even a hypothetical individual of a non-human intelligent species) would not
pass the Turing test unless it could convince the examiner that it behaves as a human
would. A system could even be much smarter than a human and still fail the test, for
example, because it fails to disguise a superhuman ability for mathematics.

A second objection is that the test does not address all abilities by which human
intelligence can express itself, but only those abilities that can be expressed through
written language. Although the test can be generalized to include other forms of
communication (e.g. questions could be asked using spoken language), there will
still be difficulties in testing human skills that cannot be expressed through the
interfaces that are chosen. On the other hand, Turing explicitly proposed a test of
limited duration, of a few minutes, which is profoundly different from a test where
the interaction is prolonged over hours, days, or even years.

A third objection has to do with the relationship between intelligence and
consciousness. Although Turing addressed the question of consciousness when he
analyzed the fourth objection on his list, he does not explicitly maintain that a
machine that passes the test will necessarily be conscious. Turing avoids explicitly
discussing this issue, an attitude that can be considered wise, given that the
relationship between intelligence and consciousness remains almost as mysterious
nowadays as it was in 1950. Still, very recent proposals address the relationship
between computational models and consciousness and this is a field that is being
actively studied today.

Despite these objections, and others that we have not analyzed, the Turing test
remains important, more as a philosophical instrument that allows us to scrutinize
the arguments related to the possibility of the existence of artificial intelligence than
as a real mechanism for analyzing the capabilities thereof.
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In addition to proposing the Turing test, the article written by Turing in 1950
makes one last suggestion that, prophetically, points in the direction that artificial
intelligence would finally take, a couple of decades later. Turing proposed that
instead of trying to write a program that would allow a machine to pass the imitation
game, it would be simpler to write a program that would enable a machine to learn
from experience, just as a baby does. Such a program, Turing argued, would be
much easier to write and would allow a machine to learn what it needed to finally
pass the Turing test.

This suggestion, so important and prescient, predated in a couple of decades the
most successful approach to the problem of creating intelligent systems: machine
learning. Instead, the first approaches adopted to try to create intelligent systems
were based on the idea that human intelligence, in its most elaborate and evolved
forms, consists in the manipulation of symbolic representations of knowledge about
the world and the deduction of new knowledge through the manipulation of these
symbols.

4 Intelligence as Symbol Manipulation

The idea that intelligent machines could exist, championed by Turing and many
others, quickly led to the project of building them. Starting in the 1950s, digital
computers became more powerful and increasingly accessible. The first computers
were dedicated to scientific and military calculations, but progressively their
application spread to other areas of human activity. With the end of the Second
World War, the possibility of using computers in activities not related to military
applications became a reality. One of the areas that deserved significant attention
was the nascent domain of artificial intelligence.

In 1956, a scientific workshop took place in Dartmouth, New Hampshire,
bringing together several of the pioneers in the field of artificial intelligence. In
fact, it was in the proposal to organize this conference, written by John McCarthy,
Marvin Minsky, Nathaniel Rochester, and Claude Shannon (the famous father of
information and communication theory), that the term artificial intelligence was
coined. Many of those who were present at this meeting went on to create research
groups in artificial intelligence at the most important universities in the United
States. Those early approaches tried to reproduce parts of human reasoning that at
the time seemed the most advanced, such as proving theorems, planning sequences
of actions, and playing board games, such as checkers and chess.

Not surprisingly, the first efforts to reproduce human intelligence thus focused
precisely on problems requiring the manipulation of symbols and the search for
solutions. In that same year, a program written by Allen Newell and Herbert Simon
(who also attended the Dartmouth workshop), called the Logic Theorist, was able to
demonstrate mathematical theorems (Newell and Simon 1956), including some of
those in Whitehead and Russell’s influential Principia Mathematica.
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In 1959, Arthur Samuel (who had also attended the Dartmouth workshop) wrote
a program that could play checkers well enough to defeat its creator (Samuel
1959). The program incorporated several concepts developed in the field of artificial
intelligence, including the ability to look for solutions in very large and complex
search spaces. To play checkers well, it is necessary to select, among all the possible
moves, those leading to the best results. Since, for each move, the opponent can
respond with one of several moves, which must also be answered by the program,
this process leads to a very rapid growth in the number of positions that need to be
analyzed. This branching of the search process takes the form of a tree, which is thus
called a search tree. Developing methods to efficiently explore these search trees
became one of the most important instrumental objectives in the field of artificial
intelligence.

Efficient search methods are as important today as they were when they were
first studied and developed. These methods are also applied in many other areas,
namely for planning problems. A robot needs to perform a search to find out how
to stack blocks, in a simplified block world, or to find its way from one room
to another. Many results of artificial intelligence resulted from studies carried out
with simplified environments, where robots were taught to manipulate blocks to
achieve certain goals or to move around in controlled environments. One of the first
projects to make a robot perform certain tasks, in a simplified block world, led to
the development of a system that could manipulate and arrange blocks in specific
configurations using vision and natural language processing.

Natural language processing, which aims at making computers process (for
example, translate) and even understand written sentences, was another of the
problems studied in this first phase of artificial intelligence. Despite the difficulties
inherent to this processing, mainly caused by the existence of great ambiguities
in the way humans use language, systems that conducted simple conversations, in
ordinary English, were designed. The most famous of these early systems, ELIZA
(Weizenbaum 1966), was designed by Joseph Weizenbaum and was able to converse
with a user, in plain written English. ELIZA used a very simple set of mechanisms
to answer questions, using pre-written sentences or simply rephrasing the question
in slightly different terms. Although the system had no real understanding of the
conversation, many users were tricked into thinking they were talking to a human
being. In a way, ELIZA was one of the first systems to pass a Turing test, albeit a
test administered under very specific and rather undemanding conditions.

Other projects aimed to create ways to represent human knowledge, so that it
could be manipulated and used to generate new knowledge. Through the application
of rules of deductive reasoning to knowledge bases, it was possible, for example,
to build systems that were able to make medical diagnoses in certain particularly
controlled conditions, where knowledge could be expressed symbolically, and
combined using rules for the manipulation of symbols. Some so-called expert
systems were developed based on these techniques and played relevant roles in
different areas, mainly in the 1970s and 1980s.

These and other projects demonstrated that some of the capabilities of the
human brain that seemed more complex and sophisticated, such as demonstrating
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mathematical theorems or playing board games, could be programmed into a
computer. These results led to several excessively optimistic predictions about the
future evolution of artificial intelligence. In the 1960s, several renowned researchers,
including Marvin Minsky and Herbert Simon (who had also attended the Dartmouth
workshop), predicted that it would be possible, within three decades, to develop
human-like intelligence in computers and to create systems that could perform
any function performed by human beings. Those predictions, however, turned
out to be unduly optimistic. The research carried out in those decades ended
up showing that many tasks easily performed by humans are very difficult to
replicate in computers. In particular, it proved exceptionally difficult to translate
the results obtained in simplified environments, like the blocks world, to more
complex and uncertain environments, such as a bedroom, a kitchen, or a factory.
Tasks as simple as recognizing faces or perceiving spoken language proved to be of
insurmountable complexity and were never solved by approaches based solely on
symbol manipulation.

In fact, almost all of the capabilities of the human brain that have to do with
perception and real-world interaction have proved especially difficult to replicate.
For example, analyzing a scene captured by a camera and identifying the relevant
objects therein is a very difficult task for a computer program, and only now it is
finally beginning to be achievable by the most modern artificial intelligence systems.
Despite this, we perform it without apparent effort or specific training. Other tasks
that we perform easily, such as recognizing a familiar face or understanding a
sentence in a noisy environment, are equally difficult to reproduce.

This difficulty contrasts with the relative ease with which it was possible to
write computer programs that reproduce the intelligent manipulation of symbols,
described in some of the approaches mentioned. This somewhat unexpected dif-
ficulty in reproducing behaviors that are trivial for humans and many animals on
a computer is called Moravec’s paradox: it is easier to reproduce on a computer
behaviors that, for humans, require explicit complex mathematical reasoning than
it is to recognize a face or perceive natural language, something a child does with
great ease and with no specific instructions.

The difficulty in solving most problems involving perception and other character-
istics of human intelligence led to several disillusionments with the field of artificial
intelligence, the so-called Al winters. Despite these negative phases, marked by
discouragement and lack of funding for projects in the area, the development
of artificial intelligence systems based on symbol manipulation contributed, in
different ways, to the creation of many algorithms that are executed by today’s
computers, in the most varied applications. This area has developed numerous
methods of searching and representing knowledge that made it possible to create
many programs that perform tasks that we often do not associate with intelligent
systems. For example, the optimization of timetables for trains, airplanes, and
other transportation systems is often performed by systems based on search and
planning algorithms developed by the artificial intelligence community. Similarly,
the systems created in the last decade of the twentieth century to play chess use
search techniques that are essentially those proposed by this same community.
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The methods and algorithms that made it possible to build the search engines
that are now one of the central pillars of the Internet, and which allow us to locate,
in fractions of a second, the relevant documents on a given topic, are also due to
a specific sub-area of artificial intelligence: information retrieval. These systems
identify, from the terms that are used in the search, the relevant documents and use
different methods to determine which are the most important. The latest versions
of these search engines use large language models (which we will describe later) to
better understand the users’ intentions and provide them with the most meaningful
answers possible.

Nevertheless, with few exceptions, the systems based on symbol manipulation
are rigid, unadaptable, and brittle. Few, if any, are capable of communicating
in natural language, spoken or written, and of understanding the essence of
complex questions. They are also uncapable of performing tasks requiring complex,
unstructured image processing, or solving challenges that require adaptability to
real-world, uncontrolled environments. Although artificial intelligence researchers
have developed numerous robotic systems, few of these interact with humans in
uncontrolled environments. Robotic systems are used extensively in factories and
other industrial environments but, in general, they do so in controlled environments,
subject to strict and inflexible rules, which allow them to perform repetitive tasks,
based on the manipulation of parts and instruments that always appear in the same
positions and the same settings.

Only very recently, after decades of research, have we started to have systems and
robots that interact with the real world, with all its complexity and unpredictability.
Although they also manipulate symbols, they are based on another idea, the idea
that computers could learn from experience, and adapt their behavior intelligently,
like children do.

5 Machine Learning

5.1 Basic Concepts

In the article Alan Turing wrote in 1950, he shows a clear awareness of the difficulty
inherent in programming a system to behave intelligently. Turing proposed that,
instead, it might be easier to build a program that simulates a child’s brain. Duly
submitted to an educational process, an adult brain would then be obtained, capable
of reasoning and of higher intelligence. Turing compares a child’s brain to a blank
book, in which the experiences of a lifetime are recorded. Turing argued that it
would probably be easier to build an adaptive system that uses machine learning
to acquire the ability to reason and solve complex problems that we associate with
human intelligence.

What exactly is this idea of machine learning, this idea that computers can learn
from experience? At first glance, it goes against our intuition of computers, which
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we see as machines that blindly obey a certain set of instructions. This was also the
idea that Ada Lovelace had, much influenced by the mechanical computer to which
she had access, which led her to the conclusion that computers are inflexible and
cannot create anything new.

The key concept of machine learning is that it is possible for a system, when
correctly configured, to adapt its behavior to approximate the intended results for a
given set of inputs. At its core, the concept is easy to explain. Imagine a very simple
system that receives as input a single number and generates on its output a single
number, which depends on the first one. If this system is shown several examples
of the intended correspondence between the input number and the output number,
it can learn to guess this correspondence. Suppose the number on the input is the
latitude of a city and the number on the output is the average temperature in that
city during winter. If the system is given several examples of latitude/temperature
pairs, the system can learn an approximate correspondence between the latitude and
the temperature. Of course, the match will not, in general, be exact, because of local
variations in the environment and location of the cities. But using mathematical
techniques that are familiar to many readers, such as regression, it is possible
to estimate the average winter temperature from the latitude of the city. Such a
system represents perhaps the most basic machine learning system imaginable.
This correspondence between the latitude and the temperature was not explicitly
programmed by any programmer but inferred from data, using a mathematical
formula or algorithm. The machine learning program, however, is very general. It
can either infer this correspondence or the correspondence between the average
income of a country and its energy usage per capita. Once written, this same
program can learn to determine relationships of a certain type (for example, linear)
between pairs of numbers, regardless of the concrete problem being analyzed.

In machine learning, the set of examples used to train the system is called
the training set and the set of examples later presented to the system to test its
performance is called the test set. Once trained, the system can be used many times
to predict outputs from new input values, without the need for additional training.
In many cases (namely if the training set if very large and the relationship being
learned is very complex), the training process can be relatively slow, but using the
system to determine the desired match for new examples is quick and efficient.

Returning to the example of latitude and average winter temperature, now
imagine that the learning system is given, as input, not only latitude, but also the
average winter energy consumption by household, the distance from the sea, and
other relevant variables. It is easy to see that the program can now learn, with much
more precision, to calculate the relationship between this set of variables and the
average winter temperature of a given city. Mathematically, the problem is more
complex, but the formulation is the same: given a set of input data, the objective
is to obtain a program that generates an estimate of the output. Using the right
algorithms, this problem is not much harder than the previous one.

If the output (i.e., the variable being predicted) is a quantitative variable (or
collection of quantitative variables), the system obtained through the execution of
the learning algorithm is called a regressor, and the problem is known as regression.
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If the objective is to assign a given class to the object characterized by the input,
the system is called a classifier. Let us now consider a much more difficult problem:
imagine you are given images with, say, a million pixels. The goal is to learn to
classify images in accordance with what is in them; for example, does each image
contain, or not, a cat or a dog. Again, we have as input several variables, in this
case, three million variables for a color one megapixel image, and the objective is to
generate in the output a variable that indicates what is in the photo, a dog, a cat, or
a car, for instance. There are, indeed, very large datasets, such as ImageNet (Deng
et al. 2009) that has more than 14 million images in more than 20,000 categories,
which are used to train machine learning systems.

The attentive reader will have noticed that this problem is in essence no different
from the first one discussed above. In the present case, it is necessary to calculate
the correspondence between three million numbers, the input, and the desired class,
the output. Although it has the same formulation, this problem is dramatically
more difficult. There is now no direct correspondence, through more or less simple
mathematical formulas, between the intended input and output. To get the right
class, we need to be able to identify diverse characteristics of the image, such as
eyes, wheels, or whiskers, and how these features are spatially related to each other.

Here, too, Alan Turing’s pioneering idea works. Although it is very difficult
(arguably impossible for a human) to write a program that maps inputs to outputs,
images to categories, it is possible to learn it from the labels and descriptions humans
created for these images. This idea that a computer can learn from examples was
developed from the 1960s onwards by numerous researchers and scientists. The
first approaches, which used symbolic representations to learn the correspondences
between inputs and outputs, ended up giving way to statistical and/or numerical
methods. There are many ways to learn a correspondence between the values in the
inputs and the intended outputs, and it is not possible here to describe in a minimally
complete way even a small fraction of the algorithms used. However, it is possible
to present, in a very brief way, the philosophy underlying most of these approaches.

5.2 Statistical Approaches

A class of approaches that originated in statistics is based on estimating, from the
training data, a statistical relationship between the input and the output (Friedman
et al. 2001). Some of these statistical approaches (in a subclass usually referred to
as generative) are based on the famous Bayes law. This law, actually a theorem,
computes the probability of occurrence of some event (for example, the class of a
given image) from prior knowledge about that event (for example, the probability
that any given random image contains a dog, a cat, a person, ...) and about
how the input is related to the observations (for example, what are the statistics
of images containing dogs). Another class of statistical approaches (usually called
discriminative) bypasses the application of Bayes’ law and, from the training data,
estimates directly a model of how the probability of the output values depends on
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the input (for example, the probability that a given image contains a dog, given all
the pixel values of that image). In complex problems (such as image classification),
the discriminative approach is by far more prevalent, because it has two important
advantages: it makes a more efficient use of the available data and it is less reliant
on assumptions about the form of the underlying statistical relationships being
therefore more robust and general-purpose.

5.3 Similarity-Based Approaches

Other approaches focus on assessing the similarities between the different examples
of the training set. Imagine we want to determine a person’s weight based on their
height, sex, age, and waist circumference. And suppose we intend to determine the
weight of a new individual never seen before. A simple and pragmatic approach, if
there are many examples in the training set, is to look in that set for a person (or set
of persons) with characteristics very similar to the individual in question, and guess
that the weight of the individual in question is the same as that of the most similar
person in the training set. This approach, learning by analogy, is effective if there
is a vast training set, and can be carried out in a variety of ways, with algorithms
whose designations include the nearest neighbor (or k kearest neighbors) method
(Fix and Hodges 1989). An extension of this class of method, based on assessing
similarities between objects to be classified and those in the training set, led to a
class of methods known as kernel machines (of which the most famous member is
the support vector machine), which was very influential and had significant impact
in the last decade of the twentieth century and beginning of this century (Scholkopf
and Smola 2002).

5.4 Decision Trees

Yet another class of methods, known as decision trees (Quinlan 1986), work by
splitting data into a series of binary decisions. Classifying a new object corresponds
to traversing down the tree based on these decisions, moving through the decisions
until a leaf node is reached, which will return the prediction (a class or a value). A
decision tree is built by making use of a heuristic known as recursive partitioning,
which exploits the rationale of divide and conquer. Decision trees have several
important advantages, such as being seamlessly applicable to heterogeneous data
(with quantitative and categorical variables, which is not true of most other
methods), being somewhat analogous to the thought process of human decision
making, and, very importantly, being transparent, since the chain of decisions that
leads to the final prediction provides an explanation for that prediction. Decision
trees can also be combined into so-called random forests (Ho 1995), a type of
model that uses multiple decision trees, each learned from a different subset of
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the data. The prediction of the forest is obtained by averaging those of the trees,
which is known to improve its accuracy, at the cost of some loss of transparency
and explainability. Random forests are, still today, one of the methods of choice in
problems involving heterogenous data and for which the amount of training data
available is not large.

5.5 Neural Networks

Neural networks are one of the most flexible and powerful approaches in use
today. This approach was pioneered in the 1980s (McClelland et al. 1986) and
is heavily inspired by much earlier work on mathematical models of biological
neurons, namely by McCulloch and Pitts, in a famous 1943 paper with title “A
Logical Calculus of Ideas Immanent in Nervous Activity”, which proposed the
first mathematical model of biological neurons. Also in the 1940s, Donald Hebb
proposed the first biologically plausible learning process for neural networks (the
Hebbian rule), which became famously summarized in the sentence “cells that fire
together wire together” (Hebb 1949).

Although the functioning of a biological neuron is complex and hard to model,
it is possible to build abstract mathematical models of the information processing
performed by each of these cells, of which the one by McCulloch and Pitts was the
first. In these simplified models, each cell accumulates the excitations received at
its inputs and, when the value of this excitation exceeds a certain threshold, it fires,
stimulating the neurons connected to its outputs. By implementing or simulating
in a computer the interconnection of several of these units (artificial neurons),
it is possible to reproduce the basic information processing mechanism used by
biological brains. In a real brain, neurons are interconnected through synapses of
varying strength. In the neural networks used in machine learning, the strength of
the connection between neurons is defined by a number that controls the weight
with which it influences the state of the neuron connected to it.

Mathematical methods, called training algorithms, are used to determine the
values of these interconnection weights to maximize the accuracy of the corre-
spondence between the computed output and the desired output, over a training
set. In fact, these algorithms are essentially a form of feedback, where each error
committed on a training sample is fed back to the network to adjust the weights
in such a way that this error becomes less likely. The training algorithms that are
prevalent in modern machine learning thus have deep roots in the work of Norbert
Wiener, one of the greatest mathematicians and scientists of the twentieth century.
Wiener’s seminal work in cybernetics (a field that he created and baptized) includes
the formalization of the notion of feedback, which is one of the cornerstones of
much of modern technology. Wiener also influenced the early work on neural
networks by bringing McCulloch and Pitts to MIT and creating the first research
group where neuropsychologists, mathematicians, and biophysicists joined efforts
to try to understand how biological brains work.
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The first successful instance of a leaning algorithm for artificial neural networks,
following the rationale of error feedback to update the network weights, was
proposed by Frank Rosenblatt, in 1958, for a specific type of network, called
perceptron. The perceptron together with Rosenblatt’s algorithm 1958 are the pre-
cursors of the modern neural networks and learning algorithms. The early success
of perceptrons spawned a large wave of enthusiasm and optimism, which turnec into
disappointment when it became obvious that this optimism was very exaggerated.
A symbolic moment in the crushing of expectations was the publication of the
famous book “Perceptrons”, by Minsky and Papert, in 1969. This book provided
a mathematical proof of the limitations of perceptrons as well as unsupported
statements regarding the challenges of training multi-layer perceptrons (which they
recognized would solve those limitations). This disappointment was responsible for
a dramatic decrease in the interest and funding for neural network research, which
lasted for more than three decades.

Modern neural networks arose of the realization that it is indeed possible to
learn/train networks with several layers (currently known as deep neural networks,
to which the following section is devoted), which can be mathematically and exper-
imentally shown to be highly flexible structures, capable of solving many prediction
problems. At the heart of this possibility is a procedure, known as backpropagation,
which allows implementing the above-mentioned feedback from prediction errors
in training examples to adjustments in the network’s weights, aiming at making
these errors less likely. The term backpropagation and its application in neural
networks is due to Rumelhart, Hinton, and Williams, in 1986, but the technique was
independently rediscovered many times, and had many predecessors dating back to
the 1960s, namely in feedback control theory.

Modern neural networks can have up to many millions of neurons and billions
of weights. Sufficiently complex artificial neural networks can be used to process,
images, sounds, text, and even videos. For example, when they are used to process
images, each of the neurons in one of these networks ends up learning to recognize
a certain characteristic of the image. One neuron might recognize a line at a given
position, another neuron (deeper, that is, farther from the input) might recognize an
outline of a nose, and a third, even deeper, might recognize a particular face. Again,
some of the modern work on neural networks for analyzing images has old roots in
work from the late 1950s and early 1960s, namely the neural models of the visual
cortex of mammals described by Hubel and Wiesel, for which they received the
Nobel Prize in 1981.

Although biological brains have inspired artificial neural networks and learning
mechanisms, it is important to realize that, in the current state of technology, these
networks do not work in the same way as biological brains do. Although networks of
this type have been trained to drive vehicles, process texts, recognize faces in videos,
and even play champion-level games like chess or Go (a very complex board game
popular in Asia), it would be wrong to think that they use the same mechanisms the
human brain uses to process information. In most cases, these networks are trained
to solve a very specific problem and they are incapable of tackling other problems,
let alone making decisions autonomously about which problems should be tackled.
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How the human brain organizes itself, through the process of development and
learning that takes place during childhood and adolescence, how new memories
are kept throughout life, how different goals are pursued over time, by any of us,
depend on essentially unknown mechanisms and are not present in artificial neural
networks.

However, the last decade has seen the emergence of technologies that enable us
to create very complex systems that, at least on the surface, exhibit somewhat more
intelligent behavior.

6 The Deep Learning Revolution

In the last decade, machine learning led to remarkable developments in applications
where symbolic methods did not perform well, such as computer vision, speech
recognition, and natural language processing. These developments are collectively
known as deep learning. The adjective “deep” refers to the use of multiple layers
in neural networks, although other approaches that do not use neural networks also
fall into the scope of deep learning (LeCun et al. 2015).

Deep learning commonly resorts to neural network architectures with many
layers (essentially the concatenation of many perceptrons in a multilayer structure),
leading to new applications and optimized implementations, mainly due to the
availability of very large datasets for training these large structures with many
paremeters (the weights referred above) and very efficient special-purpose computer
processors, such as GPUs (graphics processing units). In deep learning, each neural
network layer learns to transform its input into a somewhat more abstract and
composite representation. For instance, in image recognition or classification, the
raw input may be a matrix of pixels, the first layer may abstract the pixels and encode
edges or corners, the second layer may compose and encode arrangements of edges
and corners into lines and other shapes, and so on up to semantically meaningful
concepts, such as faces or objects, or tumors in medical images. At the very core
of the algorithms that learn these deep neural networks is the backpropagation
algorithm that was mentioned in the previous section.

Deep learning has had many remarkable successes in recent years. Board games
have been popular in artificial intelligence research ever since its inception in the
fifties. Simpler games, like checkers and backgammon, have been mastered by
machines decades ago, but other more complex games, like chess and Go took
longer to solve. IBM’s Deep Blue was the first chess program to beat a world
champion (Campbell et al. 2002), when it defeated Garry Kasparov in 1997 in a
rematch. However, Deep Blue, like many other chess programs, depended heavily on
human-designed playing strategies and relied heavily on brute force search. Starting
in 2016, a series of developments by DeepMind, a Google-owned company, led to
the release of AlphaGo (Silver et al. 2016), a system that beat the best Go players in
the world, after learning from expert games and self-play. Posterior developments
led to AlphaGo Zero (Silver et al. 2017) and AlphaZero (Schrittwieser et al. 2020),
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systems that excelled at Go, chess, and other games, but that did not need to learn
from human experts and learned uniquely from self-playing, using deep learning
and a technique for sequential decision making known as reinforcement learning.
The outcomes achieved by these programs were remarkable, as they were able to
learn techniques and strategies within a matter of days that had eluded humanity for
millennia since the inception of these games. The games these machines play are
currently being studied in order to understand the novel strategies and techniques
they developed and that are alien to humans.

Another area where deep learning has led to significant advances is computer
vision, where the goal is to enable computers to process, analyze, and even under-
stand images and videos. One important feature of the neural network architectures
developed for computer vision is that the first layers are convolutional, inspired
by the architecture of the first layers of the neural visual system of mammals, as
discovered by Hubel and Wiesel in the 1950-1960s. Convolutional layers enjoy
a certain type of invariance (more precisely, equivariance, but that is beyond the
scope of this introduction), which means, in simple terms, that the processing
that is performed at each location of the image is the same across all the image.
Convolutional layers are an embodiment of a so-called inductive bias: a property
of the network that is designed rather than learned, based on knowledge of the
data that will be processed and the purpose of the network. More specifically, the
inductive bias in this case is that to recognize the presence of an object in an image,
its location is irrelevant. Another crucial implication of the convolutional nature of
these networks is that, due to this invariance, the number of parameters that needs to
be learned is dramatically smaller than in an arbitrary network with the same size.

By combining new architectural features, such as convolutional layers (and many
other tricks of the trade) with massive datasets and powerful processing engines
based on GPUs and TPUs (tensor processing units), deep learning has led to
an explosion in the range of applications of computer vision. These applications
include face recognition (heavily used in modern smartphones and automated
surveillance), image recognition and classification, surveillance, automated facility
inspection, medical image reconstruction and analysis, and autonomous driving,
among others.

Several modern deep learning architectures, such as transformers (Vaswani et
al. 2017), have been developed for natural language processing and used to build
large language models. These large language models, which are statistical in nature,
such as GPT-3 (Brown et al. 2020), have been trained in corpora with trillions of
words, and can accurately answer questions, complete sentences, and write articles
and notes about many different topics. They are becoming increasingly useful in
the development of customer interaction tools, as shown by the recent release of
ChatGPT and GPT-4, mimicking in very impressive ways the behavior of human
agents in analyzing and answering requests made in natural language. In some
ways, these large language models are approaching Turing’s vision of machines that
interact in a way that, if based only on text, cannot be distinguished from interaction
with humans. The enormous interest raised by the release of ChatGPT shows the
potential of these approaches, although this system represents, really, just one more
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step forward in the evolution of the technologies used in large language models,
which are the result of the deep learning revolution.

7 Applications in Analytics and Automation

Modern artificial intelligence has many applications, in the most diverse fields,
and cannot be easily classified using any simple taxonomy. However, they can be
roughly clustered into two large, non-exclusive, areas: analytics and automation.

Analytics has a strong connection with other areas with designations such as
data science, big data, data mining, or business intelligence. The fundamental goal
of analytics is to organize existing data about people, organizations, businesses,
or processes, in order to extract economic value from that data, by identifying
regularities, propensities, or sensitivities that are susceptible to exploitation. Many
of the world’s largest companies, including those commonly known as GAFAM
(Google, Apple, Facebook, Amazon, and Microsoft) owe much of their value to
the ability to organize the data contributed by their users and resell it to support
targeted advertising or other sales campaigns. However, the applications of analytics
go far beyond advertising and marketing. Properly explored, the data obtained in
the most diverse ways can also be used to discover new scientific knowledge and to
optimize processes of design, manufacture, distribution, or sales, which represents
an important component of another area that has become known as Industry 4.0. Any
company that wants to be internationally competitive nowadays or any institution
that wants to provide good services to its users must use analytics tools to explore
and use the data they have.

Automation, on the other hand, has to do with the partial or total replacement
of human beings in tasks that normally require intelligence. This area, whose
economic impact is still probably smaller than that of analytics, will grow rapidly
in the coming years, as companies and institutions continue to face pressure to
become more efficient and reduce costs. Areas as diverse as customer support,
legal services, human resources, logistics, distribution, banking, services, and
transportation will progressively be transformed as functions previously performed
by human employees are progressively automated by machines. This replacement
process will be progressive and gradual, giving time for companies to adapt, but,
inevitably, tasks such as customer service, facility surveillance, legal document
analysis, medical diagnosis, vehicle driving, and many others will be progressively
performed by automatic systems based on artificial intelligence. The current state of
technology does not yet allow for the complete replacement of professionals in most
of these tasks, but technological advance seems inevitable and their consequences,
in the long run, indisputable.

Recently, the European Commission proposed two documents for possible
adoption by the European Parliament that aim to regulate various aspects of
the application of artificial intelligence technologies. These documents are some-
how partially aligned with this taxonomy. The Digital Markets Act, proposed in
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December 2020, focuses on the need to regulate access to data, for the purposes
of analytics, and prevent excessive control of this data by large platforms (the
document calls them Gatekeepers), which would lead to situations of overwhelming
market dominance. The Artificial Intelligence Act, proposed in April 2021, focuses
more on the problems caused by potential high-risk applications that are mainly
in the field of automation. Systems considered high-risk by the document include,
among many others, those that identify people, operate critical infrastructure,
recruit or select candidates for positions or benefits, control access to facilities and
countries, or play a role in education or administration of justice.

The European Union’s ambition is to regulate artificial intelligence technologies,
to maintain the security and privacy of citizens, guarantee competition and preserve
the openness of markets while stimulating the development of new, secure, and
non-invasive applications. However, the gap between essential and over-regulation
is small, and compromises are often difficult. For example, the General Data
Protection Regulation (GDPR) is certainly an important piece in the protection of
citizens’ rights and has placed Europe at the forefront in this field. But it is also
a regulation whose compliance poses many challenges, demands, and difficulties
for companies and institutions. Concerning the regulation of artificial intelligence,
the hope is that Europe will manage to find an appropriate balance, preserving
individual rights but also setting up the conditions for the creation of innovation,
which will continue to be the engine of increased productivity and economic
development.

8 Conclusions

Artificial intelligence, the field that has been developed to realize the idea that
machines will one day also be able to think, is today an important technology that
is behind profound changes that will affect society in the next few decades, globally
known as the fourth industrial revolution.

Applications in analytics and automation will expand rapidly in the next decades,
leading to changes in the way we live, work, and interact. Although the world
seems profoundly changed by the technologies that are already in place, we must be
prepared for even deeper changes in years to come, brought by the convergence of
diverse technologies, of which artificial intelligence is the most central one.

Although we still do not know how to reproduce human-level intelligent behavior
in machines, an objective known as artificial general intelligence, large-scale efforts
to develop the technologies that could lead to such a result are being undertaken
by all the major economic blocs, companies, research institutes, and universities. It
is highly likely that the combined efforts of millions of researchers may eventually
shed light on one of the most important questions that humanity has faced: what is
intelligence and can it be reproduced in machines?
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If artificial general intelligence is indeed possible and becomes a reality some-
time in the future, it will raise significant practical, ethical, and social questions,
which will have to be discussed and addressed, from a variety of standpoints.”
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The Impact of Language Technologies )
in the Legal Domain Qe

Isabel Trancoso, Nuno Mamede, Bruno Martins, H. Sofia Pinto,
and Ricardo Ribeiro

Abstract In the current digital era, language technologies are playing an increas-
ingly vital role in the legal domain, assisting users, lawyers, judges, and legal pro-
fessionals to solve many real-world problems. While open datasets and innovative
deep learning methodologies have led to recent breakthroughs in the area, significant
efforts are still being made to transfer the theoretical/algorithmic developments,
associated with general text and speech processing, into real applications in the
legal-domain. This chapter presents a brief survey on language technologies for
addressing legal tasks, covering studies and applications related to both text and
speech processing (Manuscript submitted in May 2022).

1 Introduction

Law is one of the fields that may greatly benefit from the huge Artificial Intelligence
(AI) advances, particularly in connection to language technologies. In fact, one
can almost say that Al is changing the field. These changes are reflected in
recently coined terms such as “Legal AI”, which encompasses hundreds of methods
proposed for information retrieval, text/knowledge mining, and Natural Language
Processing (NLP). In the literature, NLP is often restricted to text processing, but we
take the overarching view of covering both written and spoken language processing,
as both text and speech processing are playing a vital role in shaping the future of
legal AL
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Thus, we structured this necessarily brief review into two main sections, covering
text and speech analysis. We describe how the area has changed in the last
decade, and how different language technologies may contribute to draft, dictate,
analyse, and anonymise legal documents, streamline legal research, predict rulings,
transcribe court proceedings, etc. Moreover, the chapter also attempts to draw
attention to potential misuses of language technology, and their impact in the legal
domain.

2 Language Processing Technologies for Processing Textual
Data

Natural Language Processing (NLP) in the legal domain (Zhong et al. 2020) has
addressed text analysis tasks such as legal judgment prediction (Aletras et al. 2016;
Chen et al. 2019), legal topic classification (Chalkidis et al. 2021a), legal document
retrieval and question answering, or contract understanding (Hendrycks et al. 2021),
to name a few. As in other application areas for NLP, progress has often been made
in connection to publicly available datasets, which researchers can use to evaluate
system performance in a standardized way (e.g., the Legal General Language
Understanding Evaluation benchmark is one recent example Chalkidis et al. 2021c¢).
Joint evaluation initiatives (i.e., shared tasks) are also popular in the area. In these
competitions, teams of researchers submit systems that address specific predefined
challenges for the shared task, and the results are then evaluated against a “gold
standard” that was previously prepared by the shared task organizers. Examples for
shared tasks related to legal NLP include the Competition on Legal Information
Extraction and Entailment (Rabelo et al. 2022), the Chinese Al and Law challenge,
taking place yearly since 2018 (Zhong et al. 2018), or the Artificial Intelligence for
Legal Assistance series of shared tasks, which started in 2019 (Bhattacharya et al.
2019). The field has also a long history, reflecting the changes that the general area
of NLP has also seen over the years.

Up to the 1980s, most NLP systems were based on symbolic approaches
leveraging hand-written rules. Starting in the late 1980s, there was a shift with
the introduction of machine learning algorithms for NLP, using statistical inference
to automatically learn rules through the analysis of large corpora. In the 2010s,
representation learning and deep neural network-style machine learning methods
became widespread in NLP. Popular techniques include the use of word embeddings
to capture semantic properties of words, and an increase in end-to-end learning of
higher-level tasks (e.g., question answering), instead of relying on a pipeline of
separate intermediate tasks (e.g., parts-of-speech tagging and syntactic dependency
parsing).

As with other specialized domains (e.g., biomedical or financial documents),
legal text (e.g., legislation, court documents, contracts, etc.) has distinct charac-
teristics compared to generic corpora, such as specialized vocabulary, a particular
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syntax, semantics based on extensive domain-specific knowledge, or the common
use of long sentences. These differences can affects the performance of generic
NLP models, motivating research in this specific area. Even in the case of modern
methods based on end-to-end learning, pre-training models with legal text can
help to better capture the aforementioned characteristics, providing in-domain
knowledge that is missing from other generic corpora.

In fact, several pre-trained legal language models, based on very large neural
networks, have been recently introduced (Chalkidis et al. 2020b; Xiao et al. 2021).
State-of-the-art NLP approaches are based on these types of models, following a
design based on pre-training neural language models on huge amounts of (ideally
in-domain) text, e.g. by considering unsupervised objectives such as predicting
masked words from real sentences, followed by the supervised fine-tuning of these
models to specific downstream tasks. The following sub-sections discuss different
NLP applications related to the legal domain, often involving methods based on
pre-trained neural language models.

2.1 Text Anonymization

Data anonymization is a process of masking or removing sensitive data from a
document while preserving its original format. This process is important for sharing
legal documents and court decisions without exposing any sensitive information
(Mamede et al. 2016). Free-form text is a special type of document where data
is contained in an unstructured way, as represented in natural language. Court
decisions are examples of this type of document. From the content of these
documents, it is necessary to identify text structures that represent names or unique
identifiers, known as entities. This task is commonly referred to as NER (Named
Entity Recognition). The three main classes of NEs are: person, location, and
organization. Other important classes include dates, phone numbers, car plates, bank
account references (eg. IBAN), and websites.

The main use of automatic text anonymization systems is to de-identify medical
records and court decisions. A generic anonymization system is usually composed
of up to four modules: (1) a module that normalizes the text and performs feature
extraction; (2) a set of NE classifiers; (3) a poll to vote the most probable class
of NE; and (4) a module that applies an anonymization method over the NEs and
replaces the occurrences of these entities in the text.

One of the first automated anonymization systems was Scrub. It was introduced
by Sweeney (1996) and it uses pattern-matching and dictionaries. The system runs
multiple algorithms in parallel to detect different classes of entities. In 2006, part
of the i2b2 (Informatics for Integrating Biology to the Bedside) Challenge was
dedicated to the de-identification of clinical data. Seven systems participated in
this challenge. The MITRE system, developed by Wellner et al. (2007), achieved
the highest performance. The MITRE system uses two model-based NER tools, one
based on Conditional Random Fields (CRF) and another on Hidden Markov Models.
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Gardner and Xiong (2008) developed the Health Information DE-Identification
(HIDE) framework for de-identification of private health information (PHI), which
uses a NER tool based on CRF. Neamatullah et al. (2008) developed the MIT De-id
package. This package is a dictionary and rule-based system and was made available
for free on the Internet by PhysioNet. Uzuner et al. (2008) developed the Stat De-id
that runs a set of classifiers in parallel. Each classifier is specialized in detecting a
different category of entities. The Best-of-Breed System (BoB) by Ferrandez et al.
(2013), a hybrid design system, uses rules and dictionaries to score a higher recall,
and it also uses model-based classifiers to score a higher precision.

Michaél Benesty! draws attention to the importance of the processing speed
of anonymization systems. The case study was conducted in collaboration with
the French administration and a French supreme court (Cour de cassation). More
recently, Glaser et al. (2021b) presented a machine learning approach for the
automatic identification of sensitive text elements in German legal court decisions.
The adopted strategy includes several deep neural networks based on generic pre-
trained contextual embeddings.

The most usual methods of anonymization include: suppression, tagging, random
substitution, and generalization. The suppression method is a simple way of
anonymizing a text that consists of the suppression of the NE using a neutral
indicator that replaces the original text, e.g. ‘XXXXXX’. The ragging method consists
of the replacement of the NE with a label that could indicate its class and a unique
identifier. It can be implemented by concatenating the class given by the NER tool
and a unique numeric identifier, e.g. [**Organizationl23+x]. The random
substitution method replaces a NE with another random entity of the same class
and morphosyntactic features. This method can be implemented using a default
list containing random entities of each class. In highly inflected languages, it is
important to replace entities of every class with another entity with the same gender
and number. Generalization is any method of replacing an entity from the text with
another entity that mentions an object of the same class but in a more general way,
e.g.: University of Lisbon could be generalized to University, or even to Institution.

Some of the major problems of developing anonymization systems to be used
in legal documents and court decisions are: (1) the lack of non-anonymized data
sets, making impossible to compare approaches and making the evolution of these
systems harder; (2) each jurisdiction features different distributions of named entity
types and introduces court-specific anonymization challenges; (3) all the entities that
refer to the same object within the document should be replaced by the same label,
which implies the existence of a Co-reference resolution module which is also a big
challenge; (4) The random substitution implies the extraction of the grammatical
gender and number of the NE that is given by its headword. The headwords of NEs
and their features must be determined at a pre-processing stage. Determining the

U https://towardsdatascience.com/why-we-switched-from- spacy-to-flair-to-anonymize-french-
legal-cases-e7588566825f.
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gender of the headword is important for replacing NEs that refer persons by another
NE from the same gender, e.g. replacing John by Peter, or replacing Mary by Anna.

2.2 Document Classification

Text classification (i.e., the assignment of documents to classes from a pre-defined
taxonomy) has many potential applications in the legal domain, particularly for
categorizing legislative documents and cases. This can aid the process of legal
research, and the development of knowledge management systems (Boella et al.
2016). Several studies have focused on legislative contents or court cases (Tuggener
et al. 2020; De Araujo et al. 2020; Papaloukas et al. 2021), with some authors
highlighting that legal document classification can be significantly harder than more
generic text classification problems (Nallapati and Manning 2008).

In the specific case of legislative contents, much work on topic classification
has focused on EU legislation documents, both in monolingual settings focusing
on the English language (Chalkidis et al. 2019b, 2020a), and also on multi-
lingual settings (Avram et al. 2021; Chalkidis et al. 2021a). These previous efforts
addressed the task of classifying EU laws into EuroVoc? concepts, seeing the
problem as a challenging instance of Large-scale Multi-label Text Classification
(LMTC), given the need for assigning, to each given document, a subset of
labels from a large predefined set (i.e., thousands of classes that are hierarchically
organized), and given also the need for handling few and zero-shot scenarios (i.e.,
the distribution for how labels are assigned is highly skewed, and some labels
have few or no training examples). A battery of state-of-the-art LMTC methods
have been empirically evaluated, with very good results currently being obtained
with approaches based on combining large pre-trained neural language models (i.e.,
models based on pre-trained Transformer-based approaches like BERT) with label-
wise attention networks (i.e., using different parameters for weighting the document
representations, according to each possible label). For instance, in experiments with
57k English legislative documents from EURLEX,? studies have reported values of
80.3 in terms of an R-Precision @K evaluation metric (Chalkidis et al. 2020a).

Document classification technology is also nowadays deployed in many practical
settings. One interesting example is the JRC EuroVoc Indexer (JEX*), i.e. an open-
source tool currently being used in many different settings, that was developed
by the European Commission’s Joint Research Centre (JRC) for automatically
classifying documents according to EuroVoc descriptors, covering the 22 official EU
languages. JEX can be used as a tool for interactive multi-label EuroVoc descriptor

2 http://eurovoc.europa.eu/.
3 http://eur-lex.europa.eu/.

4 http://joint-research-centre.ec.europa.eu/language-technology-resources/jrc-eurovoc-indexer-
jex_en.
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assignment, which is particularly useful to increase the speed and consistency of
human categorization processes, or it can be used fully automatically.

2.3 Information Retrieval

The need for handling large amount of digital documents has made the legal sector
interesting for the development of specific methodologies for the management,
storage, indexing, and retrieval of legal information. All these tasks fall into the
realm of information retrieval, which manly focuses on information search problems
where a description of the current situation (i.e., an information need) is used to
query an automated system to retrieve the most suitable information, within a large
repository, for the input query (Sansone and Sperli 2022).

Work on legal information retrieval goes back to the 1960s (Wilson 1962;
Eldridge and Dennis 1963; Choueka et al. 1971), but recent scientific develop-
ments are strongly connected to the Competition on Legal Information Extrac-
tion/Entailment (COLIEE), and to specific applications related to case law retrieval
(Locke and Zuccon 2022). From 2015 to 2017 the COLIEE task was to retrieve
Japanese Civil Code articles given a question, and since then the main COLIEE
retrieval task has been to retrieve supporting cases given a short description of an
unseen case. Most submitted systems leverage sparse representations of documents
and queries, based on word occurrences, together with simple numerical statistics
that reflect how important a word is to a document within a collection (i.e., statistics
such as TF-IDF or BM25). More recent studies, both in the context of COLIEE and
in other separate publications, have started to explore recent advances connected to
neural ranking models (e.g., using large language models trained in text matching
data, for re-ranking the results of simpler methods based on word-level statistics).

An interesting recent study has for instance focused on the task of regulatory
information retrieval (Chalkidis et al. 2021b), which concerns retrieving all relevant
laws that a given organization should comply with, or vice-versa (i.e., given a
new law retrieve all the regulatory compliance controls, within an organization,
that are affected by this law). Applications like this are much more challenging
than traditional information retrieval tasks, where the query typically contains
a few informative words and the documents are relatively short. In the case
regulatory information retrieval (and also other legal tasks, such as similar case
matching (Xiao et al. 2019)), the query is also a long document (e.g., a regulation)
containing thousands of words, most of which are uninformative. Consequently,
matching the query with other long documents, where the informative words are
also sparse, becomes extremely difficult for traditional approaches based on word-
level matching. Leveraging datasets composed of EU directives and UK regulations,
which can serve both as queries and documents (i.e., a UK law is relevant to the EU
directives it transposes, and vice versa), the authors reported on very good results
(i.e., averaging over different queries, approximately 86.5% of the documents that
are retrieved on the top 100 positions are relevant) with a system that combines
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standard BM25 retrieval with result re-ranking through a neural language model
fine-tuned to documents and specific tasks from the legal domain.

2.4 Information Extraction

Information extraction concerns automatically gathering and structuring important
facts from textual documents (e.g., about specific types of events, or about entities
and relationships between previously defined entities), facilitating the development
of higher-level applications, in the sense that these can now focus on the analysis
of structured information, as opposed to unstructured or semi-structured traditional
legal texts. Several studies (Chalkidis et al. 2019¢; Hendrycks et al. 2021) have
explored information extraction from contracts, e.g. to extract information elements
such as the contracting parties, agreed payment amount, start and end dates, or
applicable law. Other studies focused on extracting information from legislation
(Angelidis et al. 2018) or court cases (Leitner et al. 2019).

2.5 Summarization

A text summary conveys to the reader the most relevant content of one or more
textual information sources, in a concise and comprehensible manner. The goal of
a text summarization system is to automatically create such a document. This new
document, the summary, is characterized by several aspects, such as the origin of the
content, the number of input units, or the coverage of the summary. Regarding its
content, a summary might be composed by extracts—extractive summarization—,
directly taken from the input, or paraphrases—abstractive summarization—, which
convey the content of a passage of the input using a different wording. In relation
to the number of input units, if the input consists of only one document, the
task is designated single-document summarization, when dealing with several
input documents, the problem is named as multi-document summarization. Finally,
concerning the coverage of the input source(s), it can be comprehensive, when
creating generic summaries, or selective, if driven by an input query.

Several difficulties arise when addressing this task, but one of utmost importance
is how to assess the relevant content. Different methods have been explored since the
first experiments reported by Luhn (1958) and Edmundson (1969). They established
an important research direction, which can be named as feature-based passage
scoring, which explored features based on term weighting, sentence position,
sentence length, or linguistic information. In the 2000s, centrality-based methods
(Radev et al. 2004; Erkan and Radev 2004; Zhu et al. 2007; Kurland and Lee
2010; Ribeiro and de Matos 2011), independently of the underlying representation,
attracted much attention. Geometric centroids, graph-based ranking methods, or,
in general, representations in which “recommended” passages were the focus of
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this line of work. All of these were unsupervised approaches, in which we can
also include important methods such as Maximal Marginal Relevance (Carbonell
and Goldstein 1998) or Latent Semantic Analysis-based (Gong and Liu 2001)
methods. In addition to these kind of approaches, some supervised methods were
also explored (Wong et al. 2008). Recently, most of the research on this topic
has been based on neural networks, with sequence-to-sequence models attracting
a significant amount of attention (Rush et al. 2015; See et al. 2017; Celikyilmaz
et al. 2018), as well as work using pre-trained language models as encoders (Liu
and Lapata 2019; Manakul and Gales 2021).

In what concerns legal document summarization, some of the oldest work goes
back to 2004. Farzindar and Lapalme (2004) present an approach to generate
short summaries of records of the proceedings of federal courts in Canada. This
work focused on extracting the most important textual units, following a feature-
based passage scoring approach. The pipeline includes a thematic segmentation
specifically directed at legal documents, aimed at discovering the structure of the
judgment record. This segmentation is followed by filtering and selection stages.
The former filters out citations and other noisy content and the latter extracts textual
units based on their score, computed using features such as the position of the
paragraphs in the document, the position of the paragraphs in the thematic segment,
the position of the sentences in the paragraph, the distribution of the words in the
document, and TF-IDF. Closely related to this work, is the system proposed by
Hachey and Grover (2006), in the sense that these authors also develop a classifier
for rhetorical information. The extraction of relevant sentences is also cast as a
classification problem, following a supervised machine learning-based approach.
Features such as location, thematic words, sentence length, quotation level, entities,
and cue phases are explored in both a Naive Bayes classifier and a Maximum
Entropy classifier.

More recent work in legal document summarization followed the same trend we
observe in generic automatic text summarization and natural language processing in
general, which means that it is based on neural networks and pre-trained language
models. The work reported by Glaser et al. (2021a) focuses on German court rulings.
The system includes a dedicated pre-processing step where norms, anonymization
tokens, and references to other legal documents, for instance, are addressed.
Concerning the summarization method, the authors explored both extractive and
abstractive approaches. Word are encoded using GloVe embeddings (Pennington
et al. 2014) and for sentence representation three approaches are explored: CNN,
GRU, or attention. The final sentence representation is given by a cross-sentence
CNN or RNN that captures information from neighboring sentences. The selection
score is given by a sigmoid function. The abstractive approach is similar, but
instead of using a cross-sentence CNN or RNN, the sentence embeddings are
aggregated using a RNN, creating an embedding for the document. The approach
follows an encoder-decoder structure. As expected, the abstractive approaches had
a worst performance when compared to extractive approaches and baselines, even
considering older, centrality-based, approaches such as LexRank. The proposed
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extractive approaches achieved the best results showing that neural networks-based
approaches are also adequate for specific domains.

An interesting work based on pre-trained language models is the system proposed
in Savelka and Ashley (2021). Their work is closely related to summarization, but
instead they focus on the idea of how well a sentence explains a legal concept,
based on data from the Caselaw access project (U.S.A. legal cases from different
types of courts). The selected data was human classified into four categories: high
value, certain value, potential value, and no value. They fine-tuned RoBERTa (Liu
et al. 2019), a model derived from the well-known BERT (Devlin et al. 2019), as
the base for their experiments. They explore three approaches: one that predicts
the class using only the input sentence; the second approach uses the pair legal
concept-sentence; and, finally, the last variation is based on the pair composed by
“the whole provision of written law” and the sentence. One important conclusion
is that, given the success of the first experiment, sentences carry information about
their usefulness, which is strongly related to understanding if a sentence is a good
candidate to be in a summary.

2.6 Question Answering and Conversational Systems

Legal question answering concerns the retrieval and analysis of information within
knowledge repositories (e.g., large document collections), so as to provide accurate
answers to legal questions. Typical users for legal question answering systems can
include litigators seeking answers to case-specific legal questions (Khazaeli et al.
2021), or laypersons seeking to better understand their legal rights (Ravichander
et al. 2019).

The task requires identifying relevant legislation, case law, or other legal
documents, and extracting the elements within those documents that answer a
particular question. In some cases, the extracted information elements also need to
be further summarized into a concise answer. As evident from the previous problem
definition, legal question answering typically involves combining techniques from
information retrieval and extraction, and the aforementioned Competition on Legal
Information Extraction and Entailment has also been a notable venue for reporting
advances in this domain.

On what regards industrial applications, it is interesting to note that companies
such as IBM Watson Legal, LegalMation, or Ross Intelligence have developed
custom question answering commercial products based on Watson, i.e. a question
answering system developed by IBM that, in 2011, won the Jeopardy challenge
against the TV quiz show’s two biggest all-time champions (Ferrucci et al. 2010).
Watson’s architecture features a variety of NLP technologies, including parsing,
question classification, question decomposition, automatic source acquisition and
evaluation, entity and relation detection, logical form generation, and knowledge
representation and reasoning. After the success in Jeopardy, the system was reorga-
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nized and commercialized, by combining and customizing its specific modules to
specific domains and tasks (i.e., not just question answering, but also other tasks).

2.7 Predictions Supported on Textual Evidence

The idea that computers can predict the outcome of legal cases goes back to the
early 60s, where Lawlor (1963) considers “the analysis and prediction of judicial
decisions” one of the most important tasks to which computer technology can
contribute. However, most of the work on the task is not that old. In fact, we can
understand the difficulty of the endeavor as even recent literature overviews (e.g.,
Robaldo et al. 2019) focusing on natural language understanding in the legal domain
address topics like resource construction or simple information extraction tasks.

In 2004, Ruger et al. (2004) compare the performance of classification trees
against a group of legal experts to predict the outcome of the 2002 Term of the
United States Supreme Court. The used features were the following: the provenience
of the case until it reached the Supreme Court, the issue area of the case, the type of
petitioner, the type of respondent, the lower court ruling political orientation (liberal
or conservative), and the claim of unconstitutionality of a law or practice by the
petitioner. The results were surprising: the automatic method correctly predicted
75% of the Court’s affirm/reverse outcomes, while the experts accuracy was only of
59.1%. The best results were achieved for economic activity cases and the worst for
federalism, where the accuracy for both the experts and the automatic approach was
similar.

A different two-step approach was followed by Briininghaus and Ashley (2005),
focusing on textual information. The first step extracts a representation of the legal
case, based on its words (a bag-of-words representation obtained by removing
punctuation, numbers and stop words); named entity recognition (where names
and case specific instances are replaced by their type); and syntactic relations.
This representation is submitted to a set of classifiers that capture several aspects
that are used to represent the cases, designated as Factors (e.g., Agreed-Not-To-
Disclose, Security-Measures, or Agreement-Not-Specific). The used data consisted
in the Trade Secret Law knowledge base, which includes 146 cases from the CATO
system, an intelligent learning environment for new students that begin studying
law, already represented in terms of Factors (Alaven 1997). The second step predicts
the legal outcome based on the Factors representation, using case-based reasoning
(Bruninghaus and Ashley 2003).

Focusing in the European Court of Human Rights and exploring only textual
content, Aletras et al. (2016) experiment with Support Vector Machines classifiers
(linear kernel) based on n-gram and topic-based representations. The goal is to
predict if a certain case violates a specific article of the Convention, achieving
accuracy rates close 80% in this binary classification problem. Sulea et al. (2017)
also use Support Vector Machines classifiers (linear kernel), but concentrate on the
French Supreme Court (Cour de Cassation) rulings. The authors address three tasks:
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predicting the law area of a case, predicting the court ruling, and estimating when
a case description and a ruling were issued. Preprocessing included the removal of
diacritics and punctuation and the lowercasing of all the words. Features consisted of
unigrams and bigrams. In what concerns predicting the court ruling, two variations
of the task considering six (first-word ruling) and eight (full ruling) classes were
addressed. Results were promising as in both experiments the proposed approach
achieved f1 scores and accuracies over 90%.

As previously mentioned, most of the work on this topic is recent and thus
explores deep neural network models. Chalkidis et al. (2019a) explore different
network architectures—a bidirectional Gated Recurrent Units with self-attention-
based architecture, a hierarchical attention network, a label-wise attention network,
and two BERT-based architectures (a regular and a hierarchical version)—to predict
the violation of articles of the European Court of Human Rights. Differently from
Aletras et al. (2016), they do not restrict to specific articles, additionally exploring
a multi-label classification view of the task. The simple BERT-based approach
was the poorest performing architecture, with the best results being achieved by
hierarchical architectures. Confirming the importance of hierarchical approaches,
Zhu et al. (2020) also explore a hierarchical attention network-based architecture in
legal judgment prediction in the context of criminal cases published by the Chinese
government from China Judgment Online. Alghazzawi et al. (2022) combine a
long short-term memory with a convolutional neural network to address the same
problem as Ruger et al. (2004), i.e., to predict the affirm/reverse/other outcome of
the US Supreme Court rulings.

Finally, Medvedeva et al. (2022) provide an interesting overview of this topic,
while addressing relevant concepts clarification. The authors argue that a clear and
well-defined terminology is important for the advancement of the research in this
topic, namely distinguishing between three different tasks: outcome identification,
outcome-based judgment categorization, and outcome forecasting.

2.8 Summary

This section described the development status of language technologies targeting
various legal text processing tasks. Although our survey has mostly focused on
recent academic developments, a large number of companies, including hundreds
of start-ups, are also currently operating in the emerging “Legal AI” industry,
providing text analytics services that target a wide variety of use cases that are
currently poorly handled, e.g. due to the excessive amount of data (i.e., documents)
that poses challenges for human analysis. In all the surveyed tasks, recent develop-
ments associated to deep learning methods (e.g., pre-trained neural language models
specifically targeting legal text) have brought forward significant improvements.
Current challenges in the area relate, for instance, to the combination of deep neural
networks with knowledge-based methods (e.g., to improve interpretability and to
better account with expert knowledge and legal reasoning), or to techniques enabling
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a better control of potential biases in model results (e.g., gender biases or racial
discrimination).

3 Spoken Language Technologies

The use of spoken language technologies in the legal domain is also becoming
increasingly pervasive, mostly because of the significant increase in performance
achieved by deep learning techniques. This justifies a review of this recent progress
and its impact in the legal domain.

3.1 Automatic Speech Recognition

The state of the art in automatic speech recognition (ASR) before the advent of
deep learning was predominantly based on the GMM-HMM paradigm (Gaussian
Mixture Models - Hidden Markov Models). By feeding these acoustic models with
perceptually meaningful features, and combining them with additional knowledge
sources provided by n-gram language models and lexical (or pronunciation) models,
one achieved word error rates (WER) that made ASR systems usable for certain
tasks. Dictation was one of these tasks, most particularly for the legal and healthcare
domains (e.g. radiology reports), characterized by clean recording conditions and
relatively formal documents. Acoustic models could be adapted to the speaker,
and lexical and language models could be adapted to the domain, allowing the
use of ASR by lawyers for dictating documents, case notes, briefs, contracts and
correspondence. However, the uptake of such applications was not significant and
depended heavily on the availability of resources to train models for different
languages/accents.

For nearly three decades, progress was relatively stale for ASR, until the
emergence of the so-called ‘hybrid paradigm’, that pairs deep neural networks
with HMMs. Nowadays, models trained with nearly 1000h of read audiobooks
achieve a WER of 3.8%, an unthinkable result a decade ago. As in many other
Al domains, fully end-to-end architectures have also been proposed to perform the
entire ASR pipeline (Karita et al. 2019), with the exception of feature extraction, but
the performance is significantly worse when training data is short. In fact, There is
no data like more data is a citation from an ASR researcher back in the 80s, which is
still valid nowadays, representing a huge challenge when porting to another domain.

Transcribing audiobooks or dictating legal documents are relatively easy tasks for
ASR systems. Their application to conversational speech is much more challenging,
with error rates that are almost triple the above results. The presence of other factors
such as non-native accents, or distant microphones in a meeting room, may also
have a very negative impact.
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All these challenges motivate the use of a panoplia of machine learning
approaches: audio augmentation (Park et al. 2019; Ko et al. 2015), transfer
learning (Abad et al. 2020), multi-task learning (Pironkov et al. 2016), etc. Also
worth mentioning are the recent unsupervised approaches that leverage speech
representations to segment unlabeled audio and learn a mapping from these
representations to phonemes via adversarial training (Baevski et al. 2021).

This enormous boost in ASR performance has had a great impact in the legal
domain. For dictation in this domain where training data has been increasingly
amassed, several companies now claim WERs below 1%, announcing streamlined
ways to dictate documents, 3—5 times faster than typing, altogether reducing liability
and compliance. This progress was particularly relevant during the recent pandemic
which has forced more lawyers to work remotely, without an easy access to pools
of typists.

But the use of ASR in the legal domain is not at all restricted to the dictation
task. Transcribing video and audio evidence into legal transcripts is an increasingly
essential task for presenting in court, for making appeals, etc. The manual process
can take up more than 5 times real time, which is a significant motivation for
speeding it up by correcting an automatic transcript instead of transcribing from
scratch. Transcribing audio court proceedings is another increasingly common use
of ASR in the legal domain. Spotting keywords in tapped conversations may also be
particularly relevant for intelligence services.

Besides the above-mentioned challenges of recognizing spontaneous speech, all
these types of transcript require a previous task of speaker diarization - recognizing
who spoke when (Tumminia et al. 2021). This task is closely related to automatic
speaker recognition and may be particularly complex in scenarios where speaker
overlap is frequent.

Due to their high complexity, ASR systems typically run in the cloud. In personal
voice assistants, the task of spotting the wake up keyword when they are in the
“always listening mode” is done on device using much less complex approaches.
There is a growing public awareness of the privacy concerns over this “always
listening mode”. Requests for these recordings by suspects who would like to
present them as proof in court have been so far denied by companies such as
Amazon.’

3.2 Speaker Recognition and Speaker Profiling

The importance of identifying speakers in recordings has been realised by law
enforcement agencies and intelligence services who used to rely in experts to
manually analyse the so-called ‘voice prints’, long before automatic speaker

3 https://techcrunch.com/2016/12/27/an-amazon-echo-may- be- the-key-to-solving-a-murder-
case/.
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recognition systems reached the performance levels that allowed their use in such a
domain. Much of this recent progress may be attributed to representation learning,
the so-called ‘speaker embeddings’, which encode the speaker characteristics of an
utterance of variable duration into a fixed-length vector. The most popular technique
for achieving this compact representation is currently the x-vector approach (Snyder
et al. 2016). These embeddings are extracted from the hidden layers of deep neural
networks, when they are trained to distinguish over thousands of speakers. In fact,
this approach has been applied to Voxceleb,® a multimodal corpus of YouTube clips
that includes over 7000 speakers of multiple ethnicities, accents, occupations and
age groups, reaching impressive equal error rates (EER) close to 3%. This metric
derives its name from corresponding to a threshold for which the false positive
and false negative error rates are equal. Confidence measures may be particularly
important in the legal context.

The area of speaker profiling is one of the most recent ones in speech processing.
Speech is a biometric signal that reveals, in addition to the meaning of words,
much information about the user, including his/her preferences, personality traits,
mood, health, and political opinions, among other data such as gender, age range,
height, accent, etc. Moreover, the input signal can be also used to extract relevant
information about the user environment, namely background sounds. Powerful
machine learning classifiers can be trained to automatically detect speaker traits
that may be of particular importance to law enforcement agencies and intelligence
services.

These endless possibilities for profiling speakers from their voices raise many
privacy concerns about the misuse of such technologies.

3.3 Speech Synthesis and Voice Conversion

A decade ago, the state of the art in text-to-speech (TTS) was dominated by
concatenative techniques that selected the best segments to join together from a huge
corpus of sentences read by a single speaker. The concatenative synthesis module
was typically preceded by a complex chain of linguistic processing modules which
took text as input and produced a string of phonemes together with the prosodic
information that specified the derived intonation. Despite significant improvements,
namely through the use of hybrid approaches (Qian et al. 2013) that combined
statistical parametric and concatenative techniques, the synthetic speech quality
was still very different in naturalness from human speech, expressiveness was very
limited, and the costs of building new synthetic voices were often prohibitive.

A major breakthrough was achieved in the mid 2010s by replacing the traditional
concatenative synthesis module by a deep neural network module that took as
input time-frequency spectrogram representations (van den Oord et al. 2016).

6 https://www.robots.ox.ac.uk/~vgg/data/voxceleb/.
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Later, the whole paradigm changed to encoder-decoder architectures, with attention
mechanisms mapping the linguistic time scale to the acoustic time scale (Shen et al.
2018).

These advances led to multi-speaker TTS systems leveraging speaker embed-
dings, and opened the possibility of building synthetic voices with only a few
seconds of a new voice, using for instance, flow-based models (Kim et al. 2020;
Casanova et al. 2021). The synthetic speech quality became very close to human
speech, reaching values above 4 on a scale of 1-5, the so-called ‘Mean Opinion
Score’ (MOS) scale.

The possibility of disentangling linguistic contents and speaker embeddings was
indeed crucial not only for text-to-speech systems but for voice conversion (VC)
systems as well. In VC, the input is speech instead of text and the goal may be
changing the voice identity, the emotion, the accent, etc.

This disentanglement can be achieved using, for instance, variational auto-
encoder schemes, in which the linguistic content encoder learns a latent code from
the source speaker speech, and the speaker encoder learns the speaker embedding
from the target speaker speech. At run-time, the latent code and the speaker
embedding are combined to generate speech in the voice of the target speaker.
Nowadays, new approaches try to factor in prosody embeddings or style embeddings
as well.

Moreover, the artificial voice may not correspond to a target speaker but, for
instance, to an average of a set speaker embeddings selected among the ones farthest
from the original speaker embedding. This is in fact one of the many approaches
proposed for speaker anonymization.

The repercussions of this progress in TTS/VC in the legal framework are
potentially huge since it can be used for the purposes of incrimination, defamation
or misinformation. Detecting a deep fake voice from an original voice will be
increasingly more difficult and one may wonder when audio evidence will no longer
be admissible in court. At the same time, impersonating speakers may lead to crimes
that were not feasible with the technologies we had a decade ago. In fact major thefts
have already been reported.’

On the other hand, synthetic voices may be used for attacking (or spoofing)
automatic speaker verification systems. In fact, as the quality of TTS/VC with
very little spoken material from a target speaker increases, the need for more
sophisticated anti-spoofing also grows concurrently. Last but not least, one should
also mention the possibility of hidden voice commands, injected in the input
signal. This threat has always existed, namely through exploiting the fact that the
human hear could not detect certain signals. But nowadays adversarial attacks
raise this threat to a new level, making us aware of how vulnerable deep learning
techniques may be to the perturbation of a classifier’s input at test time such that
the classifier outputs a wrong prediction. In the past, such perturbation was in

7 https://www.washingtonpost.com/technology/2019/09/04/an-artificial- intelligence-first- voice-
mimicking-software-reportedly-used-major-theft/.
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most cases perceptible, but with adversarial attacks one can now generate highly
imperceptible perturbations that are extremely effective in misleading either speaker
or speech recognition systems. Such techniques are just one example of the endless
possibilities for misuse of the AI driven speech technologies. We have barely
touched the surface, in terms of attacks that may target speech-based apps.

4 Conclusions

This chapter tried to do give a very condensed overview of language technologies
for the legal domain, running the risk of very soon becoming outdated, such is
the tremendous progress in the field nowadays. The brief overview of these recent
advances may be misleading, giving the impression that embedding-based methods
will solve all classes of problems whether for written or spoken language processing
in the legal domain, provided there are large-enough training datasets. In fact, many
researchers are working on machine learning alternatives (e.g. zero-shot or few-shot
learning) to cope with tasks for which such datasets are not available. However,
combining embedded-based approaches with symbol-based methods remains a
challenge that may significantly contribute to greater interpretability.

Another challenge to be addressed by the forthcoming generation of Al legal
tools is keeping track of changing regulations by propagating the consequences
of these changes on those issues that depend on them, since it requires a smooth
integration of embedded-based and symbol-based approaches.

With progress also comes a greater awareness of the ethical issues of language
technologies in the legal domain. In particular, in what concerns gender bias
and racial discrimination, which may be extremely important for tasks such as
judgement prediction.

We have also alerted to the potential misuse of speech technologies for imper-
sonation or spoofing and last but not least to the privacy issues that are involved in
the remote processing of a signal such as speech that must be legally regarded as PII
(Personally Identifiable Information).

Acknowledgments This work was supported by national funds through Fundacéo para a Ciéncia
e a Tecnologia (FCT) with references UIBD/50021/2020 and CMU/TIC/0069/2019, and by the
P2020 project MAIA (contract 045909).

References

Abad A, Bell P, Carmantini A, Renals S (2020) Cross lingual transfer learning for zero-resource
domain adaptation. In: 2020 IEEE International conference on acoustics, speech and signal
processing (ICASSP), pp 6909-6913. https://doi.org/10.1109/ICASSP40776.2020.9054468

Alaven V (1997) Teaching case-based argumentation through a model and examples. Ph.D Thesis,
University of Pittsburgh


https://doi.org/10.1109/ICASSP40776.2020.9054468
https://doi.org/10.1109/ICASSP40776.2020.9054468
https://doi.org/10.1109/ICASSP40776.2020.9054468
https://doi.org/10.1109/ICASSP40776.2020.9054468
https://doi.org/10.1109/ICASSP40776.2020.9054468
https://doi.org/10.1109/ICASSP40776.2020.9054468
https://doi.org/10.1109/ICASSP40776.2020.9054468
https://doi.org/10.1109/ICASSP40776.2020.9054468

Language Technologies in the Legal Domain 41

Aletras N, Tsarapatsanis D, Preotiuc-Pietro D, Lampos V (2016) Predicting judicial decisions of
the European court of human rights: A natural language processing perspective. Peer] Comput
Sci 2:¢93

Alghazzawi D, Bamasag O, Albeshri A, Sana I, Ullah H, Asghar MZ (2022) Efficient prediction
of court judgments using an LSTM+CNN neural network model with an optimal feature
set. Mathematics 10(5). https://doi.org/10.3390/math10050683. https://www.mdpi.com/2227-
7390/10/5/683

Angelidis I, Chalkidis I, Koubarakis M (2018) Named entity recognition, linking and generation
for Greek legislation. In: JURIX, pp 1-10

Avram AM, Piis V, Tufis DI (2021) PyEuroVoc: a tool for multilingual legal document classi-
fication with EuroVoc descriptors. In: Proceedings of the international conference on recent
advances in natural language processing (RANLP 2021), pp 92-101

Baevski A, Hsu WN, Conneau A, Auli M (2021) Unsupervised speech recognition. Preprint, ArXiv
2105.11084

Bhattacharya P, Ghosh K, Ghosh S, Pal A, Mehta P, Bhattacharya A, Majumder P (2019) FIRE
2019 AILA track: artificial intelligence for legal assistance. In: Proceedings of the 11th forum
for information retrieval evaluation. Association for Computing Machinery, New York, NY,
USA, FIRE 19, pp 4-6. https://doi.org/10.1145/3368567.3368587

Boella G, Caro LD, Humphreys L, Robaldo L, Rossi P, van der Torre L (2016) Eunomos, a legal
document and knowledge management system for the web to provide relevant, reliable and
up-to-date information on the law. Artif. Intell. Law 24(3):245-283

Bruninghaus S, Ashley KD (2003) Predicting outcomes of case based legal arguments. In:
Proceedings of the 9th international conference on artificial intelligence and law. Association
for Computing Machinery, ICAIL *03, pp 233-242. https://doi.org/10.1145/1047788.1047838

Briininghaus S, Ashley KD (2005) Generating legal arguments and predictions from case texts. In:
Sartor G (ed) The tenth international conference on artificial intelligence and law, proceedings
of the conference, June 6-11, 2005, Bologna, Italy, ACM, pp 65-74. https://doi.org/10.1145/
1165485.1165497

Carbonell JG, Goldstein J (1998) The use of MMR, diversity-based reranking for reordering
documents and producing summaries. In: Croft WB, Moffat A, van Rijsbergen CJ, Wilkinson
R, Zobel J (eds) SIGIR ’98: proceedings of the 21st annual international ACM SIGIR confer-
ence on research and development in information retrieval, August 24-28 1998, Melbourne,
Australia, ACM, pp 335-336. https://doi.org/10.1145/290941.291025

Casanova E, Shulby C, Golge E, Miiller NM, de Oliveira FS, Candido Jr A, da Silva Soares
A, Aluisio SM, Ponti MA (2021) SC-GlowTTS: an efficient zero-shot multi-speaker text-to-
speech model. In: Interspeech, pp 3645-3649. https://doi.org/10.21437/Interspeech.2021-1774

Celikyilmaz A, Bosselut A, He X, Choi Y (2018) Deep communicating agents for abstractive
summarization. In: Proceedings of the 2018 conference of the North American chapter of
the association for computational linguistics: human language technologies. Association for
computational linguistics, New Orleans, Louisiana, vol 1 (Long Papers), pp 1662—-1675. https://
doi.org/10.18653/v1/N18-1150. https://aclanthology.org/N18-1150

Chalkidis I, Androutsopoulos I, Aletras N (2019a) Neural legal judgment prediction in English.
In: Proceedings of the 57th annual meeting of the association for computational linguistics,
association for computational linguistics, Florence, Italy, pp 4317-4323. https://doi.org/10.
18653/v1/P19-1424. https://aclanthology.org/P19-1424

Chalkidis I, Fergadiotis E, Malakasiotis P, Androutsopoulos I (2019b) Large-scale multi-label text
classification on EU legislation. In: Proceedings of the annual meeting of the association for
computational linguistics, pp 6314-6322

Chalkidis I, Fergadiotis M, Malakasiotis P, Androutsopoulos I (2019c) Neural contract element
extraction revisited. In: Workshop on document intelligence at NeurIPS 2019

Chalkidis I, Fergadiotis M, Kotitsas S, Malakasiotis P, Aletras N, Androutsopoulos I (2020a) An
empirical study on large-scale multi-label text classification including few and zero-shot labels.
Preprint, arXiv:201001653


https://doi.org/10.3390/math10050683
https://doi.org/10.3390/math10050683
https://doi.org/10.3390/math10050683
https://doi.org/10.3390/math10050683
https://doi.org/10.3390/math10050683
https://doi.org/10.3390/math10050683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://www.mdpi.com/2227-7390/10/5/683
https://doi.org/10.1145/3368567.3368587
https://doi.org/10.1145/3368567.3368587
https://doi.org/10.1145/3368567.3368587
https://doi.org/10.1145/3368567.3368587
https://doi.org/10.1145/3368567.3368587
https://doi.org/10.1145/3368567.3368587
https://doi.org/10.1145/3368567.3368587
https://doi.org/10.1145/1047788.1047838
https://doi.org/10.1145/1047788.1047838
https://doi.org/10.1145/1047788.1047838
https://doi.org/10.1145/1047788.1047838
https://doi.org/10.1145/1047788.1047838
https://doi.org/10.1145/1047788.1047838
https://doi.org/10.1145/1047788.1047838
https://doi.org/10.1145/1165485.1165497
https://doi.org/10.1145/1165485.1165497
https://doi.org/10.1145/1165485.1165497
https://doi.org/10.1145/1165485.1165497
https://doi.org/10.1145/1165485.1165497
https://doi.org/10.1145/1165485.1165497
https://doi.org/10.1145/1165485.1165497
https://doi.org/10.1145/290941.291025
https://doi.org/10.1145/290941.291025
https://doi.org/10.1145/290941.291025
https://doi.org/10.1145/290941.291025
https://doi.org/10.1145/290941.291025
https://doi.org/10.1145/290941.291025
https://doi.org/10.1145/290941.291025
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.21437/Interspeech.2021-1774
https://doi.org/10.18653/v1/N18-1150
https://doi.org/10.18653/v1/N18-1150
https://doi.org/10.18653/v1/N18-1150
https://doi.org/10.18653/v1/N18-1150
https://doi.org/10.18653/v1/N18-1150
https://doi.org/10.18653/v1/N18-1150
https://doi.org/10.18653/v1/N18-1150
https://doi.org/10.18653/v1/N18-1150
https://aclanthology.org/N18-1150
https://aclanthology.org/N18-1150
https://aclanthology.org/N18-1150
https://aclanthology.org/N18-1150
https://aclanthology.org/N18-1150
https://doi.org/10.18653/v1/P19-1424
https://doi.org/10.18653/v1/P19-1424
https://doi.org/10.18653/v1/P19-1424
https://doi.org/10.18653/v1/P19-1424
https://doi.org/10.18653/v1/P19-1424
https://doi.org/10.18653/v1/P19-1424
https://doi.org/10.18653/v1/P19-1424
https://doi.org/10.18653/v1/P19-1424
https://aclanthology.org/P19-1424
https://aclanthology.org/P19-1424
https://aclanthology.org/P19-1424
https://aclanthology.org/P19-1424
https://aclanthology.org/P19-1424

42 1. Trancoso et al.

Chalkidis I, Fergadiotis M, Malakasiotis P, Aletras N, Androutsopoulos I (2020b) LEGAL-BERT:
The muppets straight out of law school. In: Findings of the association for computational
linguistics: EMNLP 2020, pp 2898-2904

Chalkidis I, Fergadiotis M, Androutsopoulos I (2021a) Multieurlex-a multi-lingual and multi-label
legal document classification dataset for zero-shot cross-lingual transfer. In: Proceedings of the
conference on empirical methods in natural language processing, pp 6974—-6996

Chalkidis I, Fergadiotis M, Manginas N, Katakalou E, Malakasiotis P (2021b) Regulatory
compliance through Doc2Doc information retrieval: A case study in EU/UK legislation where
text similarity has limitations. Preprint, arXiv:210110726

Chalkidis I, Jana A, Hartung D, Bommarito M, Androutsopoulos I, Katz DM, Aletras N
(2021c) Lexglue: a benchmark dataset for legal language understanding in English. Preprint,
arXiv:211000976

Chen H, Cai D, Dai W, Dai Z, Ding Y (2019) Charge-based prison term prediction with deep
gating network. In: Proceedings of the conference on empirical methods in natural language
processing and the international joint conference on natural language processing, pp 6362—
6367

Choueka Y, Cohen M, Dueck J, Fraenkel AS, Slac M (1971) Full text document retrieval: Hebrew
legal texts (report on the first phase of the responsa retrieval project). In: Proceedings of the
1971 international ACM SIGIR conference on information storage and retrieval. Association
for Computing Machinery, pp 61-79. https://doi.org/10.1145/511285.511293

De Araujo PHL, de Campos TE, Braz FA, da Silva NC (2020) VICTOR: a dataset for Brazilian
legal documents classification. In: Proceedings of the language resources and evaluation
conference, pp 1449-1458

Devlin J, Chang MW, Lee K, Toutanova K (2019) BERT: pre-training of deep bidirectional
transformers for language understanding. In: Proceedings of the 2019 conference of the
North American chapter of the association for computational linguistics: human language
technologies. Association for Computational Linguistics, Minneapolis, Minnesota, vol 1 (Long
and Short Papers), pp 4171-4186. https://doi.org/10.18653/v1/N19-1423. https://aclanthology.
org/N19-1423

Edmundson HP (1969) New methods in automatic extracting. J ACM 16(2):264-285. https://doi.
org/10.1145/321510.321519

Eldridge WB, Dennis SF (1963) The computer as a tool for legal research. Law Contemp. Probl.
28:78-99

Erkan G, Radev DR (2004) Lexrank: graph-based lexical centrality as salience in text summariza-
tion. J Artif Intell Res 22:457-479. https://doi.org/10.1613/jair.1523

Farzindar A, Lapalme G (2004) Legal text summarization by exploration of the thematic structure
and argumentative roles. In: Text summarization branches out, association for computational
linguistics, Barcelona, Spain, pp 27-34. https://aclanthology.org/W04- 1006

Ferrandez O, South B, Shen S, Friedlin F, Samore M, Meystre S (2013) BoB, a best-of-breed
automated text de-identification system for VHA clinical documents. J Am Med Inform Assoc
20(1):77-83

Ferrucci DA, Brown EW, Chu-Carroll J, Fan J, Gondek D, Kalyanpur A, Lally A, Murdock JW,
Nyberg E, Prager JM, Schlaefer N, Welty CA (2010) Building Watson: an overview of the
DeepQA project. AI Mag 31(3):59-79. https://doi.org/10.1609/aimag.v31i3.2303

Gardner J, Xiong L (2008) HIDE: an integrated system for Health information DE-identification.
In: Computer-Based Medical Systems. IEEE Computer Society, Washington, pp 254-259

Glaser I, Moser S, Matthes F (2021a) Summarization of German court rulings. In: Proceedings of
the natural legal language processing workshop 2021, association for computational linguistics,
Punta Cana, Dominican Republic, pp 180-189. https://doi.org/10.18653/v1/2021.nllp-1.19.
https://aclanthology.org/2021.nllp-1.19

Glaser I, Schamberger T, Matthes F (2021b) Anonymization of German legal court rulings. Asso-
ciation for Computing Machinery, New York, pp 205-209. https://doi.org/10.1145/3462757.
3466087


https://doi.org/10.1145/511285.511293
https://doi.org/10.1145/511285.511293
https://doi.org/10.1145/511285.511293
https://doi.org/10.1145/511285.511293
https://doi.org/10.1145/511285.511293
https://doi.org/10.1145/511285.511293
https://doi.org/10.1145/511285.511293
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://doi.org/10.18653/v1/N19-1423
https://aclanthology.org/N19-1423
https://aclanthology.org/N19-1423
https://aclanthology.org/N19-1423
https://aclanthology.org/N19-1423
https://aclanthology.org/N19-1423
https://doi.org/10.1145/321510.321519
https://doi.org/10.1145/321510.321519
https://doi.org/10.1145/321510.321519
https://doi.org/10.1145/321510.321519
https://doi.org/10.1145/321510.321519
https://doi.org/10.1145/321510.321519
https://doi.org/10.1145/321510.321519
https://doi.org/10.1613/jair.1523
https://doi.org/10.1613/jair.1523
https://doi.org/10.1613/jair.1523
https://doi.org/10.1613/jair.1523
https://doi.org/10.1613/jair.1523
https://doi.org/10.1613/jair.1523
https://doi.org/10.1613/jair.1523
https://aclanthology.org/W04-1006
https://aclanthology.org/W04-1006
https://aclanthology.org/W04-1006
https://aclanthology.org/W04-1006
https://aclanthology.org/W04-1006
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.1609/aimag.v31i3.2303
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://doi.org/10.18653/v1/2021.nllp-1.19
https://aclanthology.org/2021.nllp-1.19
https://aclanthology.org/2021.nllp-1.19
https://aclanthology.org/2021.nllp-1.19
https://aclanthology.org/2021.nllp-1.19
https://aclanthology.org/2021.nllp-1.19
https://aclanthology.org/2021.nllp-1.19
https://aclanthology.org/2021.nllp-1.19
https://doi.org/10.1145/3462757.3466087
https://doi.org/10.1145/3462757.3466087
https://doi.org/10.1145/3462757.3466087
https://doi.org/10.1145/3462757.3466087
https://doi.org/10.1145/3462757.3466087
https://doi.org/10.1145/3462757.3466087
https://doi.org/10.1145/3462757.3466087

Language Technologies in the Legal Domain 43

Gong Y, Liu X (2001) Generic text summarization using relevance measure and latent semantic
analysis. In: Croft WB, Harper DJ, Kraft DH, Zobel J (eds) SIGIR 2001: Proceedings of the
24th annual international ACM SIGIR conference on research and development in information
retrieval, September 9-13, 2001, New Orleans, Louisiana, USA, ACM, pp 19-25. https://doi.
org/10.1145/383952.383955. https://doi.org/10.1145/383952.383955

Hachey B, Grover C (2006) Extractive summarisation of legal texts. Artif Intell Law 14(4):305-
345. https://doi.org/10.1007/s10506-007-9039-z

Hendrycks D, Burns C, Chen A, Ball S (2021) CUAD: an expert-annotated NLP dataset for legal
contract review. Preprint, arXiv:210306268

Karita S, Wang X, Watanabe S, Yoshimura T, Zhang W, Chen N, Hayashi T, Hori T, Inaguma
H, Jiang Z, Someki M, Enrique N, Soplin Y, Yamamoto R (2019) A comparative study
on transformer vs RNN in speech applications. In: IEEE automatic speech recognition and
understanding workshop (ASRU), pp 449-456

Khazaeli S, Punuru J, Morris C, Sharma S, Staub B, Cole M, Chiu-Webster S, Sakalley D (2021)
A free format legal question answering system. In: Proceedings of the natural legal language
processing workshop 2021, pp 107-113

Kim J, Kim S, Kong J, Yoon S (2020) Glow-TTS: a generative flow for text-to-speech via
monotonic alignment search. Preprint, ArXiv:2005.11129

Ko T, Peddinti V, Povey D, Khudanpur S (2015) Audio augmentation for speech recognition. In:
Interspeech, pp 3586-3589. https://doi.org/10.21437/Interspeech.2015-711

Kurland O, Lee L (2010) Pagerank without hyperlinks: structural reranking using links induced
by language models. ACM Trans Inf Syst 28(4):18:1-18:38. https://doi.org/10.1145/1852102.
1852104

Lawlor RC (1963) What computers can do: analysis and prediction of judicial decisions. Am Bar
Assoc J 49(4):337-344. http://www.jstor.org/stable/25722338

Leitner E, Rehm G, Moreno-Schneider J (2019) Fine-grained named entity recognition in legal
documents. In: International conference on semantic systems. Springer, pp 272-287

Liu Y, Lapata M (2019) Text summarization with pretrained encoders. In: Inui K, Jiang J, Ng V,
Wan X (eds) Proceedings of the 2019 conference on empirical methods in natural language
processing and the 9th international joint conference on natural language processing, EMNLP-
IJCNLP 2019, Hong Kong, China, November 3-7, 2019. Association for Computational
Linguistics, pp 3728-3738. https://doi.org/10.18653/v1/D19-1387

Liu Y, Ott M, Goyal N, Du J, Joshi M, Chen D, Levy O, Lewis M, Zettlemoyer L, Stoyanov
V (2019) Roberta: A robustly optimized BERT pretraining approach. CoRR abs/1907.11692.
http://arxiv.org/abs/1907.11692

Locke D, Zuccon G (2022) Case law retrieval: problems, methods, challenges and evaluations in
the last 20 years. Preprint, arXiv:220207209

Luhn HP (1958) The automatic creation of literature abstracts. IBM J Res Dev 2(2):159-165.
https://doi.org/10.1147/rd.22.0159

Mamede N, Baptista J, Dias F (2016) Automated anonymization of text documents. In: 2016
IEEE congress on evolutionary computation (CEC), pp 1287-1294. https://doi.org/10.1109/
CEC.2016.7743936

Manakul P, Gales MJF (2021) Long-span summarization via local attention and content selection.
In: Zong C, Xia F, Li W, Navigli R (eds) Proceedings of the 59th annual meeting of the
association for computational linguistics and the 11th international joint conference on natural
language processing, ACL/IJCNLP 2021, vol 1 (Long Papers), Virtual Event, August 1-6,
2021. Association for Computational Linguistics, pp 6026—6041. https://doi.org/10.18653/v1/
2021.acl-long.470

Medvedeva M, Wieling M, Vols M (2022) Rethinking the field of automatic prediction of court
decisions. Artif. Intell. Law. https://doi.org/10.1007/s10506-021-09306-3

Nallapati R, Manning CD (2008) Legal docket classification: where machine learning stumbles.
In: Proceedings of the 2008 conference on empirical methods in natural language processing,
pp 438-446


https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1145/383952.383955
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.1007/s10506-007-9039-z
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.21437/Interspeech.2015-711
https://doi.org/10.1145/1852102.1852104
https://doi.org/10.1145/1852102.1852104
https://doi.org/10.1145/1852102.1852104
https://doi.org/10.1145/1852102.1852104
https://doi.org/10.1145/1852102.1852104
https://doi.org/10.1145/1852102.1852104
https://doi.org/10.1145/1852102.1852104
http://www.jstor.org/stable/25722338
http://www.jstor.org/stable/25722338
http://www.jstor.org/stable/25722338
http://www.jstor.org/stable/25722338
http://www.jstor.org/stable/25722338
http://www.jstor.org/stable/25722338
https://doi.org/10.18653/v1/D19-1387
https://doi.org/10.18653/v1/D19-1387
https://doi.org/10.18653/v1/D19-1387
https://doi.org/10.18653/v1/D19-1387
https://doi.org/10.18653/v1/D19-1387
https://doi.org/10.18653/v1/D19-1387
https://doi.org/10.18653/v1/D19-1387
https://doi.org/10.18653/v1/D19-1387
http://arxiv.org/abs/1907.11692
http://arxiv.org/abs/1907.11692
http://arxiv.org/abs/1907.11692
http://arxiv.org/abs/1907.11692
http://arxiv.org/abs/1907.11692
http://arxiv.org/abs/1907.11692
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1147/rd.22.0159
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.1109/CEC.2016.7743936
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.18653/v1/2021.acl-long.470
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3
https://doi.org/10.1007/s10506-021-09306-3

44 1. Trancoso et al.

Neamatullah I, Douglass M, Lehman L, Reisner A, Villarroel M, Long W, Szolovits P, Moody
G, Mark R, Clifford G (2008) Automated de-identification of free-text medical records. BMC
Medical Inform Decis Mak 8(1):1-17

van den Oord A, Dieleman S, Zen H, Simonyan K, Vinyals O, Graves A, Kalchbrenner N,
Senior AW, Kavukcuoglu K (2016) WaveNet: a generative model for raw audio. CoRR
abs/1609.03499

Papaloukas C, Chalkidis I, Athinaios K, Pantazi DA, Koubarakis M (2021) Multi-granular legal
topic classification on Greek legislation. Preprint, arXiv:210915298

Park DS, Chan W, Zhang Y, Chiu CC, Zoph B, Cubuk ED, Le QV (2019) SpecAugment: a simple
data augmentation method for automatic speech recognition. In: Interspeech, pp 2613-2617.
https://doi.org/10.21437/Interspeech.2019-2680

Pennington J, Socher R, Manning CD (2014) Glove: global vectors for word representation. In:
Moschitti A, Pang B, Daelemans W (eds) Proceedings of the 2014 conference on empirical
methods in natural language processing, EMNLP 2014, October 25-29, 2014, Doha, Qatar. A
meeting of SIGDAT, a Special Interest Group of the ACL, ACL, pp 1532-1543. https://doi.org/
10.3115/v1/d14-1162

Pironkov G, Dupont S, Dutoit T (2016) Multi-task learning for speech recognition: an overview.
In: ESANN - European symposium on artificial neural networks, computational intelligence
and machine learning (ESANN), pp 189-194

Qian Y, Soong FK, Yan ZJ (2013) A unified trajectory tiling approach to high quality speech
rendering. IEEE Trans Audio Speech Language Process 21(2):280-290. https://doi.org/10.
1109/TASL.2012.2221460

Rabelo J, Goebel R, Kim MY, Kano Y, Yoshioka M, Satoh K (2022) Overview and discussion of
the competition on legal information extraction/entailment (COLIEE) 2021. Rev Socionetwork
Strategies 16, 111-133

Radev DR, Jing H, Sty M, Tam D (2004) Centroid-based summarization of multiple documents.
Inf Process Manag 40(6):919-938. https://doi.org/10.1016/j.ipm.2003.10.006

Ravichander A, Black AW, Wilson S, Norton T, Sadeh N (2019) Question answering for privacy
policies: Combining computational and legal perspectives. Preprint, arXiv:191100841

Ribeiro R, de Matos DM (2011) Centrality-as-relevance: Support sets and similarity as geometric
proximity. J Artif Intell Res 42:275-308, https://doi.org/10.1613/jair.3387

Robaldo L, Villata S, Wyner A, Grabmair M (2019) Introduction for artificial intelligence and law:
special issue “natural language processing for legal texts”. Artif Intell Law 27(2):113-115.
https://doi.org/10.1007/s10506-019-09251-2

Ruger TW, Kim PT, Martin AD, Quinn KM (2004) The supreme court forecasting project: legal
and political science approaches to predicting supreme court decisionmaking. Columbia Law
Rev 104(4):1150-1210

Rush AM, Chopra S, Weston J (2015) A neural attention model for abstractive sentence
summarization. In: Marquez L, Callison-Burch C, Su J, Pighin D, Marton Y (eds) Proceedings
of the 2015 conference on empirical methods in natural language processing, EMNLP 2015,
Lisbon, Portugal, September 17-21, 2015. The Association for Computational Linguistics, pp
379-389. https://doi.org/10.18653/v1/d15-1044

Sansone C, Sperli G (2022) Legal information retrieval systems: state-of-the-art and open issues.
Inf Syst 106:101967

Savelka J, Ashley KD (2021) Discovering explanatory sentences in legal case decisions using pre-
trained language models. In: Moens M, Huang X, Specia L, Yih SW (eds) Findings of the
association for computational linguistics: EMNLP 2021, Virtual Event/Punta Cana, Dominican
Republic, 16-20 November, 2021. Association for Computational Linguistics, pp 4273-4283.
https://doi.org/10.18653/v1/2021.findings-emnlp.361

See A, Liu PJ, Manning CD (2017) Get to the point: summarization with pointer-generator
networks. In: Barzilay R, Kan M (eds) Proceedings of the 55th annual meeting of the
association for computational linguistics, ACL 2017, Vancouver, Canada, July 30 - August
4, vol 1: Long Papers. Association for Computational Linguistics, pp 1073—1083. https://doi.
org/10.18653/v1/P17-1099


https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.21437/Interspeech.2019-2680
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.3115/v1/d14-1162
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1109/TASL.2012.2221460
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1016/j.ipm.2003.10.006
https://doi.org/10.1613/jair.3387
https://doi.org/10.1613/jair.3387
https://doi.org/10.1613/jair.3387
https://doi.org/10.1613/jair.3387
https://doi.org/10.1613/jair.3387
https://doi.org/10.1613/jair.3387
https://doi.org/10.1613/jair.3387
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.1007/s10506-019-09251-2
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/d15-1044
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/2021.findings-emnlp.361
https://doi.org/10.18653/v1/P17-1099
https://doi.org/10.18653/v1/P17-1099
https://doi.org/10.18653/v1/P17-1099
https://doi.org/10.18653/v1/P17-1099
https://doi.org/10.18653/v1/P17-1099
https://doi.org/10.18653/v1/P17-1099
https://doi.org/10.18653/v1/P17-1099
https://doi.org/10.18653/v1/P17-1099

Language Technologies in the Legal Domain 45

Shen J, Pang R, Weiss RJ, Schuster M, Jaitly N, Yang Z, Chen Z, Zhang Y, Wang Y, Skerrv-Ryan
R, Saurous RA, Agiomvrgiannakis Y, Wu Y (2018) Natural TTS synthesis by conditioning
WaveNet on MEL spectrogram predictions. In: 2018 IEEE international conference on
acoustics, speech and signal processing (ICASSP), pp 4779-4783. https://doi.org/10.1109/
ICASSP.2018.8461368

Snyder D, Ghahremani P, Povey D, Garcia-Romero D, Carmiel Y, Khudanpur S (2016) Deep neural
network-based speaker embeddings for end-to-end speaker verification. In: 2016 IEEE spoken
language technology workshop (SLT), pp 165-170. https://doi.org/10.1109/SLT.2016.7846260

Sulea OM, Zampieri M, Vela M, van Genabith J (2017) Predicting the law area and decisions of
French Supreme Court cases. In: Proceedings of the international conference recent advances
in natural language processing, RANLP 2017, INCOMA Ltd., Varna, Bulgaria, pp 716-722.
https://doi.org/10.26615/978-954-452-049-6_092

Sweeney L (1996) Replacing personally-identifying information in medical records, the Scrub
system. In: Proceedings of the AMIA annual fall symposium. American Medical Informatics
Association, pp 333-337

Tuggener D, von Diniken P, Peetz T, Cieliebak M (2020) LEDGAR: a large-scale multi-label
corpus for text classification of legal provisions in contracts. In: Proceedings of the language
resources and evaluation conference, european language resources association, pp 1228-1234

Tumminia J, Kuznecov A, Tsilerides S, Weinstein I, McFee B, Picheny M, Kaufman AR (2021)
Diarization of legal proceedings. Identifying and transcribing judicial speech from recorded
court audio. Preprint, arXiv:2104.01304

Uzuner O, Sibanda T, Luo Y, Szolovits P (2008) A de-identifier for medical discharge summaries.
Artif Intell Med 42(1):13-35

Wellner B, Huyck M, Mardis S, Aberdeen J, Morgan A, Peshkin L, A Y, Hitzeman J, Hirschman
J (2007) Rapidly retargetable approaches to de-identification in medical records. J] Am Med
Inform Assoc: JAMIA 14(5):564-573

Wilson RA (1962) Computer retrieval of case law. Southwest Law J 16:409-438

Wong KF, Wu M, Li W (2008) Extractive summarization using supervised and semi-supervised
learning. In: Proceedings of the 22nd international conference on computational linguistics
(Coling 2008), Coling 2008 Organizing Committee, Manchester, UK, pp 985-992. https://
aclanthology.org/C08-1124

Xiao C, Zhong H, Guo Z, Tu C, Liu Z, Sun M, Zhang T, Han X, Hu Z, Wang H, et al.
(2019) CAIL2019-SCM: a dataset of similar case matching in legal domain. Preprint,
arXiv:191108962

Xiao C, Hu X, Liu Z, Tu C, Sun M (2021) Lawformer: a pre-trained language model for Chinese
legal long documents. AI Open 2:79-84

Zhong H, Xiao C, Guo Z, Tu C, Liu Z, Sun M, Feng Y, Han X, Hu Z, Wang H, et al (2018)
Overview of cail2018: legal judgment prediction competition. Preprint, arXiv:181005851

Zhong H, Xiao C, Tu C, Zhang T, Liu Z, Sun M (2020) How does nlp benefit legal system: a
summary of legal artificial intelligence. In: Proceedings of the annual meeting of the association
for computational linguistics, pp 5218-5230

Zhu X, Goldberg AB, Gael JV, Andrzejewski D (2007) Improving diversity in ranking using
absorbing random walks. In: Sidner CL, Schultz T, Stone M, Zhai C (eds) Human language
technology conference of the north american chapter of the association of computational
linguistics, proceedings, April 22-27, 2007, Rochester, New York, USA. The Association for
Computational Linguistics, pp 97-104. https://aclanthology.org/N07-1013/

ZhuK, GuoR,Hu W, LiZ, LiY (2020) Legal judgment prediction based on multiclass information
fusion. Complexity 2020:3089189. https://doi.org/10.1155/2020/3089189


https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/ICASSP.2018.8461368
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.1109/SLT.2016.7846260
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://doi.org/10.26615/978-954-452-049-6_092
https://aclanthology.org/C08-1124
https://aclanthology.org/C08-1124
https://aclanthology.org/C08-1124
https://aclanthology.org/C08-1124
https://aclanthology.org/C08-1124
https://aclanthology.org/N07-1013/
https://aclanthology.org/N07-1013/
https://aclanthology.org/N07-1013/
https://aclanthology.org/N07-1013/
https://aclanthology.org/N07-1013/
https://doi.org/10.1155/2020/3089189
https://doi.org/10.1155/2020/3089189
https://doi.org/10.1155/2020/3089189
https://doi.org/10.1155/2020/3089189
https://doi.org/10.1155/2020/3089189
https://doi.org/10.1155/2020/3089189
https://doi.org/10.1155/2020/3089189

46 1. Trancoso et al.

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons licence and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons licence, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons licence and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.


http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

Societal Implications of Recommendation = @)
Systems: A Technical Perspective oo

Joana Gongalves-Sa and Flavio Pinheiro

Abstract One of the most popular applications of artificial intelligence algorithms
is in recommendation systems (RS). These take advantage of large amounts of user
data to learn from the past to help us identify patterns, segment user profiles, predict
users’ behaviors and preferences. The algorithmic architecture of RS has been so
successful that it has been co-opted in many contexts, from human resources teams,
trying to select top candidates, to medical researchers, wanting to identify drug
targets. Although the increasing use of Al can provide great benefits, it represents a
shift in our interaction with data and machines that also entails fundamental social
threats. These can derive from technological or implementation mistakes but also
from profound changes in decision-making.

Here, we overview some of those risks including ethical and privacy challenges
from a technical perspective. We discuss two particularly relevant cases: (1) RS that
fail to work as intended and its possible unwanted consequences; (2) RS that work
but at the possible expense of threats to individuals and even to democratic societies.
Finally, we propose a way forward through a simple checklist that can be used to
improve the transparency and accountability of Al algorithms.

1 Introduction

Much like the previous Industrial Revolutions, the Digital Revolution is sure to
have enormous impact on society, at many different levels. By learning from the
unparalleled amounts of individual-level data that is currently shared and collected,
machines will be increasingly able to identify patterns, create profiles, predict
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behaviors, and make decisions. Therefore, it is fundamental to understand the
limitations of these tools to anticipate and minimize negative consequences.

In this chapter we focus on machine-learning (ML) models, particularly recom-
mendation (or recommender) systems (RS), and how their use in decision-making
processes can offer better services but also create important risks. Typically, RS refer
to algorithms that recommend some item X to a user A, very often consumption
goods (such as recommending a book the algorithm identifies as matching our
interests) or in the context of social networks (a new friend or post); however,
here we use this term in a broader sense, to refer to any algorithm that uses large
datasets on people to identify similarity matches and recommend decisions, in
many different contexts. First, we describe how RS work and their unavoidable
limitations. Second, we focus on RS that work as intended and discuss how
the creation of individual profiles can lead to abusive targeted advertisement and
even to threats to democracy, from disinformation to state surveillance. Third,
we describe what happens when these systems are faulty, but are still used to
make probabilistic generalizations and aid in Al-based decision making. We will
offer specific examples of how mistakes in data selection or coding might lead to
discrimination and injustice. In the last section, we summarize some ideas on how
to make Al more accountable and transparent and argue that the important decisions
ahead should not be made by a limited group of non-elected Al leaders, but it should
be the role of Al experts to raise awareness of such threats, paving the way for
important regulatory decisions.

2 Recommendation Systems

The general goal of a recommendation systems is to predict, as accurately as
possible, a new item to a user while optimizing for the rate of acceptance (Resnick
and Varian 1997). These systems leverage information on users (demographic, past
choices) and/or on items (for example, movies) to find accurate matches between
them (ex: if you liked movie X you might like movie Y, or people “like you” have
enjoyed book Z). At the core of RS is the assumption that items and/or users of
a service can be mapped in terms of their similarities and that person A (or item
X) can serve as proxy for person B (item Y). In that sense, a recommendation
system suggests items that are closer in such similarity space to a user’s past choices
or revealed preferences and is only as good as it can provide the most accurate
recommendation to a user (person A will actually enjoy movie Y and book Z).

Over the past decades we have seen an increase in use of ML/AI techniques
to support the development and implementation of faster, more reliable, and
more capable RS (Fayyaz et al. 2020). These are possible because of (a) large
accumulation of data about users’ past choices; (b) large datasets on details about
items, and (c) increasingly sophisticated algorithms that take advantage of such data
and take value from growing numbers of features and instances.
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In general, recommendation systems can be divided into three big families:
collaborative-base filtering (that tries to predict whether person A will like product
X based on the preferences of “similar-person” B); content-based filtering (that tries
to predict whether person A will like an item X based on person A’s past revealed
preferences for similar items); and hybrid systems, that combine both. In terms of
the algorithms used, these are further divided on whether they are supported by
heuristic- or model-based approaches.

Collaborative filtering (Herlocker et al. 2000) recommendation systems rely on
the similarity between users to perform recommendations. That is, if user A and
B are similar, then the past choices of B can shed light on what to recommend
to user A. Hence, the core technical challenge is to estimate similarities between
users or items from data on the revealed past preferences of users (ex. past favorite
movies). This approach has been widely popular on web-based portals such as
Netflix and Reddit where users’ characteristics and up or down votes are used
to estimate similarities. Popular algorithms range from Graph models of social
networks (Bellogin and Parapar 2012) of similarity between users and Nearest
Neighbor to the use of Linear regressions, Clustering techniques (Ungar and Foster
1998), Artificial Neural Networks (He et al. 2017) and Bayesian networks.

Often, auxiliary data is used to either improve collaborative filtering systems,
or to overcome some of its limitations. Context information (e.g., location or time)
can help systems achieve higher success and, in scenarios that have more users than
items, recommendations are often done through an item-item similarity. Moreover,
when past information on user activity is scarce (e.g., in the case of a new user of a
new service), users’ information about their social relationships and characteristics
(e.g., gender, age, income, location, employment, etc.) can help these systems
establish a similarity even without specific historical activity.

Content-based filtering (Lops et al. 2011; Aggarwal 2016) does not require
information about users, instead it maps similarity between items to perform
recommendations. In other words, users are recommended items similar to their
past choices (person A likes vanilla milkshakes, thus might also like vanilla ice-
cream). Algorithmically, these problems are approached using techniques that range
from TF-IDF (Rigutini and Maggini 2004) and clustering for topic modelling
and inference, but also using classification models based on Bayesian classifiers,
Decision trees, and Artificial Neural Networks. A traditional application of these
techniques is in book recommendation engines that measure content (Mooney and
Roy 2000) similarity between books.

Hybrid solutions (Burke 2007) combine aspects of both content and collaborative
filtering. They arise in situations where it is practical and beneficial to develop meta-
algorithms to balance the recommendation stemming from a collaborative- and
content-based systems. These increasingly use complex deep learning algorithms
and are common in social media recommendations, including newsfeed content,
advertisements, and friends (Naumov et al. 2019).

There are several limitations and problems associated with the development
of RS. From the technical perspective, problems can arise at two extremes of
the spectrum. First, lack of initial data can lead to a “cold start”, that prevents
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the setup of the entire recommender system (ex. new movies that have not yet
been rated by anyone or are from little known studios or directors) or limit the
recommendations that can be given to new users. Second, when there is a “sparsity
problem” and the number of items to be recommended is very large, the algorithm
might lack scalability and users keep seeing the same few recommendations, either
because they are the few most rated or because the individual users only rated a
few (Adomavicius and Tuzhilin 2005). Third, and more conceptually, the implicit
assumption in ML/AI solutions that the future can be predicted from past actions,
renders them awkwardly unable to perform under novelty (e.g., expanding a service
to a new cultural setting). Fourth, some models described above can learn from
past mistakes (user A hated book Z after all) and, therefore, improve continuously,
but this is not the case in several other examples of RS, sometimes with dire
consequences. Important examples of the impact of the listed limitations will be
discussed in more detail in the following sections.

3 When Recommendation Systems Work

3.1 Implications for Consumption

Although stemming from a seemingly intuitive and simple problem, recommenda-
tion systems have matured to highly complex algorithmic solutions that are able to
leverage a multitude of data sources to improve services that underlie the success of
some of the largest companies in the world. The success of RS, and their ubiquity,
stems from their capability to enhance user retention and to seemingly help users
find the relevant content for their profile. Moreover, it is already possible to extract
information and patterns from both structured information (e.g. online shopping
basket) and unstructured information (e.g., free text, images, and videos). As such,
RS are improving faster and will offer more gains to content providers.

Naturally, the specifics of each system are largely dependent on their application
context and goals. Take, for instance, Amazon which started using item-to-item
approaches but currently leverages information from users’ past orders, profile, and
activity, to offer different types of personalized recommendations, from targeted
e-mails to shopping recommendations (Smith and Linden 2017). In 2018, the
consultancy company McKinsey estimated that Amazon’s RS was responsible for
35% of its sales (MacKenzie et al. 2013). Netflix gained international fame among
engineers and enthusiasts with the release, in 2006, of a dataset of 100 million users’
movie ratings and offered a 1Million USD reward to the team that could develop the
best RS. Ten years later, Netflix RS was estimated to be worth up to 1 billion USD
(McAlone 2016) and to drive 75% of users’ viewing choices (Vanderbilt 2013).

However, these large companies depend on using data freely and often willingly
shared by their users, who might give away control of their privacy and decisions
in exchange for convenience and productivity. In fact, we all know that our data
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is being used, but we may not know the extent to which this is happening or
the problems it could pose (Englehardt and Narayanan 2016). First, and although
these processes involve consent, terms of service are often unintelligible, sharing
is not always voluntary, and might be a requirement to access content or services
(Solomos et al. 2019; Urban et al. 2020). Second, and even when it is voluntary, it
can have unexpected implications. In 2012, the New York Times reported a case in
which the US-based chain Target generated predictions about the pregnancy of its
customers, precisely by analyzing shopping profiles (Duhigg 2012). One such store
was visited by a father, outraged that his teenage daughter had received promotions
for baby products; later, when the store manager called to apologize, the man
embarrassedly replied that his daughter was indeed pregnant: the supermarket chain
knew before the family. Such anecdotical situations, corroborate our increasing
reliance on such systems, which also makes us vulnerable to manipulation. For
instance, nothing keeps online stores from showing more expensive products to
people who did not previously compare prices online (Mikians et al. 2012). Indeed,
different webservices commonly trade user information for marketing purposes, and
it is common for a user that searches jeans on Amazon to be immediately targeted
with jeans’ ads on Facebook! or Google.> Importantly, these “surveillance systems”
are so prevalent and increasingly sophisticated that even when you use caution when
publishing online, that caution itself can be informative (Zuboff 2019).

As mentioned, the traditional application of RS is to drive the consumption of
content and products and, as such, it represents the most common development
of such algorithms (similarity identification, reliance on proxies, prediction of
future outcomes). However, they also find application in other types of algorithmic
decision-making (e.g., credit score, or financial trading) and we will use them in a
broader context to further discuss their current implications.

3.2 Implications for Democracy

As described, RS can be very useful to direct people to products that interest
them, be it movies or diapers. But there is a thin line between informing and
manipulating, and this is particularly relevant when the promoted “goods” are news
or ideas. Social networks, such as Facebook or Instagram, have been long known
to promote addictive attention, even if at the cost of spreading disinformation (Del
Vicario et al. 2016; Vosoughi et al. 2018), creating echo chambers (Nikolov et al.
2015; Quattrociocchi et al. 2016), increasing polarization (Flaxman et al. 2016), and

1 See for example: “Help your ads reach the people who will love your business”, by Facebook,
2021. https://pt-pt.facebook.com/business/ads/ad-targeting.

2 See for example: “What are retargeting ads?”, by Google Ads, 2021. https://ads.google.com/intl/
en_uk/home/resources/retargeting-ads/.
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threatening the user’s mental health.? From researchers to data protection advocates,
many have voiced concerns about the data that large platforms collect and how their
recommendation systems can manipulate the information individuals are exposed
to, be them prioritizing posts, or search engines displaying sponsored adds. In fact,
Facebook offers any interested add-placer the possibility of selecting over tenths of
individual characteristics, including (estimated) age or gender, level of education
and in which subject, income-level, hobbies, political orientation (if from the US),
travel profile, and even whether targets are away for the weekend with family or
friends (Haidt and Twenge 2021).

The Cambridge Analytica case, in early 2018, brought to the public spotlight
how, through refined individual profiling, political campaigns could influence the
voting of target individuals or constituencies.* Political scientists have argued that
the use of modern data science approaches to politics represented a significant shift
from classical strategies: marketing techniques have been used in politics since at
least the 1930s (O’Shaughnessy 1990), but the speed and increasing precision of
Al tools means that political messages no longer need to be general and appeal to
a broad constituency; instead, they can send highly personalized messages based
on individual profiles, saying one thing to one demographic and the opposite to
another, with very little scrutiny (Aldrich et al. 2015; Ribeiro et al. 2019; Silva
et al. 2020). That some of these messages can include untrue information is even
more worrisome. Naturally, the political use of misleading and even outright false
information is nothing new, but the surge in online activity, coupled with poor
digital literacy, and individual-level consumer profiling, has all the ingredients
of a perfect storm. Disinformation spreading has found fertile ground on social
networks, often through emotion manipulation, first shown to occur by Facebook
itself (Kramer et al. 2014), and to work not only in the targeted individuals but also
to contaminate their friends (Coviello et al. 2014). There is also increasing evidence
that some individuals might be more susceptible to political disinformation than
others (Pennycook and Rand 2021), with specific cognitive bias playing important
roles.

In fact, personalized algorithms on search engines and social networks feeds
might strengthen these already existing biases in at least three different ways: (1)
as information is filtered based on past history (potentially magnifying availability
biases, in which individuals tend to rate as more important things that they can
more easily recall (Abbey 2018), and confirmatory tendencies, in which individuals
seek or particularly trust in information that re-enforces or confirms their beliefs
(Burtt 1939)); (2) as humans tend to associate with others similar to them and to
favor people in one’s own group, over people identified as belonging to outgroups

3 This is a fast-growing field, with exposés becoming increasingly frequent. On mental health
impacts there is an excellent ongoing open-source literature review posted and curated by Jonathan
Haidt (NYU-Stern) and Jean Twenge (San Diego State U), Haidt and Twenge (2021); (Zuboff
2019).

4 Cadwalladr and Graham-Harrison (2018).



Societal Implications of Recommendation Systems: A Technical Perspective 53

(ingroup bias) (Nelson 1989); and (3) with beliefs, biases, and even disinformation
(McPherson et al. 2001) amplified and reinforced by this closed, homophilic
communities, leading to the already mentioned echo chambers (Barbera et al. 2015;
Flaxman et al. 2016; Quattrociocchi et al. 2016) and to increased online hostility
and polarization (Yardi and Boyd 2010; Conover et al. 2021).

But political (mis)information is not the only kind to heavily impact on society
and democracy. In April 2020, Facebook acknowledged that millions of its users saw
false COVID19-related information on this platform (Ricard and Medeiros 2020);
On Twitter, according to Yang et al. (2020), “the combined volume of tweets linking
to low-credibility information was comparable to the volume of New York Times
articles and CDC links”; by August 2021, YouTube had removed 1 million videos
that included dangerous COVID-19 misinformation. Importantly, there is evidence
that such misinformation impacted vaccination hesitancy (Loomba et al. 2021) and
compliance with control measures (Roozenbeek et al. 2020), in line with the notion
that misinformation often serves the goal of creating divisive content and leading
to social unrest (Emmott 2020; Ricard and Medeiros 2020; Barnard et al. 2021;
Silva and Benevenuto 2021). For much of 2020 and 2021, the world was fighting
two pandemics in parallel: one caused by a virus, and another caused by fake
news, supported by human bias and attention maximizing algorithms (Goncalves-Sa
2020).

Another very relevant risk comes from societal control. As described, politicians
can use social networks and Al systems to target possible voters, but several
leaders have also realized the much broader potential of Al, from improving public
administration, to creating war robots. According to Vladimir Putin: “Artificial
intelligence is the future, not only of Russia, but of all of mankind (...) Whoever
becomes the leader in this sphere will become the ruler of the world.” (Allen 2017)
China hopes to be the leader by 2030 (Department of International Cooperation
Ministry of Science and Technology (MOST) 2017) and is designing and imple-
menting a large-scale social experiment, which involves using RS to classifying
citizens according to their social behavior, only possible thanks to Al-driven facial
recognition technology (Liang et al. 2018). These models have been increasingly
used around the world,? often with security purposes. In 2020, the Israeli and US
armies used Al to track and assassinate an Iranian physicist (Bergman and Fassihi
2021).

All these examples describe situations in which the RS are worrying because
they work as intended, be it to improve consumption or to target voters. In the
next chapter, we will focus on situations in which they fail and how that can have
consequences for individuals and societies.

3 For a collection of countries that legalized or are using facial recognition tools see for example
https://surfshark.com/facial-recognition-map.
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4 When Recommendation Systems Fail

The described recommendation systems use fine-grained information to train Al
models to target specific individuals. Typically, what these systems do is output
probabilities of a certain event and aid in decision-making. Examples can range from
algorithms that calculate a risk score for depression (Reece et al. 2017; Eichstaedt
et al. 2018), try to identify the best candidate for a given position (Paparrizos et al.
2011), or that recommend a movie based on previous choices (Bennett and Lanning
2007). These algorithms are trained on large training datasets, of variable quality,
and “learn” by trial and error, with subjective definitions of error (for example,
what “best candidate” means, must be represented as a mathematical object, when
often “best” cannot be easily quantified). This means that there is no real distinction
between the model, the data used to train it, and the assumptions that the coder
made: if the data or the target are biased, the model will be biased. These bias
might appear at different steps and have different consequences, but it is important
to realize that: (1) it is virtually impossible to have a complete dataset and all
datasets are samples, biased by the sampling process; (2) there are human decisions
involved in defining targets; (3) targets often rely on proxies, (4) the predictions
might turn into self-fulfilling prophecies because they frequently impact outcomes
and it is often very difficult to have external validation. Again, this might be of
little importance in the case of a user who never gets to seem movie X because it
is not suggested, but very serious in the case of someone who gets a credit request
denied and, consequentially, defaults on another payment: the system might find
confirmation that the credit refusal was the best decision when indeed, it was what
caused the default.

Consequently, there should be no illusions of “model neutrality”. All models
have problems, and acknowledging it is a fundamental and essential step to design
mitigation strategies. In this section, we describe how biased data leads to biased
algorithms, how biased algorithms can lead to discriminatory policies, and offer
some examples from both the private and public sectors.

4.1 Learning from Biased Data: Implications for Individuals

As there is no perfect dataset, it is important to understand its limitations when
training any algorithm with it. Let us think of a model to identify the best candidates
to enter engineering school. One would start by collecting vast amounts of data,
including grades, happiness scores, time to degree completion, previous education,
future career, etc., on all students who have ever gone through a given university.
This dataset would still have no information on how good the rejected candidates
could have become (sampling bias) or on how many of them eventually suffered
from burnout (limitations and subjectivity in feature selection): this means, that if
the system systematically rejected promising candidates in the past, the algorithm is
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very likely to continue doing so in the future; and that if, for example, it values prizes
over creating a safe work environment, it might pave the way for more accidents in
the future. It is also easy to anticipate that such a dataset would be unbalanced in
terms of gender and likely also age, ethnicity, nationality, and probability of wearing
glasses, and so would the model predictions. In fact, several previous attempts
at training such algorithms to select applicants, for schools or jobs, have led to
discriminatory practices, stirring large discussions (O’Neil 2016). It is important
to note that, very often, these algorithms are created not just for speeding up and
automating processes, but also because we know that human-based systems are
biased: the assumption is that models would be blind to color or gender and, thus,
fairer. However, RS trained with biased data will generally be biased as well (Garcia
2016), and this is true even if models are trained on very large datasets. For example,
the increasingly popular Chat GPT application was trained using 570 Gb of data,
but most of this data was obtained through the internet, which is known to have an
overrepresentation of some countries and age groups (Sheng et al. 2021).

An area in which such discrimination can have dire consequences is health.
Kadambi (2021) have crucial sources of bias in medical devices, including com-
putational bias, which happens when datasets used in clinical trials or when training
algorithms to select candidates for such clinical trials, are biased. Historically, this
has been the case for specific ethnical groups and women, often underrepresented
in health datasets (and even in experimental protocols).

Biased datasets have also been shown to play important roles in classification
and facial recognition (Buolamwini and Gebru 2018; Barlas et al. 2019). For
example, Twitter dropped its picture cropping algorithm after suspicions of racial
bias (Agrawal and Davis 2021) and both Flickr and Google algorithms tagged
photos of black individuals as apes (Zhang 2015).

As disastrous as these examples are, it can be argued that they are the price to
pay for the learning process: they are precautionary tales, reminding us that we are
still at the infancy of machine decision-making and many other mistakes will be
made before we can rely on algorithms. Unfortunately, and despite their current
limitations, many are already being deployed, including in punitive environments,
as described in the next section.

4.2 From Bad Algorithms to Discriminatory Policies

The individual consequences of a faulty Netflix algorithm are probably easy to
minimize; models that select candidates for a given job can have much worse
consequences, but nothing compares to when such algorithms are deployed in a
large-scale punitive context. We already mentioned how the Chinese government
is using facial recognition and other AI tools to evaluate citizens according to
their behavior. If the system is faulty, the consequences for the individuals can be
tremendous.
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Another very debated example, that relies on proxies, is COMPAS, a proprietary
algorithm that helps US judges set bails based on estimated risk scores of future
offenses. In 2016, COMPAS was analyzed by ProPublica (Larson et al. 2016) and
revealed to discriminate individuals based on their race: for similar offenses and
crimes, black defendants were more likely to be given higher risk scores. Impor-
tantly, the datasets that were used to train the model did not include information on
race: the model was possibly using zip code as a proxy for risk, thus picking it as a
proxy the correlation between the ethnicity and economic status in US society (this
analysis is disputed by the owning company and the extent of the discrimination is
still being debated (Spielkamp 2017)).

Despite so many notable failures, governments around the world have been
sponsoring the development of algorithms for use in public administration, in a
variety of areas. These algorithms are often proprietary and function as a blackbox:
not even the government officials know how they work and what justifies their
recommendations, or risk scores. This leaves very little room for people to complain
or even understand their “evaluation”, raising fundamental legal questions. The
Dutch government used such an algorithm, SyRI, from 2014 to 2020, when the
Court of the Hague halted its use (Amnesty International 2021). It aimed at
identifying social welfare fraud, was trained on large governmental datasets, and
included information on virtually all inhabitants of The Netherlands. It would
generate risks-scores and, if these were high, trigger an investigation. However,
it was shown that the algorithm disproportionately and unfairly targeted poor and
minority communities (Xenophobic Machines 2021), with consequences so dire that
it led to the resignation of the Dutch government.

Such faulty algorithms have been increasingly revealed (Bandy 2021) but,
naturally, it can be argued that they only reveal past and pre-existing bias, hidden
in the data, and that human decision-making is equally discriminatory. While the
first contention is very likely true, it still raises the important question of whether
it is acceptable to perpetuate such discriminatory practices under an illusion of
mathematical neutrality. The second is more interesting, as it is difficult to quantify
whether humans or current algorithms are more discriminatory (Dressel and Farid
2018), but at least in the case of the examples described here, there are at least
two good arguments in favor of the later. One is technical, as AI models identify
dominant patterns and are more likely to exclude relevant outsiders (for example,
the brilliant candidate from a very poor, black neighborhood). The other is scale,
as human panels might have their own biases, but these might be different from
panel to panel and there are human limits to how many applicants a panel can see;
obviously, these limits and natural variation do not necessarily apply to machine
decision-making (O’Neil 2016). A third, less studied possibility, is that algorithms,
including commercial-like cookies, might be used to mask deliberate targeting
of individuals by state actors, as in the case of the identification of minorities
(Borgesius 2018). Therefore, there are serious concerns that algorithms trained on
biased datasets will not only make biased decisions, they will also amplify existing
societal discrimination and unfairness.
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5 A Way Forward

There is much room for improvement of current and future RS (and Al in general),
and we propose six steps, summarized in a simple mnemonic: (ATI) (Fayyaz et al.
2020). The first is recognizing that they are not neutral and can be very prone to bias.
This Acceptance should be obvious, but it is still disputed by several in the field,
typically contesting that they (a) are not biased as algorithms are blind to individuals,
(b) are not more biased than non-algorithmic systems, or (c) that this a problem for
social scientists and that engineers and programmers should not be concerned with
such issues. In fact, most Data Science and Artificial Intelligence graduate programs
still do not include Ethics or even Algorithmic Fairness courses, effectively training
generations of students to ignore fundamental problems with datasets, algorithms
and, consequentially, recommendation and decision systems they design and often
implement. Such content should be compulsory in all formal AI education, taking
us to the second step—Training.

Another fundamental issue is lack of Inclusion and Diversity. This is observed
not only on the training datasets, as already discussed, but also in the coding teams.
In “Racist in the Machine” (Reece et al. 2017), Megan Garcia describes some grave
consequences of design blind spots and gives the example of four smartphone
personal assistants (Siri, Google Now, Cortana, and S Voice), increasingly used
for help in health and emergency situations, that could not recognize “I am being
abused” or “I was beaten up by my husband”. ML teams should be diverse and
bring together people that work on different disciplines and that can contribute
to both the technical and social components of algorithm design. Moreover, that
algorithms try to find similarities can lead to polarization and homophily, but also
to uniformization. As Thomas Homer-Dixon put it, “a simplified, uniform global
culture will inevitably have less diversity of ideas and ingenuity that can help us
cope with the great challenges we’re facing” (Homer-Dixon 2001). Diversity should
be a value at many different levels.

RS pipelines should also include streamlined Data Auditing and Debiasing:
accepting it as an integral part of data processing pipelines, recognizes its impor-
tance for fair and effective Al, while reducing dataset bias. One of the first such
efforts was developed by Pedro Saleiro and Rayid Ghani, through a data auditing
algorithm, Aegquitas, that inspects datasets for different types of demographic
unbalances, including age, gender, and race (Saleiro et al. 2018). In all three
datasets analyzed, they found important bias that affects the models results. These
are excellent first efforts, but it is important to note that (a) we can only audit
data in a very limited number of instances, and (b) that debiasing is even more
challenging. For example, we can check gender-classified datasets for unbalances
in gender (as in the hiring example described above), but this might be impossible
to do in fully anonymized datasets or in datasets that simply do not include possibly
relevant data as is often the case for ethnicity or physical disabilities. Even more
critical, we cannot identify biases that we do not know we have, as a society: it
might be the case that people with glasses are perceived as more competent for
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some jobs; as we are unaware of it, we would not include “having glasses” as a
label and, even if we did, we would most likely not audit our algorithm for possible
discrimination. But let us assume that complete auditing was possible and that all
possible discriminatory imbalances in our dataset had been identified: we would
still have important decisions to make regarding how to de-bias them. Continuing
with the college admission example, it should be possible to understand that the
model is being trained on a gender unbalanced dataset and that correcting for it
would now lead to more women candidates being selected. But how big should
the correction be? Should it reflect past ratios of engineering school admissions,
perpetuating existing imbalances or should it aim for the same ratios observed in
the population, effectively imposing a 50% gender quota? These and other example
illustrate how many of these decisions can and are effectively being made, often
implicitly, and how ill-informed attempts to correct bias might generate new forms
of unfairness.

These decisions are fundamentally moral, helping to create a society by design.
Thus, the final step should be Transparency. As Rhema Vaithianathan put it, “If
you can’t be right, be honest” (Courtland 2018). Blackbox algorithms, in which the
process and features used to reach a decision are unknown or proprietary, should be
avoided. However, they are increasingly used for two main reasons: first, it can be
argued that if the decision process is known, individuals and companies could abuse
and even rig the system on their behalf; second, the more complex the algorithms,
as is the case with deep learning, the more difficult it is to understand the decision-
making process. Therefore, it has been argued that such algorithms should only
be used in positive environments and when they significant outperform traditional
processes (e.g. for medical diagnosis), and never in punitive contexts (such as in
the COMPAS and SyRI examples). In any case, individuals should always have
the right to access, verify, correct errors, and appeal from algorithmic decisions.
As these processes are often very complex, this generates an important tension,
extensively noticed by the thinkers of the so-called “Risk Society” (Beck 1992), in
which technical expertise is fundamental to design and control such systems, but this
control should be put into effect by the, often lay, society. Therefore, the ones who
understand the problems should also accept their political and social responsibility
and engage in active Interaction with communities and decision-makers.

6 Conclusions

It should be increasingly obvious that using machine-based decisions is far from
neutral, and that its problems have important societal implications. In this chapter,
we summarized some limitations of recommendations systems, from both technical
and conceptual perspectives, and offered examples of its past, ongoing, and possible
future negative impacts. Overall, we argue that these risks should be understood
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by the general population, and we offer specific guidelines for improving RS and
societal oversight.®
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Data-Driven Approaches in Healthcare: )
Challenges and Emerging Trends Qe

Ana Teresa Freitas

Abstract Data is dominating and revolutionizing the healthcare industry in
unprecedented ways. Associated with the new technologies of artificial intelligence,
they promise to create the foundations for a new paradigm of medicine focused
on the individuality of each person. This chapter is divided into four sections that
aim to introduce the reader to the topic of data-driven approaches in the health
sector. In section one, three ideologies are presented that, despite having some
overlaps, present different views on how data should be used in order to guarantee
a health service centered on each individual. In section two, the data-driven concept
is explored. The emerging challenges of processing large volumes of data and their
impacts on individuals, institutions, and society are associated with innovation in
other disciplines such as artificial intelligence and personalized medicine. Since
artificial intelligence is becoming a disruptive technology in the health sector,
section three is dedicated to addressing the ethics and legal challenges posed by this
new technological advance. To conclude, section four describes how the healthcare
industry has become a major proving ground for artificial intelligence applications,
with both startups and venture capital investors recognizing the enormous potential
this technology can offer.

1 Patient-Centered Care, Value-Based Care and the P4
Medicine Paradigm: Divergent or Complementary?

Ideologies like patient-centered care, value-based care and P4 medicine are not new,
with roots dating back to the end of the twentieth century (Gerteis et al. 1993; Hood
et al. 2004). More than 20 years ago, the proposition that healthcare is evolving
from reactive disease care to care that is patient or person-centered was regarded
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as hypothetical (Louw et al. 2017). Today, the core elements of these approaches
are widely accepted and have been articulated in a series of reports by the United
States Institute of Medicine (National Research Council (US) Committee on a New
Biology for the 21st Century: Ensuring the United States Leads the Coming Biology
Revolution 2009), or by European initiatives like the recently Innovative Medicines
Initiative project.

Patient-centered care and value-based care are two distinct but overlapping care
ideologies.

Patient-centered care includes multiple domains of patient-centeredness and
places the patient and relatives central to all decisions and evaluations of quality.
Research by the Picker Institute has defined eight dimensions of patient-centered
care, including: (1) respect for the patient’s values, preferences, and expressed
needs; (2) information and education; (3) access to care; (4) emotional support
to relieve fear and anxiety; (5) involvement of family and friends; (6) continuity
and secure transition between health care settings; (7) physical comfort; and (8)
coordination of care. Although these dimensions were originally applied to hospital-
based care, they could apply equally to care in the ambulatory setting (Gerteis et al.
1993).

In contrast, value-based care has been defined as the quality of care measured
typically by healthcare outcomes, including cost. In this conception of value,
patient-centeredness is one important but not necessarily dominant quality measure
(Tseng and Hicks 2016).

By bring together patient-centered and value-based care model, patients should
also be enabled to collect their outcomes data and have access and autonomy
to use their health data in meaningful ways, such as self-managing their health
in partnership with their health care providers. In this ideal world, the clinician-
patient relationship is enhanced by “computer-based guidance and communications
systems”, medical records are internet-based and available everywhere, and patients
regularly complete surveys on their experiences, which are then fed back to
clinicians in “real time” so they can improve care (Elwyn et al. 2020). Patient-
centered care is a key component of a health system that ensures that all patients
have access to the kind of care that works for them. This model is paramount
not only to treat the disease, but also to meet the patient’s social and personal
needs to ensure the best outcomes, including quality and satisfaction. Treating
the whole patient with this level of personalization requires a 360-degree view of
patient data that is accessible to both the patient and the care team. Achieving
better patient outcomes for value-based healthcare requires better and smarter
collaboration between healthcare professionals.

The vision of medicine that is predictive, preventive, personalized and participa-
tory, labelled as “P4”, has long been advocated by Leroy Hood and other pioneers of
systems medicine (Weston and Hood 2004; Hood et al. 2012). Systems approaches
to biology and medicine are now beginning to provide patients, consumers and
physicians with personalized information about each individual’s unique health
experience of both health and disease at the molecular, cellular and organ levels.
This information is making disease care more cost effective by personalizing care to
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each person’s unique biology and by treating the causes rather than the symptoms
of disease. It is also providing the basis for concrete action by consumers to improve
their health as they observe the impact of lifestyle decisions.

P4 medicine holds great promise to reduce the burden of chronic diseases by
harnessing technology and an increasingly better understanding of environment-
biology interactions, evidence-based interventions and the underlying mechanisms
of chronic diseases (Sagner et al. 2017). The P4 medicine advocates that the
individual ‘s participation is key to put into practice the other three aspects of P4 with
each patient. An active involvement of patients is necessary to guarantee effective
self-management and it includes sharing decisions with patients for their clinical
or therapeutical approach, the use of novel technologies to implement the patient’s
participation in the disease management in order to obtain significant and relevant
improvement in outcomes (Baiardini and Heffler 2019).

Evidence-based predictive and preventive care combines the practice of medicine
based on the latest evidence with genomics and social determinants of health to get
to a truly personalized plan of care for every patient. It goes beyond the notion
that genomic testing is only for the 5% of the very sickest patients, a notion
that grew out of the days when genetic testing cost thousands of dollars. Today’s
genetic testing for precision health costs only a few hundred dollars and the cost
is decreasing. The potential cost avoidance down the road more than justifies this
up-front cost. The adoption, at a population scale, of the use of preventive genetics
is determinant not only to understand a person’s poly-genomic increased risk for
disease or body characteristic, but also to know which medications he or she is
unable metabolize, respond with efficacy and/or have side-effects. This research
area named pharmacogenomics, is presently a main pillar for the implementation of
preventive and personalized medicine in the clinical practice.

The United States Food and Drug Administration (FDA) recently recognized
over 120 pharmacogenomics associations for which current data supports a change
in drug management or a potential impact on safety, and the list is growing (Kim
et al. 2021). The Ubiquitous Pharmacogenomics (U-PGx) Consortium, which has
been funded by the European Commission’s Horizon-2020 program, aimed to
evaluate the collective clinical utility of implementing a panel of pharmacogenomics
markers into routine care (van der Wouden et al. 2017). The European Medicines
Agency’s scientific guidelines on pharmacogenomics help medicine developers
prepare marketing authorisation applications for human medicines.

Although patients have a strong interest in the measurement of health outcomes
of significance, such as symptom severity or functional status over time, health
systems across Europe do not broadly engage in the measurement of such long-
term health outcomes. Consequently, patient engagement in collecting and using
relevant health outcomes data and information remains an underutilized strategy
for incentivizing the transition for a new healthcare system paradigm (Nguyen
et al. 2021). At the same time, data that includes patient perspectives should be
made available and considered for health policy decisions. Although attracting more
multi-stakeholder interest, value-based models remain insufficiently researched and
not implemented on a wide scale (Porter et al. 2016).
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The alignment of the goals and the focus of patient-centered care, value-based
care and P4 medicine ideologies is complicated by several tensions, including a lack
of patient experience, a non-clear definition of preferred measures, and conceptions
of cost that are payer-focused instead of patient-focused (Tseng and Hicks 2016).
However, the implementation of the areas of convergence of these three ideologies
offer concrete opportunities to modify the existent healthcare system paradigm that
is becoming of utmost importance in a world where the median age is rising, as is
the prevalence of chronic diseases, including cancers and cardiovascular diseases,
all associated co-morbidities, and late-life disabilities.

Health care costs absorb a significant proportion of national gross domestic
product (GDP) globally. On average, countries members of the Organisation for
Economic Co-operation and Development (OECD) are estimated to have spent
8.8% of GDP on healthcare in 2018, a percentage more or less unchanged since
2013 (OECD 2019). The United States is the country with the highest health
expenditures, equivalent to 16.9% of its GDP, followed by Switzerland, with a
value of 12.2%. After the United States and Switzerland, a group of high-income
countries, including Germany, France, Sweden and Japan, all spend close to 11%
of their GDP on healthcare. Furthermore, it is suggested that up to 20% of health
expenditures are being wasted in these countries.

There is increasing evidence and acceptance that healthcare financing should be
focused on outcomes rather than on reimbursing the services provided, to achieve a
sensible allocation of sparse resources. This shift from volume to value requires the
design, development, and deployment of products, services, and integrated solutions
that deliver value by improving patient outcomes in efficient and effective ways. In
order to implement this transformation, access to large volumes of data and to a large
number of results about the impact of clinical interventions is necessary. Despite the
numerous projects already underway with the aim of obtaining these data, greater
investment and commitment by patients and all agents working in the health area
are still needed (Porter and Lee 2013).

2 Data-Driven Healthcare

“Data is the new 0il” claims Clive Humby, a British mathematician and data science
entrepreneur, in 2006. However, if unrefined it cannot really be used. To create value
data needs to be trustable, accurate, comprehensive, accessible, sharable, and most
importantly, used.

Like in many other industries, the healthcare sector routinely generates vast
amounts of data from many different sources ranging from biochemical exams,
electronic medical records, vital signs, patient-reported outcomes, health surveys,
clinical trials, insurance claims, administrative data, and more recently omics
(genomics, transcriptomics, proteomics, metabolomics, radiomics, microbiomics).
Altogether, these datasets represent big data collections that are key to better
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patient care quality, reducing readmissions, supporting decision-making and overall
improvements in outcomes.

However, big data collection is not the same as data-driven healthcare (Sanchez-
Pinto et al. 2018; Savadjiev et al. 2020). While the increase and availability of
data can fuel a whole new era of fact-based innovation in healthcare, automation is
required to streamline processes and clarify decision-making in a way that improves
both clinical outcomes and operational agility. With the regulatory environment
moving increasingly toward patient-centered and value-based care, healthcare
institutions must move from collecting healthcare data to becoming data-driven
healthcare institutions.

Becoming a data-driven healthcare institution requires new investment and
resources allowing team members to make the most informed decision and the orga-
nization to reach its goals (Carra et al. 2020). New data-driven health management
should be used in clinical decision-making in order to minimize future individual
risks of disease and adverse health effects and to push forward patient-centered and
value-based care models (Grossglauser and Saner 2014; Kriegova et al. 2021). To
achieve this new status, it is necessary to define a data infrastructure, data-driven
processes, a data-centric culture, and, a cybersecurity framework.

Data-driven healthcare can be broken down into four distinct pillars: (1) the use
of data by patients, healthcare professionals, and organizations; (2) the regulation
of data to ensure accountability, privacy and security; (3) the technologies and com-
putational methods that help healthcare professionals make data-driven decisions to
improve health outcomes; and (4) the innovations that are driven by data and that
are driving the production of new data.

To improve the use of data by all stakeholders, patients, healthcare professionals,
and organizations, a data-driven healthcare strategy must pursue the following goals:
(1) promotion of education and literacy to raise awareness of data-driven healthcare
relevance among patients and healthcare professionals; (2) creation of an integrated
healthcare system focused on the patient by providing easy and broad access to
data; (3) promotion of management initiatives and investment in data governance to
reduce resistance to change within healthcare organizations.

Currently, data-driven healthcare has organizational culture as its biggest obsta-
cle, overcoming technological or investment challenges.

Data accountability, privacy and security of data in healthcare are complex topics,
aiming to ensure the secure exchange of patient information, protect the integrity of
medical records and applications, and control access to healthcare applications and
systems that contain personal data.

Monitoring and assessing regulatory compliance for data processing is vital both
at an organizational and a personal level. A data-driven healthcare strategy must
consider the definition of data management policies, provide training for those
dealing with health data, and support the implementation of “secure by design”
information systems. Moreover, the transformation toward data-driven healthcare is
not limited to how data is gathered, processed, analysed, and used but also impli-
cates surveillance and responsibility from all stakeholders, including government,



70 A. T. Freitas

patients, healthcare professionals, healthcare providers, insurance companies, and
suppliers of healthcare providers.

Existent technologies already enable healthcare professionals and patients to
engage more effectively together to improve health outcomes. The rise of remote
medical monitoring, with the use of medical mobile devices to actively monitor
patients’ conditions, the use of cloud-based storage and applications allowing better
communication and improving patient experience, and the growing acceptance of
wearable medical devices show that health technology is becoming a commodity.

All these technologies are supported by innovative computational methods that
were developed to perform intelligent monitoring, to develop predictive models
for prevention, early disease detection, diagnosis, treatment, and prognosis, and
to analyse or propose treatment and interventions plans (Wong-Lin et al. 2020).
Computational methods are able to extract value from big data but most of the
time face major challenges like the size and relevance of the input data; the data
accessibility and readability; and the lack of data interoperability. To make data
actionable, collected data must be clean, complete, accurate, and standardized for
use across systems. It should also be easily accessible to, and readable by, different
stakeholders with different roles, like the scientific community, regulatory entities,
and healthcare professionals, to guarantee peer-review (Heijlen and Crompvoets
2021).

These ongoing trends provide an essential foundation for the next generation
of innovations, including the use of artificial intelligence for the development of
precise, preventive, and personalized medicine, which involves the combination of
big data analytics and statistical methods, commonly known as machine learning
algorithms (Handelman et al. 2018; Abul-Husn and Kenny 2019; Loncar-Turukalo
et al. 2019; Morganti et al. 2019; Goecks et al. 2020).

3 Ethics and Legal Challenges Posed by Artificial
Intelligence

Artificial intelligence (Al), kick-started at the Dartmouth Summer Research Project
on Artificial Intelligence in 1956, has yet to deliver on its promised central bargain
for many years. Recent advancements in machine learning methods, the availability
of big data, and the existence of supercomputing infrastructures are helping Al
enter a rapid transition from theory to reality. As an engine of big data, artificial
intelligence is accelerating the implementation of deep data application services
(Jiang et al. 2021).

Deep learning has made a significant contribution to the recent progress in Al
In comparison to traditional machine learning methods, deep learning methods
have achieved substantial improvement in various prediction tasks. However, this
new method is comparably weak in explaining its inference processes and final
results. In many real-world applications such as medical diagnosis explainability
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and transparency become particularly essential for the users who are affected by Al
decisions (Xu et al. 2019).

Over the last decade, Al, powered by deep learning, has gradually been integrated
into daily medical practice and has made considerable progress in medical image
processing (Ahmad et al. 2019; Ardila et al. 2019; McKinney et al. 2020), medical
process optimization (Bellini et al. 2019; Gutierrez 2020), medical diagnosis (Dias
and Torkamani 2019; Kehl et al. 2021), medical education (van der Niet and
Bleakley 2021), and other applications (Oliveira 2019). However, large-scale imple-
mentations in clinical practice are still struggling due to the lack of standardized
processes, and ethical and legal supervision. The main issues of Al implementation
in healthcare are connected with the nature of technology in itself, complexities of
legal support in terms of safety and efficiency, privacy, ethical and liability concerns.

The use of Al in clinical practice has huge potential to transform the way patients
are treated for the better, but it also raises ethical challenges, namely: (1) informed
consent to use; (2) safety and transparency; and (3) data privacy (Gerke et al. 2020).

According to Wikipedia, “informed consent is a principle in medical ethics and
medical law that a patient should have sufficient information before making their
own free decisions about their medical care. A healthcare provider is often held to
have a responsibility to ensure that the consent that a patient gives is informed, and
informed consent can apply to a health care intervention on a person, conducting
some form of research on a person, or for disclosing a person’s information.”.
Despite the clarity of this definition, there are situations, such as population-level
genome sequencing initiatives, where the requirements for informed consent are
not yet well defined. In this context, the implementation of informed consent differs
greatly between these initiatives, contemplating formulations designated as broad
consent, general consent and layered consent, among others. A specific strategy
that claims to be fully informed and continually engaging participants is called
“dynamic consent”. Dynamic consent is based on a personalized communication
platform geared towards supporting continuous two-way communication between
researchers and participants (Dankar et al. 2020).

Despite the fact that a consensus is being created around the concept of “dynamic
consent”, its use on a large scale still presents some technical difficulties that need
to be addressed (Tauginiené et al. 2021).

In the context of using Al with safety and transparency to assist in the medical
intervention, there are a number of questions for which clear answers are still lack-
ing. Questions like: to what extent does a healthcare professional need to disclose
that an AI system will be used for the diagnosis or treatment recommendations?
Should a healthcare professional disclose that it cannot fully explain the results?
How much transparency is needed? How does this new context interface with the
so-called “right to explanation” under the EU General Data Protection Regulation
(GDPR)?

These questions are especially relevant in cases where the Al operates using
“black-box” algorithms, which may result from noninterpretable machine-learning
techniques that are very difficult for healthcare professionals to understand fully (Xu
et al. 2019).
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In the space of Al health apps connected or not to wearable sensors, informed
consent is transformed into a user agreement. Still to be answered is the question:
how does this user agreement relate to informed consent? This question is particu-
larly relevant because for the majority of the user agreements individuals agree to
without a face-to-face dialog. Additionally, most people routinely ignore the user
agreements or do not understand the terms of services and all the complexities
associated with the software or hardware updates.

Tackling these questions is far from being simple, and they become more difficult
to answer when information from patient-facing Al health apps are fed back into
clinical decision-making.

Reliability, validity, and transparency of the datasets used to train Al algorithms
make safety one of the most relevant challenges in Al healthcare. It is common
knowledge that any dataset will be biased to a certain extent based on gender,
sexual orientation, race, sociologic, environmental, or economic factors. Because
machine-learning models learn from historically collected data, populations that
have experienced human and structural biases in the past are vulnerable to harm
by incorrect predictions (Rajkomar et al. 2018). For example, the use of data
from the Framingham Heart Study to predict the risk of cardiovascular events in
non-white populations has led to biased results, with both overestimations and
underestimations of risk. To date, most research on primary prevention and risk
scores of cardiovascular diseases, like the landmark Framingham Risk Score and
the European SCORE, has been developed in a largely White population (Gijsberts
et al. 2015). Any algorithm designed to predict outcomes from genetic findings will
be biased if there have been few (or no) genetic studies in certain populations.

Transparency should be a key topic to be addressed by Al algorithms developers.
Healthcare professionals and patients should be informed about the kind of data used
and if any biases exist in the system. If in a hypothetical world it would be possible
to think of an open-data model, capable of being validated by everyone, in reality,
there are several limitations to this type of implementation. An open-data model
can raise intellectual property and investment issues, and also needs to preserve the
confidentiality of patient data considered.

Rather than simply protecting against the previously identified deficiencies,
Al systems should be used proactively to advance health equity. For this reality
to be true, the principles of distributive justice must be incorporated into the
design, implementation, and evaluation of the models (Murdoch 2021). Despite
current challenges, Al holds tremendous promise for transforming the provision
of healthcare services in resource-poor settings as these systems can act in place
of a human expert if one is not readily available, which is often the case in poor
communities.

Given personal medical information is among the most private and legally
protected forms of data, there are significant concerns about how access, control,
and use by for-profit parties might change over time with a self-improving Al
(Jaremko et al. 2019). As the owners of data, patients have the right to know-how
and to what extent their personal health data are recorded and used. The GDPR in
all EU Member States has been applied since 2018 and introduced a new era of
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data protection law in the EU. This regulation particularly aims to protect the right
of natural persons to the protection of personal data. Regulations in Canada admit
that healthcare providers are the “information custodians” of patients’ private health
data, and their ownership belongs to patients. This “guardianship” reflects the reality
that there are interests in patients’ medical records, and these interests are protected
by law (Powles and Hodson 2017).

Nowadays a significant portion of existing Al technologies rests in the hands of
large tech corporations. Google, IBM, Apple, Microsoft, and other companies are
all “preparing, in their own ways, bids on the future of health and on various aspects
of the global healthcare industry (Price and Cohen 2019).” The concentration of
technological innovation and knowledge in large technology companies creates a
power imbalance where public health institutions can become more dependent and
less able to maintain a balanced partnership in new developments and implemen-
tations. Although some data privacy breaches have occurred despite existing laws,
regulations, and privacy policies, it is clear that adequate safeguards must be put
in place to maintain the patient’s privacy and agency in the context of this public-
private partnership. Information sharing agreements, dynamic informed consents,
and other mechanisms can be used to grant these private institutions access to patient
health information to be used to train algorithms or to develop new products.

In addition to the possibility of abuses of power associated with data control,
Al poses a new challenge associated with accessing large amounts of patient
data. The location and ownership of data servers that store patient information
are very relevant in this context. The regulation currently requires that patient data
remain in the jurisdiction from which it was obtained, with few exceptions. In the
current context where there have already been numerous cases of abuse by large
corporations of using patient health data without their knowledge, it is not surprising
that issues of public trust may arise. A lack of trust on the part of patients or citizens
and even public health institutions can increase public scrutiny or even litigation
against commercial implementations of Al for healthcare.

Several studies show that health-related data far exceeded the original expecta-
tions of the original privacy protection laws. For example, The Health Insurance
Portability and Accountability Act (HIPAA) Privacy Rule, approved by the US
Congress in 1996, has significant gaps when it comes to today’s healthcare
environment since it only covers specific health information generated by “covered
entities” or their “business associates.” (Centers for Disease Control and Prevention
2018). Fortunately, many new laws have been introduced to regulate Al data
protection, liability determination, and oversight.

In February 2020, the European Commission published a white paper on Al
In the white paper, The Commission highlighted the “European Approach” to Al,
stressing that “it is vital that European Al is based on our fundamental values and
rights, such as human dignity and the protection of privacy.” (European Commission
2020). In April 2021, a proposal for Al Regulation, the “Artificial Intelligence Act”,
was presented (European Commission 2021). This Regulation will regulate the use
of “high risk” Al applications, which contemplates most medical Al applications.
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Human oversight, explainability, privacy by design, and non-discrimination are
key criteria to European Medical Al. As required by EU fundamental rights (see also
Art. 14 of the proposed Al Act), decisions of medical Al require human assessment
before any action is taken on their basis. In other words, European Medical Al
legally requires a human in the loop. Even more important it requires free and
informed consent of the patient. This points to split decision-making between doctor
and patient, where the patient has the final say. This point about informed patient
decisions clarifies that European fundamental rights basically require the use of
explainable Al in medicine. Consequently, European Medical Al should not be
based on a “machine decision,” but much rather on “an Al-supported decision,
diagnostic finding or treatment proposal.” (European Commission 2020). European
Al must also be developed and operated in accordance with the requirements
of the protection of data and privacy, and the new regulation includes a rich
body of fundamental rights provisions requiring equality before the law and non-
discrimination, including gender, age, and disability level.

Although comprehensive, the existing fundamental rights framework is not
answering all legal questions arising for the use of medical Al. Unfortunately, there
is a large exception, involving liability legislation issues, which is of particular
concern to the community developing Al-based tools. Who will be legally respon-
sible when medical Al causes harm? The software developer, the manufacturer, the
maintenance staff, the IT provider, the hospital, the healthcare professional?

In this regard, the Commission announced that it will shortly provide added
clarity, proposing a strict liability approach coupled with a mandatory Al damage
insurance scheme. Despite the open questions, it is important to note that the legal
requirements for the use of medical Al are already clearer today than a few years
ago, much clearer than what the community developing Al-based tools seems to
consider.

In the US, the Food & Drug Administration (FDA) recently released its first
Al and Machine Learning (ML) Action Plan, a multi-step approach designed to
advance the agency’s management of advanced medical software. This regulatory
action plan aims to force software and medical device manufacturers to be more
rigorous in their reliability and safety assessments. “The AI/ML-Based Software
as a Medical Device Action Plan” outlines five actions that the FDA intends
to take, including: (1) Further developing the proposed regulatory framework,
including through issuance of draft guidance on a predetermined change control
plan (for software’s learning over time); (2) Supporting the development of good
machine learning practices to evaluate and improve machine learning algorithms;
(3) Fostering a patient-centered approach, including device transparency to users;
(4) Developing methods to evaluate and improve machine learning algorithms; and
(5) Advancing real-world performance monitoring pilots. “(U.S. Food and Drug
Administration 2021).

Many of the ethical issues previously discussed have purely legal solutions
although it is difficult to separate the ethical from the legal.
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4 Investments Trends in Healthcare Artificial Intelligence

Over the last 5 years, the healthcare industry has become a major proving ground for
Al applications, with both startups and venture capital (VC) investors recognizing
the enormous potential that Al solutions can offer for accelerating clinical trial
recruitment and vaccine development, detecting potentially life-threatening adverse
drug events, improving patient care, reducing hospital waiting times and human
resource needs, and reducing healthcare costs.

Investors around the world realized the need to invest in Al in healthcare, and
their investments turned in this direction. The Al value in the healthcare market
is expected to grow from USD 6.9 billion in 2021 to USD 67.4 billion by 2027,
with a CAGR of 46.2% (Markets and Markets 2020). Al funding for healthcare
has seen record growth as demand has exploded. In the first quarter of 2021 and
after 111 deals, Healthcare Al companies have raised capital worth a record $2.5
billion. This represents a 140% increase compared to $1 billion raised in Q1 2020
(CBlInsights 2021b; Fierce Healthcare 2021). The investments and recent use cases
for this technology are proof that Al is here to stay.

The multiple problems facing European health policies to tackle issues such
as the aging of the population and the reduction of public expenditures on
health, require capital investments in the sector. Although investments have to be
encouraged in the health sector to allow countries to prepare well for unforeseen
events, such as the Covid-19 pandemic, there is also the need to promote investments
in social protection and encourage healthy lifestyles. There is an urgent need
to develop incentive policy models to serve as a catalyst for the growth of the
health sector. European governments can benefit from social returns to VC capital
investments in healthcare care, as well as the promotion of healthier lifestyles
because the growth of the health sector positively affects the entire economy. The
continuous improvement of health care with a great focus on disease prevention is
a desirable objective since the investment in the general well-being of a population
contributes to economic growth.

As with all industries, the COVID-19 pandemic has created an unprecedented
crisis for the healthcare industry. This crisis has accelerated the digital health
segment, such as the provision of virtual health care, with a strong focus on
mental health and well-being. As COVID-19 vaccines become common, the focus
is shifting to the long-term effects of the pandemic, encompassing trends in specific
areas of health, including telehealth, Al in healthcare, medical devices, mental
health, women’s health, omics, and cyber security (CBInsights 2021a).

During the year 2022, investments in Al for healthcare are likely to focus pri-
marily on improving backend efficiency, such as using robotic process automation
(RPA) to support care or using Al to process claims. An RPA solution, when used
in conjunction with Al, creates intelligent automation, which aims to closely mimic
human interaction, often through the use of bots. In the short term, it is very likely
that Al investments will focus on developing diagnostic support systems, providing
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second opinions, and detecting routine errors, not being dedicated to autonomously
performing direct diagnoses to patients.

In this era where Al is growing in healthcare institutions and society at large,
the greatest challenge to Al adoption is not whether it will be capable enough to be
useful, but rather ensuring it gets properly adapted into daily clinical practice.

In the translation to clinical practice, there are five topics that corporates and
organizations should keep in mind when planning to work with clients in the
healthcare space or embarking on their own healthcare Al journeys (IT Pro Portal
2021). These five topics are: (1) which Al technology better adapts to the intended
use; (2) who is becoming the primary user of Al applications; (3) which software
should be used to build Al solutions (open-source versus commercial); (4) building
or buy software; (5) how to guarantee compliance with Al regulations and standards.

Actual technical leaders stress that their organizations are already using data
integration, i.e. natural language processing (NLP) and business intelligence (BI),
data annotation, as well as data science platforms. It is now clear that the most
innovative healthcare organizations are taking their data seriously, making the most
of electronic medical records and technologies such as NLP, in order to integrate
data held in different silos and gain a complete view of the states of its organizational
processes and the clinical course of its patients.

In the user space, patients and doctors are becoming the top adopters of Al apps.
The use of Al apps is facing a shift from data scientists and technical personnel
to doctors and patients. Chatbots and other interactive and automation technologies
will only grow as Al matures. This growth is already having a profound impact on
patient care delivery, as it provides a level of access and convenience that facilitates
many tasks, such as scheduling appointments, accessing clinical records, and even
managing remotely health care.

When it comes to deciding which software to use to build Al solutions, the trend
is towards using open source and public cloud providers. It is not surprising that
open source solutions are advancing ahead of cloud providers or other commercial
solutions, as privacy and data security are some of the main challenges of using
these services. These challenges are particularly relevant in the healthcare sector,
where laws and regulations may prohibit sharing data with third parties. Healthcare
privacy regulations, for example, require users to remove medical records from any
protected health information through a process called de-identification. This time-
consuming and complex process can currently be very automated.

Mature companies mostly choose to rely on their own data and monitoring tools
rather than third-party assessment or software vendor representation. On the other
hand, companies that are still starting to explore Al are more open to using solutions
from software vendors. Using models tailored to each company’s specific needs
while keeping data within the organization is a smart move for those who have the
tools to keep their Al efforts in-house.

For highly regulated industries, such as healthcare and pharma, Al-powered
technologies will be critical to operations and safety. Therefore, to scale the
deployment and use of Al, organizations must establish a compliance management
program to address relevant requirements from applicable Al authoritative rules. In
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Europe, the combination of the legal framework on Al and a new plan coordinated
with the Member States aims to guarantee the security and fundamental rights
of people and businesses, while strengthening the acceptance, investment, and
innovation of AL

At its current stage of maturity, Al is poised to change the healthcare and life
sciences industry in ways we could not have imagined a few years ago.!
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Security and Privacy )

Check for
updates

Miguel Correia and Luis Rodrigues

Abstract Computer security or cybersecurity is concerned with the proper func-
tioning of computer systems despite the actions of adversaries. Privacy is about
a person or group ability to control how, when, and to what extent their personally
identifiable information is shared. The chapter starts by defining security and privacy
and explaining why they are problems. Then, it presents some of the scientific and
technological achievements in the two areas, highlighting some research trends.
Afterwards, the chapter relates security and privacy to the main topics of the book:
machine learning as part of artificial intelligence. Finally, the chapter illustrates the
relevance of ML in the area using censorship resistance as an example.

1 Introduction

Computer security, also designated cybersecurity, is concerned with the proper
functioning of computer systems despite the actions of adversaries (hackers,
cybercriminals, etc.). This proper functioning is expressed in terms of properties
such as confidentiality, integrity, and availability. The discipline emerged in the late
1960s in the US defense context with concerns about the confidentiality of classified
information stored in computers. A 1970 report of the Defense Science Board (Ware
1970) stated that:

With the advent of resource-sharing computer systems that distribute the capabilities and
components of the machine configuration among several users or several tasks, a new
dimension has been added to the problem of safeguarding computer resident classified
information.

Privacy is an old term with related but different meanings. Privacy can be defined
as a person’s (or a group of persons’) ability to control how, when, and to what
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extent his (their) personally identifiable information is communicated to others (Van
Tilborg and Jajodia 2014). The original definition speaks of personal information,
but today the broader term personally identifiable information (PII) is used instead
to denote that some data that is not strictly personal can be used directly or
indirectly to identify a person (e.g., an IP address or data about colleagues)
(MccCallister et al. 2010). Relevant properties include anonymity, unobservability,
and PII confidentiality. Privacy in the context of computer systems also emerged in
the 1960s or 1970s (Miller 1971). The area gained much relevance recently with the
European General Data Protection! Regulation (GDPR) (European Parliament and
European Council 2016) and similar legislation in other countries.

Security and privacy are tightly related disciplines. Privacy to some extend
is about the security, mostly confidentiality, of personal identifiers and personal
information. However, privacy includes aspects that are barely related to classical
security. Two examples are statistical disclosure control (Dalenius 1977) and differ-
ential privacy (Dwork 2006). The oldest, and one of the top, scientific conferences
in the area, shows the connection between the two topics starting with its name:
IEEE Symposium on Security and Privacy.

A note has to be made on how security and privacy should be presented today.
Traditionally these topics have been presented in a negative way: bad things can
happen (and they indeed happen as seen in the news) so we must struggle to prevent
them from happening. However, we argue that they should be presented in a positive
way: the digitalization (digital transformation) of our society requires people and
organizations to be able to use computer-based systems with peace of mind, without
excessive concerns about security and privacy. These are the goals of the security
and privacy scientific and technical areas.

In practice, security and privacy are not 100% achievable in a certain environment
or system. This is no surprise, as theft or murder were never erradicated in our
society. Therefore, the goal is never to achieve 100% security or privacy, but an
adequate level of risk. Risk takes into account two factors: the probability of some
property being violated and the impact of such violation. The probability depends
on the level of vulnerability and the level of threat.

The efforts to increase security and privacy are substantial, both from academia
and industry. Today, there are many academic journals and conferences devoted to
the matter, including top conferences such as the IEEE Symposium on Security and
Privacy, ACM Conference on Computer and Communications Security, Network
and Distributed System Security Symposium (NDSS), and Usenix Security. The
industry in the area is also large. For instance, recently Gartner forecasted a spending
of $150.4 billion in security in 2021, with an increase of 12.4% in relation to 2020
(Whitney 2021). Another indicator is the existence of many industrial fairs world-
wide. The largest is probably the RSA Conference, organized in several countries

! The title suggests the regulation is about data protection, but in fact it is about personal data
protection, i.e., about privacy.
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yearly, and that attracts more than 40,000 participants only in the USA (Government
Technology 2019).

After more than 50 years, security and privacy are vast research areas, with
many facets. Therefore, this chapter provides a necessarily limited summary. It
provides an overview of important topics and recent developments, with a focus
on technology. Other angles such as governance, legal, risk management, security
operations, incident management, and digital forensics are not covered.

The chapter is organized as follows. Section 2 defines security and privacy.
Section 3 explains why security and privacy are problems. Section 4 presents some
of the scientific and technological achievements in the area, highlighting some
research trends. Section 5 relate security and privacy to the main topics of the book:
machine learning as part of artificial intelligence. Section 6 illustrate the relevance of
ML in the area using censorship resistance as an example. Finally, Sect. 7 concludes
the chapter.

2 Defining Security and Privacy

Expressions like “system X is secure” or “system Y ensures user privacy” are too
vague to be useful. What is useful is to state which set of security and privacy
properties a system satisfies if correctly implemented and configured, given a set of
assumptions about the environment (e.g., the computational power of the adversary).

Security is often expressed in terms derived from frust (Verissimo et al. 2003).
Trust is the accepted dependence of a person or (sub)system on a set of properties
of another (sub)system. These properties can be of several types, including security
and privacy. The trustworthiness of a (sub)system is the measure in which it meets
the set of properties.

2.1 Security Properties

The three core security properties are confidentiality, integrity, and availability
(CIA):

— Confidentiality: absence of unauthorized data disclosure;
— Integrity: absence of unauthorized data or (sub)system modification;
— Availability: readiness of a (sub)system to provide its service.

Notice two aspects. First, security is concerned with guaranteeing these properties
in the presence of malicious actions of an adversary. This is expressed by the
term unauthorized. Second, these properties are related to the impact of malicious
actions on data (or information) and (sub)systems, but not necessarily on both.
Confidentiality is about data, availability about (sub)systems, and integrity about
both.
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Two other properties can be considered to be related to integrity:

— Authenticity: absence of unauthorized modification of the content or information
about its source;
— Non-repudiation: absence of denial of authorship of data or actions.

A last property gained visibility recently with the emergence of Bitcoin and other
blockchains and distributed ledgers:

— Decentralization: absence of dependence on a trusted central authority.

Decentralization does not remove the need for trust, but substitutes trust on
individual third parties with trust on sets of parties.

2.2 Privacy Properties

Privacy properties apply to a system that processes personally identifiable informa-
tion (PII). Consider the auxiliary property:

— Unlinkability: given the execution of a certain system, a set of unlinkable PII
items can be no more and no less related before and after that execution.

On the contrary of what happens with security, there is some intersection between
the classical privacy properties (Pfitzmann and Kohntopp 2001). Consider the
identifier of a person (ID) and a set of PII items designated items of interest (IOIs).
Privacy can be stated in terms of the following properties:

— Anonymity: a person not being identifiable within a set of persons (anonymity
set), i.e., unlinkability of the set of IOIs and the ID;
— Unobservability: the IOIs are indistinguishable from any IOI at all.

If unobservability is guaranteed, then anonymity is also guaranteed, but the opposite
is not true. A related term is pseudonymity that means the use of pseudonyms as
person IDs. However, pseudonymity is not a property, but a mechanism for obtaining
privacy.

The GDPR establishes a set of rights of users before data controllers and data
processors (Pfitzmann and Koéhntopp 2001). These rights make concrete the “ability
to control (...) PII” that appears in our definition of privacy. Therefore, we state them
as properties (the names are ours), referencing the article of the GDPR where they
are defined:

— Accessibility: ability to obtain information about PII being processed (Article
15);

— Rectifiability: ability to correct inaccurate PII (Article 16);

— Erasureability: ability to delete PII (Article 17);

— Restrictability: ability to restrict the way in which PII is processed (Article 18);

— Portability: ability to obtain a copy of the PII being processed (Article 20);
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— Withdrawability: ability to withdraw consent to process data (Article 7) or to
object to that processing (Article 21).

3 Security and Privacy Problems

The previous sections stated that there are security and privacy problems that have
to be solved. This section presents these problems in more detail.

3.1 Access Control

All security and privacy problems are related to access. For example, the initial
motivation for security was shared access to computers containing secret (military)
information. Another example: the cybersecurity problem today comes mostly
from the universal connectivity provided by the Internet. The approach to manage
access is twofold. First, it involves separation (or isolation), which can be logical,
cryptographic, physical, or temporal. Second, access has to be granted or denied,
following some security policy.

This is the context where access control comes to play. In abstract terms, there
are objects (or resources) that are accessed by subjects (users, processes). Subjects
and objects are logically separated, i.e., they are isolated from each other using
software and/or hardware mechanisms. Access control is concerned with validating
the access permissions (or rights) of subjects to objects. Access control is performed
by an abstract component called reference monitor. Whenever a subject wants to
access an object (e.g., a user to access a file in an online service), the reference
monitor uses an access control database to get information about permissions and
evaluates if the user shall be granted access or not. The reference monitor takes the
decision and optionally stores data about the access for audit purposes.

The most common access control model is Access Control Lists (ACLs). Each
object (e.g., a file) has an ACL that lists the permissions (e.g., read, read-and-
write) of each user (e.g., user, admin, any) over that object. There are many other
modules, e.g., capabilities, Role-Based Access Control (RBAC) or the current de
facto standard, Attribute-Based Access Control (ABAC).

Access control can be discretionary—the access policy is defined by the object
owner—or mandatory—the access policy is defined by an administrator for a class
of objects.
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3.2 Vulnerabilities and Attacks

Access control should be effective if properly implemented and configured—which
are challenges themselves—but often another problem allows circumventing access
control: vulnerabilities. Computer systems are complex, arguably the most complex
creations of humanity. The laptop in which this text is written is the creation of
thousands of engineers all over the world, who do not know each other or fully
understand the overall system: the laptop in this case. This complexity necessarily
leads to errors as engineers are humans.

A vulnerability is an error that allows violating a security property. A vulnerabil-
ity can be introduced during the system design, implementation, or configuration.
A vulnerability can be exploited by an attack. If the attack is successful, a security
property is violated.

Vulnerabilities are so important that they are catalogued. The most important
catalogue of vulnerabilities is the Common Vulnerabilities and Exposures (CVE).?
For instance, in 2014 there was a vulnerability that caused much turmoil called
Heartbleed; it received the identifier CVE-2014-0160 in that catalogue (the 160th or
2014). CVE has been registering around 17,000—-18,000 new vulnerabilities yearly
in recent years.

A particularly dangerous class of vulnerabilities are so-called zero-day vulnera-
bilities. These are vulnerabilities that are known by one or more groups—e.g., an
intelligence agency or a hacker community—but have not been publicly disclosed.
They allow these groups to attack systems freely, as no protections are deployed
against something that is unknown.

A vulnerability can be publicly disclosed in different ways: as part of an update
of the software vendor, in the CVE catalogue, in a mailing list like Bugtraq, etc.
When that happens, there is the opportunity for organizations and individuals that
use the vulnerable software to fix it or protect it, but this disclosure also increases
much the probability of the vulnerability being attacked.

Attacks can come through different vectors. A common vector today is called
drive-by download. The victim accesses a web page with a browser that contains
a vulnerability. The site launches the attack against the browser, exploiting the
vulnerability. Note that the site may be legitimate but had itself been a victim of
an attack.

3.3 Malware

Many attacks involve malware. This term summarizes many others that were
previously used in a way that was often inconsistent: virus, worms, Trojan horses,

2 http://cve.mitre.org/.
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backdoors, etc. Malware comes from malicious software and includes all these
variants.

A form of malware that is much active today is ransomware. When a ransomware
specimen enters a computer, it encrypts the content of the disk and requests the
payment of a ransom—a monetary fee—often in a cryptocurrency like Bitcoin or
Monero, to hide the identity of the attacker. These ransoms vary from hundreds
to millions of euros, e.g., as in the high-profile attacks against Maersk (2018) and
Colonial Pipeline (2021). Some of these attacks also involve data theft to further
pressure the victim into paying.

Another important form of malware are Remote Access Trojans (RATS) or bots,
which hide in computer and stay dormant until ordered to do some action. These
RATs or bots are controlled remotely by a central server, forming a botnet (a network
of bots or robots). These botnets can have thousands of computers and operate
as cyberweapons, capable of making systems unavailable using Distributed Denial
of Service (DDoS) attacks or stealing large amounts of data or access credentials,
among other attacks.

3.4 The Human Factor

The importance of automated attacks that exploit vulnerabilities and/or use malware
is undeniable as they are constantly happening. However, many attacks exploit a
different class of weaknesses that is much harder to manage: the humans that use
computer systems. These attacks are often called social engineering.

Phishing is a common attack that aims to steal personal data. This data is often
user credentials for a system such as corporate email or homebanking. The attack
consists simply in sending emails requesting data. There is no technical vulnerability
involved: the data is stolen because users trust the message they receive and act
accordingly. Given a large enough set of potential victims, there will always be
many that fall for the scam.

A form of attack that combines both technical and social engineering aspects are
emails with malicious attachments. Human victims fall for the attack by opening the
attachment, but this attachment contains an attack that tries to explore a vulnerability
in the victim’s computer. This was the first attack vector using the conspicuous
Wannacry attack (2017); there was a second that involved exploiting a vulnerability
in other computers of the same organization.

4 Scientific and Technological Achievements

This section presents a summary of important and/or interesting scientific and
technological achievements in the security and privacy areas. They are organized by
subareas, generically inspired by those of the Cyber Security Body Of Knowledge
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(CYBOK), “a comprehensive Body of Knowledge to inform and underpin educa-
tional and professional training for the cyber security sector”.® For each topic, we

present research trends.

4.1 Cryptography

Cryptography (or cryptology) is an old discipline, around 4000 years-old according
to Kahn (Kahn 1996). However, until the twentieth century, its evolution was limited
and it remained mostly an art: a struggle between cryptographers that designed
coding schemes to protect the confidentiality of messages, and cryptanalysts that
would try to break them. These schemes were clever but simple, thus often broken;
Mary, Queen of Scots, was beheaded when the encrypted messages she exchanged
with her supporters were decoded. The twentieth century first introduced automation
with machines like German’s Enigma, used in the second World War, but, most
importantly, revolutionized the area with the surge of computation and of public key
cryptography. Today this is an exciting research area with several top conferences,
e.g., the Annual International Cryptology Conference.

A cautionary note: there is some confusion regarding the relation between
cybersecurity and cryptography. Some seem to reduce the former to the latter. In
fact, although cryptography plays an important role in cybersecurity, cybersecurity
includes many topics that are unrelated to cryptography, including most of the areas
covered in the following sections.

Classical cryptography involved an encryption and a decryption algorithm. These
algorithms were secret to guarantee that the adversary could not read the encrypted
messages. In the past century, this idea was slightly modified to become what we
now call symmetric encryption: the same two algorithms became configurable with
a number—designated a key—that must be kept secret, whereas the algorithms
should be public to be scrutinizable. This led to widely adopted algorithms such
as the 1976’s Data Encryption Standard (DES), no longer considered secure, and
the current Advanced Encryption Standard (AES), published in 1998. Today such
schemes are not only used to protect the confidentiality of communications but also
of other forms of data, such as the content of disks or individual files.

Symmetric encryption poses a difficulty: the distribution of the secret key, i.e.,
delivering it to the parties that need it (e.g., sender and receiver). A solution to this
problem—public key cryptography (or asymmetric cryptography)—was eventually
published in 1976 (Diffie and Hellman 1976) and the first public key encryption
algorithm, RSA, in 1978 (Rivest et al. 1978). In this form of cryptography there is
no longer a single key but a key pair. This pair has a private key that is supposed to
stay secret and a public key that can, and often should, be publicly disclosed. If the
data is encrypted with the public (resp. private) key, it can only be decrypted with

3 https://www.cybok.org/knowledgebase/.
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the private (resp. public) key. Therefore, if Alice wants to share a secret key K to
protect her communications with Bob, she can encrypt K with Bob’s public key, so
only Bob will be able to decrypt it and get K, even if Trudy obtains a copy of the
encrypted K.

Public key cryptography has a second important application: ensuring data
integrity using digital signatures (Rivest et al. 1978). Alice can sign a message
or a document using her private key, so anyone with her public key can verify if
the signature is her’s. Public keys are typically distributed using certificates that
contain the identification of the key owner, the public key, and a signature created
by a Certificate Authority (CA), among other information.

Signatures are also based in another important type of cryptographic algorithm:
cryptographic hash functions. These functions are one-way and produce a fixed
length output (of, e.g., 256 bits) called hash. Moreover, they satisfy collision
resistance properties such as “it is computationally infeasible to find two different
inputs that produce the same output™.

A current research trend in the area is post-quantum cryptography (or quantum
resistance) (Alagic et al. 2020). In 1995, Shor published an algorithm that in essence
allows obtaining a private key from the public key, effectively breaking public
key cryptography algorithms like RSA and ECDSA. This algorithm can only be
executed in quantum computers that do not yet exist, but may come into existence
within some years. Quantum algorithms against other cryptographic schemes were
later presented by Grover (1997) and Simon (1994). In consequence, there is a large
research effort on algorithms that remain secure if or when that eventually happens.
RSA is based on the difficulty of factoring large integer numbers and Shor’s
algorithm allows doing that factorization efficiently in a quantum computer; the
main approach for post-quantum cryptography is to use different difficult problems
that are (arguably) not attackable in quantum computers, e.g., the Module Learning
With Errors (MLWE) or Module Learning With Rounding (MLWR) problems.

4.2 Hardware-Based Security

As explained above, security and privacy problems are related to access. The
prevention of arbitrary access inside a computer is an important problem as
malicious users and malware are always potentially threats. The solution to this
problem involves hardware support. Until the 1980s, this support was the one
already necessary for operating systems (OSs), e.g., memory protection (based, e.g.,
on paging) that allows isolating processes (programs in execution) from each other
(Gasser 1988). Memory protection is implemented by both hardware components
(CPU, MMU), and software (OS).

A second example of this kind of support are CPU execution modes. A typical
configuration is to have the OS running in kernel mode and user processes in user
mode. In user mode, the CPU does not allow the execution of some instructions:
it generates an exception or silently does nothing when a program tries to execute
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one. For instance, processes in user mode are not allowed to execute I/O instructions
directly; they have to delegate to the OS their execution using system calls. This
separation into a trusted part—the OS—and an untrusted part—user processes—
makes sense, but OSs are too large and often vulnerabilities are there found.

In the early 2000s, a consortium of companies, the Trusted Computing Group
(TCG), designed a hardware module (usually a chip) to be included in personal
computers. This Trusted Platform Module (TPM) provides a set of security services
that clearly departed from older hardware security mechanisms. These services were
mostly the storage of cryptographic keys and software integrity verification. The
former (key storage) is today widely adopted in different forms in mobile devices.
The latter supports remote attestation and is also available today in many forms,
although not widely used. Later, these services were slightly expanded in the TPM
2.0 specification.

A limitation of the TPM is that the services it provides are fixed. Trusted
Execution Environments (TEEs) are a solution for this limitation as they can be
programmed with user software. This software is executed in the TEE, isolated
from the OS and other privileged software (e.g., BIOS and hypervisor). Today there
is a set of TEE technologies that are available in common computers and mobile
devices: they are not supported by hardware modules, but by the CPUs themselves.
TrustZone is an extension available in many ARM processors. With this technology
there is a normal world where the OS and user processes are executed, but also a
secure world—the TEE—where security services are run on top of a small kernel.
This allows ensuring the confidentiality and integrity of what is in the TEE.

Intel developed the Software Guard Extensions (SGX) for their CPUs. SGX
allows running several TEEs on each CPU, designated enclaves. Additionally, to
the assurances provided by TrustZone TEEs, enclaves and their data are encrypted
while not being executed, thus both logically and cryptographically isolated from
the OS and the rest of the computer.

AMD included in their processors the Secure Encrypted Virtualization (SEV)
that turns a hypervisor and each of the Virtual Machines (VMs) it executes into
TEEs. SEV encrypts each of these TEEs with its own key, isolating them. A second
generation of this technology, AMD SEV-Encrypted State (SEV-ES), additionally
encrypts the content of the CPU registers when a VM stops running. The third
generation of SEV, still to appear, AMD SEV Secure Nested Paging (SEV-SNP),
will provide further integrity protection. In 2020, AMD, IBM and others created
the Confidential Computing Consortium (CCC) to promote the adoption of these
technologies.

The main research trend in the area are applications for TEEs. This technology is
being adopted in different areas, from SGX in blockchain to TrustZone in Internet-
of-Things devices.
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4.3 Cloud Computing

Cloud computing is a model in which computing is provided as a service (Armbrust
et al. 2010). In the typical setting, there is a company—the Cloud Service Provider
(CSP)—that provides services in a pay-per-use mode, i.e., the consumer pays for the
service it consumes. This contrasts with the classical model in which the consumer
first buys hardware, then uses it. Instead, with clouds the consumer uses as much
resources as it needs, during the period it needs, without an initial investment. This
adaptability of the resources used to consumer needs is often called elasticity. There
are three main service models: Infrastructure as a Service (IaaS), in which the CSP
provides VMs, networking and storage; Platform as a Service (PaaS), where the
CSP provides components to build and run applications; and Software as a Service
(SaaS), in which the CSP provides applications.

This approach of delegating software and data to a third party, the CSP, involves
risks: data loss, data theft, malicious insiders, misconfiguration, etc. (Cloud Security
Alliance 2019). Managing these problems requires a holistic process for building
and configuring software, which includes a large set of technological solutions. The
topic is too vast for a chapter, so we focus on a couple of examples of advanced
mechanisms.

Many consumers use cloud services to store data. In case they consider a single
CSP does not provide an adequate level of availability, integrity, or confidentiality
assurances, they can resort to a set of CSPs forming a cloud-of-clouds (Bessani
et al. 2013). The idea is to store the data (files) in several clouds, protected using
encryption and digital signatures, with secret keys protected using secret sharing,
and applying erasure coding to reduce the total stored data size. This requires
Byzantine fault-tolerant replication, so the upload and download protocols are more
sophisticated than simply storing copies of files in several places.

Other consumers may deploy applications on PaaS services but be concerned
that these applications are attacked and their state (data) modified. This can
happen, e.g., if someone steals credentials from a legitimate user and uses them to
access the application. Removing the effects of such actions from the application
storage (database, file system) is often done manually. A solution is to modify
the application to track the effects of the requests it receives on that storage, but
modifying the applications can be complex or even impossible. Sanare supports
automatic recovery and removes the need of modifying the application by using
machine learning to associate application requests with storage commands (Matos et
al. 2021). The association algorithm—Matchare—is based on a Deep Convolutional
Neural Network (CNN) and requires a training phase.
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4.4 Digital Money, Assets and Identity

Digital money exists for many years but gained global attention recently with
Bitcoin and thousands of others cryptocurrencies. In reality, most money used today
has digital form: most payments and transfers are done using computers, not paper
or metal.

In the 1980s, some authors presented advanced cryptographic schemes for digital
money and payments that paved the way to current cryptocurrencies. A seminal
work by Chaum presented a payment mechanism that prevents entities not involved
in the payment to determine the recipient of the payment, the time, and amount
transferred, while allowing the payer to provide a proof of payment and to disable
payment media reported stolen (Chaum 1983). In a following work, Chaum et al.
presented a digital money scheme, which allows payments offline while providing
proof in case the spender uses the same money twice (Chaum et al. 1990).

In 2008, Nakamoto introduced the first cryptocurrency, Bitcoin (Nakamoto
2008). In relation to previous work, it introduced two differences. First, it does not
depend on a third party, but on an open ad hoc group of entities that run the Bitcoin
software in their computers (nodes). This additionally ensures availability. Second,
it prevents the double spending of money using a chain of blocks (blockchain) to
register transactions, while nodes only accept blocks with valid transactions. This
digital ledger, or blockchain, is replicated in all nodes and grows when there is
consensus on the next block to add. Each block contains a hash of the previous
block, obtained by solving a cryptographic puzzle, which makes it hard to modify
the blockchain (ensuring integrity) and allows solving consensus.

Eventually many other cryptocurrencies appeared, but also the possibility of
running user programs in the nodes, often called smart contracts (Buterin 2014).
This programmability of these systems allowed not only the creation of other
cryptocurrencies, but also transactionable digital assets (or tokens). A type of digital
asset that is gaining popularity are Non-Fungible Tokens (NFTs). They represent
some collectionable item, like a digital picture, a music record, etc.

Another recent trend in the area is to use blockchains to store identity data. The
W3C defined the concept of Decentralized Identifier (DID). The main idea is to
allow the DID controller (e.g., the person with that identity) to control the DID,
instead of relying on a centralized entity (e.g., a national registry or a company
such as Google or Facebook). DIDs can be stored in a blockchain or distributed
ledger. Technically, a DID is a small digital document that contains identification
data, e.g., a name and a public key. The W3C also defined the notion of Verifiable
Credential (VC). A VC provides assurance about information of a certain DID, e.g.,
that it corresponds to a natural personal that was born in a certain date. Often VCs
are not transmitted themselves, but in the form of Verifiable Presentations (VPs)
that prove some fact without disclosing undesirable information. For instance, for
privacy purposes a VP can prove that a person is more than 18 years old without
revealing his/her age.
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A recent trend is on the interoperability of this kind of systems, either of the same
or different types (Belchior et al. 2021).

5 Security, Privacy, and Machine Learning

Security and privacy have become an arms race. Companies and other organizations
are deploying increasingly more sophisticated defenses, but cybercriminals are
also becoming increasingly sophisticated. Not surprisingly, machine learning is a
powerful weapon in the cybercriminal war, that can be used either to protect or
harm computer infrastructures and their users.

Machine learning (ML) can be very effective at capturing and classifying
patterns, which is extremely useful to detect suspicious or anomalous behaviour.
There are many security-related areas where ML has been applied successfully,
including spam filtering (Guzella and Caminhas 2009), fraud detection (Gao et al.
2021), intrusion detection (Buczak and Guven 2016), malware detection (Burguera
et al. 2011), vulnerabilities in source code (Shar et al. 2013), among others.

Unfortunately, ML can also be a source of vulnerabilities and attacks (Barreno
et al. 2008), as described below. First ML can be used to detect patterns in user
behaviour, for instance when they communicate with others, even if the content
is encrypted. This can be used, for instance, to detect human rights activists that
attempt to escape censorship. In the next section, we discuss this attack in detail.

Moreover, the characteristics of the training data can lead to unexpected or
undesirable results, due to ambiguities in the data set or in the classification. An
anecdotal example of this effect was a recent incident, where Amazon’s Alexa
suggested to a 10-year-old girl to touch a coin to the prongs of a half-inserted plug
(BBC News 2021). This sort of errors can happen even without the intervention
of malicious agents, and are hard to avoid because many ML models cannot
be understood by humans, making the task of predicting the outcome almost
impossible. Because of this limitation, there is an effort to use techniques that can
improve the explainability and interpretability of the ML models (Gohel et al. 2021).

The problems above can be exacerbated by an active attacker that deliberately
aims at defining the ML system, to cause the system to malfunction or to steal
information from the ML model. For instance, an adversary can carefully edit the
inputs to the ML system to evade detection. A common example of this is spam,
were the use of misspelled words or unexpected characters may prevent spam to
be classified as such. An adversary can also cause a system to operate in a harmful
manner. For instance, it was shown that small changes to the visual aspect of street
signs could cause automated driving systems to violate speed limits (Wierd 2002).
In some cases, an adversary has the opportunity to provide training data to the ML
system, and can exploit this to bias the model by providing malicious samples, an
attack known as ML poisoning (Biggio et al. 2014). Finally, attackers can use an
existing model to extract information regarding the training data, obtaining access
to data that should be kept confidential (Wang et al. 2020).
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An interesting example of the threats associated with the use of ML is the recent
Apple proposal to scan the photo library of devices in search for child pornography.
Child pornography is certainly a horrendous crime, and secure ways to fight it would
certainly be welcome. Apple was proposing to scan the photo library in the user
devices, in search for illegal content, to avoid sending the user photos to an external
site. This would ensure the privacy of photos for all users except criminals. While
the idea has some appeal, many risks have been identified with the approach, which
led Apple to postpone the deployment of the system. First, it would be difficult for
users to assess if file scanning would just be looking for child pornography, or would
also look for other sensitive data (such as health problems, political views, etc.).
Moreover, it would be possible that an attacker would send an apparently innocuous
photo to a target in order to trigger misclassification, flagging an innocent person.
For a more in-depth discussion of the problems of this approach, the reader can refer
to (Abelson et al. 2021).

6 Censorship Resistance

In this section, we further illustrate the relevance of ML in the security and privacy
arms race, using censorship resistance as an example.

Today, computer networks support the access to most sources of information,
including online newspapers, television broadcast, social media, etc. In most
countries the operation of these computer networks is controlled by a small number
of entities that are under direct control of the government or that can easily be
coerced to enforce government directives. This makes it extremely easy to censor
access to information.

Examples of wide-scale censorship activities are easy to find: in June 2019 Sudan
imposed an internet shutdown (Net Blocks 2019b), and the same happened in Iran
in November 2019 (Net Blocks 2019a); there is also evidence that the dissemination
of Corona virus related information is tightly controlled by the Chinese government
(Ruan et al. 2020; Staff 2020). More subtle forms of censorship can also be found:
recently, Reuters reported that Amazon has agreed to censor negative reviews to
Xi Jingping’s book on their platform (Stecklow and Dastin 2021). In a few cases,
censorship can be justified, for instance, to fight criminal activity, such as the
dissemination of child pornography content as discussed before, but in most cases
it simply deprives citizens of their rights to access free information.

Unsurprisingly, people have developed tools that aim at circumventing censor-
ship. These tools have a dual purpose. First, they aim at allowing users to access
information that would be otherwise blocked. Second, that aim at preventing an
external observed to detect that the users is accessing such information. This is
particularly relevant because, under oppressive regimes, citizens that attempt to
evade censorship can be prosecuted, arrested, or even killed. In the next paragraphs
we discuss two of these tools, namely anonymity networks and multimedia protocol
tunneling tools.
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6.1 Anonymity Networks

An anonymity network is a kind of overlay network designed to preserve the privacy
of the users. It uses a network of servers that act as relays to propagate information,
typically between a user and a source of information. Instead of accessing the
information directly, the information is routed in the relay network, using multiple
encryption layers (a technique known as onion routing (Dingledine et al. 2004)).
The encryption is set up in a way that prevents any intermediate relay to know the
original source or the final destination of the packet (each relay is only aware of the
previous and the next hop in the overlay network). Ideally, the mapping between
two endpoints would not be possible without the collusion of multiple relays. The
most relevant anonymity network today is the Tor network (Tor 2019).

Anonymity networks are not specifically targeted at censorship circumvention,
but can, and have been, used for that effect. In fact, if the sensor cannot identify
the relays, and cannot block the communication among these relays (unless it
completely shutdowns the internet access), it is possible to establish an overlay route
from a client residing in a censored region to a relay residing in an uncensored region
(for instance, in a different country), in order to access any given internet site. Also,
because all communication is encrypted, it is impossible for an entity that observes
the traffic of a client to infer which content is being exchanged.

Unfortunately, anonymity networks have a number of limitations. First, the
adversary may be able to identify the nodes that provide access to the Tor network
(known as Tor bridges) and effectively prevent users from accessing the network in
censored regions. Furthermore, even if the adversary cannot access the content of
the packets being exchanged, it can access the features of these packets to infer what
information is being accessed. In this task, ML has proved to be a strong ally of the
censor.

There are two relevant attacks that can be used to detect what content a client is
accessing, even when it uses a anonymity network: traffic fingerprinting and traffic
correlation.

In a traffic fingerprinting attack, the adversary observes the traffic pattern and
tries to match it with known patterns. This is possible, in particular, when users
access some known websites. In order to perform this attack, the attacker collects
data regarding the packets that are generated when a given site is accessed.
Features such as packet size count, packet size frequency, per-direction bandwidth,
total time, burst markers, inter-arrival time, etc. are used as patterns known as
website fingerprints (Liberatore and Levine 2006). Machine learning tools can
then be used to learn these patterns and later classify traffic flows collected from
end users. Advances in ML, such as the use of modern convolutional neural
networks, a technique known as deep fingerprinting (Sirinam et al. 2018), has
shown to be highly effective, even when clients apply defenses against website
fingerprinting, such as adding dummy packets, padding, and/or packet delays, to
make classification harder (Dyer et al. 2012; Cai et al. 2014; Juarez et al. 2016).
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In a traffic correlation attack, the adversary monitors the network between the
clients and the anonymity network and between the anonymity network and the
servers, i.e., the traffic between the anonymity network boundaries and the clients/
servers outside the network (Danezis 2003; Le Blond et al. 2011; Nasr et al. 2017).
Then, the traffic features of the different flows are correlated to find a match, and
establish a link between a client and a server. Needless to say, the use of ML,
in particular the use of deep neural networks, has also proved to be helpful in
performing traffic correlation (Nasr et al. 2018).

6.2 Multimedia Protocol Tunneling

Multimedia Protocol Tunneling is a technique that consists in embedding a covert
channel in a multimedia stream. This technique can be used for censorship
circumvention by leveraging services that the censor may not be willing to block
(Fifield 2017), such as Skype, Zoom, or WhatsApp. Using this approach, a user in
a censored region establishes a multimedia call to another user in an uncensored
region and then, embeds a covert channel, in the multimedia stream; this covert
channel can be used to convey standard IP traffic and be used to access censored
content. This typically involves replacing part or all of the original multimedia
content by the content of the covert channel, encoded in some form (Houmansadr
et al. 2013; Li et al. 2014; Kohls et al. 2016; Barradas et al. 2017, 2020). If the
multimedia content is encrypted, an adversary has way to inspect the covert channel.
Furthermore, if the adversary has no way to distinguish a multimedia call that
embeds a cover channel from a call that does not, we say that the channel remains
unobservable.

Multimedia protocol tunneling is appealing because, in the general case, the
censor cannot generally afford to block all multimedia applications, as these are used
widely by citizens for daily interactions with family and friends and by companies
to perform business. The large number of multimedia channels that are used at any
point in time also make the task of observing these channels harder. Unfortunately,
these tools can also be vulnerable to traffic analysis, in an attempt to identify patterns
that distinguish a normal call from a call that embeds a covert channel. Again,
machine learning tools can help the attacker in this endeavour. A study published
in the 27th USENIX Security Symposium showed that decision trees and some of
their variants are extremely effective at detecting covert traffic with reduced false
positive rates (Barradas et al. 2018). Furthermore, recent research has shown that
the information required to perform the classification can be collected, in a cost-
effective manner, at line speed by leveraging the capabilities of new programmable
switches (Barradas et al. 2021).
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6.3 Avoiding ML Attacks

As we have discussed above, machine learning tools can be used to perform
sophisticate traffic analysis in order to detect anomalies, identify patterns, and
perform correlations among different flows. These tools empower the adversary, in
particular state-level adversaries to detect attempts to evade censorship. Therefore,
modern censorship resistance tools must be designed with these attacks in mind.

Interestingly, new tools are being proposed that can embed a cover channel in a
multimedia stream without affecting the key features of the traffic stream. Protozoa
(Barradas et al. 2020) is one of such tools. It leverages the WebRTC (Web Real-
Time Communication) API to replace real video content, produced in real-time
by a multimedia conference tool, by converting content of exactly the same size,
shielding the protocol from detection mechanisms based on packet size and packet
frequency. Furthermore, Protozoa, unlike several previous protocols that offered
very limited bandwidth, can deliver covert channel bandwidth capacities in the order
of 1.4 Mbps. Protozoa proved resistant to state-of-the-art classification tools but it
is unclear if it is possible to design more sophisticated ML tools, that attempt to
exploit other features, such as time-series of inter-packet arrival times, to perform
detection.

7 Conclusion

Security and privacy are important aspects of our connected world. The chapter
defines the two concepts and explains why they are a problem that must be managed,
even if not entirely solvable. The chapter presents an illustrative set of scientific
and technological achievements, with an emphasis on current research trends. The
chapter also points out links between security/privacy and machine learning, using
censorship resistance as a use case.*

4 See generally, on the different applications of Machine Learning and Al, in this book A Oliveira
and M A T Figueiredo—Artificial intelligence: historical context and state of the art; I Trancoso, N
Mamede, B Martins, H S Pinto and R Ribeiro—The impact of language technologies in the legal
domain; J Gongalves-Sa and F L Pinheiro—Societal Implications of Recommendation Systems:
A Technical Perspective; A T Freitas—Data-driven approaches in healthcare: challenges and
emerging trends; E Magrani and P G F Silva—The Ethical and Legal Challenges of Recommender
Systems Driven by Artificial Intelligence; M Lanz and S Mijic—Risks associated with the use
of natural language generation: Swiss civil liability law perspective; M S Fernandes and J R
Goldim—Artificial Intelligence and Decision Making in Health: Risks and Opportunities; W
Gravett—Judicial Decision-making in the Age of Artificial Intelligence; and D Durées, P M Freitas
and P Novais—The Relevance of Deepfakes in the Administration of Criminal Justice.
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Part I1
Ethical and Legal Challenges in Artificial
Intelligence

Introduction

Clara Martins Pereira

Al is increasingly shaping the modern data economy. Advances in computing
power, breakthroughs in algorithm development, and the soaring availability of Big
Data are decisively combining to bolster the development of Al technologies, and
few would deny that Al is set to take the world by storm.

Part I of this book introduced the many possibilities of Al technology, and,
while Al also has its inherent limitations and vulnerabilities, there can be little
doubt that it will fundamentally transform the human experience. In the face of
this inevitability, there might be the temptation to pour all energy into extracting as
much technical value from the Al revolution as it can provide, but there is danger
in having traditionally human concerns and worries take a back seat while making
way for machines to flourish and develop. In its Part II, this book steps away from
the hustle and bustle of the latest technological developments in Al and refocuses
its attention on the fundamental ethical and legal debates that have long faced
humans—reassessing them in the light of the transformational changes brought by
AL

Written by some of the world’s leading experts in Al, Ethics and the Law, Part IT
identifies and explores key ethical and legal issues arising from the Al revolution for
digital creators, users, and platforms—as well as for the policymakers, academics
and thinkers who are still trying to make sense of this change, and how best to
regulate it.

The chapter by Maria do Céu Patrdo Neves and Antonio Betdmio de Almeida
offers a critical reflection on the ethical opportunities and challenges brought
by AI technologies. First, a new philosophical vision is introduced through a
reflection on technological innovation more broadly, looking at a time before Al
and pondering on where the Al revolution might take us. In considering how Al
has been developing over time, its authors discuss its impact on human life from
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three perspectives—functional, structural and identity—and provide the starting
point for a necessary debate on Al governance. Ultimately, they reflect on how key
ethical principles should shape the future regulation of Al with a view to protecting
fundamental human rights.

The chapter by Pedro U. Lima and Ana Paiva investigates the ethical and legal
challenges specifically arising from the relationship between humans and robots.
Focusing on key areas of robotics, this chapter examines the main advances and
limitations arising in these areas, as well as the most important social, legal, and
ethical concerns that they motivate. This contribution ends on a hopeful note, as the
authors express a belief in robots as drivers of societal change that can contribute to
more sustainable, human-driven societies.

In the chapter by Eduardo Magrani and Paula Guedes Fernandes da Silva, a
key commercial application of Al is tackled: recommendation systems. Specifically,
this chapter examines the many areas where recommendation systems are currently
employed, discusses their benefits, and assesses the detrimental effects that they
can also carry. By employing an ethics-driven, human-rights-based approach it
analyses a variety of questions pertaining to these systems, including loss of privacy,
opacity, and potential for discrimination. Ultimately, it is argued that guidelines and
rules should be reinforced by “value-centred” design strategies whereby the very
architecture of recommendation systems should incorporate such guidelines and
rules.

The chapter by Beatriz Assungdo Ribeiro, Hélder Coelho, Ana Elisabete Ferreira
and Jodo Branquinho represents a collaborative, multi-disciplinary effort to tackle
the fundamental question of whether robots should be awarded legal personhood.
Combining inputs from philosophy, psychology, computation and the law, this
chapter starts by examining the concepts of object and agent and how AI might
fit into that distinction. Second, it discusses how the concept of “metacognition”—
which the authors define as the cognition about cognition that results in mental
processes that control an entity’s thoughts and behaviour—can be applied as a
minimum requirement for accountability. Ultimately, it is argued that the main
difference between a non-responsible and a responsible agent depends on the
metacognitive processes that can be carried out by that entity, and that entities that
do show metacognitive processes should be granted legal personhood (even if Al is
not quite there yet).

Starting with the chapter by Mdrcia Santana Fernandes and José Roberto
Goldim, Part II narrows down on the ethical issues and challenges specifically cre-
ated by the use of Al-based technologies in health. In particular, this chapter initiates
a discussion on how the use of Al systems in health creates both opportunities and
challenges, including ethical questions pertaining to the many ways in which Al
is transforming communication and decision-making in this sector. In the end, the
authors endorse a Complex Bioethics Model based on multiple ethical approaches
as the key to achieving the right balance between taking necessary precautions and
remaining hopeful that Al might deliver on its potential for improving the health
sector.
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The chapter by Mindy Nunez Duffourc and Dominick S. Giovanniello poses
important ethical questions. Specifically, it examines the ethical implications of Al
systems capable of autonomously performing acts that constitute medical practice
and discusses whether a so-called “Autonomous Al Physician” could ever be
considered a medical practitioner. First, the authors suggest ethical parameters for
the practice of medicine by Al systems; second, they identify ethical and legal
issues pertaining to the activities of Autonomous Al Physicians; and, finally, they
discuss the potential application of existing legal and regulatory regimes to these
activities. Ultimately, they argue that all stakeholders in the development and use of
Autonomous Al Physicians must be governed by requirements that ensure that Al
technology is being employed in a safe and responsible way.

Part II concludes with a discussion of Al-driven black box medicine. In par-
ticular, the chapter by Rafaella Nogaroli and José Luiz de Moura Faleiros Jiinior
examines the different semantic dimensions of algorithmic opacity that can arise
from employing Al technology in the health sector, and resorts to hypothetical
scenarios to analyse the impact of such opacity in terms of medical practice and
patient consent, framing it as an ethical challenge. In the end, it is suggested that
education will be key to unlocking a bright future for the responsible use of Al in
health.
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M. Patrao Neves and A. Betamio de Almeida

Abstract Artificial intelligence (Al) and digital systems are currently occupying
a fundamental place throughout society. They are devices that shape human life
and induce significant civilizational changes. Given their huge power, namely
systems with autonomous decision-making capacity, it is natural that the potential
social effects deserve a critical reflection on the opportunities and challenges
addressed by Al This is the main goal of this text. The authors begin by explaining
the philosophical position from which they start, and which contextualizes their
reflection on technological innovation in general, then briefly considering the
genealogy (“before”) of Al, in its main characteristics and direction of evolution
(“Can machines imitate humans?”). It is considering the path of development of
Al and its disruptive effects on human life (“beyond”) that it is proposed its
systematization in three categories—functional, structural, identity—(*“Can humans
imitate machines?”).

Regardless of the optimistic or pessimist expectations towards technological
evolution, there is a need for a public debate about its current and future regulation.
The text also identifies major ethical principles and legal requirements to regulate
Al in order to protect fundamental human rights.

1 Few Presuppositions that Shape the Reflection on Al

The structuring, developing and using of Al is particularly complex and challenging
for a non-technical, social and human reflexive approach. This is mainly due
to the following distinct but cumulative aspects. Al is of a multidisciplinary
nature, mobilizing a growing diversity of knowledge and techniques—digital, elec-
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tronics, computing, mathematics, statistics, social and human sciences, including
law, sociology and philosophy—which turns it inevitably complex and makes a
comprehensive discourse very difficult or even impossible. At the same time, the
domain of Al is currently so broad, diverse and dynamic that any discourse on the
subject becomes inexorably restricted and maybe also quickly outdated. Finally,
interpretations of what Al represents in the present, but especially in the future, are
so disparate—ranging from naive enthusiasm and social submission to castrating
pessimism—that any position taken is open to criticism, and the one that is now
presented will not be exception.

Our reflection, like any other, is based on some assumptions that, more implicitly
or explicitly, shape it, and should therefore be disclosed. We can briefly present four
major presuppositions that ground and shape our reflection.

The first is that technology is a product of human creativity, so it cannot be
generally and immediately demonized as if it were a strange and hostile reality
to us. In fact, technology has been fundamental for the survival and quality of
life of humanity. It creates its own life conditions out of the given world. The
negative attitude is still all too frequent, especially in the face of uprising powerful
technological innovations. These tend to arouse feelings of fear in relation to the
new, the unknown, a certain uneasiness or even distress (although today we often
witness an uncritical attraction to the new, as if everything new was good). There
is also a certain hostility towards technological innovation in the assessment of
its effects—for example, environmental degradation is attributed to technological
impacts—sometimes only blaming the technique (technophobia) and with a total
lack of reference to other causes and responsibilities. Experience teaches us that the
personal benefits arising from a technological innovation is what attracts the most
at the beginning and the possible negative social or collective impacts only later
become evident, frequently when that particular technology is widespread and it is
very difficult to oppose. In this case only a crisis will drive a change. This justifies
an independent critical analysis of the creation of technological products and their
mass applications.

A second presupposition is that technological innovation (such as scientific
progress) is unstoppable, irrepressible or deterministic, so it cannot be suppressed,
but rather re-oriented. Even if it were desirable to stop scientific progress and
technological innovation (which in any case is quite doubtful), they will never cease
to develop due to a combination of variables—economic-financial, social, political,
academic, etc.—that generate an increasingly powerful and continuous dynamic that
surpasses the sum of the variables involved, beyond the control of any single person
or group of interests (Liu 2021).! It can be possible to slow down the process (It has
already happened in some other innovations in order to avoid severe impacts), being
imperative or preferable to reorient it. However, the potential uncontrolled impulses

! “The global artificial intelligence (AI) software market is forecast to grow rapidly in the coming
years, reaching around 126 billion U.S. dollars by 2025. The overall Al market includes a wide
array of applications such as natural language processing, robotic process automation, and machine
learning.”
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in the application of the increasing power, by private companies or public agencies,
that new technologies provide and that may pose risks to humanity, seems to be a
matter of urgent reflection and control. The problem of human techniques was not
traditionally an object of special attention in philosophy and ethics. This situation
has changed since the mid-twentieth century. The growing technological power has
motivated philosophy and ethics to critically analyze the essence of technology and
its impacts on humanity.?

A third presupposition is that technological innovation is neither axiologically
neutral nor, therefore, exempt from ethical scrutiny. Technological innovation is not
purely instrumental, as if its evaluation depended only on its use and on the user. In
fact, every creation already bears the mark of its creator, even if it is nothing more
than the intention that led to the creation, to the production, a structural and original
intentionality (the principle of its development, in an irrepressible and irreducible
evolution), which escapes human control, and rather conditions and even induces
human behavior. New technologies, by the simple fact that they exist, induce their
use. Astonishing technological development is the result of human desires that are
difficult to control.

The fourth is that technological innovation should not be an end in itself, but
rather a means in terms of the only end in itself, which is the human. The raison
d’étre of all human production is to constitute new and diversified modes of
promotion and realization of human flourishment, which is why it must remain
inexorably subordinated to humankind. The fundamental challenge that arises is
whether technology should be an instrument at the service of humanity (e.g. an
instrument to improve human health) or whether it is humanity that should adapt to
the demands of technology.

Acknowledging our assumptions, we should now more accurately identify some
of the major opportunities opened by Al, and think about the risks or challenges
its development entails, going from the birth of Al and its original objectives to its
succession of new ambitions.

2 Can Machines Imitate Humans?

2.1 The Key Question

Can machines imitate humans?—is the question that the mathematician Alan
Turing, the so called “father” of theoretical computer science and Al, poses in
1950, in his Imitation Game, and to which he seeks to be able to respond positively

2 All human techniques have gradually contributed to the structuring of life in society, namely
through the formation of a “socio-technical system”. Digital technologies and Al are, in a very
intense and fast way, densifying this system and significantly altering the human way of life by
diffuse social impacts. There is also an intense convergence with other very relevant technologies,
namely the set of nanotechnology, biotechnology, information techniques and neuroscience. All
together may induce a significant change in human evolution.
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throughout his life: “can machines think?” (Turing 1950).> We would say that
Turing’s question possibly marks a turning point in the relationship between humans
and machines as striking as Jeremy Bentham’s interrogation in 1789, “Can animals
suffer?” triggered in the relationship of people with animals.

In the second half of the twentieth century, machines did seem to be intelligent.
Digital computers, so designated because capable of manipulating discrete symbols,
or digits, had been created in the wake of the third industrial revolution, character-
ized by Automation, very focused on information and communication technologies.
The question of the moment was: can a computer behave intelligently like a human
being?

A first answer is given by the “Turing test”, the so called “imitation game”: is it
possible for an interrogator to distinguish the answers given by a computer from the
answers given by a human being? Can machines impersonate human intelligence,
or imitate human intelligence?

The Turing Test has been the subject of much criticism, many of which result
from the exact definition of thinking and intelligence. One of the most famous is
based on the well-known Chinese Room argument by Searle (1980). The Turing Test
is based on language. We know that language is fundamental in the development of
human intelligence, but intelligence should not be directly confused with knowledge
or memory. Is a simple question-answer test a sufficient means to identify human
thinking and all types of human intelligence?* With Turing we intend to be able to
identify an acceptable similarity with the way of thinking and reacting of a human,
possibly what we might want is to recognize that a machine is capable of imitating
the human way of thinking very well.> Much more difficult will be to recognize the
sentience capacity of a machine!

2.2 The First Al Steps

It is in this context that Marvin Minsky and John McCarthy come to forge the
expression Artificial Intelligence that they present in 1956, at the Dartmouth College
Conference, organized that year in the United States, and which brought together

3 As fascination, ghost or myth, the more or less repressed will to create an artificial human has
accompanied humanity for centuries. The current interest in humanoid robots may be an example
of this ancient dream. What is new in the question posed by Turing is the focus on the intelligence
attribute in an era with technological capacity to develop a credible answer.

4 Among humans, we also use language to try to assess thoughts and levels of intelligence.
However, in this assessment we already assume that we are dealing with humans. We admit that we
recognize the basic structure of thought of other humans because we belong to the same biological
species and we are both heirs to the essentials of a common natural evolution. In fact, what we can
identify are variations in the behavior of human minds relative to a chosen pattern.

5 There are many variants of the Turing Test in order to eliminate its supposed deficiencies and
there is also the Inverse Turing Test to challenge an algorithm to distinguish a human from another
algorithm in a dialogue.
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the pioneers of Al of that time. In the same year, the two founded the Artificial
Intelligence Project (now the MIT Computer Science and Artificial Intelligence
Laboratory).

It is then that the history of Al truly begins, in which Turing came to propose
that the strategy to follow should not be, as before, to try to “write a program that
would allow a machine to pass the game of imitation” (reproducing parts of human
reasoning), but rather that of writing “a program that would allow a machine to learn
from experience, just as a baby does”. It is in this direction (automatic learning,
through experience) that today, decades later, the approach to intelligent systems
is made. So, it already enhances the autonomy of intelligent systems in relation to
humans.

We are then fully in the fourth industrial revolution, characterized by Connec-
tivity, in which AI develops almost exponentially, which is confirmed as we now
enter Society 5.0, the fifth industrial revolution, that is, the era of full connection,
where everything will be connected, all the means available to human beings
will be connected and persons will have to adapt or to integrate themselves
into these continuous flow networks (alignment of robotic technology to human
intelligence, increased collaboration or partnership between human beings and
intelligent systems). Al has been developing and strongly driving the last 3 industrial
revolutions, paving the way towards full automation and maximum connectivity
(wireless, no physical connection).

Nevertheless, we still do not have a consensual definition of Al (which is very
revealing of its dynamism), despite being quite relevant for the circumscription of
its domain and perception of its operability. There are many different definitions and
even those who reject the expression, namely Luc Julia, in his work L’Intelligence
artificielle n’existe pas (Julia 2019),° where he considers that Al has always been
poorly defined as it suggests that algorithms can make conscious and rational
decisions like humans. He believes that this is not the case and that mistaken ideas
like this one have fueled fantastic Hollywood perceptions about Al, such as Matrix
or Terminator.

Human intelligence is difficult to delimit and fully understand. It is more than
rationality towards stimuli and data analysis. It has other built-in features and a
strong connection to the entire human body. Perhaps the designation Artificial
Intelligence (AI) was very effective as a brand, but it is not very strict. The expres-
sion Al is used today to designate a variety of technologies with some common
characteristics. We adopt the definition proposed by the High-Level Expert Group
on Artificial Intelligence of the European Commission: “Artificial intelligence (AI)
systems are software (and possibly also hardware) systems designed by humans
that, given a complex goal, act in the physical or digital dimension by perceiving
their environment through data acquisition, interpreting the collected structured
or unstructured data, reasoning on the knowledge, or processing the information,

6 Julia (2019), p. 287. It was Luc Julia who co-created the digital assistant Siri, one of the most
famous Al
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derived from this data and deciding the best action(s) to take to achieve the given
goal. Al systems can either use symbolic rules or learn a numeric model, and they
can also adapt their behaviour by analysing how the environment is affected by their
previous actions (European Commission 2019).”

Other, simpler Al definitions could be: “a computerized system, agent or robotic,
capable of acting and making decisions independently of human supervision”
(Tavani 2016).; “a system capable of rationally solving complex problems or taking
appropriate actions to achieve its goals in whatever real world circumstances it
encounters” (Dempsey 2020).

2.3 The Encouraging Achievements

Al, as we broadly define it, has been a powerful tool in achieving human purposes,
whose continuous development has gone beyond its original instrumental status
and conquered new performance plans to consider, in a continuous erasure of what
seemed to be its limits. And yet, we are still in the era of a weak or narrow Al, that is,
capable of performing just one or few specific tasks, and which software can only
make decisions based on information previously given. Some common examples
are: to play chess, the Go or poker; to identify people through faces captured in
real-time security video (face recognition); or to drive autonomous vehicles.

If we take just one of these examples—the simplest, as playing a game—and
follow the evolution of Al, we can easily understand the direction we are moving
to. The first important step of its evolutionary process was given in 1996, when
Deep Blue, an IBM software, defeated the world chess champion Kasparov. Later,
in 2017, AlphaGo won game Go against the best in the world, and in 2019, Pluribus
won a 12-day poker marathon, competing against 5 players. A second step was
given when the software started to learn to play by itself, playing against itself,
and thus relying less and less on human-generated data, since 2017. More recently,
Google’s MuZero was presented as being able to play without the need for any
human-entered data, that is, without being given the rules, thanks to its ability to
plan winning strategies in unknown contexts. It is this direction of Al evolution that
fuels the greatest fear of humans: that of Al gaining enough power to completely
escape human control. The direction of evolution that is being followed is easily
revealed: advancing towards an always and successively superior performance in
each of the functions that Al performs; and towards a higher level of automation
(emancipation) of the human (creator, producer).

The evolution trend of Al and its applications justifies a serious fear of a
devaluation of the humans in face of the superior capabilities of new systems in
fields of activity that have structured society and the purpose of human life. The
risks and challenges arise in the short term, but some of them are already threats:
“the greater the digital capacity of a given society, the more vulnerable it becomes”
(Kissinger et al. 2021). These are issues of particularly interests for Ethics and Law.



Before and Beyond Artificial Intelligence: Opportunities and Challenges 113

Today there is a clear perception that we are experiencing a digital revolution
(which follows the industrial revolution) led by AI. That is, Al is a constant
and indelible presence in daily lives of persons, individually considered, as of
communities, particularly in the northern hemisphere, and our way of living depends
heavily of Al which, today, penetrates most modalities of human action. We live in
the Al era.

3 Can Humans Imitate Machines?

The idea of humans imitating machines would be regarded as foolish until recently.
Today, however, we can formulate this provocative question because there are digital
machines with an attribute held as superior in living organisms: intelligence. These
machines, being presented as having intellectual capacities far superior to those
of humans, may constitute models of individual and social behavior to follow. An
alignment of humans to the rules of a new socio-technical system due to a simple
adaptation by unconscious inertia or imposed as a priority justified by efficiency
criteria but abstracting other criteria associated with human nature.

In an attempt to systematize the growing multiplicity of Al interventions in
human life, we would say that its impacts are more evident and disruptive at three
main levels: a functional, in the use of Al as a specific instrument for human
purposes; a structural, in the change that Al entails in human interrelationships and
in the organization of institutions; an identity, in the transformation that originates
in what the human is and in the image he has of himself.

We must consider these three levels of Al intervention in the human sphere, both
in the new opportunities it creates for human flourishment, and in the new challenges
it poses for human perseverance in a context of performances that far surpasses it.

3.1 Functional Level

The functional dimension of Al refers precisely to its ability to carry out human
functions, which it does by performing them faster, more perfectly, more econom-
ically, in a truly unique and impressive supporting human action. Some of its main
very successful domains are industry, justice, health, education, transport, finance,
marketing, computer security, army (military defense) and entertainment.

A quick glimpse at the intervention of Al in few of these so distinct and
paradigmatic domains can give us a more precise idea about its disruptive potential,
both positive and negative, in our contemporaneity.

Al first became preponderant in industry, where it is massively used and where its
functional dimension is best evidenced, through the automation of various functions,
especially the harsher, physically and psychologically. Releasing people from the
heaviest burdens is strongly applauded. However, Al in the industry is not limited to
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the automated functions, but is also being used to assist in decision making and data
analysis, including personnel management, such as attendance levels and employee
productivity, hiring and dismissing employees. However there are some paradoxes
related to technology and productivity.’

Nowadays, the former general idea that Al only performs mechanical tasks,
which are professionally less demanding and socially less valued, is easily contra-
dicted. On the one hand, Al has been conquering a diversity of domains and levels
of complexity of action, even in traditional fields, such as industry; on the other
hand, it has been applied to increasingly more demanding fields of action, such as
healthcare or justice.

Al is strongly present, both in clinical research (e. g. collecting gigantic amounts
of data to identify correlations and trends; new therapeutic molecules) and in clinical
care (e.g. making diagnostics; monitoring of health conditions). There are some
medical specialties in which standard clinical procedures are being replaced by Al,
such as radiology (reading exams) or ophthalmology (performing some exams), in
which Al can advantageously replace physicians. Today there is already efficient
digital assistance for medical doctors and nurses, especially in the area of geriatrics,
surgeons, cleaning staff, but also for the delivery of medication, food and even some
diagnostic tests.

In what concerns justice, Al has been heavily used, namely in the search for
jurisprudence, in the adoption of justice measures based on similar previous cases.
There are also already projects for the institution of an automatic predictive justice
court to dispatch benign cases.

Indeed, it seems today that all human functions can be substituted by Al (they
are being gradually replaced) with immediate advantages, under the principles of
efficiency, productivity, and profitability. The promising idea that AI will liberate
humans by avoiding tedious or monotonous intellectual tasks does not seem to be
what one might anticipate: its exclusion from tasks associated with human thinking.

However, there are also some disadvantages associated that are important to be
considered together, and among which we highlight only three.

A first one is Al proliferation. We refer to the proliferation of Al considering its
ability to learn from previous experience in order to produce intelligent behavior and

7 Although the new technologies hold great potential, there is an apparent paradox because
productivity growth has slowed rather than accelerated (Brynjolfsson et al. 2017, p. 44). In fact,
labor productivity growth in developed countries have stayed low since mid-2000 and there are
different potential causes for this paradox. False hopes, a time delay until there is a statistical effect
and the increasing market and rent concentrations are some of them. While income inequality
has been rising within many countries in recent decades, inequality between countries has been
falling. This is another apparent paradox but the way technology diffuses within the economy
seems to be relevant for both productivity growth and income distribution (Qureshi 2021, p. 24). In
EU this impact seems to depend on the country’s size, its level of development and the current
degree of income inequality relative to the average European value (Kharlamova et al. 2018).
Reducing inequality can be considered as a way for preventing a future crisis or an ethical issue.
We can conclude that there are both optimists and pessimists about the relationship between new
technologies and growth.
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correct decisions, which is called “machine learning” (a subdomain of Al): these are
algorithms capable of modifying themselves and making decisions without human
intervention. It has also advanced to the so-called “deep learning” (a subdomain of
machine learning) which consists of the ability of computers to learn on their own,
through pattern recognition, in many layers of raw data, depending on the proposed
objective, carrying out tasks as human beings. Therefore, Al is always improving
its performance and acquiring new skills. This aspect, immediately and necessarily
recognized as positive, is presented here as a disadvantage insofar as it triggers the
process of releasing Artificial Intelligence from human control.

A second disadvantage, and the most commonly presented, is mass unemploy-
ment. As the domains in which Al can assist human purposes multiply, as the
diversity of functions it can perform grows, and as its performance becomes superior
to that of human, it also replaces people. Hence, the main threat that has been
stressed at this level is mass unemployment, as it is already obvious in industry.®
We know the arguments that dismiss this growing problem: throughout human
history there have always been work activities that have vanished and new ones
that have emerged and the same will happen now too. We cannot fail to point out
the existence of an unprecedented variable in this equation that can endanger the
past balance: the speed of the process that does not allow human adaptation to the
ongoing transformation and the intellectual quality of lost jobs. Even if many new
jobs are created, the question of the type and social level of these jobs should be
considered.

The third disadvantage is social exclusion. Indeed, the advantages and disadvan-
tages of Al may not be evenly distributed, with the most favored persons being
the most benefited and the least favored suffering most of the losses. Besides, this
chronic inequity is added to the specific one of generational sharing: today we
have a growing proliferation of generations, which no longer succeed each other
every 25 years, but every 10 years.” In this unprecedented context, it becomes very
easy for people to be considered outdated by the next generation, and at the same
time, useless for society, perhaps even a burden or disposable. This intergenerational
disadvantage can cause serious social fractures and be difficult to be solved without
a profound change in the human society organization.

Characterizing Al in its functional range we would stress that: it remains outside
the human and can be manipulated and controlled by him; it contributes to the
construction of a civilization guided by technological, intelligent and automated
innovation, and by efficiency and productivity. Therefore, it threatens to make the
human obsolete.

8 Deloitte estimates that, in the next few years, 50% of current jobs will become obsolete.

% In 2010, a new generation is formed for which the analogue world is past, asserting itself as 100%
digital native, and surpassing the millennials, making all generations quickly outdated, namely the
current X generations, from the early 60s to the 70s; the Y generation, from the end of 70 until the
early 90’s, and Z from 1992-2010, we also have designations such as the “grey generation” or the
“snowflake generation”.
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3.2 Structural Level

The structural dimension of Al refers to new forms of relationship, new patterns
of personal, social and institutional relationships, characterized by greater virtual
proximity between everyone (overcoming geographic distances), by greater cover-
age (because all people are potentially included), and paradoxically, at the same
time strengthens relationships by mediating them and suppressing direct contact.

The mediation of human relationships through Artificial Intelligence takes place
today in a growing diversity of domains that we have systematized in three planes.
At the personal level, people from all over the world know each other and socialize
virtually (even for emotional intimacy relationships); at the social level, human
activities are developed at the digital realm (where interest groups are formed,
and civic, political or other activism is developed, demonstrations are scheduled,
petitions are made, etc.); at the institutional level, institutions relate to citizens
through intelligent technology (e. g. relationship with the public administration,
as commercial transactions tend to be increasingly online and service is carried
out by a chatbot, a computer program that tries to simulate a human being in
conversations with people,'? the same is happening in more and more domains as
well as education).

At this level, we would like to highlight two examples, which are quite different,
but both paradigmatic of the ongoing transformation. The first is the widespread
investment in the construction of smart cities, that is, of population aggregates in
which everything is connected, with automated management (traffic, waste, public
safety), everything being mediated by Al: the household equipment tends to become
totally connected and smart assistants can take care of all management services at
home (managing waste, identifying equipment problems); all the equipment and
infrastructure of a municipality will be connected (e.g. identification of aspects to
be improved, safety, air quality measurement, traffic coordination, etc.). Structuring
activities of human society such as banks and insurance tend to be on line,
dematerialized (without paper documents) and without human intermediaries. This
change creates new vulnerabilities in terms of security, trust in institutions and in
person access to them. Citizens are increasingly subject to faceless technical systems
with access based on multiple numeric codes and passwords.

The second paradigmatic example is related to the introduction of Al in politics
(in addition to the other strategic domains already mentioned with health, finance
and the army). In 2019, a study by a Spanish University concluded that 1 in 4
Europeans would be willing to allow AI to make important political decisions in
their country, in favor of impartiality, honesty and justice.!! Today there are already

10 The illusion of machine-induced affectionate feelings is one of the aspects that already happen
in relationships between accompanying robots and the elderly or also in the way some people react
to automatic messages they receive on their birthday.

1 Jonsson and de Tena (2019). Also, the philosopher Yuval Harari says that elections, political
parties, parliaments can become obsolete given the amount of data to be taken into account and the
speed at which some decisions have to be taken (Harari 2018).
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references to an imminent formation of a “cyberocracy” that can threaten or destroy
the democratic system as we know it.

The immediate convenience for human activities is obvious and indisputable,
under the new principle of optimization of means. However, there are also associated
drawbacks that are important to consider together, and among which we highlight
here only three.

A first one, at the personal level, points out that the intensification of connections
is directly proportional to the physical distance between people (relationships tend
to be superficial, sporadic, ephemeral, without commitments or responsibilities, they
become light relationships). The second unfolds at the social level and refers to the
anonymization of personal uniqueness before the functional relationship (from the
integration into categories of people and relationship patterns, structured based on
interests). The third disadvantaged lies at the institutional level and refers to the
integration of all human activity into a network of relationships (everything is in a
network and what is not in a network lacks recognition of existence); networks are
almost unknown, inaccessible and uncontrollable (the humans risk to become pieces
of a gear that surpasses them). Dependence becomes extreme and the smart encoded
numerical protocols are densified and drastically reduce the spectrum of human
communication mode. In addition, we are increasingly integrating Al programs into
decision-making processes.

Al in its structural scope, presents itself as integrated in all human and social
activities and shapes them, formats them; it builds a new culture guided by virtual
(inter)mediation and connectivity, and by the optimization of resources; it threatens
to number the human (representing the human through numbers, depersonalizing
it). The exaggerated quantification of reality in the media (e.g. statistics and ranking
indexes) is one of the side effects of the digital society that devalues the other human
valences that must be part of the characterization of reality.

3.3 Identity Level

The identity dimension of Al refers to the new perception that human beings acquire
of themselves due to the omnipresence of Al, characterized by overcoming their
given nature and building new images of themselves, what is fairly evident at least
in three essential aspects.

A first, that seems to be quite revolutionary, is the incursion of Al into the human
spiritual dimension, its deepest intimacy, which has been considered throughout the
history of humanity as constituting its unique specificity as well as its qualitative
difference in relation to all the other beings. This incursion is manifest in its creative
dimension, in its artistic expression replicated by the Al to compose music, paint
canvases, write literature. For example, the first software to create music dates back
to 1997, and today the composition of various musical styles by Al is widespread; in
2016, Microsoft developed a software using Artificial Intelligence that, through the
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analysis of masterpieces from Rembrandt, managed to create a new painting with
the same characteristics; since 2018, we started having books written by the Al

A second aspect to highlight is the new power to build an alternative identity,
external to the self but that tends to be taken as the truly self. It is a digital identity,
fabricated with the collaboration of the Al, in simulated versions of the person
such as avatars (entirely digital, cyberbody, an online identity) which allows each
one to constantly and easily (effortlessly) reinvent themselves, to develop various
personalities (change age, gender, etc.), establish different types of relationships
according to the incarnated personality.

But the penetration of artificial intelligence into the essence of the human goes
even deeper, as an internal construction of an enhanced identity, in the image and
likeness of Al There is a desideratum of cognitive evolution, through a process
either of incorporation (e.g. cybernetic implants that enhance different human
capacities) or of appropriation (brain-machine interface, like the one that Elon
Musk’s startup Neurolink is developing.'?> It would be about the creation of the
post-human as advocated by the transhumanists.

The immediate usefulness for the human being is obvious under the new principle
of self-improvement: not by developing what one is, but by acquiring what one is
not; not by intensifying the authenticity of the being, but by distorting, perverting
its own identity.

The perception that the human has of himself starts to reflect the presence
of Al, also adopting it as a model, with immediate benefits, under the principle
of human improvement. However, there are also unavoidable losses that must be
simultaneously considered: violation of human identity values through the incursion
into its spiritual dimension (its essence), namely the impossibility of forgetting
(everything is indelible), which allows us to reinvent each day, in the atrophying
of freedom, by the annulment of unpredictability and under the yoke of perfect
decision, in the suppression of privacy, for the transparency of the total accessibility
of lives; alienation of oneself, in digital simulacra of oneself, without density
or authenticity; and usurpation of the self, in distorting improvements in human
identity.

Al in its identity level: presents itself united (fused) to all human expressions,
determining them; invents a new identity in the image and likeness of the Al; and
threatens to make the human succumb and replaces it with an improved self-image.

Still and always in the domain of a narrow or weak Al, we see how it
intervenes on the functional level, in a superficial way, remaining outside the human
and controllable by it, building a new, intelligent civilization through progressive
automation; on the structural level, in a deep (pervasive) way in all human activities
and relationships, integrating and shaping them, regulating them, constituting a new,

12 The brain-machine interface is being attempt by a fusion or hybridization process that can
increase intelligence and memory, erase bad memories and introduce good ones that never
happened, or even to do a download of oneself to a digital support. In the long run it could conquer
a digital immortality, surpassing the biological limits of humans.
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virtual culture, through a growing connectivity; and on the identity level, in an
intimate way at the heart of the human, uniting and reconfiguring it, dismissing
it from itself in favor of an improved image, through a growing symbiosis.

4 How Should (Ethics)/Ought (Law) Humans and Machines
Relate?

The public debate on human consequences of Al development begins in 2015, when
700 scientists sign a joint letter warning of Al threats: Research Priorities for Robust
and Beneficial Artificial Intelligence: An Open Letter (Future of Life 2015). 13 These
scientists underline the extraordinary benefits that Al can bring to humanity, but also
the risk of loss of human control and the need for more research to prevent any risks.

The biggest fear is that the neural networks will continue to develop, allowing
Al to gain awareness (become strong or general), and then totally escaping human
control.

In this context, it is worth mentioning that, in 2017, Facebook engineers were
developing an experiment with robots that traded among themselves the ownership
of virtual items. It was a conversational experience. After a few days, the robots had
developed a language of their own which, as it escaped human comprehension, was
interrupted, turning off the robots.

The evolution of humans and their identity throughout human history is recog-
nized. A slow, gradual evolution resulting from adaptation to successive natural
changes and induced by culture and new ways of life. But the current trend that
was described above has implications for human identity that are relevant, rapid,
disruptive and multidimensional.

The concern with this forced discontinuity of identity may be considered by
some to be too conservative or pessimistic. Others accept that technology and its
“consumption” are an acceptable manifestation of humanity’s will in setting the
path for its future. These are the very optimists or believers in an ever-better future
based on technology. It will be up to everyone in the present to contribute to that
future in a responsible way that respects the human heritage received, entrusted to
us. If there are benefits and harms to point out now to the Al, the imperative to
maximize the former and eliminate the latter is quite obvious.

The global strategy for this consideration has been to establish an ethical-
legal regulatory framework, not with the intention of limiting the development of
Artificial Intelligence, but rather legitimizing it through the promotion of its real
benefits and prevention of its potential harm, framing it in the values and principles
of identity of humanity and protecting human rights.

13 This letter was a turning point for public opinion: citizens gained information, got involved and
started also to be asked to intervene in decision-making processes.
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4.1 Ethical Requirements

Ethical reflection must always precede legal regulations. In democratic and pluralist
societies, it is important first to pay attention to their identity values and build
an inclusive and broad ethical consensus, as a legitimizing basis for the legal
regulations to be formulated later by Law. The Law reinforces the ethical consensus
formerly reached, and Ethics contributes to an effective and robust regulatory
process. Also with regard to Al, whether as a human production or because of its
strong impact on the lives of people and societies, it was the ethical reflection that
first developed as the disruptive social capacity of Al became more obvious.

Ethics of artificial intelligence gains particular prominence and has greater social
impact when carried out by major international entities, highly representative of
citizens, or by international and multidisciplinary working groups, joining different
approaches, created specifically to outline guidelines that are considered to be
convenient and necessary to ensure that the evolution of Al remains subordinate
to human goals.

Thus, and particularly in the European context, the European Commission, the
European Parliament and the Council of Europe have been working actively in
this area: the Commission has established a High-level expert group on artificial
intelligence, in 2018; the Parliament set up a special committee on artificial
intelligence in a Digital Age (AIDA), in 2020; and the Council of Europe established
an Ad hoc Committee on Artificial Intelligence (CAHAI), in 2019.

At the same time, we highlight the creation of several scientific groups on Al,
such as the European Center of Excellence on the regulation of Robotics and Al the
European Al Alliance, the Expert Group on Responsibility and New Technologies,
the Global Partnership on Artificial Intelligence (GPAI), to mention just a few. At
the global level, UNESCO has established an Ad-hoc Expert Group on the Ethics
of Artificial Intelligence.

All these bodies converge in declaring the urgency of Al regulation, in requiring
its ethical foundation, being also evidence a broad convergence with regard to the
identification of the main ethical principles to comply with, while respecting Human
Rights.

A study from the Berkman Klein Center for Internet & Society at Harvard
University, Principled Artificial Intelligence: Mapping Consensus in Ethical and
Rights-based Approaches to Principles for Al, authored by Jessica Fjeld and col-
leagues (Jessica et al. 2020), gathered, in 2020, the 36 most outstanding documents
on regulatory ethical principles and governance, presenting a set of eight principles
as the most consensual. Privacy is one of most frequent principle, demanding
respect for individual privacy, “both in the use of data for the development of
technological systems and by providing impacted people with agency over their
data”. Accountability, concerning the impacts produced together with the provision
of adequate remedies, is also a common requirement. Safety and Security of
Al are of major importance in what relates to its performance as designed, and
its resistance to invasions. A fourth group of principles is Transparency and
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Explainability demanding for intelligibility and openness of processes, outcomes,
and uses. Fairness and Non-discrimination claim for Al systems to be inclusive
and to promote global justice, being required in all documents analyzed. Human
Control of Technology is a major concern demanding that all important decisions
be under human scrutiny. Professional Responsibility calls for individuals engaged
in the development of Al to be able to predict the consequences of their deeds.
Finally, Promotion of Human Values states that Al should improve the humanity’s
well-being. Sometimes under different designations these are, indeed, the prevailing
guidelines in ethical reflection on artificial intelligence and which must be guaran-
teed by law.

4.2 Law and Legal Procedures

Ethical requirements are very important but are not enough to prevent Al adverse
effects on fundamental rights because the ethics guidelines have no binding legal
force. So, trustworthy Al need to be also lawful—as we stressed before.

The implementation of a legal framework adapted to the specific characteristics
of AI systems is not easy. In addition to the technical complexities and rapid
developing of these systems, there are other relevant difficulties or resistances.
Firstly, new technological developments have a growing geo-strategic and military
importance for the world’s major economic and technological powers. Secondly,
there is a strong pressure from governments and companies to achieve competi-
tiveness increases driven by advanced and daring products in the market. A third
difficulty is the demand of academic institutions and Al specialists to minimize
legal limitations in applications and data collection. And, finally, there is a need for
regulation at the planetary level in order to be completely effective. There is thus a
tension in the ethical-legal front of Al regulation and an attempt to achieve balances
between political decisions and the different interests involved. In this context, the
affirmation of ethical-legal perspectives can be difficult in high-level decisions.'*

It is a long and not always consensual process and we must know how we
want technology to be applied (or not be applied) for the good of human society.
The feasibility and potential elements of a legal framework for the development of
artificial intelligence, based on the Council of Europe standards and the rule of law,
are presented in a report (EU (a) 2021) of the Committee on Artificial Intelligence
(CAHAI).The following options are presented: to amend binding legal instruments
and adapt them to Al systems, modernising existing instruments or protocols or the
adoption of new binding legal instruments.

14 The High-Level Expert Group of the European Comission brought together 52 experts: 27 from
industry, 15 from academia (3 with a legal background and 3 with an ethical background), 6 from
the civil society and 4 from governmental bodies.
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The issues to be discussed regarding legal proceedings for Al can be of three
types. The first group comprises the security and defense of citizens’ rights to
compensation for damages and the control that Al systems comply with the law
and do not violate established rights. A second includes how to define and assess
accountability for the acts of artificial entities equipped with Al and autonomous
learning and decision capacity? Should they have the same rights and duties as
natural persons and be sued or punishable? Or should the responsibility pass to the
creators or users of the system? Finally, the third concerns the use of Al by agents
of justice in the application of the law and the obedience to ethical requirements. A
good overview of these legal issues can be found in a text by Dempsey (2020).

Nowadays national legislation for Al framing is still very scarce around the world
and Al systems are lightly regulated. There are, however, a number of international
legal instruments that deal with certain aspects pertaining to Al systems. The
greatest effort in this direction is taking place in the European Union (EU). One
of the results of this effort is the General Data Protection Regulation (EU (b) 2016)
(GDPR) that entered into force on 25 May 2018 (EU (b) (EU (d) 2018)) and try
to concretise the fundamental right to personal data protection. GDPR fixes general
and specific rules applying to sensitive categories of personal data such as health
data and introduced a single legal framework across the EU with provisions allowing
EU member states to enact national legislation specifying, restricting, or expanding
some requirements. Administrative fines and penalties are considered. There is also
a special research regime which provides flexibilities for scientific and statistical
research.

Another UE initiative is the Proposal for Harmonised Rules on Artificial
Intelligence or AI Act (EU (c) 2021). This proposed legislation classifies Al systems
as high-risk (or not) based upon intended use. High-risk systems (e.g. remote
biometric identification, evaluation of creditworthiness and credit scoring, judicial
decision-making and recruitment and other employment decisions) would have
to demonstrate compliance through conformity assessments before introduction
into the market and certain uses of Al would be prohibited altogether. This risk
classification does not include the precise assessment of the human or social damage
and its respective probability. It thus seems difficult an adaptation of this regulation
to the dynamic evolution of the market and of new Al products.

The use of Al in the judicial systems is a very relevant topic for its symbolic
aspect. The way justice incorporates efficiency criteria using Al products must be
exemplary. An in-depth study on the use of Al applications in judicial systems
is presented in the Appendix of the European Ethical Charter on the Use of
Artificial Intelligence in Judicial Systems and their environment (EU (d) 2018), but
some issues can be highlighted. The risk of slipping into a position of immediate
acceptance of decisions by artificial entities supposedly endowed with exceptional
powers, but unpredictable and without explaining how and why they decide, is one
of them. This idea permeates many analyses of predictive justice that lend these
devices immediate or future capabilities to better predict human acts or to know the
truth. This predictive justice cannot reflect the full reasoning of the human judge. An
evolution that needs to be regulated through a permanent critical analysis because
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Law has been and must continue to be a human activity supported by technology
but never subordinated to it.

5 Concluding Remarks

Recovering our starting point, Al is a human production that should neither be
idolized nor demonized, but rather evaluated with a critical spirit, both in its
benefits and risks for the preservation of humanity as such and at the service of
its development.

It is in this context that we highlight some key aspects to bear in mind in the
present and future debates on Al:

— the application of new technologies with characteristics that surpass those of
humans and with autonomous capabilities may lead to changes in social values
and in legal procedures and concepts. However, human actions should not be
submitted to judging criteria appropriate only to artificial beings with superior
specific capacities or an indeterminate decision process;

— there is a risk of a progressive devaluation and decay of human capacities
rather than a greater human behavioral and cultural development of society. The
announced society of freer knowledge can slide to a more regulated society,
complying with the rules imposed by a technology without limits of innovation
with the justification of the optimization of rationality and efficiency. The
meaning of life would tend to be reduced to the enjoyment of technological
products and submission to decisions arising from Al algorithms;

— the education of new generations can constitute the path for a more adequate
evolution of society and to avoid Stephen Hawking’s prophecy: “the end of the
human race”. A society that knows how to reflect on the essential values and
meaning of life and that enjoys them fully but in a sober way. One of the means
for a more adequate education and preparation is perhaps the multidisciplinarity
in academic training, avoiding a tight specialization and providing a better view
to the different perspectives of reality and the human society;

— it is an illusion to believe that technology only solves problems and satisfies
desires. It also creates new problems, eventually with severe and irreversible
social damage. Human intermediation and accountability for autonomous acts
of Al digital systems is a fundamental protection process for humanity.

Having addressed some ethical issues and underlining the need to build a broad
ethical consensus as the foundation of the legislative initiative, we have also pointed
out some guidelines for legal initiatives in this realm. The harshest challenge lays
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probably at the political level, aiming the establishment of global governance in the
field of AL'S

References

Brynjolfsson E, Rock D, Syverson C (2017) Artificial intelligence and the modern productivity
paradox: a clash of expectations and statistics, working paper 24001. National Bureau of
Economic Research, Cambridge, p 44

Dempsey JX (2020) Artificial intelligence. An introduction to the legal, policy and ethical issues.
Berkeley Center for Law & Technology, Berkeley, p 46

EU (a) (2021) A legal framework for Al systems. Feasibility study of a legal framework
for the development, design and application of artificial intelligence, based on Council of
Europe’s standards on human rights, democracy and the rule of law. Council of Europe
Study DGI (2021)04. https://edoc.coe.int/en/artificial-intelligence/9648-a-legal-framework-
for-ai-systems.html

EU (b) (2016) REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation). https:/eur-lex.europa.eu/legal-content/EN/
TXT/PDF/?uri=CELEX:32016R0679&from=EN

EU (c) (2021) Commission proposal for a regulation of the European parliament and
of the council laying down harmonised rules on artificial intelligence (Artificial Intel-
ligence Act) and Amending Certain Union Legislative Acts, COM (2021) 206 final
(April 21, 2021). https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-
9585-01aa75ed71a1.0001.02/DOC_1&format=PDF

EU (d) (2018) European ethical charter on the use of artificial intelligence in judicial systems and
their Environment. European Commission for the Efficiency of Justice (CEPEJ), France. https:/
/rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699¢

European Commission (2019) A definition of Al: main capabilities and scientific discipline. The
high-level expert group on artificial intelligence. https://42.cx/wp-content/uploads/2020/04/Al-
Definition-EU.pdf

Future of Life Institute (2015) Research priorities for robust and beneficial artificial intelligence:
an open letter. https://futureoflife.org/ai-open-letter/

15 See, generally, on the of the imitation of humans by Robots, in this book M N Duffourc and D S
Giovanniello—The Autonomous Al Physician: Medical Ethics and Legal Liability; B A Ribeiro,
H Coelho, A E Ferreira and J Branquinho—Metacognition, Accountability and Legal Personhood
of AL See, also, on Ethics, in this book P U Lima and A Paiva—Autonomous and Intelligent
Robots: Social, Legal and Ethical Issues; A T Freitas—Data-driven approaches in healthcare:
challenges and emerging trends; E Magrani and P G F Silva—The Ethical and Legal Challenges
of Recommender Systems Driven by Artificial Intelligence; M S Fernandes and J R Goldim—
Artificial Intelligence and Decision Making in Health: Risks and Opportunities; M N Duffourc
and D S Giovanniello—The Autonomous Al Physician: Medical Ethics and Legal Liability; R
Nogaroli and J L M Faleiros Junior—Ethical challenges of artificial intelligence in medicine and
the triple semantic dimensions of algorithmic opacity with its repercussions to patient consent and
medical liability; and B A Ribeiro, H Coelho, A E Ferreira and J Branquinho—Metacognition,
Accountability and Legal Personhood of Al



 8703 17637 a 8703 17637
a
 
https://edoc.coe.int/en/artificial-intelligence/9648-a-legal-framework-for-ai-systems.html

 18737 23172 a 18737 23172 a
 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN

 7606 28707 a 7606 28707
a
 
https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-9585-01aa75ed71a1.0001.02/DOC_1&format=PDF

 32481 32027 a 32481
32027 a
 
https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c

 17559 35348 a 17559 35348
a
 
https://42.cx/wp-content/uploads/2020/04/AI-Definition-EU.pdf

 4853 38669
a 4853 38669 a
 

Before and Beyond Artificial Intelligence: Opportunities and Challenges 125

Harari YN (2018) Why technology favors Tyranny. The Atlantic, October 2018 Issue. https:/
/www.theatlantic.com/magazine/archive/2018/10/yuval-noah-harari-technology-tyranny/
568330/

Jessica F, Achten N, Hilligoss H, Nagy A, Srikumar M (2020) Principled artificial intelligence:
mapping consensus in ethical and rights-based approaches to principles for Al. Berkman Klein
Center for Internet & Society, p 71

Jonsson O, de Tena CL (2019) IE University’s European tech insights. IE Center for the
Governance of Change, Madrid. https://docs.ie.edu/cgc/European-Tech-Insights-2019.pdf

Julia L (2019) L’ Intelligence artificielle n’existe pas. First, Paris, p 287

Kharlamova G, Stavytskyy A, Zarotiadis G (2018) The impact of technological changes on
income inequality: the EU states case study. J Int Stud 11(2):76-94. https://www.jois.eu/files/
6_478_Kharlamova%20et%20al.pdf

Kissinger HA, Schmidt E, Huttenlocher D (2021) The age of Al: and our human future. Little,
Brown and Company, Boston, p 272

Liu S (2021) Artificial intelligence software market revenue worldwide 2018-2025, Dec. 8. https:/
/www.statista.com/statistics/607716/worldwide-artificial-intelligence-market-revenues/

Qureshi Z (2021) Technology, growth and inequality. Changing dynamics in the digital era. Global
economy and development (at Brookings), Working Paper 152, p 24

Searle JR (1980) Minds, brains, and programs. Behav Brain Sci 3:417-424. https:/
www.law.upenn.edu/live/files/3413-searle-j-minds-brains-and-programs-1980pdf

Tavani HT (2016) Ethics and technology: controversies, questions, and strategies for ethical
computing. Rivier University, Wiley, Nashua, p 400

Turing A (1950) Computing machinery and intelligence. Mind New Ser 59(236):433—460. https://
phil415.pbworks.com/f/TuringComputing.pdf

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons licence and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons licence, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons licence and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.



 32481
-307 a 32481 -307 a
 
https://www.theatlantic.com/magazine/archive/2018/10/yuval-noah-harari-technology-tyranny/568330/

 11670 7442 a 11670 7442 a
 

 25433 10763 a 25433 10763 a
 
https://www.jois.eu/files/6_478_Kharlamova%20et%20al.pdf

 32481 15191 a 32481 15191 a
 
https://www.statista.com/statistics/607716/worldwide-artificial-intelligence-market-revenues/

 32220 19619 a 32220 19619 a
 
https://www.law.upenn.edu/live/files/3413-searle-j-minds-brains-and-programs-1980pdf

 32220 24046 a 32220 24046 a
 
https://phil415.pbworks.com/f/TuringComputing.pdf
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

Autonomous and Intelligent Robots: ®)
Social, Legal and Ethical Issues Qe

Pedro U. Lima and Ana Paiva

Abstract The word “robot” was used for the first time in 1921 by the Czech writer
Karel Capek, who wrote a play called R.U.R. (“Rosumovi Univerzalni Roboti”),
featuring a scientist who develops a synthetic organic matter to make “humanoid
autonomous machines”, called “robots”. These so called “robots” were supposed
to act as slaves and obediently work for humans. Over the years, as real “robots”
actually began to be built, their impact on our lives, our work and our society, has
brought many benefits, but also raised some concerns. This paper discusses some
of the areas of robotics, its advances, challenges and current limitations. We then
discuss not only how robots and automation can contribute to our society, but also
raise some of the social, legal and ethical concerns that robotics and automation can
bring.

1 Introduction

Robots are complex (usually electromechanical) systems, equipped with processors,
actuators, sensors and batteries. Actuators can range from wheels or legs, that make
a robot locomote, to loudspeakers that allow the robot to communicate through
speech or non-verbal acoustic signals, and include arms to grasp or manipulate
objects. Video camera, microphone, or touch and tactile sensors enable robots to
replicate some human senses, but also to perform other measurements, such as
distance, orientation or speed. Robots need on-board processors, such as those
in the computers we use in everyday life, to be autonomous regarding decision-
making and action capabilities. Such processors run algorithms that, with greater
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or lesser sophistication, provide the robot with autonomy and machine intelligence,
including the ability to learn. Energetic autonomy is provided by on-board batteries
or renewable energy sources.

The word “robot” was used for the first time in 1921 by the Czech writer
Karel Capek, who wrote a play called R.U.R. (“Rosumovi Univerzalni Roboti”),
featuring a scientist who develops a synthetic organic matter to make “humanoid
autonomous machines”, called “robots”. These so called “robots” were supposed
to act as slaves and obediently work for humans. Over the years, real “robots”
began to be built, and the introduction of robots in factories dates back to the
1950s. The first automatic guided vehicles (AGV), mobile robots that followed a
path realized by cables buried in the ground, were invented in 1954, but the term
AGYV was only coined in the 1980s. Industrial manipulators were also conceived in
the mid-1950s but only introduced in factories in the early 1960s. The first mobile
robots using vision were developed in research laboratories in the USA, such as
the Stanford Cart (1961) and Shakey (1966). From them on, progress in autonomy
was swift towards robots deployed in environments less structured than factories,
e.g., homes, offices, hospitals, roads, search and rescue scenarios, Moon or Mars,
requiring advanced perception and decision-making. These robots, called service
robots, have evolved to interact with humans in daily activities and even replacing
the humans in household chores, and inaccessible/dangerous locations.

While industrial robots triggered social problems by replacing workers in
factories, they undeniably led to a production growth and wealth increase that,
together with other factors, increased well-being, wealth redistribution and new,
less boring and less dangerous jobs. On the other hand, service robots may or
may not replace human work and, even if they do, the amount of jobs lost is
variable. For instance, a vacuum-cleaning robot helps with household chores, but
it hardly replaces domestic workers; however, autonomous trucks may lead to a
significant loss of jobs among truck drivers. Moreover, service robots that include a
strong component of interaction with humans also raise ethical and legal issues: will
they disclose any private information of their human companions? Can they harm
humans?

These issues become more delicate when robots act autonomously. Although
there is no universally accepted definition of “autonomy” for robots, we adopt the
notion that an autonomous robot is an “embodied” system, endowed with sensors to
perceive and understand the surrounding world, actuators that allow it to act on that
world (possibly including interaction with other robots, animals and/or humans),
and decision-making capacity independent from complete external control, namely
by humans. We should note that autonomy is a loaded term in Artificial Intelligence
(AI). C. Castelfranchi discusses autonomy as a relational notion (Castelfranchi
1994) that entails different dimensions, leading to distinct types of autonomy, in
particular, “executive autonomy”, that means to be able to move, act and make
decisions in the world without the need to be explicitly helped to do so. Although
this is subject to intense philosophical debate, we also consider that autonomy is a
necessary, but not sufficient condition for a robot to be endowed with intelligence
(in the sense of machine-intelligence). In this sense, machine-intelligence requires,
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in addition to autonomy, the ability of a robot to adapt its behaviour and actions to
the surrounding world. Note however that this distinction is relevant. First there is a
wide misunderstanding about what robots are, often confusing intelligent software
systems, or “dis-embodied” agents, with autonomous robots. As argued, robots need
to be able to physically perceive and act in the physical world. Secondly, not all
robots are intelligent or autonomous, and many, for example many of the toy drones,
are tele-operated and controlled by humans, where their intelligence and autonomy
is non-existent. Often the public debate about the ethical and social issues raised by
robots confuses the general software systems, endowed with artificial intelligence,
with robots and considers all autonomous robots as intelligent.

We consider that autonomous robots, as defined, given their specific character-
istics, bring new social, ethical and legal concerns, which we will discuss in this
chapter.

This chapter is organized as follows: first we provide a brief view of industrial
robots, followed by service robots. Then we discuss the potential for these robots to
be placed in social settings, and how intelligence is needed for social interactions
with humans. Given these types of robots, we then discuss the social, ethical and
legal implications of their integration in our society.

2 Industrial Robots and Automation vs Service Robots

Robots were introduced in factories to automate repetitive tasks that were performed
by humans up to then. Those included robot manipulators, mimicking human arms,
in different operations: picking objects from pallets in transporting vehicles or from
conveyor belts and placing them into manufacturing cells, and back from there to
other conveyor belt or transportation vehicle; assembling parts into a more complex
object; painting and welding. They also included mobile robots, in the form of
AGVs or LGVs (laser-guided vehicles, that do not need buried cables or painted
lines on the ground) to carry objects autonomously between different locations in
the industrial plant.

A common feature of all these applications and scenarios is their structured
nature. The locations of conveyor belts, pick and place posts, and manufactur-
ing/assembly cells with machines, are well known, static and easily recognizable.
In most cases, objects are channelled to very precise locations where they are
picked by the manipulators, and loading/unloading stations have clamping and
fixture mechanisms that force the objects to be tightly confined to their transporting
platforms. Industrial robotics is also commonly designated by automation, because
the involved robots perform automatic operations, but are not autonomous in a strict
sense. In most cases, traditional industrial automation does not require sensors such
as vision to locate objects to be picked, or the most adequate placing locations for
them. It also does not handle deformable objects such as food or soft packages.

In the last century, documentaries of robots automating production in con-
struction, assembly, painting, parts transport and welding factories dazzled the
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Fig. 1 Service robot for construction and brick transportation

general public. But the more modern and challenging robot research seeks to create
machines capable of dealing with less structured and less predictable environments,
such as our homes or even outdoor environments, populated by humans and other
agents that do not behave as deterministically as in a factory environment. These are
called service robots (see an example in Fig. 1).

Service robots range from the commercially successful vacuum-cleaning robots
to a planetary rover exploring the surface of Mars. Vacuum cleaners wander around
the home covering the largest possible area while avoiding unexpected objects
(such as things left on the floor, table and chair legs, or a person feet) detected
by onboard vision and laser scanning sensors. Martian rovers move across difficult
terrains they need to observe before the next move, heading towards locations
of scientific interest that were previously identified by their on-board cameras.
Service robots also include autonomous driving cars, search and rescue teams
of heterogeneous (land, air) unmanned vehicles, medical robots to assist human
surgeons in performing surgeries, or robots assisting patients in hospitals and
healthcare facilities, agriculture robots, surveillance drones and many others.

A common feature in service robots is that they operate in unstructured, often
previously unknown environments, where sensors are essential to build a situational
awareness by the robot, so as to support its reasoning and decision-making. Service
robots cannot afford to act automatically. They need to be autonomous or, at least,
have a high degree of independence from human remote operators. Because of that,
they raise a new plethora of ethical and legal problems (e.g., which action should the
robot pick when there are alternatives and they have different impacts in the human
safety; what must an autonomous car do to ensure it abides by the driving rules)
that were not raised before by industrial robots, whose main impact was social,
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Fig. 2 Baxter robot for small factories

namely concerning job losses. Indeed, most service robots tend to be pervasive
in operations not commonly performed by humans, such as non-repetitive and/or
dangerous scenarios, so the social impact is relatively small. Nevertheless, they
start entering industrial scenarios (e.g., using force sensors to endow robots with
the ability to avoid harming humans, thus reducing the space occupied by robotic
cells and their safeguards—see Baxter in Fig. 2; to perform pick and place actions
over less structured environments, soft packages and materials) and large operations
such as autonomous taxis and trucks, which may lead to large replacement of human
work force by autonomous machines.

Current research on service robots is very much focused on robots that col-
laborate with humans and not on robots that replace humans. Search and rescue
robots are developed to collaborate with Civil Protection teams; medical robots
help doctors and nurses in hospitals, and planetary rovers extend the reach of
human curiosity to the exploration of Mars. This also raises other challenging and
interesting social questions: how should the robots act so as to interact the more
naturally possible with the humans? What does it mean to act socially?

3 Robots and Humans: The Rise of Intelligent and Social
Robots

Would a rescue robot, as it interacts with humans in an emergency setting, be
considered a social robot? Or a drone that flies in a formation with other drones
to overcome some obstacle? The word “Social” arises from the Latin word “socii”,
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Fig. 3 Examples of social robots—from left to right: Vizzy, Pepper, ASTRO and MBOT

meaning friends or allies. The concept of being “social” in general is associated with
behaviors that take into account others, their interests, motivations and needs. An
individual is considered social if she/he has the capability to interact and consider
the others in his/her actions, and thus establish social relations. However, “sociality”
in robots, may cover different perspectives or even degrees. Many service robots,
can be classified as a being “socially evocative”. For example, a robot with big eyes,
such as the Vizzy robot built by the ISR institute in Lisbon (see Fig. 3) or Roomba, a
vacuum-cleaning robot that moves purposefully around in a home: both may evoke
responses that are social and emotional in nature. Just their physical embodiment
and their autonomous actions are enough to act as a natural interface to elicit human-
like responses, even if the robots themselves are not actually capable of responding
in a clever and social manner. Furthermore, just by being placed in a social setting,
robots can be socially receptive, that is, benefiting from the interactions with others,
learn from a human “teacher” and thus, improve their performance. However, as
more robots are required to perform activities in human-centered settings, they will
be given “social competencies” . Social robots are considered to be able to perceive
each other and humans, engage in social interactions, possess histories (perceive and
interpret the world in terms of their own experience), explicitly communicate with
humans and learn from them.

But social robots are often designed to execute tasks that in essence may not
be “social”. For example, consider a robot in a healthcare setting designed to
transport materials from one place to another in a hospital. Most of its jobs, like
carrying medicines, or linen, are not necessarily social. Yet, social competencies,
when present, can enrich the interaction they establish with humans around them,
and improve their performance. For example, the healthcare robot may be able
to recognise nurses, respond and execute their orders given in natural language,
interact with patients, and provide information when needed. Another example
is our vacuum cleaning robot, that can be given some social competencies, such
as avoiding or interacting with humans, or adapting its actions to habits of the
members of a household, making its performance more efficient. So, there social
competencies can be seen as the stepping stones for robots to become active
members of our lives and society. From a technical point of view, this entails
building social competencies (Fong et al. 2003), that include the capability to
recognise humans, understand their actions, perceive their emotions, use natural
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language and non-verbal cues and in general recognize, “understand” and reason
about the social situations they will be immersed.

But building these social capabilities requires advanced Al techniques and algo-
rithms. To perceive humans, capture their actions and emotions, techniques from
vision and social signal processing are needed. For action generation, automated
planning algorithms are required. Natural language and speech processing methods
are essential if we want robots to interact in a natural and human-like fashion with
humans. Further, as we also need robots to be able to adapt and learn to execute
tasks, we need to use machine learning algorithms. In fact, many of the major Al
techniques that are being developed in Al nowadays are essential to build intelligent
social robots that are able to act in dynamic and social domains. Furthermore, social
robots constitute the ideal test-bed for the integration of such techniques.

Typical application domains for social robots are vast, and include healthcare,
transport, logistics, cleaning, education, entertainment, agriculture, and others.

In the context of healthcare, there has been a considerable development in
the past few years, with a clear increase since the COVID-19 pandemic. Robots
are being introduced in healthcare facilities to transport materials and supplies,
especially in situations where such transport may pose risk to the exposure to
pathogens, such as a virus. Another important use of social robots has been for
therapy and care, in particular for the elderly and for patients with dementia. A
study analyzing the use of the robot PARO (a seal-like robot) in home care facilities
in Japan, has shown the positive impact that the robot has in decreasing stress and
calming down patients with dementia, also providing indirect benefits by increasing
their activity in particular social interactions (Sabanovi¢ et al. 2013). Another study
has shown that the use of a home robot for the elderly, in rural areas of New
Zealand, lead to an increase in quality of life, more independence and autonomy
by the elderly, and a decrease in primary care visits and phone calls to healthcare
practitioners (Orejana et al. 2015) . These results are encouraging signs that the
technology can have a positive social impact in our ageing society.

The area of transportation is perhaps one of the areas where service robots
have shown the largest increase as autonomous vehicles began to be placed on our
roads. Roads are, in essence, a social setting, meaning that autonomous decisions
by vehicles must consider the presence of other drivers as well as pedestrians.
Autonomous cars are therefore endowed with competencies (in prediction and
action) associated with social interactions. Furthermore, the social impact from the
potential increase of their use in the roads is undoubtedly quite large. Although
this impact has been shadowed by the overstated predictions that autonomous cars
would be dominating the roads by 2020, we cannot ignore the social, ethical and
legal implications that autonomous vehicles will have in the future.

Other areas of application such as cleaning and logistics are also increasing,
and once again, the pandemic gave rise to a series of applications where robots
can be used to provide safe and efficient ways to do their jobs. These application
areas of robotics, where robots become integrated in our social settings, raise
concerns in the general population, in manufacturers and in law-makers. Still a
widely unregulated market, robots may in the future be placed in settings where they
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interact with humans capturing private information, influencing their actions, and
largely impacting the unstable job-market. Yet, as mentioned before, some of these
fears are still unfounded, and the eco-system that is being built for the introduction
of Al into our society and legislation being drawn as we write, is a safeguard for our
robots.

in this paper we draw some of the social ethical and legal implications of this
fascinating new technology.

4 Ethical, Social and Legal Impacts

For robots to be able to succeed as a technology that makes our world a better place,
we must engage researchers, designers, developers, engineers, companies and law-
makers, into building an ecosystem where robots are trusted, effective, secure and
relevant to our society. The current perception of autonomous robots by the general
public often imagines futuristic capabilities in the robots. Robots are portrayed as
being capable of executing extraordinary jobs and deal with many different tasks
and problems. And, in spite of the fact is that the technology is still quite limited,
many non-justified fears and concerns have emerged in the general public.

Discussions on “killer robots”, or “robots for the elderly”, have invaded the
space of public opinion. But, in many cases these concerns deserve deep debates
and a serious approach. The (still) immature state of this discussion, which is
understandable given its relative novelty of the field, means that matters of a
different nature are often associated with ethical problems resulting from an
exaggerated perception of robots. In this chapter we will try to raise and discuss
some of these concerns, and distinguish between the ethical, social and legal debates
that need to exist around this new technology.

4.1 Ethical Issues

How should an autonomous robot react in situations where its decisions may harm
humans? What about the protection of humans’ privacy when, e.g., a domestic
assistant robot is wandering around the house with a camera and interacting with
the human in ways that may reveal his/her intimate behaviour? should autonomous
robots be involved in health care, from monitoring the elderly or children to
surgical interventions? And what is the impact of the progressive introduction of
bionic devices (prostheses, exoskeletons) in humans, which could 1 day lead to
the difficulty of distinguishing between human and robot? These questions lead to
ethical problems that need to be addressed as robots are created. These questions
need to be addressed by robotic manufacturers, by researchers and law-makers in
collaboration.
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In fact, the discussion around the ethics of decision-making and behaviour by
autonomous robots gained new strength and relevance with the awareness of the
very likely massification of driverless (or autonomous) cars. As the Google/Waymo
Car and other vehicles from car manufacturing companies started entering our
daily lives, they have faced a growing number of situations, particularly in urban
environments, in which they have to take decisions autonomously. Typical examples
representative of these situations are abundant.

Consider the situation: an autonomous vehicle moves at a considerable speed
and detects a group of pedestrians crossing the road unexpectedly; the potentially
fatal run-over cannot be avoided without the vehicle deciding to leave the road,
eventually running over a pedestrian who walks on the sidewalk. What should the
vehicle’s decision be:

* (1) go forward, running over pedestrians on the road, or to deviate, running over
the pedestrian on the sidewalk?

* (2) leaving the road, eventually sacrificing the life of its occupant(s), or moving
on, running over the pedestrians that got in its way?

These types of dilemmas have been explored in the moral machine project' that
was created to explore moral dilemmas that are faced by autonomous vehicles.
The online platform presents moral dilemmas to users that must choose between
two potential bad outcomes, such as killing three passengers in the autonomous
car or killing three pedestrians. This platform has been used to gather millions of
decisions in ten different languages and 233 countries. The data shows that people
prefer sparing humans to animals, and sparing more and young lives (Awad et al.
2018). This study is important as it gives data to policy-makers for how to deal with
situations where machines may have to decide who should live or die.

The issue of the ethics of decision-making by robotic systems begun to be
seriously addressed by some countries and organisations in the world, starting from
the document produced by the British Standards Institute in 2016, with guidelines
on ethical rules to be followed in the design of robot systems by managers and
designers (BSI Standards Institution 2016). Similarly the IEEE Global Initiative
on Ethics of Autonomous and Intelligent Systems (“The IEEE Global Initiative™)
produced the Ethically Aligned Design’> document that provides guidance to
developers, governments, businesses, and the public, to how to deal, design, use
and establish rules for advancement of autonomous systems that contribute to the
society.

In the last few years the High-Level Expert Group on AI (Al HLEG) from
the European Commission has issued a set of ethics guidelines for achieving
trustworthy Al. Obviously, as we deal with autonomous robots, which are endowed
with different Al algorithms used for their functioning, these guidelines may also
apply. We can therefore extrapolate such guidelines to intelligent robots: (1) Human

1 See https://www.moralmachine.net/.
2 See https://ethicsinaction.ieee.org/.
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Agency and Oversight- robots and robot systems should respect human agency
and support oversight of their execution; (2) Technical Robustness and Safety-
robots should be robust and safe as they interact with humans and in our society; (3)
Privacy and Data Governance- robots should follow the established privacy rules
and data governance mechanisms; (4) Transparency- robots should be transparent
when making decisions, and about their capabilities, making clear why certain
decision is the appropriate; (5) Diversity, Non-discrimination and Fairness-
Robots should respect not discriminate nor cause discrimination, and guarantee
fairness in their decisions; (6) Environmental and Societal well-being- robots
should foster societal well-being and contribute to a better society and environment;
(7) Accountability- a clear accountability process and eco-system should be in
place and followed by robot manufacturers, guaranteeing that when problems occur
the process can be triggered.

Adopting theses guidelines, has lead to the field of Responsible Robotics
that deals with “the responsible design, development, use, implementation, and
regulation of robotics in society” (van Wynsberghe and Sharkey 2020). In particular
medical and healthcare robots raise particularly relevant ethical problems. Robots
began to enter hospitals in very different ways. The best known and probably the
most impactful to date are robots that support surgeons in performing surgeries,
increasing accuracy and filtering out unavoidable tremors even in the best special-
ists. But for some years now, mobile robots have been transporting meals, medicines
and various instruments between hospital areas, freeing up medical and nursing staff
to carry out tasks that are closer to patients. There are more recent examples, still in
an embryonic state, of robots that interact with the elderly and children, seeking to
improve their clinical condition by encouraging exercise or performing interactive
games, respectively.

There are also other measures taken to address some of these ethical issues, that
question the role of the robots, and foster the development of “collaborative robots”.
The main idea is that instead of replacing workers by machines in carrying out tasks
that require deep professional knowledge and experience, focus on tasks where the
robot can free the doctors and nurses to focus on their main activities. Examples of
these are robots that transport meals and medicine to rooms of an hospital, robots
that provide remote access to highly contagious patients, or robots that provide
assistance to patients not requiring the more affectionate presence of humans.

4.2 Social Issues

The massive introduction of robots into society may contribute to the society
not only in positive terms, but also by its impact on employment, self-esteem
and/or human behaviour. The controversy raised by the replacement of humans
by machines in work activities are not new, and are not restricted to the loss of
jobs, which, in fact, did not happen, in past situations. In 1821, at the peak of the
industrial revolution, the economist David Ricardo claimed that the introduction
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of machines would being harmful to the interests of the working classes, namely
because the wealth created benefited above all those who lived on capital income.
Yet, past automation has improved the living conditions of the societies in which it
has been installed, and has provided better paid, less inhumane and less dangerous
jobs.

Thus, the question one should pose is whether the current revolution will
be different. The international press has come forward with the most terrifying
estimates about the consequences of the robotization of society. According to a 2013
study by Carl B. Frey and Michael Osborne of the University of Oxford, 47% of US
jobs would be at risk of being replaced by “computer capital” (Frey and Osborne
2013). A more recent study by Merrill Lynch predicts that, by 2025, the annual
impact of “creative disruption” resulting from Artificial Intelligence could reach 14—
33 billion (billions of dollars), including a reduction of $9M in knowledge-based
employment costs, replaced by machines; $8M in manufacturing and healthcare;
$2M resulting from the use of autonomous vehicles and drones (Lynch 2015).

The key issue underlying all these numbers is that they essentially result from
developments in intelligent autonomous agents that are not “embodied” and do not
interact with the surrounding world except through a computer keyboard and mon-
itor. This predictions can be appreciated given the current situation with increase
use of smartphones, or Internet search agents (e.g., Google, travel agencies), or
recommender systems, showing that Artificial Intelligence (Al) is rapidly putting
many jobs at risk—a transformation that, according to McKinsey Global Institute,
occurs ten times faster, and on a scale three hundred times the past. But the
problem would be bigger if the same were to happen with Robotics, since retraining
workers specialized in physical tasks, not intensive in knowledge, can be much more
complicated, especially at the rate of change at which the changes take place. Yet,
it turns out that the technological development of Robotics, despite many recent
advances, is incomparably harder, smaller, and even autonomous vehicles, which
are promising a dazzling appearance, will take many years to completely replace
driver-driven vehicles—e.g., as evidenced by an infamous fatal accident in the US
with a Tesla car on autopilot, resulting from the overconfidence of the driver and
the manufacturing company. The situation is even more glaring when we talk about
robots that help in household tasks, or in hospitals, in agriculture or even in modern
factories, more flexible and with less repetitive work. Not only are these far from
being autonomous, but many are built to collaborate with humans.

We are, therefore, considering two different realities, despite normally witnessing
an association between Robotics (embodied Al) and Al (dis-embodied). However,
in either case there are concerns and risks to be carefully considered. The benefits
brought by automation cannot make us give up on finding other occupations and
jobs for those who lose their current ones—such as creative occupations or the
maintenance and production of robots. And they should not divert us from social
concerns that deserve the attention of public policies, that can even pass through the
creation of mandatory minimum income, and legislation that forces companies that
become less dependent on human work to (1) retrain or relocate their workers and/or
(2) pay taxes and social security contributions proportional to the creation of wealth
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resulting from the incorporation of robots and Al technologies in their production.
Above all, and going back to the concerns of some economists during the industrial
revolution, we as a society should not allow that the greater wealth generated by this
technology remains in the hands of very few, namely those of the companies that
own the technology. The risk of this happening if we do not act is disproportionately
greater today than it was in the nineteenth century.

4.3 Legal Issues

Reflection on the ethics of decision-making often leads to discussions on legal
issues, namely on how (and to whom) to assign legal responsibility for such
decisions. Questions such as who is legally liable by an autonomous robot actions?
How far can a surveillance robot go without interfering with citizens security and/or
privacy? How is intellectual property protected regarding inventions performed with
the help of agents or robots? Furthermore, if 1 day robots are to be confused with
humans, or animals, in the sense of having their own identity, should their rights
also be protected?

The European Commission has been at the forefront of regulation, with the new
proposal for an EU regulatory framework on artificial intelligence (Al) launched in
April 2021.3 The proposed legal framework focuses on the specific utilisation of Al
systems and associated risks, focusing primarily on guaranteeing trustworthiness in
the process of creating and delivering intelligent systems. In spite of being a first
and admirable attempt to making sure that Al is used in a way that companies and
users can trust, some aspects related with embodiment, and thus, intelligent robots,
are left untouched. Furthermore, these new regulations may raise other problems,
because it is not clear who would be responsible for implementing the laws and
guaranteeing the compliance with them. Common sense may indicate that the laws
and guidelines are aimed at robot designers, producers and operators, but given the
robot’s autonomy shouldn’t it be endowed with the capacity for self-awareness so
that, evaluating the situation, decides by itself to apply or not all the other rules
that determine its operation? We should not forget that robots can be initially
deployed with capabilities that improve over time. So, issues related with the ethics
of robot systems that interact with humans, point towards attributing a level of
legal responsibility for a potential accident, and for the damage caused by it, in
proportion to the amount of instructions initially programmed in the robot versus the
amount of autonomy acquired by learning, already without the direct intervention
of its programmer. In this way, an intelligent autonomous robot with more years
of experience and, during which it learned new behaviours and actions, would
assume greater legal responsibilities. Yet, evaluating the autonomy ratio taught by

3 See https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021PC0206&from
=EN.
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the designer in relation to that learned by the robot is certainly difficult, and a more
pragmatic alternative would be to introduce mandatory insurance, or as proposed by
the EU, making sure that decisions taken are transparent and can be inspected by
external entities. We agree that a legal framework such as what is proposed by the
EU, embracing the current technology to guarantee its proper, sound and positive
use in our society is very important. Yet, we should not exaggerate in the regulation,
because autonomous robots are still in its infancy, and legalizing it creation and use
too soon may dampen the innovation and compromise the potential social benefits
that they can bring, not too mention leaving other regions of the globe in an unfair
advantage in what concerns research and innovation.

5 Conclusions

In 1939, the visionary Russian/American writer Isaac Asimov, in his book I, Robot,
established the so-called Three Laws of Robotics: Law 1- robot cannot harm a
human being or, through inaction, allow a human being to come to harm; Law 2-
robot must obey orders given to it by human beings except in cases where such
orders conflict with 1; and Law 3- a robot must protect its own existence as long
as such protection does not conflict with 1. or 2. In spite of the simplicity of these
laws, Asimov was able to produce many entertaining and well thought dilemmas
exploring the difficulty that we have in introducing autonomous machines into our
society. Indeed, this is a difficult problem, and in here we briefly show just a tip of
the iceberg. Al and robotics will certainly change the way we live and function in
society. One day our descendants will wonder about how it was possible to have cars
driven by humans with all the risks that that entailed; or why it was necessary for a
worker to make a superhuman effort to carry excessive weights that were harmful
to his/her health). We believe that Al and its use in Robotics for creating intelligent
and autonomous robots will be a driver for a societal change that will contribute for
better, more human, more sustainable and healthier societies.
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The Ethical and Legal Challenges ®)
of Recommender Systems Driven oo
by Artificial Intelligence

Eduardo Magrani and Paula Guedes Fernandes da Silva

Abstract In a hyperconnected world, recommendation systems (RS) are one
of the most widespread commercial applications of artificial intelligence (Al),
initially mostly used for e-commerce, but already widely applied to different areas,
for instance, content providers and social media platforms. Due to the current
information overload, these systems are designed mainly to help individuals dealing
with the infinity of options available, in addition to optimizing companies’ profits
by offering products and services that directly meet the needs of their customers.
However, despite its benefits, RS based on Al may also create detrimental effects—
sometimes unforeseen—for users and society, especially for vulnerable groups.
Constant tracking of users, automated analysis of personal data to predict and
infer behaviours, preferences, future actions and characteristic, the creation of
behavioural profiles and the microtargeting for personalized recommendations may
raise relevant ethical and legal issues, such as discriminatory outcomes, lack of
transparency and explanation of algorithmic decisions that impact people’s lives
and unfair violations of privacy and data protection. This article aims to address
these issues, through a multisectoral, multidisciplinary and human rights’-based
approach, including contributions from the Law, ethics, technology, market, and
society.

1 Introduction

Artificial Intelligence (AI) is constantly increasing its presence in our daily lives,
shaping the way we access information, interact with connected devices, share
personal information, and socially interact with others (Privacy International 2018,
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p. 4). Progressively, new products and services based on this technology are made
available, for instance, through audio-visual recommendations; spam filtering in e-
mails; personalized news feeds on social media; search results on search engines;
virtual assistants and even suggestions on best routes on traffic apps.

Even though the term “artificial intelligence” has existed since the mid-1950s, the
growing popularity of these systems is associated with the currently growing of data
availability, cheaper processing infrastructure, technological advances, and greater
connectivity (Bigonha 2018, p. 2). In a nutshell, AI may be considered a huge field
of study, which reunites different technologies that combine data, algorithms and
computational power (European Commission 2020c, p. 2), capable of behaving
similarly to human intelligence to achieve specific objectives, usually the solution
of a specific question (European Commission 2018, p. 1).

In the current state of the art, Al contributes to social and economic benefits
in different fields by improving the prediction of results, optimizing operations
and resource allocation and customizing service delivery, providing significant
competitive advantages for the companies that dominate it (European Commission
2020b, p. 1). However, despite potentially beneficial to people and society, Al also
raises new challenges.

Therefore, the rapid development and thoughtless application of technology
establish the necessity to implement ethical principles and regulations for its use
on the agenda, especially when we talk about machines with the ability to learn by
itself, generating highly unpredictability results (even without human intervention)
and great potential to harm fundamental rights.

The scale and reach of Al systems, the trend toward rapid and careless imple-
mentation, and the immediate impact they have on the lives of many people, may
reinforce existing problems, besides the creation of new ones (Andersen 2018, p.
14). The threat posed by Al, then, does not assume the form of a super-intelligent
robot that dominates humanity, but results from its daily use, as is the case with
recommender systems, which will be specifically analysed in the following topic.

2 What are AI’s Recommender Systems?

In a hyperconnected world, recommender systems (RS) are one of the most
widespread commercial applications of Al, initially introduced for e-commerce, but
already widely applied in other fields, such as content providers and social media
platforms (Sahu and Singh 2019, p. 1).

Due to the current information overload, these systems are primarily designed
to help individuals deal with the countless options available, as well as optimizing
companies’ profit generation by offering products and services that directly meet
their customers’ needs (Zhang et al. 2020, pp. 1-2). So, ideally, while RS create
better user experiences, they also help providers fulfil their purpose of increasing the
number of sales and clicks and, hence, profits, as well as increasing user engagement
and satisfaction across different platforms (Tejeda-Lorente et al. 2018, p. 3).
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Given its effectiveness, the use of RS already covers different domains, including
streaming (Netflix and Spotify), news (CNN and Google News), dating (Tinder and
Grindr), food (Ifood and UberEats), travel (Booking and AirBnB), social media
(Facebook and LinkedIn), search engines (Google) and e-commerce (Amazon)
(Paraschakis 2018, pp. 2-3). In the current big data era, the basic idea of recom-
mender systems is to use the different data sources available to infer and predict the
interests, tastes, and future behaviour of users to recommend personalized content,
products, or services (Aggarwal 2016, p. 1).

Therefore, RSs are considered an algorithmic information filtering tool, capable
of assisting users in their decision-making process, shaping online experiences by
indicating items that are likely to please them (Mazeh and Shmueli 2020, p. 1).
The prediction of the items’ usefulness for a given user varies according to the
recommendation algorithm model used (Zhang et al. 2020, p. 2). Currently, there
are three main models:

1. content-based approach—recommendations are sent based on descriptions of
items previously approved by the user, either through direct assessments or
inferred behaviours (Jannach et al. 2010, p. 4);

2. collaborative filtering—process information on behaviours and opinions of a
community to predict items of interest to the target user, as long as the group
and individual profiles are similar (Jannach et al. 2010, p. 13); and

3. knowledge-based approach—instead of historical data, this model combines
features submitted by the user with knowledge about a specific area, such as
marketing or sales information. It is more used for more complex and less
frequent situations, such as carrying out financial transactions or buying cars,
apartments and luxury items (Aggarwal 2016, pp. 14-16).

In addition to the three main models, there are also hybrid systems, which combine
the strengths of each of the previous models to create more effective systems, and
systems that consider context, such as information about time, location, emotions,
and social relationships (Jannach et al. 2010, p. 21; Aggarwal 2016, p. 8).

Regardless of the model, sending personalized recommendations requires build-
ing a user profile (profiling) (Kanoje et al. 2015, pp. 1-2)! that summarizes their
preferences, tastes, frequent behaviours, and interests. This information can be
extracted either implicitly, from the monitoring of the individual’s behaviour online,
or explicitly, when the user himself directly provides his data, such as filling out
forms (Jannach et al. 2010, pp. 1-2; Paraschakis 2017, p. 211).

In summary, RS are essentially composed of three steps: (1) collection of
personal data, directly or indirectly provided by users (input). In the latter case,
they include, for example, click flows, browsing history, structural information of

1 Briefly, the behavioural profile is a set of patterns used to concisely describe the user from their
data, which are processed to infer their characteristics, future behaviours, tastes and interests. This
process allows classifying them into profiles, used to recommend personalized items to better
satisty them.
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visited web pages and purchase records, observed and inferred from the constant
monitoring of the individual online; (2) data processing for the creation of the user
profile, which can be represented by, for example, groups of terms or keywords;
(3) targeting personalized content in the form of recommendations (output) (Nadee
2016, pp. 16-23).

There is no doubt that RS provide benefits in terms of organization, time opti-
mization and improvement of the individual’s online experience, by helping them
search for content, services and products of interest. However, this technology may
also generate negative—sometimes unanticipated—effects for users and society,
especially vulnerable groups. Constant monitoring, automated analysis of personal
data to predict and infer individual behaviours, preferences and characteristics, the
creation of behavioural profiles and, finally, the sending of personalized recommen-
dations may raise relevant ethical and legal questions, as it will be analysed in the
next topics.

3 Ethical and Legal Challenges Associated with RS

The development, implementation and use of complex recommender systems may
lead to significant ethical and legal problems. Concrete or potential damages and
violations of fundamental rights are already a consequence of this technology, such
as the lack of transparency and explanation of results (algorithmic opacity), reduc-
tion of individual autonomy, exposure of users to unjustified violations of privacy
and data protection, unconscious manipulation of behaviours and discrimination
(Milano et al. 2019, pp. 5-6).

In order to mitigate some of these threats and damages from Al in RS, it is
necessary to introduce an ethical and regulatory debate on possible limitations
applicable to this technology. In addition to binding legislation, ethical guidelines is
a first step that must also be considered to minimize the risks associated with these
systems and, simultaneously, maximize their benefits (Ekstrand and Ekstrand 2016,
p- 16).

For some years, there have been a worldwide concern to define ethical limits for
Al A growing number of initiatives from different stakeholders define recommen-
dations and guidelines for building ethical, trustworthy and human-centred Al. By
2020, at least 84 initiatives of Al ethical principles had been mapped, coming from
public and private organizations, especially from Europe and United States (Jobin
etal. 2019, p. 391; Hartmann et al. 2020, p. 6).

Although most documents set out a general ethical framework for Al, which
focuses on protecting vulnerable people and dealing with asymmetries of informa-
tion and power (Beil et al. 2019, p. 4), as RS are based on Al algorithms, these
common basic principles can be directly applicable to them (Jobin et al. 2019, pp.
391-396). Among the principles most cited by these documents are transparency,
justice, non-maleficence, accountability, privacy, beneficence, freedom, autonomy
and trust.
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Thus, the analysis of this technology through an ethical principle approach may
be a relevant starting point to contrast how far RS’s development and use are from an
adequate implementation, where it acts more beneficially than harmful to society. In
this regard, to reach such an analysis, the principles of beneficence and maleficence
play an important role.

In line with the principle of beneficence, Al-driven technologies, such as recom-
mender systems, should be developed to create an “Al for good”. In other words,
technology must promote well-being, dignity, common good and sustainability in all
its phases and designs, in order to benefit people, society and the planet (Guszcza
et al. 2020, p. 72). In this sense, these tools must promote human potential, creating
new opportunities that increase individual self-determination, autonomy, human
agency, social cohesion, and individual and collective capacities (Floridi et al. 2018,
p. 690).

Beneficial Al initiatives must achieve physical and emotional well-being at
individual and collective levels, such as improving health care, providing public
benefits, expanding positive educational outcomes, and creating safer environments
(Guszcza et al. 2020, pp. 72-74). Specifically regarding RS, this principle is not
intended to undermine the great benefits produced by them, but to ensure that these
technologies work in favour of human beings and not against them.

For example, a well-designed RS to help sick or unhealthy individuals presents
a great opportunity to help people achieve a better quality of life in accordance
with beneficence (Ekstrand and Ekstrand 2016, p. 2). Currently, initiatives in this
direction already exist, such as wearables with gamification techniques and other
behavioural interventions in the form of “nudges” created to encourage healthier
behaviours (Guszcza et al. 2020, p. 73).

Besides that, based on the principle of non-maleficence, recommender systems
must be designed not to harm human beings in any way, avoiding predictable,
unforeseen or unintentional damages, such as biased recommendations, facilitation
of the spread of misinformation and violation of privacy and data protection rules
(Guszcza et al. 2020, p. 71). When it comes to non-maleficence, the main point
is to prevent any type of damage, whether from the intention or malpractice of an
individual or unforeseen technological behaviour (Floridi et al. 2018, p. 697).

Therefore, to prevent and avoid harmful RS, it is essential to understand
technological limitations to manage potential risks (Guszcza et al. 2020, pp. 71-72).
This principle emphasizes the alarming need to have Al systems in accordance with
the standards and recommendations of data protection, privacy, cybersecurity and
safeguarding all human rights by design and by default, in addition to an effective
accountability system in case of misuse.

Thus, adjustments and harmonizing agreements between beneficence and non-
maleficence are common, which requires the balance of RS benefits and risks
in practice (Floridi et al. 2018, p. 697). For example, when companies prevent,
through automated techniques, harmful content from being recommended to protect
their users, although Al filtering has beneficial intentions, it can violate individual
freedom and autonomy. Therefore, in practice, it is important to carefully consider
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the possible ways in which systems could be misused or cause unintended damage
to mitigate their adverse effects (Ekstrand and Ekstrand 2016, p. 2).

In this sense, the principles of beneficence and non-maleficence, together with
other ethical guidelines, connect and unfold in many different legal implications.
Below, we highlight some of the main ethical and legal challenges that arise from
the lens of these two values:

3.1 Opacity

Some Al experts compare this technology to a black box, as its processes and mode
of operation would be beyond human capacity to understand (Floridi et al. 2018, p.
692), especially for people outside the field of technological study. This presumption
is even more intense in the case of Al algorithms that interact in an open social
environment and learn by interacting with the space in which they operate, when
their automated decisions are difficult to explain even for experts. This frequent
lack of transparency and explanation about the processes and values involved in
the recommendation tools hinder the creation of better systems, that is, adequate to
fundamental rights, ethical principles and centred on human beings (Milano et al.
2019, p. 16).

3.2 Discriminatory Bias

RS are created by people, which makes it susceptible to biased results. This
consequence may arise as a result of the selected training data or (implicit)
values held by technology developers, which may exacerbate systematic social
discrimination, even unintentionally (European Parliament 2020, p. 15).

Due to the data-driven nature of the Al techniques used in the recommender
system, the selection of the dataset for training must be well defined, otherwise it can
be an important source of discrimination (Beil et al. 2019, p. 4). For example, when
available data do not reflect the social diversity present in society, this population
imbalance within the datasets is likely to generate bias against specific groups. In
addition, biased content may also arise from feedback loops produced by the system
for certain user groups, often reinforcing the racial and gender discrimination that
already exists in society (Milano et al. 2019, pp. 12-13).

Within the processes performed by RS, profiling is one of the most likely to
cause discrimination. With personal data, RS providers create profiles of their
users as a parameter of aspects of their personality and interests, in order to label
individuals according to certain patterns of habits, behaviours and tastes, which
has great discriminatory potential, especially in the case of sensitive personal data
(Mulholland and Frajhof 2019, pp. 269-270).
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3.3 Privacy and Data Protection Violations

RS based on Al collect, analyse, and process a large amount of personal data. Thus,
concerns about privacy and data protection grow as their use becomes commonplace
and applicable in different areas, including in domains with highly privacy risks,
such as healthcare and banking (Zhang et al. 2020, p. 14).

In this case, privacy-related risks may arise from all steps of the processing
of user data. Considering the General Data Protection Regulation (Regulation
2016/679—GDPR) as a model, when data are collected by the algorithms of
recommender systems and eventually shared with third parties—often without the
implementation of security measures, valid consent (or other legal basis) and the
provision of sufficient information to users—their privacy and personal data are
violated, which is worsen in the case of data leakage and breach of anonymity
(Milano et al. 2019, p. 7).2

In addition, RS’ data processing may result in inferences and predictions of
confidential and personal information, such as emotional states. Consequently, these
systems can reach sensitive personal data (such as information about racial or ethnic
origin, religious conviction, political opinion, health or sex life), from inferences
extracted from personal data by automated processing for profiling and for the
creation of personalized recommendations. Thus, significant privacy challenges are
generated in this scenario, in addition to possible discrimination results (Privacy
International 2018, p. 18).

3.4 Diminished Human Autonomy and Self-Determination

RS involves decision-making processes about their users and their contexts through
the creation of behavioural profiles. This technology, capable of knowing potential
users’ preferences and adapting according to their presumed interests, raises
important questions about privacy, autonomy and the ethics behind the adaptation
processes (Privacy International 2018, p. 19).

Individual autonomy involves the capacity for free self-determination and the
right to make choices based on personal beliefs, information, and values. For this,
it is essential that the individual has a real and significant opportunity to make their
own choices, properly informed and free from coercion, restrictions, or external
influences, excessive or undue (Bernal 2014, pp. 24-25).

Thus, human autonomy is directly affected by RS, as they limit individual
freedom, due to their control over influences that are transmitted to users in the
form of recommendation, besides the fact that, when consent is used as a legal basis

2 See also, on the GDPR, I.1—A Oliveiraand M A T Figueiredo—Artificial intelligence: historical
context and state of the art.
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for personal data processing, it is rarely informed for the user, but used as an implicit
condition for accessing a certain desired service (Varshney 2020, pp. 1-2).

In this sense, RS interferes with people’s autonomy in the form of recommenda-
tion of all types of content, from music and movie to job opportunities, pushing users
in a certain direction, generally related to their preferences drawn from their profiles,
in an attempt to addict them to some types of content or limit the range of options
to which they are exposed (Milano et al. 2019, p. 10). Some of these technologies
act almost like traps to keep users engaged and connected to their platforms (Seaver
2018, p. 1), which allows greater availability of data to be collected and processed.

Moreover, the algorithmic profile of recommendation platforms also has a great
impact on people’s autonomy, as it can interfere with the experience of personal
identity. First, systems based on user feedback (for example, collaborative filtering)
do not create a specific and unique profile, but a collective one. Furthermore,
classification is done by algorithms that analyse and infer tastes and preferences,
which may not correspond to the appropriate social characteristics or categories
with which the user identifies (Milano et al. 2019, p. 10). As mentioned before, the
problem is also aggravated in the usual context of algorithms lack of explainability
or transparency related to the creation of these profiles.

Thus, the use of recommender systems by bigtechs today, especially in social
media, streaming and e-commerce, may also pose intentional risks to users’ auton-
omy. According to their commercial interests, RS providers may also impose hidden
influences on their users’ behaviour, which is done through monitoring, behavioural
tracking and exploitation of vulnerabilities and personal data for profiles creation,
which are used to micro-targeting of content in the form of recommendations
(Susser et al. 2019, p. 6). This process often occurs without the knowledge of the
common user, which can interfere with their ability to self-determine and make truly
autonomous choices (Susser et al. 2019, p. 13).

3.5 Polarization and Manipulation of Democratic Processes

Recommender systems and social media filters, by the nature of their design, take
the risk of isolating users from exposure to different viewpoints. Even when the
system correctly labels individuals, the effects produced by personalization may
produce individual and collective harm by creating or exacerbating filter-bubbles?

3 The idea of “filter bubble” was created by Eli Pariser to designate the phenomenon of algorithmic
filtering of information, carried out on digital platforms such as social media and search engines,
responsible for customizing the content that each user has access to, according to their interests,
which causes the individual to be trapped in a “bubble” of information with which he agrees, while
what he dislikes, shocks or disagrees with is hidden.
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(Pariser 2011; Magrani 2014, pp. 118-119) and echo chambers (Sunstein 2007, pp.
43, 60, 217-218; Milano et al. 2019, pp. 13-14).4

Contents recommended on digital platforms, limited by these phenomena, repre-
sent high risks to public debate and the democratic process, as they may reinforce
discriminatory biases and individual prejudices, increasing the susceptibility to
polarization, hate speech and manipulation of public speech. As demonstrated by
the Cambridge Analytica scandal, RS of streaming platforms and social media may
become a place for sending targeted political propaganda (Milano et al. 2019, pp.
13-14).

Today, due to information overload, there’s no doubt that recommender systems
may mitigate this problem and help people manage their time efficiently. However,
in this scenario, as much as technological recommendations can benefit users (help-
ing individual performance in the process of choice, improving and diversifying
decision making), they are also potentially questionable, as they influence people in
a specific direction, and generate individual and social harm, such as information
segregation, bubbles and behaviour manipulation. Thus, to ensure harmony with the
principles of beneficence and non-maleficence, the system must be well designed
not only to improve people’s lives, but also to maintain full and effective control
over themselves (Milano et al. 2019, p. 10), while avoiding harm and limiting risk.

4 Recommender Systems: Legal and Regulatory Challenges

Considering the growing importance of RS for our daily lives, simultaneously with
the increase in their adverse effects, there is a huge need for action. Legal regulation
initiatives must consider not only official ethical guidelines, but also the effective
protection of human rights, starting from the basic premise that Al systems must
work to do good, avoiding harm, not causing it.

Thus, as RS require the processing of personal data, the issues arising from
these technologies have been addressed by data protection rules worldwide (Bioni
and Luciano 2019, p. 2). In this scenario, the European Union (EU) GDPR plays
an important role as a regulatory model that has inspired many others around the
world (Silva 2020, p. 214), phenomenon known as the Brussels Effect.’ Although
the regulation does not specifically address RS or Al itself, it does address their
fundamental processes, such as the processing of personal data for automated
decision-making, profiles creation and the recommendation of personalized content.

4The term “echo chamber” is used by Cass Sunstein to designate an environment in which
individuals only find ideas, beliefs and opinions that coincide with their own, which reinforces their
views and does not consider alternative ones. For him, this phenomenon can lead to fragmentation
and polarization, being a threat to democracy.

5 The term “Brussels Effect” was coined in 2012 by Professor Anu Bradford of the Columbia Law
School (Bradford 2012).
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Hence, to protect fundamental rights, guarantee informational self-determination
and the free development of personality, the GDPR brings a series of obligations
imposed on controllers and processors, which include a list of principles (art. 5),
rights of the data subjects (chapter III) and legal basis for processing of personal data
(articles 6 and 9). Thus, RS’ platforms must adapt to these rules to protect personal
data of individuals and, consequently, other human rights potentially threatened by
RS (Human Rights Watch 2018).

First, RS’ providers need to ensure that all activities with personal data (auto-
mated or not) comply with the principles, especially the obligation of a lawfully,
fairly and transparent processing (lawfulness, fairness and transparency) and the
definition of a specified, explicit and legitimate purposes, in accordance with the
legal bases of articles 6 and 9 (purpose limitation). Also, data must be limited
to what is strictly necessary to achieve this purpose (data minimization) and kept
only for the necessary period for it (storage limitation). Finally, the process must
guarantee data accuracy and quality, compliance with security standards (integrity
and confidentiality), besides ensuring accountability that enables eventual liability
for damages.

Along with the adequacy to the principles, to be considered lawful, the processing
of personal data by RS must occur in accordance with one of the situations described
in art. 6. At this point, it is important to mention that GDPR, as a rule, prohibits
the processing of special categories of data in art. 9 and fully automated decision-
making with detrimental effects on the data subject in art. 22, except in specific
situations listed in both articles. For the last, exceptions include obtaining the
explicit consent of the data subject; when it is necessary for entering into or the
performance of a contract; or is authorized by Union or Member-State law (WP29
2017, pp. 34-35).

Besides, RS providers need to ensure, throughout data process, an effective and
facilitated exercise of data subjects’ rights, which are considered a logical outcome
of the principles (WP29 2014, pp. 16—17). For example, as a consequence of the
legal and ethical principle of transparency, the right to information (articles 13
and 14) stipulates that users must be kept informed and aware of the possible
risks associated with data processing carried out by RS. With that, users may not
limit themselves to short-term gains obtained with these systems that could, slowly,
undermine their fundamental rights, such as autonomy, freedom and privacy.

Thus, it is the duty of providers to proactively inform, even without request, about
rights, the existence of data processing and other related information, including
clear, meaningful and understandable purposes and explanations on the functioning
of RS algorithmic techniques, in particular the definition of profiles (WP29 2014,
pp. 16—-17; Tejeda-Lorente et al. 2018, p. 6). Furthermore, this information, when
not actively disclosed, must be provided to the subjects upon request for access,
according to art. 15 and recital 63.

When analysed together, information and access rights are considered powerful
tools for individuals to exercise greater control over their data related to RS, as it
allows them to have larger awareness and knowledge about the processes involved in
sending personalized recommendations, allowing better decision-making that could
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protect their rights (Van Ooijen and Vrabec 2018, p. 94). Also, with the information
received or requested, users can exercise other rights of GDPR, such as rectification
(art. 16), erasure (art. 17), restriction of processing (art. 18), portability (art. 20),
object (art. 21, when possible) and contest fully automated decisions (art. 22.3).
This ensures users’ greater autonomy and control, preventing harmful and biased
recommendations.

That said, as the automated creation of profiles and the sending of personalized
recommendations based on these profiles are steps of RS, article 22 is a key element,
as it permits automated decision-making, including profiling, that produces legal
effects on data subjects, only in the specific hypothesis authorized by the regulation,
such as when based on data subject’s explicit consent. In this context, the individual
has the right to obtain human intervention, express his or her point of view and
to contest the automated decision of the RS. Still, considering the risks involved,
GDPR creates for controllers the obligation to adopt safeguard measures to protect
data subjects’ rights, freedoms and interests, which may include, privacy by design
techniques (art. 25) and the carrying out of data protection impact assessment (art.
35).

Furthermore, as these systems rely on algorithmic probability and often machine
learning models to send recommendations, it is essential to grant the data subject the
right to clear and adequate explanation of the fully automated decisions involving
their data. This right to explanation may be extracted from the interpretation of
articles 13, 14 and 22, together with recital 71 and the principle of transparency,
creating a controller’s obligation to significantly inform about the logic involved
in all the automated processes until the effective decision making. Such explanation
does not necessarily involve the complete opening of the algorithms, but just enough
for the user to understand the reasons underlying the decision that affects him
(WP29 2018, p. 25), which guarantees the exercise of other rights of GDPR, besides
the protection of other human rights (Monteiro 2018, pp. 12—13).

Thus, within the scope of RS, the application of art. 22 and the right to explana-
tion is essential to minimize the risks of the increasing use of algorithms to classify
people into behavioural profiles (Silva 2020, p. 210), based on inference analyses
and predictions about their characteristics, tastes, behaviours and interests, and then
send personalized recommendations potentially harmful to users, which silently
interfere with their autonomy, manipulate their decisions and violate guarantees of
non-discrimination and privacy.

That said, there is no doubt that the GDPR creates a favourable background for
data protection in the EU, becoming a worldwide inspiration, applicable to Al tools,
including recommender systems, imposing significant obligations and requirements
on data controllers (Bernal 2014, p. 14). Though, besides protecting and defending
fundamental rights, according to art. 1, the regulation also produces positive effects
for companies and governments, as its application prevents violations of rights and,
thus, sanctions’ imposition, helping in the use and development of technologies that
are beneficial to society. For example, the right to challenge automated decisions
allows RS users to contest inaccurate or discriminatory recommendations, as well
as an opportunity for the provider to revise their system (Souza et al. 2021, p. 476).



152 E. Magrani and P. G. F. da Silva

However, with big data, growing importance of digital platforms and the rapid
expansion of Al techniques, despite the regulation trying to improve the context of
data protection and, hence, human rights, there is still a lot to be done. Some of its
rules are still difficult or not convenient for RS providers to comply with, especially
those related to Al techniques for profiling and automated decisions. In this context,
RS providers may face difficulties in ensuring compliance with principles and rights
in practice, due to technical opacity or trade secret rules, for instance. Yet, there are
many open questions concerning the interpretation of legal provisions, especially
regarding the rights of data subjects, such as the right to contest automated decisions
and explanation.

4.1 Lack of Transparency

Although ethical principles and legal rules demand the transparency of Al systems,
some of their uses may be opaque for individuals, regulators and even for their
designers, which makes it difficult to challenge results. So, RS may have three
distinct sources of opacity: (1) intentional opacity, usually associated with trade
secret; (2) opacity as technical illiteracy; and (3) opacity that arises from the design
and characteristics of the system, especially in the case of machine learning (Privacy
International 2018, p. 26).

This absence or lack of transparency in RS makes it difficult to question
the political, economic and cultural agendas that exist behind the personalized
recommendations sent to each user of the platform, in addition to hiding possible
algorithmic discriminations and silent manipulation of behaviours. Besides the
potential for damaging fundamental rights, opacity hampers the detection and
correction of biased data, invalid assumptions and flawed models (Paraschakis 2017,
p. 214).

4.2 Trade Secret

Information about the functionality of RS algorithms is often intentionally poorly
accessible to the public (Mittelstadt et al. 2016, p. 6). Software, algorithms and data
involved in recommender systems applications are considered proprietary assets
with high added value, being essential to maintain an organization’s position in the
competitive market (European Parliament 2020, p. 33).

Consequently, most companies and providers of these systems are still reluctant
and refusing to disclose information related to the functioning of Al because of
trade secret (Milano et al. 2019, p. 2), which leads to an intentional opacity of RS.
In particular, the lack of transparent business models and practices represents a sig-
nificant barrier to detecting cases of human rights violations, such as discriminatory
recommendations and inferences (Wachter 2020, p. 2).
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4.3 Constantly Changing Technology

The current state of technological development of the Al, which bases the RS, does
not clarify what the next big evolution will be and what kind of use and levels
of understanding of the technology we will be able to make in the future (Euro-
pean Parliament 2019, p. 8), which hamper the imposition of damage prevention
obligations to organizations that use Al. Furthermore, the “black box” mentality,
whereby Al systems are beyond human comprehension, still limits human’s control
over technology (Floridi et al. 2018, p. 692).

4.4 Difficulties of Implementation of Data Subjects’ Rights
in Practice

As a rule, a typical RS system work as a black box, as the final recommendation
(output) is the only part available to the user (Paraschakis 2017, p. 214). Whatever
the reason for creating opaque RS, this lack of transparency is an obstacle to the
fulfilment of the right to explanation of GDPR, which also hinders human control
over how data is treated and the exercise of other rights.

Furthermore, currently, there is an imbalance of decision-making power and
knowledge in favour of RS providers and to the detriment of users. This infor-
mational asymmetry, driven by the opacity of Al systems, is also reinforced by
the absence or poor understanding of individuals regarding their rights and how
the technology works in practice (Mittelstadt et al. 2016, p. 6), that is, how the
algorithms and data processing techniques act when predict and infer behaviours,
create profiles and send personalized content.

When the logic behind recommender systems is not understandable to the user,
the control and autonomy of the human being are disrespected. Therefore, when
RS provider relies on consent for the processing of data, this consent is not,
in fact, freely given, specific, informed and unambiguous, as the user does not
have sufficient information and appropriate means to assess the risks involved in
processing data that adheres (Mittelstadt et al. 2016, p. 7).

In addition, given the concern of companies to implement data protection
rules that require essential information and explanation disclosure, individuals face
an overload of consent requests, usually through extensive and complex privacy
policies and cookie notification (Van Ooijen and Vrabec 2018, p. 94). Considering
the limits of human rationality and lack of time, the user’s evaluation and effective
control are impaired, which ends up in the failure to make informed decisions (Bioni
2019).

Also, despite living in the era of hyperconnectivity, most people still have little
technical knowledge, access to digital education and minimal understanding of data
processing processes (Bioni 2019), making it even more difficult to make informed
decision-making in the context of RS, especially when based on consent. In practice,
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the consent incorporated in most RS providers’ privacy policies neither empowers
users nor guarantees the effective exercise of rights and their informational self-
determination, functioning as an apparent legitimacy of the business models to the
GDPR rules (Bittencourt and Gomes 2019, pp. 26-33).

Therefore, individuals are placed in a situation of informational, technical and
economic asymmetry (Edwards and Veale 2018). Although data protection rules
aim to protect fundamental rights by establishing rights of data subjects, there is
still a lack of effectiveness in different situations, for example, when it comes to
inferential data analysis using Al techniques.

With the current legal context, data subjects lack sufficient control and infor-
mation about how their data is being used by RS to make inferences, predictions
and assumptions about them. Thus, individuals face obstacles to exercising their
data protection rights, especially explanation and challenge of automated decisions,
which is even harder when confronted with the interests of controllers related to
intellectual property and trade secret (Wachter and Mittelstadt 2019, pp. 5-6).

Hence, specifically regarding the rights of explanation and automated decision
challenge, there are still many open questions, as its parameters are still under
discussion. Given this uncertainty, the recognition of the right to explanation in
practice is impaired, which also makes it difficult to exercise other rights, especially
contesting and review automated decisions, since the user must access information
about automated decision, and the RS itself, to gather conditions to expose how his
or her data should be process and eventually find errors, discrepancies and erroneous
correlations to be solved (Souza et al. 2021, p. 473).

4.5 Difficulties of Rules’ Application

Some specific characteristics of RS, such as opacity (black box effect), can make it
difficult to apply and verify compliance with ethical guidelines and legal rules, espe-
cially those arising from the GDPR. Due to their high complexity, unpredictability
and autonomous behaviour, authorities and people affected by these systems may
not have specific means to verify how a particular personalized recommendation was
achieved and, thus, whether these rules were complied with (European Commission
2020c, pp. 10-12).

The current regulatory debate emphasizes the role of data protection in estab-
lishing the rights of data subjects, legal basis and principles, focusing on the role
of accountability, which highlights the ethical principle of non-maleficence. For
example, Article 58 (2) of the GDPR establishes supervisory authorities’ corrective
powers, such as the imposition of fines, to be applied according to the circumstances
of each case, always in an effective, proportionate and dissuasive manner.

Considering RS, digital platforms should ensure that their content and activities
respect human rights, especially data protection, privacy and equality, and are not
susceptible to external attacks. An interesting point is that some challenges related
to these systems are more difficult to address using only technological solutions,
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requiring a more qualitative analysis based on the social context in which they
operate (Milano et al. 2019, p. 16).

In this case, the application of the GDPR by the authorities must seek a
fair balance between the rules of the law and technological advances, preventing
companies from suffering from regulations that burden them excessively with
administrative requirements and unrealistic data protection standards. The open
question is whether States will enforce this measure without burdening corporations
or impeding technological innovation.

4.6 Beyond Damage Prevention

The current RS regulation for data protection in the GDPR focuses on measures
to prevent damage and ensure accountability in the event of its occurrence, in
accordance with the AI’s non-maleficence idea. However, technologies must also
be regulated through beneficence, which enables the maximization of benefits for
individuals and society.

Given the undoubted potential of Al, mainly through recommender systems, it
is worth regulating it so that its benefits are increased, avoiding potential pitfalls.
In due course, Al regulation also needs to focus research not only on making the
technology more capable and accurate, but also on maximizing its societal benefits
(Russell et al. 2015, p. 106), which may be accomplished throught prior human
rights’ assessmentns.

5 Strategies and Possible Solutions to the Challenges Created
by RS

Currently, GDPR represents a strong system of fundamental rights’ protection in
the context of Al and automated decisions. In addition to establishing relevant
principles, such as legality, data minimization, transparency, security, fairness and
accountability, it also stipulates a series of rights that strengthen the user’s control
over their data and establishes obligations for those responsible for processing such
data, which includes the publication of information, transparency and implementa-
tion of security measures (Souza et al. 2021, pp. 470-471).

However, given the progressive and constant complexity of recommender sys-
tems based on Al, regulation solely by data protection law is no longer sufficient.
So, there are other ways to address the problems associated with RS, which also
includes specific legal rules related to Al and business models that use it, besides
other strategies beyond law, such as social norms, market initiatives and the ways
systems’ architecture (code) are developed.
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5.1 Best Practices Beyond Law

In this scenario, all stakeholders related to RS must pay attention to ethical standards
applicable to Al algorithms. As stated, there is a wide debate around these ethical
guidelines that should guide the entire lifecycle of Al-based RS, including their
development, implementation, and effective use. There is an urgent need for these
tools to focus on human beings, protecting their interests and fundamental rights,
in order to benefit the entire society (Beil et al. 2019, p. 1). Given the relevance
of ethical parameters, such as transparency, accountability, non-discrimination,
precaution, privacy and security, many of them have already been incorporated in
regulations, as happened in GDPR principles, rules and rights.

That said, as recommender systems are embedded by autonomous and intelligent
algorithms, creating legal and ethical issues, initiatives from multidisciplinary areas
of expertise, such as data scientists, lawyers, legal research experts, social scientists
and ethics experts are required (Currie et al. 2020, p. 752). In this sense, Al solutions
must be developed and implemented through an intersectoral and multidisciplinary
teams with the goal of optimizing their results towards ethics and legality (European
Parliament 2020, p. 52).

5.1.1 Regulation by Technology: Strategies by Design and by Default

In the context of these “new” technologies that actively interfere in our daily lives,
recommending personalized content and making automated decisions about us,
ethics and human rights play an important role in their application in favour of
the public good. Thus, RS regulation must also involve the design of the tool itself,
aligned with ethical guidelines and the human rights from the beginning, as a central
element of the systems architecture (Magrani et al. 2019, p. 128).

This “value-sensitive design” approach, including privacy, security, ethics and
human rights (Magrani 2019, p. 235), suits the idea that the benefits and positive
effects of Al should not only be guaranteed by compliance with the regulatory
framework, but also ensured by default (Cavoukian 2009, p. 1), from the beginning
of the development of the system and reinforced during its use, according to
strategies by design and by default.

Consequently, ethical and legal principles, based on human rights and values,
should serve as design criteria for the development of innovative uses of Al and also
for the review of existing ones, in order to place the human being at the centre of the
creation of RS models, guiding their implementation and use (Guszcza et al. 2020,
p- 80), in accordance with what is already provided by art. 25 of GDPR.

Thus, in the short term, design can play a crucial role in addressing ethical and
legal issues potentially triggered by RS. For instance, pop-up messages alerting
users about the results of recommendations that consider their behavioural profile
help to raise public awareness and exercise of rights. However, in the long term,
it is essential that RS infrastructure apply by default ethical norms and principles,



The Ethical and Legal Challenges of Recommender Systems Driven. . . 157

such as transparency, non-discrimination, and justice, in all phases of the system
(European Parliament 2020, p. 30).

5.1.2 Implementation of (Human Rights) Impact Assessments

Considering the high risks for users and society created by the recommender
systems, which include manipulation, violation of privacy and data protection,
discrimination and reduction of individual autonomy, the prior carry out of human
rights impact assessment and evaluation of compliance with legislation and ethical
guidelines are fundamental for RS to be used (European Commission 2020c, p.
23). Currently, however, these systems are still being implemented to the public
without proper ethical, legal, and technical evaluation that can assess the possible
impacts and risks associated with this technology in practice, which puts the rights
of individuals at stake (Reisman et al. 2018, p. 4).

As much as art. 35 of the GDPR determines to carry out personal data protection
impact assessments in some specific cases, it is understood as good practice that
RS providers carry out assessments and audits on all automated Al decisions,
including profiling, which may be done by testing, inspection, or certifications
(European Commission 2020c, p. 23). Therefore, it is recommended to implement
algorithm audits and algorithmic impact assessments so that the risks associated
with these tools may be mapped, prevented and mitigated (Ada Lovelace Institute
and DataKind UK 2020, p. 23).

In this sense, the algorithm audit in RS must assess both the data and the
algorithms to look for possible biases (bias audit), in addition to assessing the
level of adequacy of the system to existing legal regulations and ethical guidelines
(regulatory inspection), especially in terms of human rights. In addition, vendors
must also implement algorithmic impact assessment, including risk and impact
assessment of algorithms, which may end up evaluating potential social impacts
of recommender systems before and during their implementation in practice (Ada
Lovelace Institute and DataKind UK 2020, p. 3).

Furthermore, such processes must be developed before and during the technol-
ogy’s interaction with users (Ada Lovelace Institute and DataKind UK 2020, p. 3). If
the recommendation system is not approved in such assessments, failing to comply
with legal and ethical requirements, identified failures must be solved or mitigated,
through new tests or imposition of safeguards and safety mechanisms (European
Commission 2020c, p. 23).

In addition to the prior control carried out by the recommendation providers
themselves, it is important that a subsequent control is also carried out, not only
through technology assessments, but also through documentation verification and
even external audits by specialized organizations. Such compliance monitoring
should be part of an ongoing market supervision framework for these technologies
(European Commission 2020c, p. 23).
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5.1.3 Guarantee of Greater Transparency and Explanation of Al
(Explainable AI)

RS should be designed to explain its reasoning and allow humans to interpret results
(recommendations). As previously mentioned, the explanation of functions and
processes is vital to ensure the exercise of rights, transparency and accountability,
which is in line with the legal interpretation of GDPR that established the right to
explanation.

The explanation of recommender systems and their decisions, as a dimension
of the principle of transparency, would enable greater balance between economic
and social interests by allowing the existence of automated decisions and, simul-
taneously, reducing informational asymmetries between those responsible for data
processing and the users of the system, as it makes the disclosure of information a
legal obligation (Souza et al. 2021, p. 472).

According to the European Commission, the opacity of Al systems can be
mitigated through transparency obligations (European Commission 2020c, p. 15),
which include accessibility and understandability of information (Mittelstadt et al.
2016, p. 6). Without proper transparency in processes and decisions, in addition to
concrete mechanisms that ensure clarification and effective information, users may
have difficulties understanding the systems they use and their recommendations,
which would make harder to ensure accountability in case of damage. Thus,
explainable recommendation techniques are an essential approach to improve
transparency, effectiveness, reliability and user satisfaction with systems (Zhang and
Chen 2020, p. 77).

Explainable recommendations, for example, are essential for e-commerce, as
they increase the persuasiveness of suggestions and, at the same time, help
consumers to make efficient and informed online decisions. This strategy would
facilitate the process of making Al technologies socially responsible by ensuring
both commercial profits and benefits to users. In addition, some RS can provide
essential and crucial information for sensitive decision-making, such as in medical
treatment processes, where the explanation of recommended results is vital to ensure
the effective safeguarding of other people’s lives and health (Zhang and Chen 2020,
p. 81).

5.1.4 Codes of Conduct (Self-Regulation)

In addition to legal regulation by the State and the creation of ethical standards by
interested organizations, it is recommended that RS providers also act proactively in
the implementation of systems that respect ethics and human rights. The creation of
codes of conduct and ethical standards for the sending of recommendations by the
platforms themselves may be an important self-regulation tool, also helping com-
panies to comply with the law when it is effectively applied (Privacy International
2018, pp. 13-28).
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An example in this regard was the creation of the “Partnership on Artificial
Intelligence to Benefit People and Society”, originally established by some of the
big tech companies, such as Microsoft, Google, Amazon, Facebook and IBM, to
study and formulate best practices for Al, in accordance with ethical principles
(Privacy International 2018, p. 13). Among the objectives, it seeks to advance
the public’s understanding of technology, in addition to serving as a platform for
discussion about Al and its possible impacts on people and society (Partnership
on AI). However, it is crucial that these self-regulation codes and principles are
effectively applied on practice.

5.1.5 Digital Education in AI

From citizens to top technology executives, society must be educated about the
beneficial use, misuse and potential harm of Al especially RS (European Parliament
2020, p. 84). It is critical that there is increased awareness of Al at all levels of
education, in order to prepare citizens for the current digital age, making them better
able to make informed decisions that will be increasingly impacted by technology
(European Commission 2020c, p. 6).

In this context, the recent Digital Education Action Plan launched by the
European Commission, to be applied between 2021-2027, is a good example of
an educational project applicable to recommender systems. One of the main goals
established was to improve the digital skills of citizens from childhood, which
includes investing in basic knowledge of Al, ethical values associated with these
technologies and awareness of the existence of digital rights (European Commission
2020a). Such measures would work as a relevant strategy for reducing information
asymmetries, in addition to preventing risks by increasing public awareness,
empowering users and the consequent effective exercise of rights.

The educational approach is even more important for private professionals
who participate in the development processes of these technologies, as they must
understand not only how to create accurate systems, but also build them in
accordance with ethical and legal guidelines, based on human rights and democratic
values. For example, another initiative encouraged by the European Commission is
to transform some of the ethical principles into a “curriculum” to be followed by Al
developers, as one of the stages of their training (European Commission 2020c, p.
6). Furthermore, whether through public or private initiatives, the development of
ethics-related research in Al tools, such as RS, is essential.

5.2 Specific Legal Regulation for AI Systems

Due to the rapid implementation of RS and other AI’s tools in different sectors,
especially in digital platforms, and its harmful consequences, there are some
initiatives to analyse possible forms of regulation of the technology, with especial
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attention to the protection of vulnerable groups. To illustrate that, European Union’s
regulatory initiatives will be analysed as an example, given its potential to influence
other regulations around the world due to the Brussels Effect, as occurred with the
GDPR.

In this context, the regulation of disruptive technologies was first set through the
establishment of ethical principles, guidelines and opinions on the development and
use of Al, such as, for example, the 2019 Ethical Guidelines for Trustworthy Al
by the Independent High-Level Expert Group on Atrtificial Intelligence — Al HLEG
(2019) and the European Commission’s White Paper on Al of February 2020. In
this scenario, as mentioned in the previous topics, all stakeholders related to RS
must pay attention to these ethical standards applicable to Al

Yet, after the sedimentation of basic principles and guidelines applicable to Al,
the EU is now trying to implement binding legal rules specifically applied to this
technology, besides the already applicable data protection legislation, which the
main example is the GDPR. Thus, recently, EU legislature approved and started the
process of creation of legislations directed to Al and places where it is used (such
as digital platforms). In the context of RS, the recent approved Digital Services Act
(DSA) and, more directly, the proposal of Artificial Intelligence Act (AIA) are the
most important examples.

5.2.1 Digital Services Act (DSA)

The DSA (2022) is an European Regulation that creates rules for the providers of
certain information society services (digital services), especially through digital
platforms. One of its innovative measures is the creation of rules that directly
addresses recommender systems provided by online platforms. First, the regulation
defines RS on Article 3 (s) as “a fully or partially automated system used by an
online platform to suggest in its online interface specific information to recipients
of the service or prioritise that information ( ...)”, which is in line with the premise
of Recital 70 that RS are the core part of the online platforms’ business, since it
facilitate and optimise access to information for the recipients of the service.
Consequently, as RS influences in the way the information flows in digital
platforms,® the Regulation focus on the importance of transparency, creating on
Recital 70 and Article 27 obligations related to the information required in digital
platforms’ terms and conditions (that should be written in plain and intelligible
language) and options that these platforms must provide to the users in order to allow
them to understand, modify or influence the recommendations’ parameters. Also,
specifically in the case of providers of very large online platforms and online search

6 According to Recital 70, recommender systems of online platforms act algorithmically sug-
gesting, ranking, prioritizing and curating information to facilitate the user’s search of relevant
content and improving user experience, besides the amplification of certain messages, the viral
dissemination of information and the stimulation of online behaviour.



The Ethical and Legal Challenges of Recommender Systems Driven. . . 161

engines (article 33) that use RS—such as Meta and Google—article 38 require them
to provide at least one option for each of their RS which is not based on profiling.

In that way, online platforms should consistently ensure that recipients of their
service are appropriately informed about how recommender systems impact the way
information is displayed and can influence how information is presented to them.
They should clearly present the parameters for such RS in an easily comprehensible
manner to ensure that the recipients of the service understand how information is
prioritised for them. Those parameters should include at least the most significant
criteria in determining the information suggested to the recipient of the service and
the reasons for their respective importance.

As RS have a significant impact on people’s behaviour and how they interact and
find information online, the DSA intends to empower users through information and
choice, enhancing GDPR’s rules related to users’ control over personal data. For
example, the regulation sets obligation to providers of RSs of very large platforms
to conduct risk assessments (article 34 (2) (a)), mitigate the risks founded through
testing and adapting their algorithmic systems (article 35 (1) (d)) and explain, by the
request of the European Commission or the Digital Service Coordinator, the design,
the logic, the functioning and the testing of their systems (article 40 (3)).

Considering the problems related to RS, strengthening transparency obligations
on online platforms and providing greater choice to users is an important first step
to address the concerns fostered by this technology (Article 19 2021).

5.2.2 Proposal of an Artificial Intelligence Act (AIA)

The EU already has important regulation applicable to Al, such as GDPR, which
provides some level of protection. However, according to the European Commission
(2021), it was insufficient to address all the challenges that the technology may
create, as saw in the previous topics. Thus, on April 2021,” the Commission
proposed the first legal regulation specifically directed to Al, which aims to provide
Al developers, deployers and user with clear requirements and obligations regarding
the technology in order to both encourage innovation and protect potentially
threatened fundamental rights and freedoms, creating an environment of trust.

The proposal is set in a risk-based approach, addressing the risks specifically
created by Al applications, which may be considered unacceptable, high, limited
or minimal to people’s safety and fundamental rights. In accordance with Recital
14, although most Al systems existing today are considered of limited or minimal
risk, being useful for society, depending on the intensity and the scope of the risks
that Al may generate, it would be necessary to prohibit some Al practices; impose
requirements for high-risk Al techniques and obligations for its operators; or also
transparency obligations to certain Al systems.

7 “Currently, the processing of the Al Act is in its final phase, following amendments by the Council
of the European Union and the European Parliament”’; Council of the European Union (2022).
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Differently of what happens in the DSA, the AI Act Proposal does not specifically
address recommendation systems, but it will inevitably apply to these tools, as
they are based on Al and the generation of “recommendations” is covered by
the Proposal’s definition of AI on Article 3 (1) as one of its possible outputs.®
Consequently, it is possible that recommendation systems will have a different
treatment according to one of the four levels of risk they may create in the specific
case.

With that said, at first, RS of minimal or no risk associated would be free to
be developed and used. Yet, considering the potential manipulative uses, it may
be prohibited when it is developed with “subliminal techniques beyond a person’s
consciousness with the objective to or the effect of materially distorting a person’s
behaviour™ or when it “exploits any of the vulnerabilities of a specific group of
persons due to their age, disability or a specific social or economic situation, with
the objective to or the effect of materially distorting the behaviour of a person
pertaining to that group”' in a way that causes or is reasonable likely to cause
physical or psychological harm.

In addition, there is a great chance that recommendation systems will be
classified as high risk of harm to the health, safety or fundamental rights of
individuals, according to the criteria of the AIA Proposal, defined on Article 6 and
complemented by a list of high-risk application on Annex III.

If this is the case, high-risk recommender systems would be subject to a (third-
party) conformity assessment with a series of obligations before they are put
on the market or put into service—such as appropriate data governance (Article
10), elaboration of adequate risk management and mitigation systems (Article 9),
technical documentation (Article 11), appropriate human oversight (Article 14) and
provision of clear and adequate information to users (Transparency—Article 13)—
but also would be subjected to enforcement after such RS is already in use. These
ex-ante requirements related to transparency and risk-assessment would create an
obligation to RS’ providers to promote compliance by design in the case of high-
risk recommender systems (Reinhold and Miiller 2021).

Although the proposal has several memorable aspects, being the first regulation
specifically directed to Al, serving as an international inspiration, there are still
points of attention, such as the use of vague terms, the absence of an obligation
to carry out a human rights impact assessment or the little mention of the possibility
that people affected by Al systems have the power to challenge their harmful
outcomes—with, for example, the establishment of the right not to be subject to

8 Article 3 (1) of the Artificial Intelligence Act Proposal: “‘artificial intelligence system’ (AI
system) means a system that is designed to operate with elements of autonomy and that, based
on machine and/or human-provided data and inputs, infers how to achieve a given set of objectives
using machine learning and/or logic- and knowledge based approaches, and produces system-
generated outputs such as content (generative Al systems), predictions, recommendations or
decisions, influencing the environments with which the Al system interacts”.

9 Article 5 (1) (a) of the Artificial Intelligence Act Proposal.
10 Article 5 (1) (b) of the Artificial Intelligence Act Proposal.
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a non-compliance Al system, right to explanation or the right to lodge a complaint
with a supervisory authority) (Algorithm Watch 2022b).

For instance, if a RS has substantial effects on people’s lives, it must not only be
offered transparency concerning the implementation of the system, but mainly the
possibility to challenge its decision (Reinhold and Miiller 2021) (Algorithm Watch
2022a). Considering RS, thus, there must be legally and easily accessible options
for affected people to question the recommendations and, if it is the case, to demand
reversal, reconsideration through a different procedure, or even compensation.

In the case of RS of online platforms, through DSA, it is already possible to
the users to modify or influence the main parameters of the system. However, mere
technological solutions do not enough to ensure that Al systems are used in favour
of the individuals, not just the providers. At this point, similar to what happened
on DSA, accountability frameworks, empowering those directly affected by such
systems, are an important aspect in this Al context (Reinhold and Miiller 2021).

Furthermore, civil society still criticizes the last text of the AIA proposal, as
there are yet some loopholes necessary for an adequate fundamental rights-based
approach, especially in terms of meaningful accountability, public transparency and
meaningful and balanced civil society participation (Algorithm Watch 2022a).

Thus, there is a current trend towards regulation of Al systems, such as
recommendation systems, moving forward from a guidelines-principled approach
in the direction of the development of binding legislative acts, as happens in the EU.
However, it is necessary that these regulations do not act as a barrier to innovation,
creating too rigid obligations, nor are they just the false appearance of regulation,
creating vague and inoperative rules. Adequate regulation is essential for responsible
innovation—which can be achieved with effective governance instruments, through
regulation that is proportional to the systems’ level of risk.

Recommender systems can fulfil a crucial role in democratic society and not
only endanger, but also contribute to the realisation of fundamental rights and public
values when well developed and used (Helberger et al. 2021). The new legislative
initiatives must ensure that these systems work according to these values and not
against it. Therefore, the union of the DSA and the proposed AIA may enhance
users’ empowerment and effective choice/control, mitigating potential risks and
damages. It is a commendable first step, but we still have a long way to come.

6 Conclusion

In a hyperconnected world, with big data and information overload, recommender
systems are increasingly present in our lives, silently predicting and inferring our
interests, characteristics, and actions, influencing our decisions and categorizing
us in behavioural profiles to send personalized content. Despite unquestionable
benefits in terms of convenience, time management and organization, these tools
pose considerable risks to fundamental rights, such as autonomy, privacy, data
protection and non-discrimination.
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Consequently, given the growing importance of these systems at the same time
as the risk of adverse effects increases, there is a need for effective application and
improvement of viable policies to face the multifaceted challenges they may cause.
In other words, artificial intelligence applied to recommender systems must be
regulated to prevent private interests from being privileged over the basic principle
of “do not harm”.

In this environment, GDPR represents a fundamental regulatory framework to
address many of the human rights risks posed by the recommender systems’ Al
(Andersen 2018, pp. 30-31). As data is the engine of this technology, GDPR
introduces a positive structure in favour of greater control of users over their
data by establishing a series of rights, principles and requirements for the legal
processing of personal data, especially in the case of automated decisions and
creation of profiles. Many of these legal rules are drawn from ethical guidelines,
based on human rights and values, such as transparency, justice, non-maleficence,
beneficence, accountability, privacy, freedom, autonomy, dignity and solidarity,
which are also fundamental to address the threats brought by RS.

These legal rules and ethical guidelines must also be reinforced by regulations
coming from the technology itself, through “value-cantered design™ strategies,
where the architecture of RS considers these parameters in their way of functioning.
Furthermore, for these tools to work in favour of the human being, it is also
necessary to guarantee their adequacy based on impact assessments and algorithm
audits, added to the establishment of codes of conduct by the market actors
themselves. Besides that, “media literacy” policies are essential for the development
of a society that will be able to understand the logic of these systems and, thus,
make effectively informed decisions to reclaim control of their lives. Not least, the
creation of specific regulation of Al systems or of their application environments,
such as digital services provided by online platforms, is also essential to guarantee
the good application of all these rules, since many of them will be integrated in these
regulations.

Therefore, with the aim to maximize the benefits and mitigate the risks associated
with RS, so that these tools are beneficial and not harmful to individuals and society,
a multisectoral and multidisciplinary approach is essential, placing human being
in the centre and involving all sectors of society, including contributions from
ethical guidelines, technological functionalities, market self-regulation initiatives,
educational policies and, to ensure effective application, the Law, Especially those
directly created to the technology.'!

11 See generally, on the different applications of Machine Learning and, Al in this book A Oliveira
and M A T Figueiredo—Artificial intelligence: historical context and state of the art; I Trancoso,
N Mamede, B Martins, H S Pinto and R Ribeiro—The impact of language technologies in
the legal domain; J Gongalves-Sd and F L Pinheiro—Societal Implications of Recommendation
Systems: A Technical Perspective; A T Freitas—Data-driven approaches in healthcare: challenges
and emerging trends; M Correia and L Rodrigues—Security and Privacy; M Lanz and S Mijic—
Risks associated with the use of natural language generation: Swiss civil liability law perspective;
M S Fernandes and J R Goldim—Artificial Intelligence and Decision Making in Health: Risks



The Ethical and Legal Challenges of Recommender Systems Driven. . . 165

References

Ada Lovelace Institute, DataKind UK (2020) Examining the black box: tools for assessing algorith-
mic systems. Ada Lovelace Report, 29 Apr 2020. https://www.adalovelaceinstitute.org/report/
examining-the-black-box-tools-for-assessing-algorithmic-systems/. Accessed 15 Feb 2021

Aggarwal CC (2016) Recommender systems: the textbook. Springer International Publishing,
Cham

Algorithm Watch (2022a) Civil society open letter demands to ensure fundamental rights protec-
tions in the Council position on the Al Act. https://algorithmwatch.org/en/fundamental-rights-
protections-in-the-council-position-on-the-ai-act/. Accessed 27 Feb 2023

Algorithm Watch (2022b) A guide to the Al Act, the EU’s upcoming Al rulebook you should
watch out for. https://algorithmwatch.org/en/ai-act-explained/. Accessed 27 Feb 2023

Andersen L (2018) Human rights in the age of artificial intelligence. Access Now Report, Nov
2018. Accessed 15 Feb 2021

Article 19 (2021) EU: regulation of recommender systems in the Digital Services Act. Posted on
14th May 2021. https://www.article19.org/resources/eu-regulation-of-recommender-systems-
in-the-digital-services-act/. Accessed 27 Feb 2023

Beil M, Proft I, Van Heerden D, Sviri S, Van Heerden PV (2019) Ethical considerations about
artificial intelligence for prognostication in intensive care. Intensive Care Med Exp 7:70

Bernal P (2014) Internet privacy rights: rights to protect autonomy. Cambridge University Press,
New York

Bigonha C (2018) Inteligéncia artificial em perspectiva. Panorama setorial da Internet. Intel Artif
Etica 10:1-9

Bioni BR (2019) Protecdo de dados pessoais: a func¢do e os limites do consentimento. Forense, Rio
de Janeiro

Bioni BR, Luciano M (2019) O principio da precauc@o para a regulacdo da inteligéncia artificial:
seriam as leis de prote¢do de dados o seu portal de entrada? In: Frazdo A, Mulholland C
(eds) Inteligéncia artificial e direito: ética, regulagdo e responsabilidade. Editora Revista dos
Tribunais, Sao Paulo, p 720

Bittencourt I, Gomes E (2019) O consentimento nas leis de prote¢do de dados pessoais: andlise do
regulamento geral sobre protecido de dados Europeu e da lei Brasileira 13.709/2018. In: Anjos
L, Brandio L, Polido F (eds) Politicas, internet e sociedade. Instituto de Referéncia em Internet
e Sociedade (IRIS), Belo Horizonte, pp 26-35

Bradford A (2012) The Brussels effect. Northwest Univ Law Rev 107(1):2012

Cavoukian A (2009) Privacy by design: the 7 foundational principles. Information
and privacy commissioner of ontario. https://www.ipc.on.ca/wp-content/uploads/resources/
7foundationalprinciples.pdf. Accessed 20 Feb 2021

Council of the European Union (2022) Proposal for a regulation of the European Parliament and
of the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence

and Opportunities; W Gravett—Judicial Decision-making in the Age of Artificial Intelligence;
D Duréaes, P M Freitas and P Novais—The Relevance of Deepfakes in the Administration of
Criminal Justice. See also, on Ethics, in this book P U Lima and A Paiva—Autonomous and
Intelligent Robots: Social, Legal and Ethical Issues; A T Freitas—Data-driven approaches in
healthcare: challenges and emerging trends; M C Patrio Neves and A B Almeida—Before and
Beyond Artificial Intelligence: Opportunities and Challenges; M S Fernandes and J R Goldim—
Artificial Intelligence and Decision-Making in Health: Risks and Opportunities; M N Duffourc
and D S Giovanniello—The Autonomous Al Physician: Medical Ethics and Legal Liability; R
Nogaroli and J L M Faleiros Junior—Ethical challenges of artificial intelligence in medicine and
the triple semantic dimensions of algorithmic opacity with its repercussions to patient consent and
medical liability; and B A Ribeiro, H Coelho, A E Ferreira and J Branquinho—Metacognition,
Accountability and Legal Personhood of Al



 18320 3822 a 18320 3822
a
 
https://www.adalovelaceinstitute.org/report/examining-the-black-box-tools-for-assessing-algorithmic-systems/

 15966 9357 a 15966 9357 a
 
https://algorithmwatch.org/en/fundamental-rights-protections-in-the-council-position-on-the-ai-act/

 4739 12678 a 4739 12678
a
 

 5993 17106 a 5993 17106 a
 
https://www.article19.org/resources/eu-regulation-of-recommender-systems-in-the-digital-services-act/

 14851 39245 a 14851 39245 a
 
https://www.ipc.on.ca/wp-content/uploads/resources/7foundationalprinciples.pdf

166 E. Magrani and P. G. F. da Silva

Act) and amending certain Union legislative acts. Brussels, 25 November 2022. https://
data.consilium.europa.eu/doc/document/ST-14954-2022-INIT/en/pdf

Currie G, Hawk KE, Rohren EM (2020) Ethical principles for the application of artificial
intelligence (AI) in nuclear medicine. Eur J Nucl Med Mol Imaging 47:748-752

Edwards L, Veale M (2018) Enslaving the algorithm: from a “right to an explanation” to a “right
to better decisions?”. IEEE Secur Priv 16:46-54

Ekstrand JD, Ekstrand MD (2016) First do no harm: considering and minimizing harm in
recommender systems designed for engendering health. In: Engendering health workshop at
the RecSys 2016 conference. ACM, Boston, pp 1-2

European Commission (2018) Communication from the commission to the European Parliament,
the European Council, the Council, the European economic and social committee and the
committee of the regions: Artificial intelligence for europe, COM(2018)237—communication.
European Commission, Brussels

European Commission (2020a) Communication from the commission to the European Parliament,
the European Council, the Council, the European economic and social committee and the
committee of the regions. Digital education action plan 2021-2027: resetting education and
training for the digital age, COM/2020/624 final. European Commission, Brussels

European Commission (2020b) Proposal for a legal act of the European Parliament and the
Council laying down requirements for artificial intelligence (Ares(2020)3896535). European
Commission, Brussels

European Commission (2020c) White paper: on artificial intelligence-a European approach to
excellence and trust, COM(2020) 65 final. European Commission, Brussels

European Commission (2021) Regulatory framework proposal on Atrtificial Intelligence. Shaping
Europe’s digital future. https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-
ai

European Parliament (2019) State of the art and future of artificial intelligence. Briefing requested
by the IMCO committee. Policy Department for Economic, Scientific and Quality of Life
Policies, Directorate-General for Internal Policies. European Parliament, Brussels

European Parliament (2020) The ethics of artificial intelligence: issues and initiatives. Panel for
the Future of Science and Technology, European Parliament, Brussels

Floridi L, Cowls J, Beltrametti M, Chatila R, Chazerand P, Dignum V, Luetge C, Madelin R,
Pagallo U, Rossi F, Schafer B, Valcke P, Vayena E (2018) Al4People-an ethical framework for
a good Al society: opportunities, risks, principles, and recommendations. Minds Mach 28:689—
707

Guszcza J, Lee M, Ammanath B, Kuder D (2020) Human values in the loop: design principles for
ethical Al Deloitte Rev Technol Ethics 26:65-81

Hartmann IA, Franqueira BD, Iunes J, Abbas L, Curzi Y, Villa B, Abreu F, Dias R (2020)
Regulacdo de inteligéncia artificial no Brasil: policy paper. Contribuicio do Centro de
Tecnologia e Sociedade (CTS) — Fundacdo Getulio Vargas (FGV Direito Rio) a Consulta
Publica do Ministério da Ciéncia Tecnologia Inovagdes e Comunicagdes — MCTIC sobre a
Estratégia Brasileira de Inteligéncia Artificial. FGV DIREITO RIO

Helberger N et al (2021) Regulation of news recommenders in the Digital Ser-
vices Act: empowering David against the Very Large Online Goliath. Internet Pol-
icy Rev 26. https://policyreview.info/articles/news/regulation-news-recommenders-digital-
services-act-empowering-david-against-very-large

High-Level Expert Group on Artificial Intelligence — Al HLEG (2019) Ethical guidelines
for trustworthy Al. European Commission. https://www.aepd.es/sites/default/files/2019-12/ai-
ethics-guidelines.pdf

Human Rights Watch (2018) The EU general data protection regulation: questions and answers.
https://www.hrw.org/mnews/2018/06/06/eu-general-data-protection-regulation#. Accessed 10
Feb 2021

Jannach D, Zanker M, Felfernig A, Friedrich G (2010) Recommender systems - an introduction.
Cambridge University Press, New York



 32220 -307 a 32220 -307 a
 
https://data.consilium.europa.eu/doc/document/ST-14954-2022-INIT/en/pdf

 8434 25153 a 8434 25153
a
 
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai

 5358 47293 a 5358 47293 a
 
https://policyreview.info/articles/news/regulation-news-recommenders-digital-services-act-empowering-david-against-very-large

 15931 50614 a 15931 50614
a
 
https://www.aepd.es/sites/default/files/2019-12/ai-ethics-guidelines.pdf

 -687 53934 a -687 53934 a
 

The Ethical and Legal Challenges of Recommender Systems Driven. . . 167

Jobin A, Ienca M, Vayena E (2019) The global landscape of Al ethics guidelines. Nat Mach Intell
1:389-399

Kanoje S, Girase S, Mukhopadhyay D (2015) User profiling for recommender system. In: 4th
Post graduate conference for information technology (iPGCon-2015). Amrutvahini College of
Engineering, Sangamner

Magrani E (2014) Democracia conectada: a Internet como ferramenta de engajamento politico-
democrdtico. Jerud — FGV Direito Rio, Curitiba

Magrani E (2019) Entre dados e robos: ética e privacidade na era da hiperconectividade.
Arquipélago Editorial, Porto Alegre

Magrani E, Silva P, Viola R (2019) Novas perspectivas sobre ética e responsabilidade de
inteligéncia artificial. In: Frazao A, Mulholland C (eds) Inteligéncia artificial e direito: ética,
regulacdo e responsabilidade. Revista dos Tribunais, Sdo Paulo, p 720

Mazeh I, Shmueli E (2020) A personal data store approach for recommender systems: enhancing
privacy without sacrificing accuracy. Expert Syst Appl 139:112858

Milano S, Taddeo M, Floridi L (2019) Recommender systems and their ethical challenges. AI Soc
35:957-967

Mittelstadt BD, Allo P, Taddeo M, Wachter S, Floridi L (2016) The ethics of algorithms: mapping
the debate. Big Data Soc 3:2053951716679679

Monteiro RL (2018) Existe um direito a explica¢do na Lei Geral de Protecdo de Dados do Brasil?
Instituto Igarapé, Art. Estratégico 39. Adopted on Dez/2018

Mulholland C, Frajhof IZ (2019) Inteligéncia artificial e a lei geral de protecao de dados pessoais:
breves anotagdes sobre o direito a explicag@o perante a tomada de decisdes por meio de machine
learning. In: Frazao A, Mulholland C (eds) Inteligéncia artificial e direito: ética, regulacdo e
responsabilidade. Thomson Reuters Brasil, Sdo Paulo, pp 267-292

Nadee W (2016) Modelling user profiles for recommender systems. Doctoral dissertation, Queens-
land University of Technology

Paraschakis D (2017) Towards an ethical recommendation framework. In: 11th International
conference on research challenges in information science (RCIS). IEEE, Brighton, pp 211-220

Paraschakis D (2018). Algorithmic and ethical aspects of recommender systems in E-commerce.
Doctoral dissertation, Malmo University

Pariser E (2011) The filter bubble: what the Internet is hiding from you. Penguin Press, New York

Privacy International (2018) Article 19: privacy and freedom of expression in the age of artificial
intelligence. Apr 2018. https://www.article19.org/wp-content/uploads/2018/04/Privacy-and-
Freedom-of-Expression-In-the-Age-of-Artificial-Intelligence-1.pdf. Accessed 20 Feb 2021

Reinhold F, Miiller A (2021) AlgorithmWatch’s response to the European Commission’s proposed
regulation on Artificial Intelligence — A major step with major gaps. Algorithm Watch, pub-
lished on 22 April 2021. https://algorithmwatch.org/en/response-to-eu-ai-regulation-proposal-
2021. Accessed 4 July 2021

Reisman D, Schultz J, Crawford K, Whittaker M (2018) Algorithmic impact assessments: a prac-
tical framework for public agency accountability. AI Now Institute. https://ainowinstitute.org/
reports.html. Accessed 15 Feb 2021

Russell S, Dewey D, Tegmark M (2015) Research priorities for robust and beneficial artificial
intelligence. AI Mag 36:105-114

Sahu S, Singh S (2019) Ethics in Al: collaborative filtering based approach to alleviate strong user
biases and prejudices. In: 2019 Twelfth International conference on contemporary computing
(IC3). IEEE, Noida, pp 1-6

Seaver N (2018) Captivating algorithms: recommender systems as traps. J Mater Cult 24:421-436

Silva PR (2020) Os direitos dos titulares de dados. In: Mulholland C (ed) A LGPD e o novo marco
normativo no Brasil. Arquipélago Editorial, Porto Alegre, p 400

Souza CA, Perrone C, Magrani E (2021) O direito a explicacdo: entre a experiéncia europeia e a
sua positivagdo na LGPD. In: Bioni B, Doneda D, Sarlet IW, Schertel L, Rodrigues OL (eds)
Tratado de protecdo de dados pessoais. Forense, Rio de Janeiro, pp 243-270

Sunstein CR (2007) Republic.com 2.0. Princeton University Press, New Jersey




9153 35116 a 9153 35116 a
 
https://www.article19.org/wp-content/uploads/2018/04/Privacy-and-Freedom-of-Expression-In-the-Age-of-Artificial-Intelligence-1.pdf

 8926 39544 a 8926 39544 a
 
https://algorithmwatch.org/en/response-to-eu-ai-regulation-proposal-2021

 25177 42865 a 25177 42865
a
 
https://ainowinstitute.org/reports.html

168 E. Magrani and P. G. F. da Silva

Susser D, Roessler B, Nissenbaum H (2019) Technology, autonomy, and manipulation. Internet
Policy Rev 8:22

Tejeda-Lorente A, Bernabé-Moreno J, Herce-Zelaya J, Porcel C, Herrera-Viedma E (2018)
Adapting recommender systems to the new data privacy regulations. In: Fujita H, Herrera-
Viedma E (eds) New trends in intelligent software methodologies, tools and techniques. IOS
Press, Amsterdam, pp 373-385

Van Ooijen I, Vrabec HU (2018) Does the GDPR enhance consumers’ control over personal data?
An analysis from a behavioural perspective. J Consum Policy 42:91-107

Varshney LR (2020) Respect for human autonomy in recommender systems. arXiv preprint
arXiv:2009.02603

Wachter S (2020) Affinity profiling and discrimination by association in online behavioral
advertising. Berkeley Technol Law J 35:367

Wachter S, Mittelstadt B (2019) A right to reasonable inferences: re-thinking data protection law
in the age of big data and AI. Colum Bus Law Rev 2019:494

WP29 (2014) Article 29 data protection working party. Opinion 06/2014 on the notion of legitimate
interests of the data controller under Article 7 of directive 95/46/EC. Adopted on 9 Apr 2014

WP29 (2017) Article 29 data protection working party. Guidelines on automated individual
decision-making and profiling for the purposes of regulation 2016/679. Adopted on 3 Oct 2017

WP29 (2018) Article 29 data protection working party. Guidelines on automated individual
decision-making and profiling for the purposes of regulation 2016/679. Adopted on 6 Feb 2018

Zhang Y, Chen X (2020) Explainable recommendation: a survey and new perspectives. Found
Trends Inf Retr 14:1-101

Zhang Q, Lu J, Jin Y (2020) Artificial intelligence in recommender systems. Complex Intell Syst
7:439-457

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.


http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

Metacognition, Accountability and Legal )
Personhood of Al oo

Beatriz A. Ribeiro, Helder Coelho, Ana Elisabete Ferreira,
and Joao Branquinho
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1 Introduction

One of the puzzles yet to be solved regarding Artificial Intelligence (Al) is
whether or not robots can be considered accountable and have, eventually, legal
personhood. With inputs from Philosophy, Psychology, Computation and Law, the
paper proposes an interdisciplinary approach to the question of legal personhood
in AL In this paper, we examine, firstly, the concepts of Object (a mere tool, not
subject to legal personhood) and Agent, in order to understand in which category Al
may belong to.

Secondly, as the concept of Agent presents many difficulties, namely because
it seems to have a different meaning according to each of the above mentioned
domains of knowledge, a common denominator was identified, which it was found
to be the voluntary act. If there is a voluntary act, we must, then, conclude that we
have an Agent before us. Accordingly, and as long as Al acts voluntarily, it makes
sense to argue that complex robots (in the sense of strong Al) are Agents, thus not
mere tools.

Thirdly, since children, animals and people with mental illnesses act voluntarily
but are still not held accountable (either have no legal personhood or limited exercise
of such personhood), the paper investigates what is missing in these cases, in order
to draw a line between accountable and non-accountable agents.

At last, we analyze how Metacognition, a concept borrowed from Psychology,
which is broadly defined as the cognition about cognition, resulting in mental
processes that control an entity’s thoughts and behavior, can be applied to law as
a minimum requirement for accountability and eventually legal personhood. For
instance, we shall see that both children and people with mental diseases, besides
being two categories of subjects that have a very restricted legal capacity, also show
some limitations when it comes to Metacognition. In other words, we argue that the
main difference between a responsible and non-responsible Agent depends on the
metacognitive processes that can be carried out by the entity. Ultimately, we discuss
how to transpose this idea to Al, debating the possible terms of legal personhood of
Al

There’s no doubt that the Law depends, to a certain extent, on the description and
classification of the problem (Birks 1997) we have before us. In other words, when
confronted with a given situation, we are forced to list its essential features and see
if those features match the legal norm. If it does, we have found ourselves a legal
solution for the problem; if not, we must keep searching for a match.

When it comes to legal personhood, there are some basic requisites which, in
absence, rule out any chance of even considering ascribing it to a certain entity.
For instance, no one thinks about describing a deceased person as a legal person,
though some rights might be extendable after death (such as right to honor). Legal
personhood regarding human beings implies being alive, as this status begins when
we are born. Whenever something doesn’t quite fit the categories that we, humans,
created, for instance if we’re somewhat alive and not yet born (the unborn child), it
becomes unclear for us what must be done regarding that entity.



Metacognition, Accountability and Legal Personhood of Al 171

In this sense, it has been argued (Boulangé and Jaggie 2014) that the first step in
order to build a legal framework, in the case of any sort of robots, is to determine
its status, meaning define its concept and boundaries and then confront it with the
available legal options. In this regard, Pagallo (2013) developed extensive work on
understanding the main traits of each type of robot that is planned in the near future,
in his book The Laws of Robots: Crimes, Contracts, and Torts.

Globally, the author divides the possibilities into three categories: (1) Legal
Person, (2) Proper Agent and (3) Source of Damage. What it means, in practice,
is that we must check whether a given robot shares sufficient attributes with human
beings, therefore leading us to grant it Legal Personhood (Hypothesis 1). If it has
much more similarities, meaning more features in common, with the concept of
tool, thus being considered a mere object, then the answer is to treat it as such
(Hypothesis 3). What can also happen is the robot not being completely alike to any
of those categories and yet share a fair number of attributes with each one. We have,
then, a Proper Agent (Hypothesis 2), whatever legal terms we might want to apply
to 1t.

Accordingly, in a preliminary stage, it is relevant to understand what it means
to be an Agent. If an entity is an Agent, it is, therefore, not a thing, because the
logic law of non-contradiction doesn’t allow this to happen. Given the fact that one
thing opposes to the other (and they do, since they show different and opposite
properties) the sentence The robot A is an Agent and the sentence The robot A is
a thing cannot, ever, be true at the same time. For instance, an Agent, as we shall
see, acts voluntarily, while a thing doesn’t act at all. It seems obvious that one entity
cannot act voluntarily and don’t act at all at the same time.

By understanding what an agent is and arguing that a robot is an Agent, we
exclude, automatically, the idea that it can be a thing. In a second phase we’ll look
into what it means to be a legally responsible Agent.

On the other hand, and endorsing the idea stated by Asaro (2007), the mere
comprehension of the concept of Agent might as well help us to draw the boundaries
of legal personhood, since the first concept walks hand-in-hand with the latter. In
other words, Agency might conceal important clues in this domain.

Predictably, understanding the concept of Agent and list its main features is
nearly impossible. Every single area of knowledge uses the notion of Agent, and
yet, consensus has not been found. To name a few, Psychology, Philosophy, Law,
Computation, Economy and Neuroscience, each stole the concept of Agent and
filled it out with the attributes that most suited the domain. In this regard, Shardlow
(1990) has a very interesting thesis where he reached, precisely, to this conclusion,
even though the author investigated mainly three areas: Philosophy, Psychology
and Computation. Confronted with this fact, we would be forced to argue that the
concept of Agent is a dead end. Nevertheless, there may be something that can be
done about this dead end.

There’s this method in programming and computation, that programmers use
when they must describe a complex problem: they draw the base-case. The base case
is, simply put, the description of the simplest possible case in the complex situation.
In a second stage, then, comes the building and writing in code of complex cases
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and respective exceptions. What is, then, our base case in matters of Agency? What
is the one thing or, rather, the only feature that, regardless of the area we look into,
is always there?

As it shall be argued, is it the voluntary act. However, it will be also shown that
this is not enough, since children, animals and people with mental disabilities do act
voluntarily but are not considered legally responsible.

The following step was to determine what was missing in these cases, with
resource to the domain of Psychology, which was found to be certain types of
metacognitive processes, related to the ability of feeling guilt and the capacity of
planning complex behavior.

In this sense, besides the capacity of acting voluntarily, any responsible entity
has to show a specific kind of metacognitive processes. Only then accountability is
an option. For a comprehensive understanding of the paper, the next page provides
a visual outline of its structure.

2 What Is the Common Denominator in Agency?

Intuitively, each one of us has an idea of what it means to be an Agent. It’s an entity,
whatever kind, capable of acting and execute actions, opposing to others entities that
merely tolerate or accept events that happen to them.

In order to find a consensual definition, however, we must increase the level of
abstraction. In this abstract sense, and for this purpose, an Agent is an entity which
acts continuous and autonomously in time, in a dynamic environment, where other
processes exist, and other Agents are present (Coelho 2008).

In Philosophy, two of the most prominent theory are the Standard Conception
and the Standard Theory. Both argue that and Agent is a being which is capable
of intentional action.! The difference between these two theories has to do with
whether or not the intentionality of the action includes unwanted actions.

For instance, let’s imagine Asimov wishes to reach for his glass of water, in the
middle of the night, and turns on the light in order to do so. We would assume that
the latter was desired by him, and intentional, since he had, before actually acting,
the thought about turning on the light in order to get the glass of water. However,
if there was a burglar on the outside of his house and he was not aware of this fact,
he might as well let the burglar know he was home, even though it was not what he
intended to do.

Even though he wanted to turn on the light, Asimov’s thought was definitely
not about alerting the burglar and yet he did it. This is what an unwanted action is.
The Standard Conception argues that intentional action includes both turning the

! Intentional action not in the sense of having the intention to do something but instead in the sense
described by Anscombe (1957) and Davidson (1963), which relates to acting for a reason (a mental
state of believing that the specific action is the best to achieve a certain goal).
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light for the glass and turning the light and warn the burglar; on the other hand,
the Standard Theory holds that only the first is an intentional action. Despite not
agreeing about the meaning of intentional action, both theories believe an Agent
is an entity capable of intentional action. Thus, according to these perspectives, an
entity is an Agent if it can act voluntarily, since the act depends on the belief that
the specific action in question is the best to achieve a certain goal.

Naturally, and especially not in Philosophy, this is not the sole theory at the center
of the debate. Other theory was described by Dennett (1987). This author argues that
we have an Agent before us if we can predict his behavior, accurately, by means of
its mental states. Accordingly, Allen and Bekoff (1997) used this idea, arguing that
it could be applied to non-human Agents.

More recently, Barandiaran et al. (2009) focused on extremely simple entities,
such as bacteria. In the author’s opinion, the fact that these kind entities can’t
be included in the category of Agent, given the before mentioned Philosophical
theories, doesn’t mean they shouldn’t be regarded as Agents. In this sense, Baran-
diaran outlined three main requisites for what he calls minimum Agency. Besides
individuality (which is the clear distinction between the Agent and its environment)
and normativity (meaning the existence of goals and rules that the Agent uses to
guide its action) he also argues that interactional asymmetry is crucial. This last
precondition for Agency concerns the ability to exchange energy and matter with
the environment. In other words, the Agent must be able to collect the necessary
energy to act and being a passive entity in the environment is not enough.

So far, in Philosophy, it seems that the voluntary act is a relevant requisite to
ascribe Agency. As we shall see later on, this is not the only domain of knowledge
where this ability is a precondition.

In fact, that’s precisely what happens in Computation. While Minsky (1967) saw
the artificial Agent as a Finite State Machine (FSM), a description often seen as
reductive, other authors such as Russell et al. (1995, p. 33) see the Agent as an
entity that analyses the surrounding environment and acts according to the input of
that same environment.

Another very praised view is the one described by Wooldridge and Jennings
(2009) which defines the Agent as the entity that presents properties such as
autonomy, social skills, reactivity to the environment and proactivity (ability to
initiate action). According to the authors, an entity that shows these cumulative
attributes has what they call weak Agency. Conversely, if we’re looking for a strong
Agency, the Agent must show some degree of cognitive processes, including beliefs,
desires and intentions (Taylor 1966, p. 98; Shoham 1993).

It is not possible to simply look into every single area of knowledge in order to
discover what it means to be an Agent in each one. There’s, still, one more to go
and is an especially complex domain: Law.

In Law, an Agent is typically considered the author of an illicit action (for
instance a crime), which he did by means of a voluntary act. The biggest issue
in this matter is that in order to be considered an Agent, in the sense used by Law,
there’s the implicit idea that the Agent has legal personhood. Since we’re trying to
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do the opposite, meaning we’re trying to get to accountability and legal personhood
through the notion of Agent, this isn’t particularly helpful.

What we can do, instead, since the concept of legal person can be considered as
the basic unit of law, in order to act in legal relationships (Derham 1958), is examine
what makes the difference when it comes to giving legal personhood to an entity. In
other words, it’s important to investigate the reasons behind the lawmaker’s decision
to grant or not this legal status to an entity.

The first reason to give legal personhood is, obvious and naturally, because the
entity is a (born and yet not deceased) human being (Solaiman 2017). Artificially,
we also consider companies to have legal personhood, with theories justifications
that go back to Savigny and that by no means this paper intends to discuss.

In this sense, there are two main theories, regarding the matter, in analytic
jurisprudence: the will theory and the interest theory (Kramer et al. 1998). Most of
the nineteenth-century German legal academics who wrote on this topic based their
theories on the Kantian ideas of freedom and autonomy as the central concepts.
Human beings possess, according to this theory, innate moral freedom, which
grounds their capacity to hold rights and thus their legal personhood. Yet, the
minority view, advocated an interest-based understanding of rights. Modern analytic
theories of rights are usually classifiable as either one of these theories. However,
hardly any of the theories can be said to have ‘won’ the debate (Kurki 2019).

Additionally, these theories are still not enough in order to draw the line between
responsible entities and non-responsible ones. Anglo-Saxon Judges reflected exten-
sively upon the concept of Agent, long before it became a foregone conclusion to
us. Salmond (1913), argued that in order to be a juridical person, one must show the
capacity of being a part in juridical relations. In another direction, Dewey (1926)
described how we do not think about conceding legal personhood to things, since
their behavior would be exactly the same, whether you ascribe or not legal duties
to it. In the author’s words, we grant legal personhood to either entities whose
behavior can be modulated by the legal norm or to entities through which we wish
to regulate human’s behavior, this being the reason why ships were once given legal
personhood.

More recently, Dario and Palmerini (2012), based on the before mentioned
theories of Legal Personhood related the concept of legal personhood to the idea
of duty and the thought of being able to act in order to enforce that same duty.

Today, and in general, several authors (for instance, Mathew Kramer and Joel
Feinberg, this last author regarding animals) have supported a specific conception
of legal personhood: the one that argues that any entity who is capable of carrying
legal rights should be granted legal personhood (Kurki 2016).

This vision has been somewhat applauded, constituting, inclusively, the main
grounds for a case in December 2014, in the NY Supreme Court about a chimpanzee
named Tommy. Tommy’s representation asked for the extension of the concept of
legal person, in order to be able to request habeas corpus later on. The representative
argued, precisely, that animals can carry at least one legal right, and that this was
enough to get a specific type of legal personhood, in accordance with the rights
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proclaimed (Kurki 2016). Pietrzykowski (2017) described a similar case in a Court
of Argentina, about an Orangutan in a Buenos Aires’ Zoo.

There’s intense literature when it comes to this debate. Other relevant views
include Rationality as the main criteria for legal personhood (Morse 2000) and
Intentionality® (Calverley 2008; Chopra and White 2011).

It’s important to state that we cannot, ever, disconnect the Law from the reality
where it operates. Law is permeable to reality and culture (Ferreira and Pereira
2017) and this is a crucial relation if we want to avoid an obsolete and useless
legislation. This is why all these different theories in Law are so important in this
research.

It is also relevant to point out that it seems that regardless of the view supported,
there’s always this idea of being able to act (in the sense that if one is capable of
carry a legal right or obligation one must be capable of acting accordingly) hovering
over all the mentioned theories. The same occurs in Computations and Philosophy,
though wearing different vests. In conclusion, it appears that different words are
used to name the same thing.

As described before, each area of knowledge took the concept of Agent to itself
and designed it in its image and likeness. Despite this fact, however different the
definitions of Agent might be, the condition of having the power to act, voluntarily,
is always present.

3 What Is a Voluntary Act?

Markby, in Elements of Law—Principles of Jurisprudence (1889) defined voluntary
act as the body movement that follows the will. Coincidentally, on another domain
of knowledge—in Classic Philosophy—Davidson used this exact same description,
84 years later, when writing his theory of Agency. The same was argued again
and again throughout the twentieth and twenty-first centuries—in Law, though with
different words—namely by Cook (1917) and Yaffe (2012).

In Psychology, James et al. (1890) described the voluntary act as the opposite
of involuntary act, in the sense that the latter occurs without foresight. In recent
Philosophy, the similar was argued by Olsaretti (1998), who supports the idea that
we have a voluntary act if we have not an involuntary act. The action will not be
voluntary, in the author’s thesis, if there is no other acceptable option, according
to some objective criteria (though the author doesn’t exactly explain what is this
objective criteria). For Olsaretti, an unacceptable option is the one that causes
specific damage to the Agent or when a moral rule is imperative to the point that
makes all other options unacceptable. She also states that the voluntary act is deeply
related to the motivations of the Agent, in the sense that it depends, inevitably, on the
beliefs the Agent has about his options. If the Agent is mistaken about his options,

2 In the sense previously described in Philosophy.



176 B. A. Ribeiro et al.

he might have a good option but be unaware of its existence. Thus, an act can be
involuntary for misinformation.

That’s precisely what Aristételes (2004) argued, in Nicomachean Ethics: that the
only two reasons that would make an act involuntary would be ignorance or major
external forces.

In conclusion, an act seems to be voluntary when there’s a bodily movement,
guided by will, as long as it is not undermined by ignorance or an external force.

The following question is: does Al act voluntarily? Al might have a previously
defined (by humans) structure of their beliefs, desires and intentions, but after that
initial definition, more complex (or stronger) Al is able to act upon the environment
autonomously, and possibly according to the goal they set for themselves. We have
come to the point when Al is so advanced that in some cases not even creators
know exactly why the robot did what it did. In normal conditions, the robot is well
informed about his choices, as it is capable of collect the essential information in
order to create a model of the world. Also in normal circumstances, they will not be
coerced to do anything, though they might be.

So, do robots belong in the category of Agent? It appears that in the cases of
strong or complex Al robots (the so-called robust Al) seem to have the minimum
requisite to be considered as one: they act voluntarily.

It’s important to disclaim that by referring to complex Al, namely, machines
that use cognitive processes or machine learning, we are not describing objects that
clearly act as tools and that are perceived and intended to act as such, like smart air
conditioners which adjust according to the temperature or lights change intensity
according to the hour of the day.

As mentioned before, if complex Al belongs in the category of Agents, it cannot
be considered merely a tool. What matters now is to learn how much responsibility
they can take, if any at all.

4 What Makes an Agent a Legally Responsible One?

The next step is trying to understand what makes the Law ascribe responsibility or
not to an individual.

According to the previous definition of Agent, it seems obvious that children and
animals are also Agents. However, we don’t consider them as legally responsible
Agents. In other words, simply being an Agent and acting voluntarily isn’t enough
for the Law. In this sense, where should we draw the line between responsible agents
and non-responsible ones?

There is one very relevant legal concept that might help us in this query, which
is the notion of imputability. However, the sense that we want to grasp here is
the lack of imputability, which relates to a specific category of people to whom,
either because they are under aged or suffering from a mental illness, we cannot
ascribe legal responsibility to, even though they have legal personhood. Though
there are many reasons and theories on why Law does not deem these individuals as
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accountable, one of the major reasons concerns is the fact that these subjects do not
present the capacity of feeling guilt (Pizarro de Almeida, 2000 p. 21).

In the legal sense, guilt is understood as the capacity that the subject has of acting
in a responsible way, meaning he is able to understand what an illicit behavior is
and therefore opt by not performing that behavior. In this sense, the subject must be
capable of reflecting upon a certain conduct and assert a positive or negative value
to that same conduct.

In other words, we can only ascribe any legal responsibility when we assume that
the Agent has the minimum requirements, from a physical and psychological point
of view, in order to respond positively to normative rules. In the presence of this
set of minimum requirements then we have an imputable Agent (Mufioz Conde and
Aran 1996).

Other than helping in the judgement in criminal cases, the guilt also relates to a
negative valuation that the society develops towards the Agent’s behavior. There’s
no point, at all, in addressing a negative valuation of conduct towards an Agent that
is not capable of understanding that judgement. It simply will not be effective. In
these cases, the cognition of the Agent might be so compromised that even though
he can act voluntarily, according to some desires or goals, he cannot reflect upon
those (primary) mental states that originated the behavior.

In Philosophy, as well as in Cognitive Psychology, these mental states about other
primary mental states, goes by the name of Metacognition.

5 Metacognition: Shaping Legal Responsibility

It seems fair to say that we are allowed transpose concepts from one domain of
knowledge to another. Most of the foundations of Modern Law came from authors
such as Kelsen, Hart and Austin, all of them also philosophers, who set the grounds
for Philosophy of Law. On the other hand, we cannot legislate about the world
around us without fostering concepts of the mundane. For instance, we wouldn’t
be able to legislate Medicine if we were not capable to grasp the concepts of that
specific area of knowledge. Moreover, some authors such as Morse (2003) argue that
Law itself uses models of actions that derive from Folk Psychology.? In other words,
it is legitimate for us to use concepts long used in other areas of knowledge, is this
case, the notion of Metacognition, which is a relatively old concept in Philosophy
and Cognitive Psychology.

In general, Metacognition is the cognition about cognition (Fleming et al. 2012),
being useful in order to control and/or monitor behavior and mental processing
(Nelson and Narens 1990).

3 Folk Psychology is traditionally used to denote our everyday (intuitive) understanding, or
rationalizing, intentional actions in mentalistic terms (Hutto and Ravenscroft 2021).
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Frankfurt (1971), a philosopher, argued that the main difference between human
beings and other types of Agents is rooted in the structure of the will, in the sense
that only human beings reflect upon their own motivations, which results in second
order mental states. For instance, let’s imagine Wall-e has to study for an exam. In
order to succeed in this exam, Wall-e must, beforehand, list the study methods he
knows, analyze his own strong characteristics and his weaker ones, so he can choose
the best study method for him, considering the specific subject he has to study.
Learning is, in itself, a cognitive process. By reflecting on this cognitive process
(choosing a study method), he is using this second order mental states or, as many
authors describe, secondary cognition. To Frankfurt, the difference between human
beings and other Agents, which also act voluntarily, is Metacognition. We can, then,
argue that there is a distinction, between Agents who act voluntarily but do not
show Metacognitive Processes, and Agents who act voluntarily and do present this
capacity.

Agents who act voluntarily and present metacognitive processes can do so in
several ways, as this type of cognition has many shapes and forms, and not all will
be described in this paper. However, as we shall see, to hold an entity accountable,
at least two kinds of metacognitive processes are required: strategic and monitoring
processes. Both will be explained henceforth by this order.

As Cox (2005) stated, any intelligent Agent, when confronted with a choice (any
choice, therefore including the choice to practice an illicit act or not), he must decide
three things: (1) which action, given the possible ones, is the most adequate in
the present situation, (2) if the choice he is making is sufficiently informed or if
more information is required and (3) if something has gone wrong, understand why
it happened. This is a critical auto-reflexive type of thought, which translates the
analysis that an individual makes in terms of the quality of the options presented in
decision-making. In turn, this process is undoubtedly linked to Metacognition.

Accordingly, one of the most essential components of Metacognition described
by literature is knowledge of cognition (Lai 2011). This implies awareness of
our own capacities and limitations, including internal and external factors that
may affect or reduce our cognitive performance (Flavell 1979). This component
is extremely relevant when it comes to defining strategies in action, since it is the
reason we chose one strategy to the detriment of other strategy (as it happens in the
above mentioned example of the study methods).

What is important to point out is that any person who wants to commit act
illegal act has, necessarily, the strategic analysis that was described in the previous
paragraph. A mentally ill person can act wrongfully but his intention was to act
merely and not to act illegally. On the other hand, someone who plans an illegal
act, thinks about the final goal, reflects on his own capacities and limitations and
other external factors that might affect his performance, defines a strategy, all things
considered in the light of the possibility of being caught.

Supporting this idea, it might also be useful to look into the theory of planned
behavior, from the area of Psychology (Ajzen 1991). Summarily, the author argues
that the Agent’s intention is modulated, mainly, by three things: (1) individual
attitudes regarding the behavior at hand, (2) individual pressure concerning the
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specific conduct and (3) behavior control. Simplifying, what we have is a certain
behavior, linked to an intention which in turn is modulated by these three factors.
There hardly can be any doubts about the existence of strategic metacognitive
processes on planned behavior, including illicit planned behavior.

On the other hand, Metacognition is said to have three levels of consciousness in
any storyline. The first one concerns the story or the behavior itself. The second one
relates to the thoughts that the Agent has towards that occurrence. The third and last
one is about the reflexive work about the thoughts of the second level (Cox 2005).

Translating the theory to a practical example, let’s imagine we have a subject,
HAL, shopping at the local store. Someone tries to steal something, and the police is
called to the store. The thief is caught and taken into custody. HAL watched closely
everything that happened. This is the first level of consciousness, the occurrence,
story or behavior (in this case, someone stealing in the shop). HAL then kept on
with his life, meditating about the event, its legal value, and the punishment he saw
being applied to the thief. We have, then, a level two of consciousness. Finally, as
a healthy human being, HAL is also capable of having second order thoughts about
that first reflection. For instance, he might initially have thought that the punishment
was not fair but then feel ashamed by his own thought. Or realize he didn’t think
stealing was wrong and then feeling scared that he might act in a similar way.

What we have at hand is a judgement made about other judgements, with the
purpose of monitoring behavior. As explained through the example above, being
able to feel guilt, can also be considered to have this purpose.

As previously described, one of the reasons why law does not account people
with mental disabilities is, precisely, the inability to feel guilt, which implies a kind
of complex agency. This complex agency implies the capacity of understanding
what an illicit behavior is and opting by not performing that behavior, which in
turn implies metacognitive processes, in this case, not in the sense of strategic
analysis (needed when planning and illicit behavior) but rather in the sense of
monitoring behavior (which concerns the process of reflecting upon behavior and
decide whether or not commit the crime).

In conclusion, among the several forms of metacognitive processes that an
individual may have, to perform and understand an illicit behavior, an individual
will need, at least, two types of metacognitive processes: strategic and monitoring.
This is the core of accountability.

Without knowing, Law has been using this concept of Metacognition across time.
Animals are not directly responsible, nor children are, having instead someone who
is responsible for them. In the first case, animals are able to understand that the
occurrence getting a biscuit happened because they rolled over when asked to.
However, they cannot, in general, have complex and second order thoughts about
the best way or method to do it, which leaves us only with a second level of
consciousness and hardly any metacognitive processes. Accordingly, animals are
not held accountable for their acts, nor are granted legal personhood.

Children’s situation is clearly different, as they show some type of Metacogni-
tion, and it gets more complex while growing up. There are many studies in this
regard, for instance the ones described by Georghiades (2004), in From the general
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to the situated: three decades of Metacognition, which shows precisely this. They
are, inclusively very early in their lives, able to learn (and learning implies a certain
kind of Metacognition). They do not present, however, strategic Metacognitive
processes, which, as described in the previous paragraphs, is the specific kind we’re
looking for when discussing legal accountability. We’re talking about a formally
stated operational thought (Piaget 1976), which rarely is attributed to children
(Brown and DeLoache 1978). Studies also show that strategic Metacognition starts
developing around 14 years old, even though it might not be completely developed
until later on (Schraw and Moshman 1990). Although children do have legal
personhood, truth is, by chance or not, the law only ascribes criminal responsibility
to underage individuals when they turn 16 years old, believing that at this age they
are sufficiently developed to understand the consequences of their actions.

This type of strategic Metacognition is also missing in the case of some mental
illnesses (Saxe and Offen 2010), though the consequences in consciousness might
change from disease to disease and from person to another person (David et al.
2012).

In programming and computation, Metacognition relates to what the system
knows about its own cognition and also about cognition in general. As Crowder
et al. (2011) describe it, in Al this concept is intertwined with introspection, in the
sense that allows the machine to form beliefs about its own internal states, instead
of simply analyze the environment where it moves.

Traditionally, in computation, metacognitive processes are used for specific
problem solving, such as algorithm selection from the efficiency point of view (Cox
2005).

In this sense, Crowder & Friess argue that there are at least three types of
Metacognition in this domain of knowledge:

(a) Metacognitive knowledge, which relates to what the system knows about itself,
as a cognitive processor (Kosko 1986);

(b) Metacognitive regulation, regarding the control of cognition and learning,
which may include the knowledge the system has about what it knows and does
not know (LaBar and Cabeza 2006);

(c) Metacognitive experience, which concerns past experiences that somehow
relate to the present mission of the system (Crowder et al. 2011), allowing the
system to create expectations or predictions about what may happen, given those
experiences that took place before that moment of analysis.

In this sense, its seems fair to acknowledge that AI can has some degree of
metacognitive processes. However, it does not match the type of Metacognition
necessary in order to consider an entity as accountable. In fact, none of these
processes translate in strategic or monitoring metacognitive processes. Hence, Al
should not, at least for now, be held accountable for its behavior, the same way kids,
animals and people with mental illnesses are not.
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6 Accountability and Legal Personhood

Up to this moment, we linked Agency, to voluntary act, the latter as a minimum
requirement for the first, and accountability to metacognition. There is still one
round left, regarding the connection between accountability and legal personhood.

We are fully aware that legal responsibility and legal personhood are not the same
concept, an often-made mistake regarding Al, either by scholars or official entities,
as Pagallo (2018) pointed out in his research. In fact, they’re different concepts
and might also mean different legal consequences. But they must be intrinsically
intertwined.

In this paper, we described how animals, children and people with mental
illnesses were not to be considered accountable from the legal standpoint. In this
sense, it was also highlighted that, even though children and people with mental
disabilities do have legal personhood in most jurisdictions, they do so within a
limited scope and a restricted exercise of their rights. We also pointed out how
animals do not have legal personhood, at all, in most jurisdictions, although some
extensions of this instrument were granted in specific cases.

In fact, it appears that legal personhood in its full sense exists to the extent that
the entity is capable of exercising its rights. As we have seen, there are entities
(e.g. children and people with mental disabilities) that while being granted legal
personality, do not present legal capacity or have their legal capacity restricted, and
therefore are not considered legally responsible. In other words, the scope of their
legal personhood is limited.

On the other hand, any entity who is considered to have some sort of account-
ability, e.g. people in general, have both personality and capacity. Their legal
personhood is at its fullest.

This means, in principle, that even though legal personhood can be granted either
way, if we don’t have accountability, we hardly can have legal capacity. In other
words, accountability fills the capacity of the entity, thus determining the actual
content and size of the legal personhood.

This is consistent with the idea described by Visa A. J. Kurki of what constitutes
an active legal personhood, opposing to a passive legal personhood, being a concept
that “requires that one can perform acts-in-the-law (being endowed with legal
competences) and be held legally responsible (onerous legal personhood)”. In his
research intitled “A Theory of Legal Personhood”, the author states that the key
elements of active legal personhood are centred on legal responsibility and legal
competences.

In fact, one cannot be interested in the idea of a “shallow legal personhood”. Take
the example of the robot Sophia, the humanoid robot built by Hanson Robotics,
which “jokingly” stated Al would destroy humans in the near future. Sophia was
granted citizenship by Saudi Arabia, in 2017. Besides all the hype and attention
this circumstance has received, from a legal stance, this citizenship is hollow, in
the sense that there is no actual point in granting such status. In reality, the word
“jokingly” must be used with caution since the robot Sophia as no idea what a joke,
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in practice, means, let alone the meaning of a legal duty. Sophia may have been
granted citizenship but has no means to exercise its rights as a citizen.

The same logic should be applicable to legal personhood in the case of Al If
no legal consequences can be drawn from it, similarly to the citizenship of the robot
Sophia, there is no actual benefit in granting it. Moreover, we should only do it, when
we recognize the utility of this step, as it occurred in the case of corporations. Legal
persons, gained its fictional legal personhood, when humans started to understand
the importance of attributing legal obligations to companies. In other words, when
humans started to recognize the utility in it.

Still, we could argue that both children and people with mental illnesses lack
either or both the competence and the accountability elements of legal personhood,
and still it is granted to them (although, as Kurki puts it, it is a kind of passive legal
personhood), meaning that there would be no reason to avoid doing the same in the
case of Al

However, there are specific reasons for such thing to happen. As Savigny and
many other authors stated, the original concept of legal person is typically a match
with the concept of human being, based on the presumption that human beings
possess legal capacity (Kurki 2019). In this sense, to both children and people with
mental disabilities, legal personhood is attributed by the mere fact that they’re both
categories of born human beings, a criteria that, surely, cannot be applied to Al This
circumstance tells us that we must look for a different criteria in this case. In this
paper, it is argued that this criteria should be the possibility of playing an active role
in legal personhood, through competence but, in special, legal responsibility.

Additionally, to children, legal personhood is typically attributed according to
the Hegelian understanding that there is a potential of rationality and freedom and
that children start to accumulate the capabilities required of a duty-bearer at some
point (Kurki 2019).

In conclusion, without metacognition, there can hardly be any legal responsibil-
ity. On the other hand, without accountability, there is no reason why Al should
have legal personhood, because without this element, there are no useful legal
consequences to be drawn from it. Such legal consequences may only exist the day
we find Al to be accountable. Otherwise, legal personhood in Al will mean nothing
more than an empty shell.

7 Conclusions

This paper sought to draw a line between accountable and non-accountable Al, using
several areas of knowledge, such as Philosophy, Psychology, Computation and Law.
In this sense, the paper argues that the problem of whether or not to ascribe legal
personhood to Al can be solved through the notion of metacognition, a concept that,
without knowing, Law has been using all along to decide upon this matter.
To achieve this purpose, we started by examining the meaning of Agent, in order
to assess whether or not Al should be considered as such. As the concept presented
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many difficulties, a common denominator was needed, which it was found to be the
voluntary act. If there is a voluntary act, we must, then, conclude that we have an
Agent before us. Accordingly, and as long as Al acts voluntarily, it makes sense to
argue that complex robots are Agents, thus not mere tools.

However, as stated before, this does not necessarily mean that an Al must be
held accountable just because it fits the category of Agent. Animals, people with
mental illnesses and children are intuitively considered Agents and yet not held
accountable.

Hence, the other argument that was made is that in order to ascribe responsibility
to an Agent, that entity must show, at least, strategic and monitoring metacognitive
processes. These elements take part in the ability of being accountable, which in
turn composes, along with the concept of legal competence, the notion of an active
Legal Personhood.

Considering the above conclusions, two other ideas must follow. If the entity
does show Metacognitive processes, then we might consider grant the said entity
with legal personhood. On the other hand, if it doesn’t show this capacity, then we
need an autonomous and, if necessary, new, applicable law, as we have in the case
of children, animals and mental illnesses.

When it comes to the state of Al, today, it seems that it does not yet stands in
a sufficiently complex level in terms of metacognitive processes in order to being
held accountable for their actions, notwithstanding showing simple metacognitive
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Artificial Intelligence and Decision ®)
Making in Health: Risks Qe
and Opportunities

Marcia Santana Fernandes and José Roberto Goldim

Abstract The use of systems that include Artificial Intelligence (Al) imposes an
assessment of the risks and opportunities associated with their incorporation in
the health area. Different types of Al present multiple ethical, legal and social
challenges. Al systems involved incorporated with new imaging and signal process-
ing technologies. Al systems in the area of communication have made it possible
to carry out previously non-existent interactions and facilitate access to data and
information. The greatest concern involves the areas of planning, knowledge and
reasoning, as Al systems are directly associated with the decision-making process.
So, the central objective of this chapter is to reflect and suggest recommendations,
with the foundation of the Complex Bioethics Model, about the decision-making
process in health with Al support, considering risks and opportunities. The chapter
is organized in two parts: (1) The decision-making processes in health and AI; (1.1)
The health area the use of Al and decision-making processes: opportunities and risks
to treat electronic health records (EHR) and (2) Complex Bioethics Model (CBM)
and AL

1 Introduction

Complexity, in the sense proposed by Edgar Morin, translates the moment we
are living the so-called fourth Revolution. The aversion to Manichaeism and the
understanding that complexity is not everything, it is not the totality of reality, but
it is the best that can, at the same time, open up to the intelligible and reveal
the inexplicable. The uncertainty of everyday life is an element of acceptance, or
even its ambiguity. Artificial intelligence (Al), its potential uses and, in the same
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proportion, the legal, ethical and social challenges should be reflected in an ambient
and ambience complex.

Technology and medicine has a long history of connection, but one of the
milestones was the work of Lee Lusted, who in his article Medical Electronics
(1955), reported on a series of large numbers of medical electronic devices
developed in that time, indicating a rapid expansion of this field. He said at the time:
Electric phenomena in the human body had long been of interest, but the low signal
amplitude made study difficult (Lusted 1955). At the same period of time, Turing
(Turing 1950) established the pillars for computer science and Artificial Intelligence
(AD).

Al driven technologies impose an evaluation of the risks and opportunities
associated with its incorporation in the life and living of human beings. The theme
incorporates old-new questions, as Ulrick Beck pointed out in The Risk Society
(1986),! and further developed in World at Risk (2007),2 to the debate involving the
impact of technology in the life of human beings: how do we want to live? What is
there of human in the human being, of natural in nature, that needs to be protected?
(...) These old-new questions can be tossed back and forth between everyday life,
politics and science. In the most advanced stage of the civilization process, they once
again enjoy priority on the agenda - also or precisely at times when they are cloaked
in the camouflage of mathematical formulas and methodological controversies
(Beck 2011, p. 34).

So, for some time, it has been possible to have a person-machine interaction
by means of natural language systems (Chat-bot). On many occasions, there is
no clear perception that this communication is being made with a machine and
not with other people. In the 1970s, Jacques Monod already warned that it was
increasingly difficult to establish the limit between the natural and the artificial
(Monod, 1970). The simulation or substitution of real activities, increasingly similar
to those performed by artificial mechanisms and systems, generates this ambiguity
of perception.

The technological arrogance, according to Hans Jonas (Jonas 1994), causes
these results to be understood as unquestionable. The infallibility of computers
has been discussed since the beginning of their use, when they were still called
“electronic brains”. At that time there was already the proposition that the quality
of the information generated was not unquestionable, but depended on the quality
of the input data and the processes used. This became known by the acronym GIGO
(Garbage In, Garbage Out). That is, if the data or systems are inadequate, the results
generated will be compromised (The Hammond Times 1957).

These old-new questions have been at the heart of discussions involving Al
and decision making. In this perspective, Floridi et al. (2018) in text, published
in 2018, maintain that Al is a reality without return and for this reason it is
necessary to form reflections towards an Al Society for Good (Good Al Society).

I Beck (2011). First edition in 1986.
2 Beck (2009). First edition in 2007.
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The opportunities and risks to protect the dignity of the human person and
provide for their development should be permeated by the traditional principles of
North American Bioethics—beneficence, non-maleficence, autonomy and justice
(Beauchamp and Childress 1979), in addition to the principle of explicability.

In this analysis, in our view, two perspectives should be added: (1) European
perspective, proposed by Peter Kemp and Jacob Dahl Rendtorff, use four other
principles: Dignity; Autonomy, understood as Freedom; Integrity; and Vulnerabil-
ity; because in this perspective, principles are not weighted, but there must be a
coherence in their application (Kemp and Rendtorff 2008) and (2) an approach
based by Complex Bioethics Model (CBM), in other words, bioethics understood
as complex, shared and interdisciplinary reflection on the adequacy of actions
involving life and living (Goldim 2006a, 2006b).

Life and living complement each other, they give the adequate dimension of
each person. Life is described by the organic aspects, that is, by the biological
characteristics. On the other hand, living refers to the relational aspects, the
biography of each one (Agamben 1998). The ensemble of these characteristics is
what gives the uniqueness of each person. The Complex Bioethical Model (CBM)
(Goldim 2006b) embodies a perspective of a complex interdisciplinary field® of
reflection on life and living.

It is precisely this desire to know and study population health and human
health that marks scientific studies and establishes the foundations for research and
experimentation. The need to respond to the challenges generated by epidemics,
famine, wars, population growth and urban centres was the motivation for the chain
to the invention of science (Wooton 2015).

Its central objective throughout time is to identify determinants of diseases
and, more recently, of health at the population level. So, historically, the specific
contribution of epidemiology has been the progressive constitution of a coherent
set of methods and concepts, with the aim of assessing the determinants of health,
where robust systems, like technologies driven by Al, are central to process and
organize healthcare personal and sensitive data and information.

The processing of a lot of data in an efficient and precise way is fundamental
for the development of scientific medicine, so computational tools for machine
learning and mining large volumes of data, in an approach known as Big Data,
and the joint evaluation of large volumes of data has allowed the establishment of
new relationships, of new, previously unidentified understandings.

Another important development in this area is the increasing use of algorithms for
decision making. These tools, increasingly improved and based on highly complex

3 Bourdieu (1996, 2004). We use the expression field from Pierre Bourdieu. The field for Bourdieu
is organized by principles such as economic capital and cultural capital, assuming struggles in
social space, according to social positions. And composing the sense of field is the sense of habitus.
Bourdieu’s habitus can be understood as a system of dispositions, socially constituted, which
establish the generating and unifying principle of the set of practices and ideologies characteristic
of a group of agents. The habitus, from Bourdieu’s perspective, produces the individual and makes
him internalize the values and rules of belonging to society.
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processes, have provided optimized solutions to countless problems, including
modifying the decision making processes themselves. Most of these systems work
in the quest to recognize patterns of similarity. This is the area that became known as
Artificial Intelligence. Strictly speaking, artificial intelligence is not an intelligence
in itself, but automated decision making processes. Pierre Levi makes a blunt
criticism of the use of the expression “artificial intelligence”, he does not recognize
in these systems the possibility of generating new knowledge or of having an
understanding of the world (Lévy 2022). Algorithms are made by people in the
service of institutions, which have their belief systems and values, which end up
directing the processing and interpretations.

Therefore, use of systems that include Artificial Intelligence (AI) imposes an
assessment of the risks and opportunities associated with their incorporation in
the health area: health care; experimental and clinical research and personalized
medicine. Al systems involving areas of communication capable of performing par-
allel computations for data processing and knowledge representation (denominated
artificial neural networks (ANN)); that have made possible to carry out previously
non-existent interactions and facilitate access to data and information; technologies
for detecting image, sound; performing heath assistance with robotics and areas of
planning, knowledge and reasoning, when Al systems are directly associated with
the decision-making process.

Ramesh et al. (2004), presented a literature review in 2004 on the use of
the ‘artificial intelligence’ and ‘neural networks (computer)’ and an overview of
different artificial intelligent techniques along with the review of important clinical
applications. Their results show “the proficiency of artificial intelligent techniques
has been explored in almost every field of medicine”. The authors indicate areas
of activity: clinical diagnosis; prognosis; ultrasound images; predict survival in
patients; used for the administration of anaesthetics in the operating room; used form
of evolutionary computation for medical applications in genetics e natural evolution,
nominated ‘Genetic Algorithms’. (Ramesh et al. 2004).

In this context, different types of Al present multiple ethical, legal and social
challenges in the world, as pointed out by OCDE.* However, the diversity and
vulnerability of social, economic and access to the Universal health coverage (UHC)
that exists in South America made analises of health technologies Al-driven more
complex. The standard to accomplish in terms of access of health are the UN’s
Sustainable Development Goals (SDGs), which, by 2030, a member state must
guarantee: (1) access to health services for all people in need of health, independent
of socio-economic characteristics, location, wealth or any other vulnerability; (2)
financial protection, i.e. all people should be safe from financial risk when incurring
health care expenses; (3) access to quality of health services, that is to say health
care has to be effective in providing care and improving outcomes, while it is also

4OECD. Recommendation of the Council on Artificial Intelligence, OECD/Legal/0449,
2021. information, please consult the Compendium of OECD Legal Instruments at http://
legalinstruments.oecd.org.
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cost effective and sustainable, because access without quality can be considered an
empty universal health coverage promise (OECD and The World Bank 2020).

The report Health at a Glance: Latin America and the Caribbean 2020 compares
key indicators for population health and health systems across the 33 Latin America
and the Caribbean (LAC) countries. It presents comparable data on health status
and its determinants, health care resources and activities, health expenditure and
financing, and health care quality, along with selected health inequality indicator,
including the pandemic COVID-19:

A main barrier for accessing such health services arise from out-of-pocket health
expenditures, which in LAC represent on average 34% of total health spending,
well above the 21% average in OECD countries. The high level of out-of-pocket
expenditures in LAC are an indication of weaker health systems, lower levels of
health services coverage and, overall, a worse baseline scenario to confront this
pandemic when compared to most OECD countries (OECD and The World Bank
2020).

Particularly, in Brazil some parts of the country have more access to health and
health technologies than others, despite the fact that Brazil has the biggest public
health system in the World, the Unified Health System (Sistema Unico de Satide—
SUS), has as principle an universal access—an universal health coverage (UHC) to
national and foreigners, that serves more than 190 million people, 80% of whom
depend exclusively on it for any health care. The SUS is an achievement of the
Brazilian people, guaranteed by the Federal Constitution of 1988, in Article 196,
through Law No. 8.080/1990, that must be guaranteed and improved constantly.

So, the central objective of this chapter is to reflect and suggest recommenda-
tions, with the foundation of the Complex Bioethics Model, about the decision-
making process in health with Al support, considering risks and opportunities. The
chapter is organized in two parts: (1) The decision-making processes in health and
Al (1.1) The health area the use of Al and decision-making processes: opportunities
and risks to treat electronic health records (EHR) and (2) Complex Bioethics Model
(CBM) and Al

The central assumption is to maintain balance and preserve the characteristics
of humanity present in the act of deciding, taking into account ethical, legal and
social aspects, cross by the principle of trust, when using Al systems in health. The
justification for using personal and sensitive health data and information must be
associated with actions on behalf of individuals and society, in terms of assistance,
research involving human beings, whether of a sanitary, epidemiological, clinical or
biobank nature.

‘We hope that our recommendations can contribute to the development of regu-
latory frameworks—ethical and legal—good practices and compliance for the use
of Al in health. Our perspective is to analyze examples at national and international
levels, focusing on the diversity and vulnerability of social, economic and access to
health existing in South America and particularly in Brazil.
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2 Decision-Making Processes in Health and Al

Decision making involving IA should consider Generative Al. The characteristics
of the Generative Al systems are to establish connections, by means of new
computational tools, based on large volumes of data, concepts and structures already
built, to propose new contents, which are expressed in a language as natural as
possible.

The term generative was created by Noam Chomsky, in 1965, when he proposed
“generative grammar”’, or also called “generative grammar”. This proposal sought
to explain that language is established through skills and performances to produce
sentences and what are the paths used to establish them (Chomsky 2015). This
idea was based on the thought of Wilhelm von Humboldt, who, in 1836, said that
language makes infinite use of finite means (Humboldt 1836).

The new Generative Al systems of, such as ChatGPT and Perplexity, constitute
a new level of complexity in dealing with data, in the quest to extract information
that can guide actions. These new systems not only label or classify pre-existing
data, but generate new content, by aggregation and combination, from the available
elements.

What are the ethical implications associated with Generative Artificial Intelli-
gence? The texts prepared by ChatGPT and Perplexity respond:

ChatGPT: Artificial Intelligence (Al) presents three main areas of ethical concern for soci-
ety: privacy and surveillance, prejudice and discrimination, and philosophical challenges.
Al can lead to unemployment as machines take over jobs that were previously done by
humans. Inequality is also a concern, as Al can be used to perpetuate existing power
structures. Al can also lead to algorithmic bias, where models incorporate and deploy
human and social biases at scale.

Privacy is a fundamental human right recognized in the UN Declaration of Human
Rights, but Al apps can pose a real threat to this right. Misinformation is another ethical
problem with Al, as machine learning models can easily generate incorrect text.

To ensure the ethical use of AI, education and awareness about the ethics of AI must
be increased. Examples of ethical Al include using Al to improve health outcomes or
reduce energy consumption. It is important to remember that ethical issues with Al are not
limited to negative impacts; there are also incidental benefits, such as enhanced analytical
capabilities or increased efficiency in decision-making processes. (https://chat.openai.com/
chat/c4bf8bd6-df96-4cec-b96d-dd54ec97ef2f; Feb 14th, 2023)

Perplexity: Bias and discrimination: Al systems can perpetuate and amplify existing
biases in society, leading to discriminatory decisions and outcomes. For example, facial
recognition technology has been shown to have higher error rates for black people and
women.

Privacy and data protection: Al systems often rely on large amounts of personal data to
make decisions, and there are concerns about how this data is collected, stored and used and
who has access to it.

Employment impact: Al has the potential to automate many jobs, leading to unemploy-
ment and social unrest. There is also a risk that AI will reinforce existing power imbalances
and exacerbate economic inequality.

Accountability and responsibility: when Al systems make decisions that have significant
consequences for individuals and society, it can be difficult to determine who is responsible
for those decisions and how they can be held accountable.
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Human rights: Al has the potential to infringe on human rights, such as freedom of
expression and privacy, and there are concerns about the use of Al for surveillance and
control by governments and other organizations.

It is important to address these ethical implications through ongoing dialogue and debate
and by establishing clear ethical guidelines and principles for the development and use of
Al This includes considering the potential impacts of Al on individuals and society and
ensuring that Al is developed and used in a responsible and ethical manner. (https://www.
perplexity.ai/?s=u&uuid=a6d1842e-bf56-4e0a-9fd4-2{f4f00a8e13; Feb 14th, 2023)

As we can see there are connections, from the ChatGPT and Perplexity answers,
between ethical issues and concepts, such as privacy, surveillance and control,
freedom of speech, prejudice and discrimination, were interpreted and new content
arranged. All these issues already preexisted the use of generative Al, however they
have been discussed in different levels of depth and application. Perhaps, the current
challenge is to think about these issues in this new perspective.

Whenever an innovation is incorporated by society, discussions about its suit-
ability arise. When the printed book was made available to society, when the first
encyclopedias appeared, when the internet gave access to a volume of data never
before imagined, there was questioning about the appropriateness of using these
means of disseminating data, knowledge, and information. A good example is the
current discussion of the impact of Generative Al on education, it is generating
anxiety among schools, parents and teachers. This same discussion has occurred in
other historical moments and incorporation of new technologies. There are already
educational models that allow incorporating these situations brought by Generative
Al in a creative way. Instead of copying or generating content, perhaps the challenge
of education is to evaluate the quality of the information generated. It is to use this
challenge to incorporate a critical and complex reflection in the different levels of
life to establish security, transparency and trust in the use of AI-Generated.

The Study on e-Health Interoperability of Heath Data and Artificial Intelligence
for Health and care in the European Union—Final Study Report (European Union
2021) points out the lack of trust in Al-driven decision support is hindering
the wider adoption in heath, and also integrating new technologies into current
clinical practice; research and personal medicine are indeed legal, ethical and social
challenges. These challenges are increased by the necessary internationalization of
the health area and the challenges of sharing data and information in order to achieve
global health.

Recommendations have also been developed by countries and organizations,
highlighting the recommendation proposed by the European Commission, in 2020,
in the “White Paper—On Artificial Intelligence—A European approach to excel-
lence and trust”, with the purpose of establishing the political paths to seek
the appropriate use of Al In this document, the Commission recommends the
establishment of standards and guidelines for investment in the area of Al, aiming
at two central objectives: promoting the adoption of Al and addressing the risks
associated with certain uses of this new technology (European Commission 2020).
The Commission also established a High Level Expert Group that published Guide-
lines on trusted Al in April 2019, composed of seven key requirements: respect
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for the dignity of the human person; robust technical and security systems; privacy
and data management; transparency; respect for diversity, non-discrimination and
equity; social and environmental well-being; and accountability.

The Common Digital Market is one of ten priorities of the European Union.
In this context, the following decisions are taken: Decision No 922/2009 / EC of
the European Parliament and of the Council of September 2009 on interoperability
solutions for European public administrations (e-Health European Interoperability
Framework) (European Union 2012) and Decision (EU) 2015/2240 of the European
Parliament and the Council of 25 November 2015 establishing a program on
interoperability solutions and common frameworks for public administrations,
businesses and citizens (ISA program) as a means of modernizing the sector.
European e-Health Interoperability Framework (ReEIF) (European Union 2015).

The European Union seeks to integrate the electronic medical records of
European citizens, recognizing the weaknesses related to various aspects of data use,
whether for security, privacy protection, ethical suitability, management, storage
and disposal, and interoperability between state information systems to establish
trustable structure of E-Health. These measures are part of the goal of creating a
digital single market.’

Decision-making processes, particularly in the health area, are based on trust and
the relationship of trust—which are necessarily identified with all those involved in
this relationship. The relationships occur in all spheres, between the public admin-
istration and the administered; between private entities; between private entities
and human beings and between human beings. The pre criteria for establishing the
basis of trust, in situations involving IA, are not different, on the contrary should be
intensified, because must be composed of concrete mechanisms to inform, account
for the use, motivation, process and transparency of the criteria used in decision
making.

The principle of trust lies at the basis of legal relations, whether these are
public or private. In turn, the principle of the protection of trust is presented
in the individual dimension, or in the subjective aspect of legal security. This
principle depends on the exercise of trust, with concrete indication of the breach of
expectations in law or clear demonstration of the requirements for its demonstration.

O’Neill understands that trust cannot be confused with the mere disclosure or
transparency of information and accountability (O’Neill 2004). From the philosoph-
ical perspective, trust is a central element in human relations, whether interpersonal
or between individuals and the state, involving trust in institutions and their
representatives. However, this state of trust is not presented merely by the disclosure
of data and information, but must be underpinned by an intelligible narrative.

In the juridical perspective, the principle of trust, says Martins-Costa, has the
immediate scope to ensure expectations. In the case in question, the situation of

3 The example and efforts made by the European Union to integrate regulatory, technical, ethical
and social aspects in the area of digital health are important to reflect in the design of systems,
similar or not, for other parts of the world.
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trust is materialized between the individual and the public administration, when
personal data are provided for precise purposes—as health care, research or social
security (Martins-Costa 2015). It also presents itself in legal businesses, involving
the provision of personal data in exchange for specific health services.

2.1 The Health Area the Use of AI and Decision-Making
Processes: Opportunities and Risks to Treat Electronic
Health Records (EHR)

Undoubtedly health care; research involving human beings or public policy
design—data and information are central. In turn, the use of Al in this scenario
relies and requires the data and information spent in electronic health records
(EHR). Therefore, the treatment of health data and information, sensitive data, must
be based on the principle of trust. So, studying some aspects related to the use of
EHR, combined with Al technologies, is a good example to establish opportunities
and risks of this technology in the health area.

Electronic medical records serve as a collective memory of the assistance
provided to the patient. Thus, they must gather general and health data records, the
description of relevant personal and family facts, collected by health professionals
during the patient’s anamnesis. It is this history that opens the record of the
assistance activities. Besides this information, other information is added, either
as a record or as annexes, such as diagnoses, under the form of reports, images
or data, prognoses, care plans, exam results, consultations performed by different
professionals, participation in research or notes that are relevant to the case, with
the primary purpose of better assisting the patients (Fernandes and Goldim 2019).

2.2 The Opportunities

The EHR must be protected and guided by a relationship of trust, based on respect
for the person. The respect for the person is expressed by the deontological duties
of confidentiality, by the legal duties of personality and by the bioethical principles.
The patient provides the information considered as relevant based on the trust placed
in the professional who is attending him/her. From the professional’s point of view,
this information is always considered to be privileged.

The use of genetic data in care, such as those used in genetic counselling and
Personalized Medicine, has introduced new data, which may generate information
that affects not only the patient but also other people related to him or her. Thus, the
concept of personal privacy expands to that of relational privacy. This increases the
responsibility associated with the registration and future use of this information.
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As well as, the data EHR may assist in research-related interventions. This may
involve the use of medicines, cells and other biological products, the performance
of surgical or diagnostic procedures, the use of devices, changes in the care process,
preventive care, among other activities. In all of them the sharing of these data can
generate new and useful information.

The development of clinical research and also of personalized medicine, extends
the care with the protection of personal data in the area of health, as they involve the
need to use data and information of patients, collected in an protected environment
by the principle of trust. Likewise, this principle creates expectations in the research
participant—on a personal level, when the results of the research can affect or be
beneficial to him/her, or on the social and community level of collaborating with
scientific development.

Besides, EHR have been used as qualified sources of information for the
establishment of public policies and research. Public policies are essential to
guarantee access to health. It is worth noting that, from the perspective of Law,
the issue of access to health is dealt with in the context of fundamental and civil
rights. The importance, for example, of epidemiological cause-effect relationships
studies, which make it possible to establish public policies, protocols, guidelines or
norms for the prevention and treatment of diseases and/or for health promotion, are
unquestionably important and they change the course of human development.

Moreover, from the epidemiological approach, Evidence-Based Medicine (EBM)
emerged, proposed by McMaster University, Canada, in the 1990s, to record and
systematize clinical evidence and the epidemiological knowledge derived from it,
to improve results in the diagnosis and treatment of diseases and health care. It is an
attempt to guide patient-associated decision making at the individual level based on
collective data (Evidence-Based Medicine Working Group 1992).

So, the need to systematize the collection, storage and use of health data and
information is directly connected with the development of medicine and the global
increase of knowledge in health, both in terms of individual patient care, population
health and global health. And today we have at our fingertips and in constant use
tools such as Al to do that.

2.3 The Risks

The protection of personal data and information contained in EHR should consider
the new context generated in the Information Society, for risk prevention (Fernandes
2019). The constant development and incorporation of new information and com-
munication technologies, the use of new data protection techniques, including Al,
blockchain, the use of social media, the interconnection of integrated health systems,
in addition to the sharing generated by the Big Data environment itself (Roehrs et
al. 2019).

So, these expanded possibilities of interconnecting, storing and processing a large
and complex volume of data and information originated from EHR, amplifies the
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national and international concern, demonstrated in the literature, about the security
and preservation of patient data and information contained in PEPs. Particularly,
the respect and the adequate use for its purpose—in favor of the patients—are
highlighted topics. The literature review carried out in 125 scientific articles,
selected from a total of 5278 articles, in the PubMed and Scielo databases, indicates
as recurrent themes information security when dealing with electronic records and
access to medical records (Caballero 2018).

EHR presents the data and information in a structured way, however, as the
medical history should be developed in a text contextualized in the patient’s life
and living, the qualitative or even quantitative analysis may be hampered. Also,
personal data and information, especially in health, should be considered as distinct
concepts. Information does not exist in isolation, it needs a receiver, someone to
give meaning and significance to the data. Isolated data describes characteristics
of something, someone, some fact or situation. However, it is the information that
gives meaning to this data. The information acts on the data, it is the result of the
analysis and interpretation of the data. In short, it is the organization, categorization
and systematization of data for a specific perspective and purpose that generates
information. These definitions are a relevant starting point for understanding the
importance of data and information in the area of health (Fernandes 2019).

Likewise, it is important to consider various notions and concepts related to
the environment of large volumes of data—Big Data—generated in EHR and in
the health system (Kulynych and Greely 2017). Big Data is an expression used
generically to indicate the grouping of data, information, databases, open internet
networks and other accessible data that initially aimed to improve strategic planning,
marketing and commercial business (Manyika et al. 2011). This context, marked by
fluidity, uncertainty and fugacity of data and information, required multiple sources
to seek to understand complex and broad phenomena that Al systems can help to
interpret.

The new perspective generated by the Big Data phenomenon has stimulated
scientific work in various areas of knowledge. As pointed out by Mittelstadt and
Floridi in a literature review article of 2016, Al in the health area is already a
reality, besides others that would be on a horizon possibilities and others that are
still only potential. Examples of situations that are already a reality include those
related to the activities of Biobanks, Public Health studies and hypothesis testing
in the health area. Possible situations include the interconnection of equipment
and applications for personal health; the existence of online profiles connected to
medical records; the creation of social media in the health area and the online and
offline connections of personal profiles via wifi. Finally, they indicated as potential
situations the connections between online medical records with other sources of
personal data, as well as the involuntary connections of these data, both online
and offline, originating from personal profiles for health surveillance purposes
(Mittelstadt and Floridi 2016).
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Floridi says:

Clearly, the future of Al lies not just in “small data” but also, or perhaps mainly, in its
increasing ability to generate its own data. That would be a remarkable development, and
one may expect significant efforts to be made in that direction. As well as, translated
difficult tasks into complex tasks. (...)How is this translation achieved? By transforming
the environment within which Al operates into an Al-friendly environment (Floridi 2019,
2020).

For this and other reasons, accurate risk impact analysis and preventive actions
should be taken, in the normative, good practices, compliance and ethical spheres,
mainly to avoid bias in decision making. Algorithmic bias is one of the fears,
particularly in the processing of sensitive personal data, suche as health, genetic
and biometric data. As well as, algorithmic bias that may negatively discriminate
and/or cause harm to individuals or certain groups—e.g. organised by gender, sex,
age, physical or mental health status and economically or socially vulnerable peaple
or groups (e.g. prisoners and the poor).

Norori et al. (2021), in an article entitled Addressing bias in big data and Al
for health care: A call for open science point out that the future, and we would
say the present, research is needed to set standards for Al in healthcare that enable
transparency and data sharing, while at the same time preserving patients’ privacy.

The authors present the distinctions between statistical bias and social bias as the
starting point of the analysis. Statistical bias being that refers to cases in which the
distribution of a given dataset is not reflecting the true distribution of the population
and in turn, social bias refers to inequities that may result in suboptimal outcomes
for given groups of the human population Norori et al. (2021).

The authors point out some examples of Al algorithms that are biased by design,
regarding sex, age and race. The bias can be observed in studies that discriminate
against the female gender in favor of the male, including in pre-clinical research,
when in experimental models using animals there is a predominance of males.
As well as in research for the development of medicines, when the majority of
participants are men without a methodological reason that justifies it. Also, they
pointed out, by the example, studies in the area of sleep disorders, when young
patients are in favour of older patients. Moreover, racial bias when algorithms, in the
area of skin cancer, are programmed to identify images of light skin and not dark
skin, even if black population has a higher mortality rate from melanoma cancer.
Also in the area of negative discrimination by race, there are algorithms in the area
of hospital costs that induce to determine that black patients are healthier than white
patients and for this reason, these receive a better treatment Norori et al. (2021).

These examples are enough to demonstrate that fears and lack of confidence in
Al driven decision making are not in vain, or even disproportionate—they are a
reality that should be normatively and ethically avoided.

Negative discrimination, as we have pointed out, in Latin America is aggravated
by the large number of people who do not have access to health technologies or are
discriminated against in “broad daylight” because of their condition and economic
deprivation, lack of education and lack of sanitary conditions—as can be seen in
the slums and peripheries and which is evidenced in the COVID-19 pandemic—
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ironically data that has also been evidenced with the help of Al driven technologies
(OECD and The World Bank 2020; Norori et al. 2021).

So what to do? Where should we act—nationally and internationally? What
parameters should we have as a starting point? To try to answer and/or reflect on
these questions, we turn to our second point, the Complex Bioethics Model (CBM)
and AL

3 Complex Bioethics Model (CBM) and AI

We are at a historic stage in which digital immigrants and digital natives coexist
(Zur and Walker 2019). Digital immigrants had the opportunity to live in a society
where all decisions were made only by human beings. Digital natives, on the other
hand, naturalize the decisions made by algorithms.

The naturalization of decisions made only by artificial intelligence can involve
several important ethical issues, such as technological arrogance, the vision of
certainty and the impartiality of algorithms.

By using algorithms, machines follow a pattern of predictable, pre-programmed
steps. Even with the incorporation of associated machine learning processes,
these decisions carry with them only the rational elements associated with the
decision-making process. In some models, values, affective issues and even cultural
traditions can be included as elements of this decision-making process (Weber
1978). However, these non-rational actions are considered as if they were rational
by the computational model. The computer doesn’t hesitate, humans hesitate (Han
2015).

The processes used in artificial intelligence are the result of programming.
Programming does not tolerate ambiguity or uncertainty, which are always present
in the real world. Even using fuzzy logic-based methodologies, strictly speaking, it
is a programmed uncertainty.

There is a belief that human beings are fallible but machines are not. Any and all
decision-making process using artificial intelligence is based on a set of assumptions
established by human persons. Even when there are self-programming systems,
the root of the process is based on choices made by people who planned and
implemented them. There are different levels of complexity, but they converge to
a root where there is the presence of non-rational characteristics of its developers.

From an ethical point of view, any and all human action, or resulting from it,
must be evaluated for its adequacy (Vasques 2000). This assessment requires not
only the consideration of the facts, but the whole set of circumstances. One of these
circumstances is the historical dimension, it is the perspective of insertion of these
activities over time. It is a critical need to understand the complexity of the problem
being evaluated.

This apparent dichotomy between artificial and natural is increasingly tenuous
(Monod 1970). It is increasingly important to have a complex perspective in
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understanding situations that have increasingly presented themselves to human
society.

Using a complex approach to Bioethics, it’s possible to have ethical arguments
using different theoretical framework, Any of them, based on virtues; intention and
consent; principles; responsibility; human rights; consequences and alterity could
be used in order to understand the human-computer systems relation.

Virtues can be used to justify the personal behavior adequacy involved in the
design and application of decision-making systems. Prudence, temperance and
justice are fundamental virtues to be considered in these situations. Systems must be
based on practical reasoning, must use the resources involved properly and, above
all, do not discriminate against any person or group of persons. Virtues presupposes
a desire for humanity, which projects itself in time, which always has a historical
perspective (Comte-Sponville 1996).

The intentions and consent associated with the action must be considered in
evaluating the moral worth associated with an action (Abelard 1995). The intention
of whoever designs or uses a system must be adequate, it must aim at the good of
the people. On the other hand, the use of the system is only considered appropriate
when it has the consent of the people affected by it. This combination of wills, of
those who do the action and those who suffer the action, is fundamental.

Principle-based ethics should also guide the assessment of the appropriateness
of using systems. The four-principle framework—Dignity, Freedom, Integrity and
Vulnerability—can be very helpful in these assessments (Kemp 2005). Coherence
in the application of these principles, understood as guiding human actions, must
be sought. Dignity unites us to all people, it is what gives the character of
humanity to all of us. Freedom is the possibility to choose, to make choices free
from coercion. Integrity, understood in its physical, mental and social dimensions,
must always be based on the search for its preservation. Vulnerability should be
considered whenever there is any possibility that dignity, freedom or integrity could
be compromised. In a risk society, we are all always vulnerable, in different degrees
and situations.

The ethics of human rights is based on expectations of action. Human rights can
be approached from an individual or collective perspective or even in a transpersonal
way (Bobbio 1992). From the right to life and privacy to the right to solidarity or
to have a preserved environment, rights are expressions of other people’s actions
towards me. Artificial intelligence systems may not have this multiple perspective
present when making decisions. Sometimes one right is privileged and the others
are not taken into consideration. It may happen that, by guaranteeing the right to
privacy, a system will end up abandoning the dimension of solidarity (de Oliveira
Ascensio 2009).

Consequentialist ethics is based on risks and benefits associated with actions
directed to individuals or collectivities. The consequentialist decision-making pro-
cess, from a micro or macro point of view, is based on the analysis of utility (risk
versus benefit) (Singer 1993). The most important issue is to aim for a balance
between these two perspectives, to establish a win-win strategy.
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Ethics of responsibility focuses on actions. Both perspectives, whether retro-
spective or prospective, assess the repercussions of the actions carried out. The
retrospective approach focuses on causes and the prospective on effects. The usual
approach to responsibility is to see who did it and how the action was done. More
recently, the focus has shifted from the cause to the action’s repercussions. If
scientists are responsible for the social consequences of science (Marcuse 2009),
so too are the people who design artificial intelligence systems. In this perspective,
a new imperative was established in response to human actions: “In your present
options, include the future integrity of the human being among the objects of your
will” (Jonas 2006). In other words, we shouldn’t do everything that technique allows
us to do (Ropohl 1981).

Finally, alterity is another theoretical approach to evaluate the ethical basis of
artificial intelligence. Systems are built to be permanent, to have an identity, an
immutability and to assume the totality of associated actions. This is the perspective
of sameness. Otherness, on the other hand, assumes impermanence, singularity,
mystery and infinity (Levinas 1961). Otherness opens us to the other and reaffirms
us as people. This perspective allows establishing an ethical co-presence, a co-
responsibility, a perspective that goes beyond the simple relationship to become an
effective interaction (Levinas 1991). From the perspective of artificial intelligence,
sameness prevails over otherness. In alterity perspective it’s impossible to approach
new technologies from a neutral point of view.

The Complex Bioethics approach allows the integration of these different
theoretical perspectives in the search for arguments to reflect on the adequacy of
the use of artificial intelligence technologies (Goldim 2006b). It’s a good way to get
a comprehensive perspective on proposals that are often seen only in their technical
aspects.

Contemporary ethical discussion should be guided by reflection on the new
“information regime”, as characterized by Han (Han 2021). This is our challenge: to
reflect on this new model of society, where relationships have changed enormously.
Al, Generative Al and other species, is just one of the multiple challenges that need
to be discussed and deepened.

4 Conclusion

Artificial intelligence is defined in the sense that machines can perform tasks similar
to those performed by human beings (McCarthy et al. 2006). In the beginning of
computing, computers were called “electronic brains”. Later, computer metaphors
were used to explain how the human brain works. One of the current risks is to carry
out this inversion again, that is, to want to explain human intelligence using artificial
intelligence models.

Another challenge in transposing human intelligence to artificial intelligence is
recognizing that humans can fail, then machines can fail too. If this transposition
occurs, it could be the realization that there would be a proposal for an “artificial
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stupidity” (O’connell 2017) associated with “artificial intelligence”, like human
stupidity and intelligence. Ethics and Bioethics could help in the reflection of the
adequacy about the limits and borders between natural or artificial and intelligence
or stupidity.

More important than discussing punctual ethical aspects, it is fundamental to
reflect on the broader aspects of the use of Al such as:

(a) to define ethically appropriate standards to guide the responsible creation of
content by these systems;

(b) to establish monitoring strategies for the data and information generated by the
Al and Generative Al to verify the veracity;

(c) to create guidelines that allow continuous audits of the processes of these
systems in order to prevent that their processes can be used for purposes
contrary to the interests of people, societies and humanity (Gocklin 2023).

In the bioethical approach to new technologies, it is essential to associate the
principle of precaution with the principle of hope (Patrdo-Neves 2021). That is,
precaution seeking to guarantee the life of each one and hope seeking to maintain
everyone’s living.®
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The Autonomous Al Physician: Medical )
Ethics and Legal Liability Qe

Mindy Nunez Duffourc and Dominick S. Giovanniello

Abstract Artificial intelligence (Al) is currently capable of autonomously perform-
ing acts that constitute medical practice, including diagnosis, prognosis, therapeutic
decision making, and image analysis, but should AI be considered a medical
practitioner? Complicating this question is that fact that the ethical, regulatory,
and legal regimes that govern medical practice and medical malpractice are not
designed for nonhuman doctors. This chapter first suggests ethical parameters
for the Autonomous Al Physician’s practice of medicine, focusing on the field
of pathology. Second, we identify ethical and legal issues that arise from the
Autonomous Al Physician’s practice of medicine, including safety, reliability, trans-
parency, fairness, and accountability. Third, we discuss the potential application
of various existing legal and regulatory regimes to govern the Autonomous Al
Physician. Finally, we conclude that all stakeholders in the development and use of
the Autonomous Al Physician have an obligation to ensure that Al is implemented
in a safe and responsible way.

1 Introduction

Artificial intelligence (AI) generally describes, “the capability of a computer
program to perform tasks or reasoning processes that we usually associate with the
intelligence of a human being (Lupton 2018).” Although it is unlikely that Al will
completely replace human physicians anytime soon, it is now possible for Al to
independently perform tasks that fall squarely within the scope of medical practice,
most notably diagnosis, prognosis, and consultation in response to individualized
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medical information.! In April 2018, the U.S. Food and Drug Administration (FDA)
approved IDx-DR, the first artificially intelligent device capable autonomously
diagnosing patients with diabetic retinopathy without the input of a human doctor
(U.S. Food & Drug Administration 2018). In Europe, Oxipit, an Al capable of
autonomously producing “final reports for healthy patient X-ray studies” received
a CE mark, clearing the way for its use in clinical practice (Oxipit 2022). Deep
learning (DL) is the subset of Al most likely to produce technologies, like IDx-DR
and Oxipit, capable of autonomous medical decision making by training machines
with artificial neural networks to analyze large amounts of medical and health data
to detect patterns.?

The introduction of artificial intelligence using DL in modern medicine holds
promise for improving the accuracy, efficacy, and efficiency of medical diagnosis,
prognosis, therapeutic decision making, image analysis, and patient monitoring
(Chang et al. 2019; Jackson et al. 2021). On the other hand, it also introduces a host
of ethical and legal concerns surrounding safety, transparency, bias and discrimi-
nation, data privacy, consent and autonomy, and responsibility and accountability
(Lawry et al. 2018; Gerke et al. 2020; Jackson et al. 2021). Further amplifying these
concerns is the fact that the existing ethical and legal regimes that govern medical
practice and medical malpractice are not designed for nonhuman doctors.

Pathology, as a data-rich subspecialty of medicine, is a hotbed for the devel-
opment and implementation of medical Al (Chauhan and Gullapalli 2021). As a
result, Jackson et al. (2021) call on pathologists to provide both developmental
as well as regulatory and ethical leadership for the uptake of Al in clinical and
laboratory medicine (Jackson et al. 2021). This chapter combines the medical and
legal expertise of its authors to recommend parameters for the Autonomous Al
Physician and identify the ethical and legal issues that arise from the practice of
medicine by the Autonomous Al Physician. Following this, the authors identify and
suggest the potential application of concepts from the various regulatory and legal
regimes that currently govern medical practice and medical malpractice to the future
practice of medicine by the Autonomous Al physician.’

!'Lawry (2018) opining that AI will not replace doctors.

2See Gerke (2020) defining machine learning and deep learning. See also Duffourc (2020)
reviewing various definitions of medical practice in the US and Europe and noting that diagnosis
and treatment fall within the scope of medical practice under most definitions.

3 See Generally on the of the imitation of humans by Robots II.1—M C Patrio Neves and A B
Almeida—Before and Beyond Artificial Intelligence: Opportunities and Challenges; 1I1.2—B A
Ribeiro, H Coelho, A E Ferreira and J Branquinho—Metacognition, Accountability and Legal
Personhood of Al
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2 Artificial Intelligence in Pathology

Pathology uses a data-intensive, complex, and comprehensive workflow to diagnose
and study disease processes (Pallua et al. 2020). Both anatomic and clinical
pathological findings and data heavily inform diagnosis, prognosis, and therapeu-
tic recommendations of all medical specialties (Chauhan and Gullapalli 2021).
Digitization has already improved workflows in pathology by allowing virtual
microscopic analysis of whole slide imaging, which has proven to be comparable
to the conventional microscope, long considered the gold-standard for detecting
pathological changes in tissues and cells (Pallua et al. 2020). The introduction of
Al into this morphologic analysis promises to further improve accuracy by reducing
diagnostic inconsistency caused by human observer variability (Chang et al. 2019).
For example, Al can be trained with digitized images and associated diagnoses
rendered by human pathologists to analyze new images for pathological patterns
that lead to quicker and more accurate diagnoses (Jackson et al. 2021). Recently,
Al has proven that it can outperform human physicians in even more complex tasks,
including predicting the stage and grade of lung cancer, using DL techniques (Chang
et al. 2019).

Pathology’s digitization combined with its generation of large amounts of
medical data make the field, along with radiology, a “prime target[] for disruptive
innovation of health care AI applications over the next decade (Chauhan and
Gullapalli 2021).” Allen articulates three progressive levels of Al integration in
pathology (Allen 2019). The first level keeps pathologists in the workflow loop by
integrating Al as one of the many diagnostic tools that pathologists use for medical
decision making (Allen 2019). The second level describes Al that can independently
render pathologist reports but keeps human pathologists on the workflow loop to
provide quality oversight for Al-generated medical decisions (Allen 2019). The
third level of Al involvement removes human pathologists from the workflow loop
which is entirely controlled by autonomous Al (Allen 2019).

Other medical experts doubt a future in which AI completely replaces human
pathologists noting that Al has yet to master the unique ability of the human
brain to synthesize information across various sectors of knowledge (Chauhan and
Gullapalli 2021). Though Chauhan and Gullapalli (2021) admit that the future role
of Al in pathology is unpredictable, they dare to make one prediction: “The need for
a wary and cautious eye on the quality and process control by pathologists is unlikely
to be automated anytime soon (Chauhan and Gullapalli 2021).” Pathologists in
clinical laboratories are also responsible for the generation and safekeeping of “one
of the largest single sources of objective and structured patient-level data within the
healthcare system (Jackson et al. 2021).” As a result, pathologists are not only well-
positioned but, as the custodians of highly coveted medical data, ethically obligated
to help usher in a new age of AL*

4 See Chauhan and Gullapalli (2021) noting that pathologists are the custodians of patient data that
will drive innovation and debates surrounding medical Al
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3 The Autonomous Al Physician: Parameters

While the concept of a self-sufficient robot doctor may be the stuff of science
fiction, Al is already capable of autonomously practicing medicine, including
diagnosis, prognosis, and provision of treatment recommendations.’ Deep learning
allows AI to mimic human brain function to independently process data and
reach decisions using algorithmic reasoning that continuously improves as the Al
collects more data (Ahmad et al. 2021). Although AI manufacturers may attempt
to describe Al as “cognitive computing” or medical support tools, the reality is
that Al can now independently consult millions of pages of literature to suggest
individualized medical treatments (Chung and Zink 2018), analyze and interpret
radiology images and pathology slides (Griffin 2021; Oxipit 2022), diagnose and
stage cancer (Ahmad et al. 2021), and predict patient outcomes (Ahmad et al. 2021).
And with investment in healthcare Al outperforming any other sector in the global
economy, the capability of medical AI will only continue to grow (Griffin 2021).
Some futurists predict artificial general intelligence to be a reality by 2029 (Chung
and Zink 2018).

Now is the time to set parameters for the autonomous practice of medicine by
Al. While recognizing that AI may be able to “fill much of the gap between human
performance and perfection (Jorstad 2020),” it will never be capable of providing
the integral human components of medical practice, “like touch, compassion, and
empathy (Griffin 2021).” Griffin explains that: “Medicine is not purely a science
that can be managed with statistics, mathematics, and computer algorithms, and
overreliance on Al may lead to harm in instances when human compassion, human
touch, or human interpretation of data context is necessary (Griffin 2021).” From
the perspective of diagnostic pathology, Ahmad, et al. note that, “[t]he diagnostic
process is too complicated and diverse to be trusted to hard-wired algorithms alone.
It is hoped that Al and human pathologists will be natural cooperators, not natural
competitors (Ahmad et al. 2021).” As recognized by the EU’s Special Committee on
Artificial Intelligence in a Digital Age, human oversight of autonomous Al medical
decisions is indispensable (European Parliament Special Committee of Artificial
Intelligence in a Digital Age 2021). As a result, the Autonomous Al Physician, as
used in this Chapter, describes artificial intelligence that is capable of performing
acts ordinarily considered medical practice (diagnosis, prognosis, development of
a treatment plan, etc.) using algorithmic reasoning to make medical decisions
without a human involved in that medical decision-making process. Additionally,
the Autonomous Al Physician should currently not stand alone as the sole medical
decision maker for an individual patient but should instead be situated within a larger
treatment team that includes human medical practitioners.

3 Lawry (2018) opining that AI will not replace doctors.
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4 Ethical and Legal Implications of the Autonomous Al
Physician

The proliferation of Al technologies capable of performing tasks typically reserved
for human medical professionals can translate to cheaper, more accessible, and
higher quality healthcare (See Jackson et al. 2021). In addition to diagnostic Al
ranging from IDx-DR’s ophthalmologic diagnoses to Oxipit’s radiology reports,
Al applications in medicine can read eye scans, predict early-stage coronary artery
disease, and detect cardiac arrest over the phone in real time (Gerke et al. 2020).
Gains realized by innovative Al technologies in medicine; however, do not come
without risks to patient safety and privacy. As a result, medical, legal, and data
experts call for robust ethical and regulatory oversight of Al in the health sector to
ensure that new technologies are implemented fairly, safety, and securely (Lawry et
al. 2018; Allen 2019; Jackson et al. 2021). Although regulatory agencies are now
attempting to address Al risks, the early “development of Al, broadly speaking, has
occurred substantially outside of any regulatory environment (Allen 2019).”

Regulating the development of Al in any sector is inhibited by the “pacing
problem,” which describes the proclivity of technological innovation to disengage
from regulatory regimes and social norms that lag behind the development of
new technology.® Additionally, innovation in the tech industry is driven by values
markedly different than those in the healthcare industry (Jackson et al. 2021).
“Movl[ing] fast and break[ing] things” doesn’t exactly translate to an acceptable
patient safety strategy.’ Still, successful ethical, regulatory, and legal strategies for
guiding the implementation of Al in medical practice will need to balance the
benefits of encouraging innovation in the health sector with the risks to patient safety
and privacy (Allen 2019). Interestingly, the tech industry, including Al researchers
and data-scientists, have initially led discussions surrounding the importance of
ethical and responsible Al but experts warn that the industry in charge of developing
Al cannot alone guide the ethical implementation of the same technology (Chauhan
and Gullapalli 2021). Allen opines that accomplishing such a task “is likely to
require an unprecedented level of governmental, professional societal, and industrial
cooperation and trust-building (Allen 2019).”

Though the ethical and legal aspects of integrating autonomous Al in medicine
cannot be neatly separated, we nevertheless organize the ethical discussion consider-
ing the core principals of medical ethics—autonomy, beneficence, nonmalfeasance,
and justice—to conclude that ethical AI must be transparent, reliable, safe, and free
of bias, while organizing the legal discussion around data privacy and liability for
patient harm.®

6 Allen (2019) describing the pacing problem. Jackson (2021) noting that Al applications have
developed faster than social norms and regulations have been able to evolve in response.

7 Jackson (2021) quoting Mark Zuckerberg.
8 Jackson (2021) listing foundational principles of medical ethics.
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4.1 Ethical Consideration: Transparency

The requirement that medical Al maintain a level of transparency sufficient to ensure
patient autonomy is twofold. First, Al developers should be transparent about the
use of patient data for training medical Al systems (Jackson et al. 2021). Second,
patients should have sufficient information about the use of Al in clinical care,
including the risks and benefits of Al-based medical decisions as well as information
about how those decisions are made (Jackson et al. 2021).

The question of whether patients need to give permission for Al developers to use
health data generated during their medical treatment depends on the jurisdiction’s
rules governing disclosure of personal health information. In the United States,
because patient data is typically deidentified before being shared with Al developers
for training new technologies, the primary law protecting health data, the Health
Insurance Portability and Accountability Act (HIPAA), does not prevent disclosure
(Jackson et al. 2021). Jackson, et al. argue that the risk of reidentification of patient
data by cross-referencing multiple data sets mandates that a patient’s consent be
obtained prior to using their health data for training Al (Jackson et al. 2021).
This consent requirement, should it be recognized, cannot be satisfied by obtaining
patient consent for processing data for individual medical treatment and payment,
but instead requires additional consent (Jackson et al. 2021). In Europe, the General
Data Protection Regulation (GDPR) generally requires explicit patient consent for a
specifically identified purpose before an individual patient’s health data is processed
for any reason (The European Parliament and the Council of the European Union
2016, Art. 9). Although the GDPR does not regulate “anonymized data,” which can
no longer be connected to an identifiable person, it does restrict the use of data that
has a reasonable likelihood of being re-identified (The European Parliament and the
Council of the European Union 2016, Recital 26).

In addition to having control over their health data, patients should also be
informed about the role of Al-sourced decision making in their medical care. When
and to what extent patients are informed about the use of Al in making diagnoses
and therapeutic decisions is unsettled, leaving medical and legal experts concerned
about infringement upon a patient’s ability to exercise the autonomy needed to
make informed decisions about their treatment (Gerke et al. 2020). Minimally, a
patient should be informed when Al is used to generate diagnoses or treatment
recommendations including an explanation of any risks attendant with accepting Al-
sourced medical decisions. Ideally, patients should also be given a plain-language
explanation of how the Al reached its conclusions; however, the reality is that Al
technology that uses DL can conceal algorithmic decision-making criteria from even
the AIl’s developer creating the problem of opaque “black-box” Al, which describes
the inability of humans to understand the basis for the AI’s decision. (Chauhan and
Gullapalli 2021). Nevertheless, disclosures about data used to train the Al as well as
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the AI’s pre-market performance statistics should be given to patients whose care is
influenced by AI medical decision making.’

4.2 Ethical Considerations: Reliability and Safety

The “black-box” problem also presents an impediment to ensuring that Al-sourced
medical decision making is reliable and safe for patients because it conceals
the process by which the Al system reached a decision, preventing analysis and
oversight of the decision-making process. Some experts argue that the accuracy of
the AI’s decisions is what matters regardless of the hidden process it used to reach
those decisions (Gerke et al. 2020). Although, the algorithmic functions used in the
Al’s analysis of data are not, and cannot possibly be, completely transparent with
“black-box™ Al, developers must still provide crucial information about how the
Al was trained and potential biases of the software for independent oversight and
analysis (Gerke et al. 2020). Typically, the quality of the training data given to the
Al will directly correlate to the quality of the AI’s medical decisions (Gerke et al.
2020).

However, even when Al produces technically reliable decisions based upon the
data it received, those decisions may be clinically unreliable and threaten patient
safety (Lawry et al. 2018). While DL can enable an Al to develop and apply rules to
detect patterns using large data sets, Al still cannot exercise clinical reasoning of a
human doctor to determine the difference between causation and correlation (Lawry
et al. 2018). For example, an Al system trained to triage patients with pneumonia
determined that asthmatic patients were low risk because they had better recovery
outcomes following a pneumonia diagnosis than the general population (Caruana et
al. 2015). While the system was trained to consider underlying risk in its decision
making, it failed to recognize that patients with a history of asthma, and considered
high-risk pneumonia patients, received a higher level of care, thereby producing
better outcomes. This inability of Al to properly recognize cause and effect can
make the system unreliable, and therefore, unsafe (Lawry et al. 2018).10

9 See Generally on ‘Black-Box” effect II.2—E Magrani and P G F Silva—The Ethical and Legal
Challenges of Recommender Systems Driven by Artificial Intelligence; 11.8—R Nogaroli and J L
M Faleiros Junior—Ethical challenges of artificial intelligence in medicine and the triple semantic
dimensions of algorithmic opacity with its repercussions to patient consent and medical liability.
10 See also 11.8—R Nogaroli and J L M Faleiros Jinior—Ethical challenges of artificial intelligence
in medicine and the triple semantic dimensions of algorithmic opacity with its repercussions to
patient consent and medical liability.
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4.3 Ethical Consideration: Bias

Patient safety can also be compromised by systemic biases that manifest in Al
medical decision making. Despite being nonhuman, Al can express subjective biases
as a result of human-generated algorithms and data used to develop the Al (Chauhan
and Gullapalli 2021). Algorithmic bias describes the systemic bias of Al decisions
that reflect the human biases of the AI's programmer (Nelson 2019). Algorithmic
bias can be introduced through, “the data algorithm authors choose to use, as well
as their data blending methods, model construction practices, and how results are
applied and interpreted (Nelson 2019).” Chauhan and Gullapalli explain how Al
algorithms with a “tunable variable” require researchers to make conscious choices
that present an entry point for biases that can have “cascading effects downstream.”

Another source of Al bias comes from the data used to train the AI, which
consists primarily of data from electronic medical and billing records. Nelson
describes the data used to train Al as, “the data that we have as opposed to the
data that is ‘right (Nelson 2019).”” First, because data in electronic health records
is not generated for the specific analytic functions of modern Al technology, but
rather for medical treatment and billing, it reflects systemic biases—including racial,
gender, geographic, and economic biases—that operate to further disadvantage
underrepresented populations (Nelson 2019). For example, black women have
historically been, and continue to be, victims of obstetric racism and subjected
to unnecessary medical procedures (Campbell 2021). When data used to train
Al contain bias, the AI will generate biased medical decisions in the absence of
adequate measures designed to both identify and eliminate such bias (Lawry et al.
2018).

An overarching bias in health data used to train Al is that it comes from
populations who have access to healthcare and is typically not representative
of minorities and other marginalized subpopulations (Jackson et al. 2021). This
problem is further exacerbated when wearable technologies source Al training
data (Lawry et al. 2018). As a result, data used to train Al suffers from category
imbalance and under specification, both of which can make the AI’s decisions
unreliable and unsafe when applied to members of a minority or underrepresented
population (Chauhan and Gullapalli 2021).

4.4 Legal Considerations: Data Privacy

Though most data used to train AI come from electronic health records, other
sources of training data include purchasing records, income data, criminal records,
and social media (Hoffman 2021). Third-party access to such data can reach far
beyond the harm associated with an initial privacy violation to impact employment
and credit decisions and insurance access and rates (Jackson et al. 2021). Additional
negative impacts of third-party access to health data can include social stigma and
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psychological harm (Hoffman 2021). Hoffman notes that Al predictions regarding
future medical conditions, including cognitive decline, substance abuse, and even
suicide can cause both discrimination and psychological harm for individuals who
are not offered counseling to manage the impacts of such findings (Hoffman
2021). Although the GDPR offers more protection to individuals in the European
Union than HIPAA offers to Americans, the cross-border capabilities of Al require
international regulations to protect personal data used by Al developers (Gerke et
al. 2020).

4.5 Legal Consideration: Liability

Though Al is currently capable of independently performing tasks, like diagnosis,
that fall squarely within the practice of medicine, a clear legal framework to directly
address legal liability for patient injuries caused by Al-based medical decision
making does not exist (Lupton 2018). The introduction of Al into clinical decision-
making upsets the traditional notions of negligence by asking questions like: Can
a computer be unreasonable? (Chung and Zink 2018). The European Commission
(EC) has recently introduced proposed Directives to govern liability for Al-caused
harm generally (European Commission 2022a (PLD); European Commission 2022b
(AILD)). However, these proposed Directives still do not provide a clear liability
framework for medical technologies like the Autonomous Al Physician in cases
where the AI’s algorithmic medical decision making is designed to be unpredictable
and opaque and cannot be sufficiently connected to either (1) a defect in the AI’s
creation or (2) human fault (or negligence) as judged under existing law (Duffourc
and Gerke 2023).

Currently, there are several existing legal frameworks within which courts might
assign liability for injuries caused by an autonomous Al physician, including strict
liability, enterprise liability, vicarious liability, negligence, and no-fault liability.
Some legal scholars question the extent to which Al-inflicted damages can be
compensated by machines, which have no financial assets (Allen 2019). Chung,
who advocates for legal personhood for Al, argues that risks can be assessed and
insured to compensate injured patients within the existing medical malpractice and
products liability frameworks (Chung and Zink 2018). To some extent, a negligence-
based regime can deter bad behavior by only punishing actions that are found to fall
below a medically acceptable standard of care. On the other hand, a strict or no-
fault liability regime can force the industries responsible for creating and employing
Al in healthcare to absorb the risk of injury caused by that technology. Applying
vicarious liability or corporate negligence law can shift liability to the institutions
who “hire” Al and operate under causes of action like negligent hiring or negligent
credentialling (Gerke et al. 2020).

The answer to legal liability for autonomous Al probably lies in the combination
of several existing legal approaches depending on the cause of the injury. The
uncertainty surrounding the legal liability situation for autonomous Al in healthcare
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will likely inhibit the uptake of emerging Al technologies, which if sufficiently
regulated, can improve patient care (Lupton 2018; European Commission 2022b
(AILD)). As a result, legal scholars in the U.S. and Europe call upon lawmakers to
provide clarity regarding liability for medical injuries caused by Al (Lupton 2018;
Gerke et al. 2020).

5 Regulating the Autonomous Al Physician

Proper regulation of the Autonomous Al Physician through a careful combination
of governmental, industry, and legal rules and regulations must address the ethical
and legal concerns identified in order to promote the successful integration of safe,
reliable, and fair autonomous Al in medicine.!! To guide the development of Al in
medicine, all stakeholders must collaborate to develop both ethical norms to govern
the creation, implementation, and maintenance of Al as well as legal and regulatory
mechanisms to ensure accountability for ethical violations and responsibility for
injuries caused by the Autonomous AI Physician.'?

Robust industry and governmental guidance and regulations that aim to provide
transparency, safety, reliability, fairness, and privacy are the first line of defense for
patients of the Autonomous Al Physician. However, it is inevitable that patients
will incur damages because of autonomous Al integration into healthcare. When
damages manifest, the legal system must ensure accountability and compensation
for injured patients. Because the Autonomous Al Physician is both algorithm and
doctor, it should be regulated under regimes that both ensure ethical development
and implementation of the software and hold it accountable as a self-learning
autonomous decision maker. Since autonomous Al are “educated” and “trained”
by software developers and engineers who write algorithms, regulatory bodies that
test, approve, and oversee, the quality of the Al software and its development
process are akin to medical boards that test, license, and oversee the practice
of physicians. On the other hand, liability regimes that govern damages caused
by products are generally not suited to encompass liability for damages caused
by the Autonomous Al Physician. Instead, a combination of medical negligence,
organizational negligence, vicarious liability, and enterprise liability are better
equipped to handle patient damages caused by autonomous Al decisions, with
products liability governing the small portion of cases that involve damage caused
by the AI’s design and physical components.

11 See Ahmad (2021) discussing the importance of defining correct frameworks for the application
of AL

12 Jackson (2021) opining that all stakeholders must collaborate to develop and enforce ethical
norms.
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5.1 Healthcare Industry Regulation

Medical experts can help ensure the ethical and safe development of autonomous Al
in healthcare. Some medical professional and regulatory organizations have already
begun to tackle this challenge. In the U.S., the American Medical Association seeks
to “[pJromote the development of thoughtfully designed, high-quality, clinically
validated health care AL” which includes Al conformity with best practices,
transparency, reproducibility, fairness, privacy, and security (American Medical
Association 2018). In the U.K., the National Health Service seeks to prevent
unintended harm caused by data-driven technology in healthcare, including Al,
by providing a framework for Al developers that addresses, “issues such as
transparency, accountability, safety, efficacy, explicability, fairness, equity, and bias
(Department of Health and Social Care and National Health Service 2021).” The
Royal Australian and New Zealand College of Radiologists (RANZCR) drafted A
Standards of Practice to guide the development, regulation, and integration of Al
into radiology practice according to similar ethical principles (RANZCR 2020).
The Digital Pathology Association has established an AI/ML taskforce that seeks
to aid the development of artificial intelligence and machine learning in pathology
by providing its members with information and resources regarding, “regulatory
insight, best practices, scholarly activity, vendor relationships, and ethics (Digital
Pathology Association 2020).”

At the provider level, healthcare organizations can implement several practices to
help achieve the safe, ethical, and accountable Al envisioned by these professional
societies. First, organizations should establish an institutional review board (IRB)
to assess the scientific value, validity, and reliability of medical Al, the risks to
patients’ health, autonomy, and privacy, and fairness and accountability associated
with using Al to provide patient care (Jackson et al. 2021). Second, organizations
should adopt policies, procedures, and protocols that clearly delineate levels of
responsibility for ensuring that AI implementation reflects values driving the
IRB’s assessments (Chauhan and Gullapalli 2021). These protocols should be
continuously reviewed and updated to “reflect the current state of knowledge
in healthcare practices (Chauhan and Gullapalli 2021).” One practical way to
incorporate ethical values surrounding medical Al is to write them into transparent
contracts with Al developers and vendors, which can include provisions regarding
data quality, privacy, and sharing as well as mechanisms for oversight and audits of
Al performance (Jackson et al. 2021).

Another practical recommendation is the creation of patient-facing Health Infor-
mation Counselors (HICs) to provide patients with information regarding the use of
Al in their healthcare, including Al performance, risks, benefits, and costs (Jorstad
2020). HICs would be a new class of interdisciplinary healthcare professionals
who are trained to understand the technological, analytical, and medical capacities
of autonomous Al as well as the clinical and financial impacts of an individual
patient’s care (Jorstad 2020). Jorstad cautions that while HICs “might prove an
invaluable resource as a mediary between patients and medical professionals,” under
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current liability standards, physicians must still understand and explain the risks of
medical Al necessary to obtain informed consent (Jorstad 2020). As such, practical
implementation of HICs will “require broader structural and policy changes (Jorstad
2020).”

If the healthcare industry takes a proactive role in implementing ethical Al in
patient care, it can also guide the development of Al regulatory regimes to prevent
misregulation, which could act as a barrier to the continued uptake of future Al
technology in healthcare, including the Autonomous AI Physician (See Jorstad
2020).

5.2 Government Regulation

Governmental regulation of Al falls broadly under two spheres: safety and data
privacy and security.

5.2.1 Safety Regulation

Government regulation of the Autonomous Al Physician to ensure its safety is a
complex endeavor. The self-learning capability of autonomous Al that makes it a
valuable asset to healthcare delivery is also the feature that makes it difficult to
regulate. Current government regulatory systems were designed for static med-
ical devices and products, not the ever-changing deep learning Autonomous Al
Physician (Jorstad 2020). Additionally, as Jorstad points out, Al does not have
the historical benefit of proving itself through decades of peer review, scientific
research, and clinical trials, which underly traditional government regulation in the
health sector (Jorstad 2020). Instead, “deep learning has turned the scientific process
on its end,” as Ahmad et al. explains, by using data to generate, rather than prove,
hypotheses (Ahmad et al. 2021). As a result, regulatory bodies need to develop a
more dynamic approach to pre-market authorization and post-market monitoring to
ensure ethical and responsible adoption of autonomous Al in the healthcare industry.
Lawry, et al. proposes a regulatory regime that includes: “systematic evaluation of
the quality and suitability of the data and models used to train Al-driven systems;
adequate explanation of the system operation including disclosure of potential
limitations or inadequacies in the training data; medical specialist involvement in the
design and operation process; evaluation of the role of medical professional input
and control in the deployment of the systems; and a robust feedback mechanism
from users to developers (Lawry et al. 2018).”

Regulating “moving target” Al that involves self-learning algorithms that con-
tinue to change after placed in the healthcare market requires an approach focused
on the quality of the development process pre-market and continued performance
monitoring post-market (Homeyer et al. 2021). In the U.S., the Food and Drug
Administration has already introduced a pilot certification program to streamline
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approval for software as a medical device (SaMD) (U.S. Food & Drug Admin-
istration 2021). The pilot program uses a “Total Product Lifecycle” approach,
which consists of pre-market evaluation of companies that develop Al as well as
continuous post-market product performance oversight of SaMD (U.S. Food & Drug
Administration 2021). Under the program, a company can achieve “precertified
status” if it can, “establish trust that they have a culture of quality and organizational
excellence such that they can develop high quality SaMD products, leverages
transparency of organizational excellence and product performance across the entire
lifecycle of SaMD, utilizes a tailored streamlined premarket review, and leverages
unique postmarket opportunities available in software to verify the continued safety,
effectiveness, and performance of SaMD in the real-world (U.S. Food & Drug
Administration 2021).”

In Europe, the EC’s proposed Al Act'” attempts to provide uniform governance
of AI to ensure, “a high level of protection of health, safety and fundamental
rights,” and “free movement of Al-based goods and services cross-border (European
Commission 2021).” The proposal classifies Al used in health care as a high-risk
medical device that must comply with existing regulations, for example the Medical
Device Regulation (MDR) and the Regulation on in vitro diagnostic medical devices
(IVDR), as well as the Al-specific requirements contained in the proposal (European
Commission 2021). The IVDR controls the certification process for Al in pathology
and already requires an assessment of technical development, performance, and
a post-market surveillance plan (European Commission 2017). The new proposal
imposes additional “requirements of high quality data, documentation and trace-
ability, transparency, human oversight, accuracy and robustness (U.S. Food & Drug
Administration 2021).” While the proposed Al Act is designed to establish public
trust in technology, some experts view the new proposal as overregulation that will
require duplicate certifications under various EU regulations and stifle innovation in
the market (Taylor 2021). Indeed, striking the delicate balance between protecting
patients and encouraging innovation is essential to the successful development and
implementation of the Autonomous Al Physician.

13

5.2.2 Data Regulation

Regulators must also attempt to protect personal data used to develop and train
Al The framework for regulating health data in the U.S. is insufficient to address
the ethical and legal concerns regarding data privacy and security raised by the

13 See also on AT Act 1.3—P U Lima and A Paiva—Autonomous and Intelligent Robots: Social,
Legal and Ethical Issues; II.5—A T Fonseca, E V Sequeira and L B Xavier—Liability for Al
Driven Systems; II1.5—D Durdes, P M Freitas and P Novais—The Relevance of Deepfakes in
the Administration of Criminal Justice; III.8—A Keller, C Martins Pereira and M Lucas Pires—
The European Union’s approach to Artificial Intelligence and the Challenge of Financial Systemic
Risk; II1.9—1J C Abreu—The “Artificial Intelligence Act” Proposal on European e-Justice Domains
Through the Lens of User-focused, User-friendly and Effective Judicial Protection Principles.
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Autonomous Al physician. On the other hand, Europe has taken a more proactive
approach to regulating big data, which includes protecting health data of EU citizens
from exploitation by the tech industry.

American legal scholars have highlighted HIPAA’s inability to adequately pro-
tect individual health data in the United States (Gerke et al. 2020; Hoffman 2021).
HIPAA’s failure to regulate data sharing by entities other than healthcare providers
and insurers is the law’s most glaring weakness when it comes to data privacy.
For example, technology companies are free to share individual health data for
research or commercial purposes because they are not considered “covered entities”
under the law (Gerke et al. 2020). HIPAA also fails to regulate user-generated
health data or data that can be used to make inferences about health, leaving social
media posts concerning health conditions or internet purchasing data up for grabs
by tech companies for medical Al research and development (Gerke et al. 2020).
Finally, de-identified data that would otherwise be protected under HIPAA’s privacy
rules can be shared by covered entities for research and commercial purposes.
However, de-identification can be insufficient to protect patients’ privacy when data
can be re-identified by cross-reference to other available databases (Gerke et al.
2020). Although states are free to impose stricter privacy protections than HIPAA
requires for personalized health information, the failure to enact a comprehensive
data protection framework at the federal level may both stifle the development
of innovative Al health technologies as well as compromise individuals’ privacy
rights (Gerke et al. 2020). Some legal experts call for expansion of HIPAA and the
Americans with Disabilities Act to protect data and prevent discrimination based on
future health conditions (See Hoffman and Podgurski 2007; Hoffman 2017).

The GDPR in Europe offers a higher level of protection for personal data
concerning European Union data subjects. The regulation’s general prohibition on
sharing genetic data, biometric data, and data concerning health applies to any
entity that handles personal data, including natural persons and business entities
(The European Parliament and the Council of the European Union 2016, Sect. 4).
The GDPR also prevents the processing of data for “automated individual decision
making,” which can have a legal or other significant consequences on the data
subject, absent necessity for entrance into a legal contract, authorization by the
member state and measures to safeguard individual freedoms and privacy interests,
or explicit consent (The European Parliament and the Council of the European
Union 2016, Art. 22). Finally, the GDPR’s required impact assessments, including
risk assessments and anticipated risk mitigation and data protection efforts, apply to
the introduction of new Al-based technology in clinical health settings (Gerke et al.
2020). Although the GDPR offers more protection to individuals in the European
Union than HIPAA offers to Americans, the cross-border capabilities of Al requires
international regulations to protect personal data used by Al developers (Gerke et
al. 2020).
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5.3 Liability for Injuries

Current legal regimes for medical liability are not designed for the Autonomous
Al Physician’s expression of both software and human qualities. Current theories
of liability for medical injury are either “human-centric” or “machine-centric,” and
fail to provide a workable framework for liability of a hybrid entity (Chung and
Zink 2018). Nevertheless, we agree with Griffin that, “[c]urrent legal frameworks
are likely to provide the foundation of liability analysis of Al systems with some
twists specific to Al (Griffin 2021).” Identifying the proper modification of legal
frameworks prior to “a med-mal claim involving Al misdiagnosis arriving in court”
is crucial to prevent courts from either banning the Autonomous Al Physician or
creating, “such significant restrictions that AI's functionality becomes more trouble
to implement that it is worth (Jorstad 2020).”

To-date, no courts have directly addressed liability for injury caused by
autonomous medical Al (Jackson et al. 2021). Liability for damages caused by
the Autonomous Al Physician will likely be distributed among Al manufacturers
and developers, individual healthcare providers, and healthcare organizations
(Schweikart 2021). Jorstad predicts that healthcare organizations will primarily
bear the costs of injuries caused by their employment of an Autonomous Al
Physician (Jorstad 2020). Maliha, et al., believe that under the current liability
scheme in the U.S., physicians who rely on Al-decision making will be the
primary targets, but questions whether it is fair to hold providers accountable
for unpredictable autonomous Al decisions that are made using “black-box” deep
learning algorithms (Maliha et al. 2021). Of course, the continuous self-learning
features of the Autonomous Al Physician are precisely what makes it valuable in
clinical practice (Maliha et al. 2021).

Ultimately, the question of liability assignment is answered by asking: who has
control over the particular function(s) of the Autonomous Al Physician that leads to
a patient injury? (Schweikart 2021) Control can manifest in several ways. First,
Al developers and manufacturers have control over the physical components of
the Autonomous Al Physician as well as control over its “education and training”
through the algorithmic development of the Al. Second, healthcare organizations
exhibit control over “hiring” and organizational oversight through the selection and
implementation of Al in clinical practice. Third, individual healthcare providers
have limited control over Al recommendations for clinical action through human
oversight and quality control. This, of course, leaves a gap in control for the
Autonomous Al Physician’s independent medical decision-making, which can be
opaque and obscured by the “black-box” problem. '

Jorstad opines that given the “limited to nonexistent control physicians, hos-
pitals, or even Al manufacturers exert over the machine’s diagnosing, it may be
unreasonable to hold them liable when error surfaces (Jorstad 2020).” Schweikart

14 See Jorstad (2020) “If an Al program is a black box, it will make predictions and decisions as
humans do, but without being able to communicate its reasons for doing so.”
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(2021) agrees that “black-box” Al decision-making makes it nearly impossible to
fairly assign liability under tort law. The logical conclusion is that the Autonomous
Al Physician itself controls its own decisions, but this presents a problem in the
current liability framework because Al does not have legal personhood and is
therefore incapable of being assigned liability (Chung and Zink 2018). Chung and
Zink solve this problem by suggesting the creation of limited legal personhood for
medical Al, which would allow the Autonomous Al Physician to be held legally
responsible for harms caused by its independent medical decisions (Chung and Zink
2018). Once the Autonomous Al is assigned limited legal personhood, and its risks
can be insured as an individual healthcare provider, the existing medical liability
system can effectively compensate patients for Al-caused injured under the control
paradigm outlined above using a combination of products liability, organizational
liability, vicarious liability, enterprise liability, and medical malpractice liability.
Additionally, potentially liable entities can choose to allocate liability among
themselves through contractual agreement. Finally, in countries that opt for no-
fault liability regimes, special adjudication systems can compensate patients for
Al-induced injuries; however, for negligence-based regimes, such a broad structural
change is probably not feasible.

5.3.1 Products Liability

Products liability operates to hold manufacturers liable for inherently dangerous
products by imposing a strict liability standard for injuries caused by defective prod-
ucts and failing to warn consumers of the same (Schweikart 2021). Products liability
for damages caused by the Autonomous Al Physician is difficult to prove absent
evidence of a human-driven design element. While it is true that manufacturers are
in the best position to explain “black-box” technology of autonomous AI (Jorstad
2020), the AI’s decision cannot always be logically traced and is generally not
foreseeable, even by its creators (Schweikart 2021). As a result, it would be difficult
for patients to prove the Al was defective and the availability and feasibility of an
alternative design as required under a products liability cause of action (Maliha et al.
2021). Additionally, the learned intermediary doctrine holds healthcare providers,
rather than manufacturers, responsible for informing patients about risks disclosed
to providers (Schweikart 2021). Jorstad notes that even holding providers liable
for failure to disclose the unforeseeable risks associated with autonomous Al
medical decision-making is “difficult to rationalize (Jorstad 2020).” Finally, using
a strict products liability regime for the Autonomous Al Physician can hamper the
development of beneficial Al technology (Jorstad 2020).

The imposition of binding regulations on the pre-market development and
post-market monitoring of Al should provide limited immunity from liability for
manufacturers who receive the proper authorizations.!> Still, AI manufacturers

15 Jorstad (2020) noting the availability of limited immunity for compliance with FDA regulations.
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should be held strictly liable for defects concerning data input, original software
code, output display, or mechanical failure (Maliha et al. 2021).16

5.3.2 Organizational, Vicarious, and Enterprise Liability

Organizational liability can include direct liability for a healthcare provider for fail-
ing to exercise due care in selecting and retaining competent physicians, maintaining
appropriate facilities and equipment, training and supervising employees, and
implementing appropriate protocols and procedures.!” These organizational duties
can require comprehensive vetting of the Autonomous Al Physician’s capabilities
prior to using it in clinical practice (Maliha et al. 2021). Once implemented, the
organization can also be held liable for failing to continually monitor the AI’s
quality and train the Al as needed to keep it up-to-date. Maliha, et al. recommend
administration of “stress tests” to test the AI’s ability to produce reliable and
accurate decisions in response to difficult situations not considered by the AI’s
developers (Maliha et al. 2021). Additionally, organizations should be required
to utilize the rich learning opportunities made available by the Autonomous Al
Physician’s near-miss errors—errors that do not cause damage—to retrain and
update the Autonomous Al Physicians to prevent error repetition. '

Healthcare organizations can also be held responsible for negligence of their
employees under the vicarious liability doctrine (Schweikart 2021). As a result, if
the Autonomous Al physician is considered an agent or employee of the healthcare
organization, damages caused by the autonomous Al decision-making could be
covered by the organization. Such coverage would operate like a hospital’s vicarious
liability for its nurses and staff doctors. Of course, the healthcare organization
would have to maintain sufficient insurance coverage for acts of the Autonomous
Al physician.

Enterprise liability can hold all entities engaged “in pursuit of a common
aim” jointly and severally liable for damages caused by that common enterprise
(Schweikart 2021). This arrangement could allow for cost sharing between Al
developers and healthcare providers and organizations who implement Al in clinical
practice (Jorstad 2020). Allen believes that enterprise liability is a strong option for
spreading risk associated with the “unpreventable calculable harm” that will occur
as a result of autonomous Al medical decision making (Allen 2019).

16 Contra I1.3—M Lanz and S Mijic—Risks associated with the use of natural language generation:
Swiss civil liability law perspective. See also 11.5—A T Fonseca, E V Sequeira and L B Xavier—
Liability for Al Driven Systems.

17 See Duffourc (2018) discussing theories of direct hospital liability.

18 Wolf and Hughes (2008) noting that near miss errors occur much more frequently than injury-
causing errors and are a rich source of organizational learning.
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5.3.3 Medical Malpractice

Assigning limited legal personhood is necessary to hold the Autonomous Al
Physician accountable for medical malpractice. Chung emphasizes that personhood
for Al is a legal fiction to be distinguished from the colloquial understanding of
what it means to be a person (Chung and Zink 2018). Giving legal rights and
responsibilities to a non-human is not a novel concept. As Schweikart points out,
both ships and corporations are assigned legal personhood (Schweikart 2021).
Chung and Zink argue that IBM’s former AI, Watson, could have been given
limited legal personhood considering its ability to work as an integral member of
a patient care team capable of providing individualized interpretation and analysis
of patients’ medical conditions and giving treatment recommendations (Chung and
Zink 2018). They compared Watson to a medical student with specialized education
and training, who is capable of making independent medical decisions but requires
a level of supervision and oversight (Chung 2017). Based on this comparison,
the framework for insuring risks and evaluating liability for damages caused by
medical Al is already in place, eliminating the need for establishing new insurance
and liability systems, an unlikely endeavor (Chung and Zink 2018). Chung and
Zink further point out that limited legal personhood for Al is flexible enough to
encompass future smarter and more independent Al (Chung and Zink 2018).

Of course, allowing the Autonomous Al Physician to be held liable for its own
medical decision making under the current medical malpractice regime requires
some discussion of the applicable standard of care. The liability regime already
applies heightened standards of care to specialists with extensive training in a
specific medical field (Jorstad 2020). The Autonomous Al Physician is already
capable of exceeding humans’ ability to review and process big data and has, in
some instances, even surpassed the diagnostic abilities of human clinicians (Jorstad
2020). On the other hand, it lacks the ability to physically examine patients with
human senses, synthesize information across various knowledge sectors, prescribe
medication, or order tests. As a result, the Autonomous Al Physician would need
to be considered a unique medical specialist that requires unique corresponding
standards of care.

Jorstad provides some options for determining when the Autonomous Al Physi-
cian breaches the applicable standard of care (Jorstad 2020). The first option is to
use the “nearest neighbor” method, which involves looking at the AI’s diagnostic
history for comparable cases to compute the Al’s gross accuracy rate (Jorstad 2020).
This case-based analysis should provide some measurement by which the alleged
error can be compared and judged under the reasonableness standard (Jorstad 2020).
The second option is “Al cross-testing,” which involves running the data from an
injured patient’s case through other Al algorithms to discover whether the machines
arrive at comparable results (Jorstad 2020). Two additional options involve human
testimony of Al programmers or human medical experts to independently evaluate
the Al’s decisions and opine regarding whether the AI’s processes and results,
respectively, are reasonable (Jorstad 2020). In reality, attorneys will likely try some
combination of these methods, and as a result, the standards of care will develop
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organically over time as the Autonomous Al physician becomes a common litigant
in medical malpractice cases. Alternatively, professional and industry organizations
can attempt to proactively establish standards of care by drafting Al practice
guidelines. Still, courts will likely view non-compliance with such guidelines as
evidence of negligence rather than being dispositive of the issue.

Individual healthcare providers can still be liable under the current medical
malpractice regime for failure to properly supervise or oversee autonomous Al. Such
causes of action are already recognized in relation to subordinate medical providers.
One area of human medical liability that requires special attention is informed
consent. Although the Autonomous Al Physician can render independent medical
decisions, it should remain within the scope of a human provider’s responsibility to
inform patients of the risks and benefits of the AI’s medical decisions. Although,
as discussed above, the law could change to allow delegation of this duty to
HICs, under the current law, physicians must consult with patients to provide
information necessary to obtain informed consent. At a minimum, this information
should include notice that a medical decision was generated by an Autonomous
Al Physician, the right to a second opinion by a human clinician when feasible,
and disclosure of possible uses of health information for future Al training (Jorstad
2020).

5.3.4 Contractual Assignment of Liability

Despite a legal framework for assigning liability following a patient injury, health-
care providers and Al manufacturers can still contractually divide or assign liability
and insurance obligations for the Autonomous Al Physician. Jorstad opines that
such agreements are the simplest option for dividing responsibility for Al-induced
injuries (Jorstad 2020).

5.3.5 Special Adjudication Systems

Special adjudication systems can provide a no-fault approach to compensation for
damages caused by the Autonomous Al physician. This can include compensa-
tion from an established fund and/or mandatory binding arbitration to determine
damages caused by Al medical decision making (Jorstad 2020). The benefits of no-
fault systems include streamlined adjudication and increased access to recovery for
those injured by an Autonomous Al Physician (Maliha et al. 2021). Additionally, all
stakeholders would share in the costs of risks posed by Al in healthcare delivery by
contributing to a common fund (Gerke et al. 2020). While there are some examples
of no-fault systems like vaccine injury compensation in the U.S., incorporating
medical injuries caused by autonomous Al into those systems may require large
structural changes that cannot be easily or quickly developed and implemented.
No-fault systems also fail to provide the benefit of deterring sub-standard behavior
during a time of rapid development and implementation of new technology.
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6 Conclusion

The Autonomous Al Physician is here, and it will only get smarter and faster as
DL technology improves at an alarming pace. While Al holds great promise for
improving healthcare access and quality, patient care cannot and should not be
left exclusively to machines. All stakeholders in the development and use of the
Autonomous Al Physician have an obligation to ensure that Al is implemented in
a safe and responsible way, including through regulatory and legal mechanisms
that provide the requisite levels of safety, reliability, transparency, fairness, and
accountability. '’
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Abstract Artificial intelligence algorithms have the potential to diagnose some
types of skin cancer or to identify specific heart-rhythm abnormalities as well as
(or even better) than board-certified dermatologists and cardiologists. However, one
of the biggest fears in the healthcare sector in the Era of Al in Medicine is the so-
called black box medicine, given the obscurity in the way information is processed
by algorithms. More broadly, it is observed that there are three different semantic
dimensions of algorithmic opacity relevant to Medicine: (1) epistemic opacity for
the insufficient physicians understanding of the rules an Al system is applying
to make predictions and decisions; (2) opacity for the lack of medical disclosure
about the AI systems to support clinical decisions and patient’s unawareness
that automated decision-making are being carried out with their personal data;
(3) explanatory opacity for the unsatisfactory explanation to patients about the
technology used to support professional decision-making. Therefore, the aim of this
study is to analyze each type of opacity, considering hypothetical scenarios and its
repercussions in terms of medical malpractice and patient’s informed consent. From
this, it will be defined ethical challenges of using Al in the healthcare sector and the
importance of medical education.
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1 Introduction: Advantages of Artificial Intelligence (AI)
in Medicine

The Digital Age of Medicine created the concept of smart health, following
the transformation phenomenon from traditional Medicine towards P4-Medicine
(preventive, predictive, personalized and participatory) (Hood 2013; Holzinger et
al. 2015)." In this new scenario, health care is no longer essentially limited to
the treatment of pathologies (a task that has never been abandoned, of course)
and is now focused on the adoption of measures aimed at preventing diseases
(preventive medicine) (Balicer and Cohen-Stavi 2020) or making it possible to
anticipate the diagnosis (predictive medicine). Regarding personal treatment, the
patient is seen in a more individualized way (and less generic, therefore), based
on his genetic and health data (personalized medicine). Finally, the doctor-patient
relationship ceases to be something punctual and starts to develop in a continuous
manner, with the patient’s active participation (participatory medicine) (Flores et
al. 2013).2 With digital tools, patients can take a more active, participatory role in
their health care and wellness decision-making. In this way, the diabetic patient
can constantly monitor his blood glucose, enabling, in real time, algorithms to
analyze the personal data provided, supporting the physician in faster, more efficient
and personalized therapeutic decisions, regarding drug administration or dietary
(Nogaroli and Kfouri-Neto 2021a).

The transformation of medical care in this more proactive/participative, preven-
tive, precise model and focused on the individuality of each patient became possible
from the combination of large volumes of health data and Artificial Intelligence
algorithms. Human life, in the wake of the third millennium, will be conditioned to
algorithms for solving problems and making more accurate decisions. Eric Topol,
in his books about the present and future of Medicine (Topol 2013, 2016, 2019a, b),
points to several scientific studies that attest the enormous AI’s ability to diagnose
some types of skin cancer, or identify specific heart thythm abnormalities, as well
or perhaps even better than dermatologists and cardiologists (Huang et al. 2020).

During the COVID-19 pandemic, Al also demonstrated its great potential in
medical imaging around the globe. Due to the rapid increase in number of new and
suspected COVID-19 cases, as an alternative to relieve pressure on radiologists and
prevent further spread of the disease, Al-based algorithms were developed across

1 “The convergence of patient-activated social networks, big data and their analytics, and systems
medicine has led to a P4 medicine that is predictive, preventive, personalized, and participatory.
Medicine will focus on each individual. It will become proactive in nature. It will increasingly
focus on wellness rather than disease”.

2 By adding the “participatory” component, P4 Medicine “maximizes the effectiveness of systems
medicine by expanding its application out from hospitals and clinics into homes, workplaces
and eventually schools. With the addition of self-monitoring (activity, weight and calorie intake)
and self-assessments in the participatory component, new quantities and forms of data will be
aggregated and mined to generate new insight into health and disease. These insights will drive the
development of new technologies, analytic tools and forms of care”.
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the globe that supported these professionals in quickly identifying the pathogen
disease by analyzing computed tomography images of symptomatic patients of
COVID-19 (Harmon et al. 2020).3 Besides, in the last years, predictive algorithms
have been used to target treatment more effectively toward high-risk patient groups
for the prevention of major chronic disease complications. This approach is being
applied in other relevant domains to allow for the identification of populations at risk
and early identification of impending complications of multiple acute and chronic
illnesses (Nogaroli and Nalin 2021; Nogaroli and Silva 2021).

Nowadays, IBM is one of the major companies that creates more technological
solutions for the healthcare sector and developed the so-called Watson for Oncology,
a solution powered by information from relevant guidelines, best practices, and
medical journals and textbooks. Watson evaluates the information from a patient’s
medical record, along with medical evidence (scientific papers and clinical studies),
thus showing possible treatment options for cancer patients, classified by confidence
level. In the end, it will be up to the doctor to analyze the conclusions reached by
the AI and decide which is the best treatment option for that specific patient (IBM
Healthcare and Life Sciences 2021).%

The brief demonstration of these examples of Artificial Intelligence being
incorporated into medical practice is to illustrate some of the various benefits
that this technology can provide to the healthcare sector. These potential benefits,
however, are accompanied by relevant ethical and legal concerns to be faced. Al
brings many benefits to the healthcare sector, but its risks cannot be ignored, which
are even many of them intrinsic to the technology itself. In September 2021, it was
published an UN report that analyses how Al tools affect people’s right to privacy
and other human rights. The UN High Commissioner for Human Rights called for
a moratorium on the Al systems, considering that the technology in several sectors
has caused serious human rights risks and, therefore, it would be needed a pause in
creating new Al tools until authorities can demonstrate that there are no significant

3 The algorithms were programed with thousands of tomography images labeled training images in
two general classes: (1) COVID-19 and (2) Not COVID-19. Images marked as “Not COVID-19”
represented cases of patients with healthy lungs. Preliminary studies indicate chest CT has a high
sensitivity for detection of COVID-19 lung pathology and several groups have demonstrated the
potential for Al-based diagnosis, reporting as high as 95% detection accuracies. Also included were
examples of patients with other lung diseases, such as lung cancer, tuberculosis, bronchiectasis, and
pneumonia of non-viral etiology.

4 “Watson for Oncology was developed in concert with Memorial Sloan Kettering Center (MSK).
To date, it has invested nearly 15 million pages of medical content, including more than 200
medical textbooks and 300 medical journals. By combining MSK’s world-renowned cancer
expertise with the analytical speed of IBM Watson, the tool has the potential to transform how
doctors provide individualized cancer treatment plans and to help improve patient outcomes. In
2015, nearly 44,000 oncology research papers were published in medical journals around the
world, or more than 120 new papers each day, outpacing the ability of humans to keep up with the
proliferation of medical knowledge. Watson’s machine learning capability means it is continuously
learning about oncology over time, and doctors have access to peer-reviewed studies, clinical
guidelines and expert perspectives, enabling them to make more specific and nuanced treatment
decisions more quickly, based on the latest data.”
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issues with accuracy or discriminatory impacts and that the Al systems comply with
robust privacy and data protection standards (United Nations 2021).

In recent decades, with the exponential creation of new predictive algorithms
in medical practice, it is also possible to observe a moment of a global crisis in the
credibility of this technology in Medicine. There is a scenario of potential expressive
Al risks in supporting the medical professional decision, considering several factors,
including deficiency in the process of creating and validating algorithms, relevant
degree of fallibility, unpredictability and algorithmic opacity (Topol 2019a, b).

Consequently, the present study proposes to investigate the potential risks of
implementing Al in clinical practice, as well as the definition of ethical principles to
be followed during the development of the technology and, after being introduced in
the market, throughout its useful life cycle. From this, this paper will seek to draw
some conclusions about the future of Artificial Intelligence algorithms in Medicine
and the importance of medical education in digital health and new technologies.

2 Triple Semantic Dimensions of Algorithmic Opacity
and Its Repercussions to Patient Consent and Medical
Liability

One of the biggest fears in the health sector in the Era of artificial intelligence
is the so-called ‘black box medicine’, given the obscurity in the way information
is processed by the algorithms. More broadly, it is observed that there are three
different semantic dimensions of algorithmic opacity relevant to Medicine: (1)
epistemic opacity; (2) opacity for the lack of medical disclosure; and (3) explanatory
opacity. Therefore, it is important to analyze each type of opacity, considering
hypothetical scenarios and its repercussions in terms of medical malpractice and
patient’s informed consent.

(1) Epistemic opacity: there is a relevant complexity for physicians’ understand-
ing about how personal data are processed by algorithms, which can discover
patterns within such a large number of variables that it becomes extremely
difficult—or even impossible—for a human mind to understand it. In fact, this
is a problem present in most Artificial Intelligence systems and it is called by
Frank Pasquale by ‘black box problem’, in his book ‘The Black Box Society’
(Pasquale 2015, pp. 6-7). Thus, epistemic opacity occurs when there is not sufficient
understanding of the rules that an Al system is applying to make classifications,
predictions and decisions. As an example, this opacity can originate physician’s lack
of comprehension about the machine learning process to arrive at a certain diagnosis
or prediction about his patient’s clinical condition. The lack of transparency is also
associated with the problem of reliability of algorithms predictions, and it raises
understandable fears regarding the implementation of the technology in medical
practice.
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There are two symbolic cases that exemplify the black box problem and the
unpredictable behaviors arising from Al self-learning and the unreliability of the
results generated by the algorithms. During an experiment conducted in 2002 by
scientists at the Magna Science Center, in England, an unforeseen event occurred:
two intelligent robots were placed in an arena to simulate a scenario of ‘predators’
and ‘prey’, in order to see if the robots would be able to benefit from the
experience acquired from machine learning to develop new hunting and self-
defense techniques. However, Gaak, one of the robots, that was unintentionally left
unattended for 15 min managed to escape and it adopted an unpredictable behavior,
founding a way out through the arena wall and reached the parking lot, where it
ended up being hit by a car (Cerka et al. 2015).

It is also relevant to mention the incident reported by Sameer Singh, an assistant
professor in the Department of Computer Science at the University of California
(UCI), in the United States, in which a student created an algorithm to categorize
pictures of huskies and wolves. Initially, it seemed that the algorithm was able to
classify the two animals almost perfectly. However, after numerous and subsequent
cross-analysis, Singh found out that the algorithm was identifying wolves based
only on the snow in the background of the images and not on the animal’s own
characteristics (UCI Beall Applied Innovation 2017).

Undoubtedly, damages could rise to immeasurable levels if we consider the risks
presented in the two cases above in the context of Al algorithms in Medicine.
Now take for example a poorly programmed and tested algorithm, or one with
expressive degree of fallibility, in the cognitive technology that was used in some
countries to diagnose patients infected with the new coronavirus. Because of this,
Nicholson Price and Roger Allan Ford explain that one of the biggest fears of the
healthcare sector at this stage of artificial intelligence stems precisely from the
unpredictable situations arising from black box medicine, given the obscurity in the
way information is processed by the algorithms (Ford and Price 2016). Therefore,
when algorithmic systems are implemented in clinical practice, it is essential that
physicians know their limitations and what is effectively taken into account for
predictions. Understanding the limits of algorithms will help physicians to better
judge their decisions and proposals, thus avoiding simplistic and reductionist views,
in addition to preventing patients from becoming ‘hostages’ of automated decisions
made in the black box of algorithms.

In addition, it is necessary to emphasize that Al in diagnostic analysis is not
perfect. No matter how efficient an ‘intelligent’ system is for medical diagnosis and
clinical predictions, it will continue to present a significant margin of inaccuracy,
which can lead to adverse results. For example, Watson for Oncology is not 100%
accurate. There is a significant inaccuracy margin of around 10%, according to a
clinical research conducted by a team of 15 doctors at Manipal Hospitals in India
over 3 years of 1000 patients diagnosed with cancer. In cases where there was
disagreement between the Al and the doctors, the medical professionals changed
in 63% of the cases their own diagnoses to follow the one given by Watson. There
is a central point for this reflection: the Al system altered the final decision of
oncologists in several cases. On the other hand, the same survey revealed that in



234 R. Nogaroli and J. L. d. M. Faleiros Jinio

37% of cases the physicians did not change its own diagnosis, in disagreement with
the result obtained by Watson (Bicudo 2021).

In this scenario, imagine a patient diagnosed with cancer and his doctor believe,
at first, that he has a certain type of cancer. However, after putting the patient’s
clinical data into predictive software, such as Watson for Oncology, this one gives
another result, saying the patient has a different type of cancer. Then, a question
arises from it: if the physician follows or disregards the result of the AI, and
damage to the patient occurs, after inappropriate diagnosis and treatment, should
the professional be held responsible? In other words, would be possible to consider
a case of medical malpractice in the event of the supervenience of a harmful result
for the patient that, in theory, could be avoided, if the diagnosis proposed by the Al
had been followed? This complex issue has already been discussed in recent papers
(Nogaroli and Silva 2020; Nogaroli and Nalin 2021).

In order to answer properly this question, some basic concepts need to be initially
indicated about medical liability for misdiagnosis. For the purposes of analyzing
liability in AI services, the primary element of a medical malpractice claim is
the breach of a legal duty to adhere to a professional standard of care, which is
‘a set of guidelines specifying the appropriate or required treatment methods for
a given condition based on medical research and professional practice’ (Jorstad
2020). Moreover, in most jurisdictions, the law does not hold doctors legally
responsible for all diagnostic errors. A misdiagnosis or delayed diagnosis itself is
not evidence of medical negligence (Kfouri-Neto 2021). Skillful professionals can
make diagnostic errors even when using reasonable care. When the doctor carries
out a good examination of his patient, with all the healthcare data, medical exams
and means available, and still makes a diagnostic error, the professional will not
be held responsible. An obligation of infallibility or absolute accuracy cannot be
imposed on the physician.

However, when the misdiagnosis is gross, revealing inadmissible ignorance
or negligence, it leads to the medical liability. The inexcusable diagnostic error
can come from several causes: (a) superficial examination of the patient; (b)
inexcusable ignorance of the physician with elementary information from medical
science; (c) not resorting to the auxiliary diagnostic means made available to
the professional; (d) disregards evident symptoms that required additional exams
for a better determination of the clinical condition. Thus, the key is determining
whether the physician acted competently, which involves an evaluation of what the
professional did and did not do in arriving at a certain diagnosis.

When analyzing the problem of medical liability for diagnostic errors in the
context of Al, according to lessons from Nicholson Price, the doctor can be held
responsible if he is not diligent in using the technology (Price et al. 2019). In the
same sense, Fruzsina Molnar-Gédbor argues that if doctors recognize, based on their
medical expertise, that the result provided by the Al is incorrect in that specific case,
they should not consider it as a basis for their clinical decision. On the other hand,
the physician’s lack of diligence in thoughtlessly discarding the result obtained by
the Al system may constitute a criterion for liability (Molndr-Gabor 2020).
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Thus, it is possible to conclude that, in order to verify whether a doctor has acted
with negligence in a specific case, the standards of professional conduct required at
the time of medical practice must be analyzed. In summary, the physician using the
technology will be in a difficult position to justify: (1) why he followed the diagnosis
or course of action suggested by the Al or (2) why—and based on what factors—he
deviated from the algorithmic recommendation. The medical professional is free to
choose his means of diagnosis and therapy proposals, but he is also responsible for
his choices (Nogaroli and Nalin 2021).

Beyond that, when algorithmic systems are implemented in clinical practice, it
is essential that physicians know their limitations and what is taken into account
for algorithm predictions. Understanding the limits of the technology will help
physicians to better judge their decisions and proposals, thus avoiding simplistic
and reductionist views based in the black box of the algorithms. Lack of in-depth
knowledge of the benefits and risks of healthcare technologies can translate into
worse outcomes for patients due to a lack of medical understanding about which
tools add value to their practice or how to properly integrate Al into the clinical
workflow.

As an example, some hospitals in US implemented the so-called Al Dying
Algorithms, which use patient’s health data and analyze around 5000 clinical risk
factors to predict the chances of survival among hospitalized individuals, screening
patients with palliative needs or even determining the time until death of patients
with terminal or incurable diseases. There are potential benefits of these algorithms
as a tool to support medical decision in the indication of palliative care, in order to
avoid undue extension of life and provide terminal patients with the option of living
the end of life with better quality, through the indication of palliative care.

However, it is possible to observe expressive complications with this type of
Al algorithm such as the one called Jvion CORE, created by the company Jvion for
medical decision in the indication of palliative care. It has already been implemented
in several oncology clinics in the United States (Jvion CORE 2021). However, there
is a serious problem of using the Al Dying Algorithms in clinical practice. Jvion
CORE presents an approximately 40% accuracy in its predictions about patients
flagged as high risk to die in the following month. In order words, there is expressive
percentage of 60% of algorithmic fallibility (Robbins 2021).

Therefore, Eric Topol states that algorithms can help patients and their physicians
make decisions about the course of medical treatment, both in palliative situations
and in those where cure is the goal (Topol 2019a, b). However, the author states
that there is not ‘a particularly good use for Al unless and until it is shown that the
algorithm being used is extremely accurate’ (Robbins 2021). Besides, there is also
a mismatch between the task of these models: predicting a patient’s odds of death
and how they’re actually being used to try to identify who will benefit most from an
advance care planning conversation (medical recommendation for palliative care).
Consequently, there are considerable doubts about the role that artificial intelligence
can play in the context of palliative care (Nogaroli and Kfouri-Neto 2021b).

Last but not least, there is another relevant effect of epistemic opacity that
deserves special consideration. Physicians have a legal duty to provide a certain
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standard of skill and care to their patients but have no obligation under law to
guarantee the cure or other concrete results. Though, there is a risk that the physician
does not understand the limitations of the Al system, using it as an end in itself—not
as a tool—and, more than that, pass on the guarantee of total success to his patient
precisely because of the technology used. Then, it arises the discussion about the
possibility of considering a medical obligation of result, based on the promise of
infallibility of the Al tool used in the clinical practice. As an illustration, it is worth
mentioning that was discussed in the US about physicians who used the Da Vinci
robotic platforms in surgeries and ensured positive results for patients, providing
information only about the benefits of the technological tool (Nogaroli and Kfouri-
Neto 2019, 2020).

The same logic seems to be applicable for the hypothesis of the physician
using Artificial Intelligence tools, such as IBM’s Watson, creating in the patient
the expectation that he will have an extremely accurate diagnosis of cancer and
the best treatment proposal due to the use of Al, which, acting better than human
beings, would be able to bring about a favorable result, practically guaranteeing the
cure. In this scenario, there would be a violation of the ethical principle of ‘human
control of technology’, since the professional does not understand Al-as-a-tool to
support clinical decision-making, bringing the technology as a guaranteed success
in medical practice. This result in the breach of the patient’s legitimate expectation
and the possible qualification of the legal obligation nature for the doctor as an
obligation of result.

(2) opacity for the lack of medical disclosure: in the second semantic dimension
of algorithmic opacity particularly relevant to Medicine, it is observed that there is
considerable risk that AI algorithms are used to support medical decision without
the patients” knowledge, and patient’s unawareness that automated decision-making
and profiling activities about them are being carried out with their personal data. In
this scenario, first of all, it is important to consider that medical disclosure is the
structured process of transparent communication between patients and physicians
involved during medical care. However, a lot of criticisms have arisen because
patients are often not informed or asked to consent to the use of Artificial
Intelligence algorithms in their health care (Robbins and Brodwin 2021). In fact,
some physicians use a paternalistic discourse that they don’t need to inform patients
about all the resources used in the clinical decision process. Following this logic, the
medical professional, in theory, could indicate palliative care for a patient, informing
some aspects of their clinical condition and making medical recommendations
without the need to disclose the specific information about the use of an Al Dying
Algorithm (Cohen 2020).

Though, informing the patient and providing their consent represents one of the
mechanisms for the realization of the fundamental right to the free development of
the human personality, having an instrumental nature as it is a way of realizing
the right to autonomy. Currently, the modern doctrine around the globe about
medical liability defends patients’ consent as an instrument that allows, in addition
to the interests and medical-therapeutic objectives, to increase respect for the
person in its holistic dimension. Patients need to be provided with the essential
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information to properly understand his health condition or possible treatments
available, so that he can exercise the faculty of consenting to the proposed treatment
or intervention, choosing another of the existing alternatives, although less indicated
by the attending professional, or even refusing to be treated. This doctrinal notion is
a trend of thought that has taken shape in various jurisdictions around the globe in
the last decades (Pereira 2004).

Thus, the type of algorithmic opacity due to non-disclosure does not concern
the intrinsic characteristics of Al systems but has its origin in the risks to the
patient’s informative self-determination, that is, it derives from the way in which
the medical decision regarding the diagnosis, prognosis and treatment proposals
supported by Al can be carried out by the physician without the patients being
aware of it, neither during the medical intervention nor after the harmful event. It
is important to consider that there may be medical liability due for the deprivation
suffered by the patient in his self-determination, because he was deprived of the
opportunity to ponder the risks and advantages of an Al algorithm prediction about
his clinical condition (Nogaroli and Dantas 2020). In conclusion, physician must
inform the patient about the fact that the diagnosis, prognosis, treatment proposal or
even his indication for palliative care are supported by several factors and resources,
including an Artificial Intelligence algorithm (Nogaroli and Dantas 2021). This
includes the ideal of shared decision-making in medicine.

(3) explanatory opacity: in addition to the physician’s duty to disclose the
information that he uses an Al algorithm to support his clinical decision, he
also needs to explain about the technology used, according to the degree of
understanding of each patient. If patients don’t received this properly explanation
in Medical Al it may occur the so-called explanatory opacity. There is a divergence
in the doctrine about the amount of information that must be given to the patient,
in order to the doctor comply with his duty to inform. However, we have already
defended in a recent paper that, with the evolution of new technologies in the
healthcare sector, physicians need to understand that the right to adequate infor-
mation (which corresponds to a duty to inform) also includes consent to the use of
new technologies, based on the patient’s knowledge of their functioning, objectives,
advantages, costs, risks and alternatives (Nogaroli and Dantas 2020). Thus, there is
a demand for a new interpretation of the principle of patient self-determination in
the context of new technologies: we moved away from the simple right to receive
medical information, and we are going towards a greater informational range, since
there is a right to explanation and justification (Astromske et al. 2020).

Therefore, if we go back to Watson for Oncology’s factual hypothesis, even if
medical negligence is not configured, if the professional only informs—but does
not adequately explain to the patient about the use of the technology to support the
medical decision, he may be held responsible for the deprivation suffered by the
patient in his self-determination, since the opportunity to consider the advantages
and risks of treatment proposed or medical diagnosis supported by Al algorithms
was taken away from the patient.

Explainability can be understood as “a characteristic of an Al-driven system
allowing a person to reconstruct why a certain Al came up with the presented
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predictions” (Amann et al. 2020). Nevertheless, it is essential to point out that
explainability is not a purely technological issue, instead it invokes a host of
medical, legal, ethical, and societal questions that require thorough exploration.
Taking Al-based clinical decision support systems as a case in point, there is an
ethical and legal obligation for the doctor to inform and explain for his patient
something like: ‘look Mr. John, at first I see that your clinical condition indicates
that you have a specific type of cancer, but we tried a certain chemotherapy treatment
without much success. Therefore, we could put your personal data into Watson for
Oncology and the AI would make a cross-reference with its huge database, in order
to show us an eventual diverse diagnosis, or bring others recent treatments proposals
based on confidence levels. But look Mr. John, Watson has a certain fallibility
degree, and it has other risks....

This is the appropriate model of the process of obtaining the patient’s consent in
Al explaining and dialoguing with him to clarify the nuances of the diagnosis and
prognosis process supported by the technology. To sum up, for the physician not
to be held responsible for violating the duty to inform, it is essential to pay special
attention to the process of obtaining informed consent, converting it into an informed
choice process, following the idea of a true process of dialogue between doctor and
patient. From the beginning of the decision to use the Al-based algorithm, there is a
need for an explanation and justification for those affected by the technology.

3 Ethical Dimensions of Using Artificial Intelligence (AI)
in the Healthcare Sector: Setting the Parameters for
Data-Informed Duties in Tort Law

The development and implementation of Al tools in Medicine are opening the
doors to new ethical and legal challenges. These challenges include how to evaluate
algorithm performance and to determine where Al can be safely and efficiently
applied to clinical practice. There are three examples of ethical issues relate to: “(1)
Biases in training data; (2) The potential replacing of human health care providers
with Al tools; (3) Responding to an Al intervention that has failed. If we develop
an Al tool that influences a clinical decision, and a poor decision was made, how
do we (as humans) respond?” (Marcetich 2020). As mentioned before, designing
machine learning tools used to support clinical decision-making can be thought of
as an experiment whose risks need to be carefully evaluated before implementation
in clinical practice.

In June 2021, the World Health Organization (WHO) published its guidance
on Ethics and Governance of Artificial Intelligence for Health (World Health
Organization 2021). The report reflects the WHO’s intention to anchor their
guidance within a human rights framework and it makes direct references to the
Universal Declaration of Human Rights by exploring the question of autonomy,
protecting populations from harm, and ensuring inclusiveness and equity. It states
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that ‘ethical considerations and human rights must be placed at the center of
the design, development, and deployment of Al technologies for health’. The
document offers 6 primary principles for the use of Al in Medicine: (1) protect
autonomy; (2) promote human well-being, human safety and the public interest; (3)
ensure transparency, explainability and intelligibility; (4) foster responsibility and
accountability; (5) ensure inclusiveness and equity; (6) promote Al that is responsive
and sustainable.

Another strong point of the report is its detailed analysis of the risks and
limitations of Al. Two major problems are raised: (1) the potential of discrimination;
and (2) bias when datasets used to train Al fail to reflect the real world, and there is a
lack of transparency in the data source used to program these algorithms, without the
explanation of how they cross-reference the data and effectively reach to a certain
result. In fact, nowadays Al is booming in Medicine but it’s also facing a credibility
crisis because the algorithms are ‘often trained on small, single-origin data samples
with limited diversity; some even reused the same data for training and testing, a
cardinal sin that can lead to misleadingly impressive performance’ (Ross 2021a, b).

The failure to test AI models on data from different sources—a process known
as external validation—is common in studies published in leading medical journals.
According to a research team from the University of Cambridge in England, an
ever-growing list of papers rely on ‘limited or low-quality data, fail to specify their
training approach and statistical methods, and don’t test whether they will work
for people of different races, genders, ages, and geographies’ (Ross 2021a, b). This
results in an algorithm that appears highly accurate in a specific study, but does not
work to the same level of accuracy when exposed to real-world variables, across
different types of patients in several locations.

In a recent interview, Eric Topol presented worries about how AI might worsen
some inequities and discrimination, since ‘algorithms are not biased, but the data
we put into those algorithms, because they are chosen by humans, often are’ (Time
Magazine 2019). There is the potential risk for discrimination of the Al algorithms
in Medicine, since they can be programmed based on data from scientific studies
and electronic health records of certain populations where some races predominate.
Thus, there is a risk that decisions are contaminated by significant biases (Ledford
2019; Obermeyer et al. 2019). As an example, it is argued that black women with
breast cancer are more likely to be diagnosed late by the FDA approved algorithms
in the market, precisely because they were programmed with data from a population
where probably did not have black women, or it had very few (Brodwin 2021).
This is something very serious and important to reflect on, since programming the
algorithms with healthcare data from different populations and geographic locations
is essential, considering the expressive variations in the way the diseases manifest
in different races.

Furthermore, in a recent study, it was found that between 2012 and 2020 only 73
of 161 Al products approved by Food and Drug Administration (FDA) in the US
have publicly disclosed the amount of data used to validate the product, with only 7
of them reporting the racial makeup for their study populations. Moreover, among
10 AI products approved for breast imaging, only 1 publicly disclosed the racial
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demographics of the dataset used to detect suspicious lesions and assess cancer
risk (Ross 2021a, b). In another study conduct by Stanford University between
January 2015 and December 2020, it was observed that almost all of the FDA
approved Al devices (126 of 130) underwent only retrospective studies at their
submission. None of the 54 high-risk devices were evaluated by prospective studies
and only 17 device studies reported that demographic subgroup performance was
considered in their evaluations. It was concluded in this second study that more than
the importance of evaluating the performance of Al devices in multiple clinical sites
and across representative populations, it is also essential encouraging prospective
studies. The reason for this conclusion is that ‘prospective studies with comparison
to standard of care reduces the risk of harmful overfitting and more accurately
captures true clinical outcomes. Post-market surveillance of Al devices is also
needed for understanding and measurement of unintended outcomes and biases that
are not detected in prospective, multi-center trials’ (Wu et al. 2021).

Discussion about the need for specific regulation regarding algorithms is a recur-
rent doctrinal theme in a lot of areas, including the healthcare sector (Benjamens
et al. 2020). Its impacts challenge the understanding of the State’s own role in
controlling technological development. If, on the one hand, it is expected that
innovation will bring improvements to the overall quality of life, on the other
hand, there is no denying that facing the issue from a regulatory point of view is a
challenge (Tomasevicius and Ferraro 2020). Structuring a comprehensive approach
to assess the current state of technological development does not seem like a
plausible path for some more detailed demands and discussions about law-making
affairs in this complex scenario, whereas tort law doctrine has been seeking to
establish a systematic model for the delimitation of risk assessment contours in the
development of applications centered on Artificial Intelligence systems.

Frank Pasquale suggests the parameterization of data-informed duties for the
creation of standard models that may support accountability assessments. In the
author’s words, ‘such standards are particularly important given the potential for
inaccurate and inappropriate data to contaminate machine learning’ (Pasquale
2019). In this respect, it appears that data-driven heuristic process, if contaminated
early in the processing stages, might generate biased results. In other words, data
curation of inputs must prevail and be observed throughout the entire algorithmic
processes—which must also be auditable—otherwise the final substrates obtained
after processing such data (the so-called ‘outputs’) might not be reliable.

Essentially, the parameterization of standard models no longer depends on
regulatory efforts for the vast array of algorithmic structures, which vary in several
aspects, and offers greater freedom for the development of self-regulated metrics for
each type of activity. In this context, it would be possible to work with comparative
bases that would offer more precise and well-mapped conditions to determine the
performance in compliance with the equivalent risk duly measured for the type of
algorithmic activity in question.

Stuart Russell and Peter Norvig’s had already dealt with the troublesome ‘quan-
tification of uncertainties’ in the context of Al algorithm’s predictions: ‘Agents
may need to handle uncertainty, whether due to partial observability, uncertainty
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nondeterminism, or a combination of the two’ (Russell and Norvig 2016). In
summary, the conjectures from which data-informed duties are conceived are in
line with a very important guideline, proposed by Frank Pasquale as the ‘fourth
law of robotics’ (explainability) (Pasquale 2017). His idea reinforces the need to
overcome the black box problem (Pasquale 2015). As mentioned before, this is a
problem usually identified by the use of machine learning techniques that provide
uncontrolled and unsupervised improvement of these applications, to the point of
becoming so complex that even their own creators do not understand them (Asaro
2011).3

Civil liability deals with uncertainty and the unpredictability. Traditionally, such
derive from the application of integral risk theory as a basis for redressing torts
specifically based on guardianship dangers and the precautionary principle (Calo
2015). The same logic, if transferred to the context of Al algorithms, would
provide some peculiar consequences. On the subject, Yaniv Benhamou and Justine
Ferland have already pointed out five observations about the data-informed duties
(Benhamou and Ferland 2021).

1. A first observation of the authors is that, with regard to the requirements imposed
on algorithmic actors (owner, operator, retailer and designer) (Balkin 2015), it
is necessary to comply with duties of care, which concern: (a) the choice of a
particular technology, in light of the tasks that need to be performed and the
operator’s own skills and abilities; (b) the planned organizational framework,
in particular with regard to adequate follow-up; and (c) maintenance, including
safety checking routines. Failure to comply with such obligations could trigger
strict liability, regardless of whether the operator is also responsible for creating
or elevating the risks of a certain technology (Benhamou and Ferland 2021).
Considering this, it seems to be also important for physicians or hospitals—in a
position of algorithm operator—to comply with these duties.

2. Benhamou and Ferland also point out that manufacturers, including those
who act incidentally as algorithmic supervisors,® must observe the following
standards of conduct (Benhamou and Ferland 2021): (b.1) design, describe and
market products in a way that allows them to fulfill data-informed duties, making
risks more predictable (foreseeability) (Karnow 2016)7; and (b.2) properly

5 Commenting on the practical difficulties of the difficulty of identifying the developer creator, see.

6 In Brazil, the concept is found in article 5, item VII, of the LGPD: “Art. 5th. (...) VII - operator:
natural or legal person, under public or private law, who processes personal data on behalf of the
controller.” [Originally: “Art. 5°. (...) VII - operador: pessoa natural ou juridica, de direito publico
ou privado, que realiza o tratamento de dados pessoais em nome do controlador.”]

7 The author points out that “predictability and foreseeability are, in practice, vague and peculiar
notions, and people with different experiences and beliefs about how the world works will treat
different things as “predictable.” In any event humans are poor at predicting odds, and generally
are not accurate estimating the likelihood of future events. Perhaps we may get better at predicting
the behavior of autonomous robots as we interact with them; actions that appear at first random
may begin to cluster in their frequencies, revealing theretofore unanticipated patterns that will help
future prediction.”
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monitor the product after it has been put into circulation, in light of the char-
acteristics of emerging digital technologies, in particular due to their openness
and dependence on the general digital environment, including obsolescence, the
emergence of malware or even its vulnerability to possible external attacks.

3. The so-called supervision, in the context of monitoring specific duties that
hierarchically superior may even be due to the administrative police power
of the State (Scherer 2016), in what Pasquale calls ‘oversight’ in his newest
book (Pasquale 2020). That could be achieved by carrying out audits and
studies of the specific algorithm, even after its market release. Thus, as a result
of the implementation of supervised monitoring systems, the identification of
anomalies and the prior parameterization of the systems would be expected to
‘warn’ about the occurrence of unexpected behaviors, as well as the observation
of specific evolution trends from machine learning to predict such behaviors.
Once such monitoring is implemented, the obligation to inform potential victims
appears as a duty attached to objective good faith (Wischmeyer 2020).

4. If feasible, the authors argue that producers should be compelled to include
mandatory backdoors in their algorithms (Liao et al. 2020). Other designations
for this are the expressions ‘emergency brakes by default (or by design)’, ‘shut
down features’, or features that allow operators or users to ‘turn off the AI’ by
manual commands, or make it ‘unintelligent’ by simply pressing a panic button.
Failure to guarantee such tools and control options could be considered a design
defect to justify a breach of the general precautions that are to be expected of
them, opening up the possibility of imposing civil liability due to the fact that
the algorithm is to be considered faulty. In fact, depending on the circumstances,
manufacturers or operators could also be forced to ‘turn off’ the Al as part of
their algorithmic monitoring and auditing tasks.

5. Similar to existing after-sales duties, which are composed of warnings and
instructions for recalling defective products, producers/manufacturers might also
assume support and correction duties—corollaries of auditability and trans-
parency principles (Pasquale 2019)—in line with other recent developments on
the potential obligation of software developers to update unsafe algorithms, for as
long as the technology is on the market (i.e., beyond any contractual stipulations
on warranty period) (Wolters 2019).

Frank Pasquale investigates the potential liability in the context of the use of
inaccurate or inappropriate data (faulty data) in training sets for machine learning:
‘firms using faulty data can be required to compensate those harmed by that data
use—and should be subject to punitive damages when such faulty data collection,
analysis, and use is repeated or willful (Pasquale 2019).” The punitive function of
civil liability raises controversial aspects to be considered in the context of this brief
study. This is because, particularly in the common law experience, punitive and
dissuasive benefits have a wider application and are accepted, both by the doctrine
and by the Courts. Although the topic is controversial and even though punitive
damages are only one of the various options to consider a deterrent effect of potential
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liability, it is inevitable to observe the relevance of the discussion to the complex
technological context in which Artificial Intelligence algorithms are inserted.

Preserving the complementarity of tort law and regulation of data collection,
analysis, and use is very appropriate to help it avoid preventable accidents and
expands opportunities for those harmed by new technologies to demand account-
ability (Faleiros Junior 2021). Nowadays, tort law is moving towards to promote
not only liability but also accountability, which has a prospective function and is
more robust and based on multiple functions, especially the precautionary one. This
scenario presented by Pasquale reinforce, in one 