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Digitalization and Development

This book examines the diffusion of digitalization and Industry 4.0 technologies
in Malaysia by focusing on the ecosystem critical for its expansion. The chapters
examine the digital proliferation in major sectors of agriculture, manufacturing,
e-commerce and services, as well as the intermediary organizations essential for
the orderly performance of socioeconomic agents.

The book incisively reviews policy instruments critical for the effective and
orderly development of the embedding organizations, and the regulatory frame-
work needed to quicken the appropriation of socioeconomic synergies from
digitalization and Industry 4.0 technologies. It highlights the importance of
collaboration between government, academic and industry partners, as well as
makes key recommendations on how to encourage adoption of IR4.0 technolo-
gies in the short- and long-term.

This book bridges the concepts and applications of digitalization and Industry
4.0 and will be a must-read for policy makers seeking to quicken the adoption
of its technologies.
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Foreword

The importance of digitalization was amplified during the COVID-19 pan-
demic, accelerating the digital transformation process for many nations. The
Fourth Industrial Revolution (IR4.0) led this process, facilitating the adoption
of new technologies such as artificial intelligence (AI), cloud, and big data in all
aspects of our lives.

The Malaysian government launched the National IR4.0 Policy on July 1,
2021, with the aim of ensuring the country is equipped to benefit from the
tide of IR4.0. The National IR4.0 Policy consists of mainly four policy thrusts,
namely, equipping the rakyat with the requisite knowledge and skill sets; forging
a connected nation through digital infrastructure development; future-proofing
regulations to be compatible with technological changes; and accelerating IR4.0
technology innovation and adoption.

As this book highlights, it is also important to scrutinize embedding ecosys-
tem pillars to ensure the implementation of IR4.0 technologies in the country is
steady, smooth, and can achieve the desired results.

The expansion of IR4.0 is especially crucial for the service industry including
manufacturing, agriculture, and selected organizations. These are some of the
sectors that are undergoing a radical transformation. This also brings to the fore
the importance of cybersecurity measures to protect these sectors. I always say
that cybersecurity is the immune system in the digitalization and operations of
any ICT sector.

What is important to note is that IR4.0 cannot be achieved in isolation. It
must involve collaborative efforts of the government, academia, and industry.
Leveraging each of our strengths, we can create conducive ecosystems to accel-
erate digitalization via the convergence of technologies, disciplines, talents, and
by facilitating the emergence of new business models.

The research process to formulate this book has provided us with the tools
to take stock of past successes as well as failures and to chart the path forward
in light of the challenges of today. Fluidity and agility are important factors in
today’s environment and Huawei Malaysia will be the agent of change to assist
in publicizing the strategies and input recommended by the authors of this book
for our future development as well as in being the driver of intellectual, social,



xvi Foreword

and economic change to ensure Malaysia is at the forefront of digital transfor-
mation and innovation.

This book also represents the concerted efforts by Huawei’s stakeholders to see
the industry ecosystem speed up its efforts to harness scientific and technological
achievements to boost productivity, unleash new impetus for innovation-driven
growth, enhance Malaysia’s capacity for development, and contribute to its rapid
development. We shall continue to engage in advanced research, especially in
areas globally recognized as our strength, and provide an array of digital solu-
tions such as our technology in connectivity, artificial intelligence, and cloud
services.

We aim to enrich the learning experience of those we partner with and enhance
competencies to contribute to a globally competitive and rapidly changing envi-
ronment. To implement these strategic aims, we need to develop an enabling
ecosystem in which our resources are appropriately allocated and deployed to
help us attain sustainable excellence.

With these in place, we are sure the goals to transform Malaysia into a digitally
driven, high-income nation and a regional leader in ASEAN will be realized. By
investing in the future of technology and the digital economy, we are investing
in a better future for Malaysia and its communities.

Congratulations to the authors of the book, Digitalisation and Development -
Ecosystem for Promoting Industrial Revolution 4.0 Technologies in Malaysia,
which outlines the strategic visions and goals to help Malaysia realize its full
potential. The publication of this book has also provided us with some food for
thought that will help us in ensuring the success of IR4.0 in Malaysia. Progress
can only be achieved through cooperation in a fully connected Malaysia and
with our partners, we aim to achieve exactly that.

Michael Yuan
Chairman, Huawei Malaysia



Preface

The Fourth Industrial Revolution (IR4.0) distinguishes itself from the simple
automation that characterized IR3.0 when the implementation of artificial intel-
ligence emerged to support human activity. Autonomous and unmanned robots
and drones have become increasingly important in augmenting human activity,
so much so that governments across the world have strategized to quicken its dif-
fusion through proactive promotion and the construction of critical infrastruc-
ture to facilitate the process such as the installation of broadband cables for the
spread of big data analytics, internet of things, and cloud computing. Indeed,
although digitalization has been actively promoted in Malaysia since 2010, the
government only launched the TR4.0 Master Plan in 2018 and the digitalization
blueprint in 2020.

The spread of IR4.0 technologies has seen the use of robots and drones to
plough fields; harvest fruits; water, fertilize, and spray insecticide for plants; offer
cyber-links between experimental locations and researchers; support autono-
mous driverless vehicles; load and unload materials onto vehicles; and to con-
nect and coordinate activities of humans through contactless operations. The
displacement of human labour by IR4.0 instruments has helped some countries
(such as Singapore, Taiwan and Japan) overcome labour shortage problems, but
threatens to raise unemployment levels in labour surplus countries such as Bang-
ladesh, Indonesia, and Pakistan. At the broader philosophical level, the spread
of such disruptive technologies has attracted serious debate concerning digital
equalization and the digital divide. Consequently, there is an understanding that
unless empowerment and alternative sources of equalizing support are enjoyed
by all members of society and unless socioeconomic agents can catch the waves
of change necessitated by the spread of IR4.0 technologies, the appropriation of
IR4.0 synergies will be uneven.

This book examines the elements of public goods associated with upgrading
the embedding environment to ensure that the introduction and spread of IR4.0
technologies in Malaysia are promoted smoothly to raise the economy, as well
as ensure that learning and security synergies are addressed eftectively. Since no
one single book can exhaustively address the myriad of issues associated with the
diffusion of digitalization and IR4.0 technologies, this book covers some critical
embedding ecosystem pillars that need scrutiny in Malaysia, which are presented



xviil  Preface

through 13 chapters. It focuses on the three major sectors of services, manufac-
turing, and agriculture, and the intermediary role of selected organizations, and
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1 Problematizing Digitalization
and Industrial Revolution 4.0

Rajab Rasiah, Nurliana Kamaruddin,
and Wah Yun Low

Introduction

While the proliferation of digitalization started from the 1990s when broadband
cables using fibre optics were laid in several parts of the world (Arai, Naganuma &
Satake, 2012; Arai, 2019), it also provided the foundation for the emergence and
expansion of Industry 4.0 technologies. Scattered developments taking advan-
tage of the emerging digital infrastructure was happening around the turn of the
millennium. For example, BMW had its assembly of right-hand steering wheel
cars in South Africa controlled from its headquarters in Germany by 2002 to
meet its just-in-time delivery inventory control system (Rasiah, 2004). By 2010,
Fourth Industrial Revolution (IR4.0) technologies had emerged as a major area
of focus on government policy blueprints targeted at quickening structural trans-
formation with formal application of the epochal shift from Third Industrial
Revolution (IR3.0) to IR4.0 recognized in Germany in 2011. Consequently,
countries began expanding the laying of broadband infrastructure, internet of
things, big data analytics, and cloud computing facilities to stimulate the use
of robots and drones in economic activity. While specialized firms expanded in
numbers to develop robots and drones for a wide range of purposes, govern-
ments began developing the infrastructure (or ecosystem) to stimulate their use.

Whereas the emergence of IR4.0 technologies has driven productive changes
in production, distribution, and consumption methods, it has also awakened an
old debate on new technologies (United Nations, 2021). Each time the world
faces epochal changes from the advent of new technologies, the ensuing debates
has continued to capture two sides of coin arguments, riz., on the one side,
glorifying the potential such technologies bring, and on the other, carrying
the potential doom such technologies wreak on humanity. The mystical figure
Ned Ludd emerged when workers rebelled in 1799 fearing that mechanization
would drive out skilled jobs. Highly skilful weavers and textile workers then had
objected to the introduction of mechanized looms and knitting machines, and
consequently, protested by breaking machines and burning factories after the
British government did not respond to their concerns. However, the Luddite
resistance to the introduction of mechanization ended by 1813 (Andrews, 2019).
Especially, manufacturing absorbed the key innovations of standardization,
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inter-changeability, and flow (conveyor belt) to stimulate mass production (Best,
1990, 2001, 2018). Jobs lost from technological change were quickly created
in other activities as the concerns over mass retrenchments and unemployment
did not materialize. While deskilling and the restructuring of jobs that reduced
worker tasks to highly differentiated, monotonous, and repetitive activities that
robbed some jobs of creative work, it also created hierarchies that supported
management and technical tasks (Taylor, 1911), which was later differentiated
further under Fordism despite a rise in technical specialization and wages before
being creatively flexibilized under neo-Fordism (Tolliday & Zeitlin, 1987).}

Industries in which technical change was slow and product cycles long, such
as clothing, locations enjoying low wages and large amounts of surplus labour
(e.g., Bangladesh and Pakistan) faced little transformation from labour intensive
operations to the deployment of cutting-edge technologies. A handful of firms
in these countries introduced state-of-the-art technologies only because of the
precision, quality, and defect-less processing that the technologies allowed, which
again was largely conditioned by buyers (Nazia & Rasiah, 2022). In industries
where technical change has been swift and where production has evolved to be too
sophisticated for the use of manual labour, such as highly miniaturized semicon-
ductors, only locations with technically sound labour and modern infrastructure
have managed to retain such operations. In fact, the lack of research universities
engaged in frontier R&D activities has inhibited catch-up into frontier wafer fabri-
cation activities in Singapore, Malaysia, and Thailand (Rasiah, 2020).

Digitalization and IR4.0 technologies have penetrated all walks of life, which
is why it has become an integral component of the 17 sustainable development
goals launched by the United Nations (United Nations, 2015). These technolo-
gies are transforming all sectors, including agriculture, education, and services.
While the COVID-19 pandemic has quickened its introduction in some coun-
tries to contain the spread of the virus through social distancing to prevent the
spread of the infectious disease, countries, such as Israel and Taiwan embarked on
it earlier to appropriate economic synergies from such technologies. Taiwan, for
example, has relocated back a number of its manufacturing firms and increased
its self-sufficiency through agricultural programmes by increasing the deploy-
ment of robots and drones (Rasiah, 2007, 2019). Huawei (2021) presents some
of the exciting developments on what IR4.0 technologies offer humankind for
the near future.

As automation arrived in the 1970s and 1980s, a number of industries wit-
nessed the re-integration of tasks as machines took control of tasks associated
with repetition, precision, and drudgery to raise efficiency while eliminating
defects. Automated machinery took advantage of standardization, interchangea-
bility, and flow using conveyor belts to expand further mass production. Exam-
ples include the displacement of manual workers handling die-attachment and
die-bonding in semiconductor assembly with automated machinery driven by
Electron Beam Induced Current (EBIC) (Rasiah, 1988). In contrast to argu-
ments on the deskilling consequences from these changes, Rasiah (1989) pro-
vided evidence to show that direct worker skills changed from dexterity-intensive
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to numerical and technical skills. While employment per firm fell, productivity
rose sharply in these firms. Such a structural unemployment effect created was
resolved through expansion in other industries so that unemployment levels in
Malaysia fell from 6.7 percent in 1985 to 4.0 percent in 1990.

As with the Luddite movement, the proliferation of IR4.0 technologies has
inevitably invoked concerns among workers and worker organizations over the
future of work and employment. Humanists anticipate the transformation of
work further away from deskilling tendencies to one enriching further humans’
mental faculties that will allow workers to realize their creative self. If Freire
(1970) had used the metaphor of ‘day in day out, if workers are just loading
bricks onto wheelbarrows before pushing and eventually unloading them at con-
struction sites, which is something that horses or donkeys could do’, changes
in work now can be expected to offer workers the opportunity to evolve their
innovative capabilities to realize their creative selves. However, such a transfor-
mation brings with it serious challenges, i.c., unless the workers have trained
themselves to evolve their mental faculties and governments are ready to finance
their knowledge-based retraining, the flipside of new technologies, of creating
mass unemployment, may become the order of the day. At its extreme end, the
lack of resources could prevent poor countries, as well as poor people in mid-
dle-income and rich countries from enjoying access to such technologies thereby
exacerbating the digital divide. Both experiential and tacit knowledge are criti-
cal, and though their early articulations have been philosophical with examples
that are dated now, the new manifestations do not break the boundaries of such
conceptualizations just as the structure and concept of the computer is still visi-
ble in Babbage’s 1868 articulation of it (Britannica, 2020).

While scholars are divided in the way technical change is conceptualized (see
Rasiah, 2019), they generally concur that the embedding ecosystem is critical to
stimulate the evolution of firms connecting with digitalization to adopt IR4.0
practices. Consequently, governments have launched roadmaps to accelerate the
development of the digital infrastructure. Malaysia is no exception here as the
Digital Free Trade Zone was launched by the prime minister in 2017 with the
assistance of Jack Ma (Bhunia, 2017), while the IR4.0 Master Plan (Malaysia,
2018) and the Malaysian Digital Economy Blueprint (Malaysia, 2020) were
launched in 2018 and 2020, respectively (see also Malaysia, 2019). The latter
two are promotional plans effectively targeting digitalization and absorption of
IR4.0 technologies till 2030. Significant efforts have since been taken by par-
ticular ministries to implement digitalization initiatives with development as the
focus. However, most of these efforts have not tangibly shifted from readiness
assessment to an actual action plan to quicken its execution, including sequenc-
ing to ensure its effective and efficient implementation.

While one can quibble with some aspects of the Malaysian blueprints on digi-
talization and industry 4.0 technologies, it does show the government’s serious-
ness to catch the wave of change through proactive policies. Both the Twelfth
Malaysia Plan (2021-2025) and the 2022 budget reflect some of their proactive
initiatives (Malaysia, 2021a, 2021b). The Malaysian government has invested
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in a number of programmes that provide access to digital technology and to
also provide the necessary basic services (including for the upgrading of digital
knowledge and skills). The government also recognizes the need to bridge the
digital divide through meaningful policies that address issues of empowerment.
As we embrace this digital era, we need to move the economy forward to achieve
the goals identified in Malaysia’s Shared Prosperity Vision blueprint through
a focus on quickening innovations as part of a comprehensive digital economy
directed at driving the country towards a prosperous, egalitarian, and sustain-
able nation (see Malaysia, 2019, 2020). This book covers aspects of the digital
infrastructure, digital literacy and cyber security, which is timely and pertinent
as a platform to deliberate the various issues related to digital transformation in
the era of IR4.0.

While technological advancement through digitalization and IR4.0 technol-
ogies has extended further the unbound Prometheus, 2 it is simply a too broad
concept to target its capture in a single book. Hence, inevitably this book does
not seck to present an exhaustive account of the various sectors, and activities
through which digitalization and IR4.0 technologies will impact on Malaysia’s
development. Instead, the book focuses on selected critical sectors where the
ecosystem for its implementation and synergistic development need strengthen-
ing to usher a comprehensive appropriation of the associated synergies.

Critical Components

While digitalization promises the diffusion of IR4.0 technologies, nations can
open up the discourse to enable the open development of such technologies, but
because economic resources are scarce, many will have to focus on a few critical
sectors to accelerate its emergence and expansion optimally. Consequently, we
focus here on a selected range of focal areas that will become important pillars for
Malaysia’s development. In doing so, considerations are given to appropriating
collective synergies, solving collection action problems, stimulating inter-sec-
toral interdependence, and structural complementarities. Hence, the book seeks
to focus on manufacturing, agriculture, services, the connectivity and coordina-
tion with intermediary organizations and government, the shift from mass pro-
duction to mass customization, and the importance of addressing cybercrime.

Agricultuve

Farming has benefitted enormously from the introduction of robots and drones,
both of which rely heavily on the digital infrastructure, including internet of
things (IOT), cloud computing, fibre optics cables, and big data analytics. Infor-
mation on climate and weather, distant controls, and continuous improvement
requires connectivity and coordination with knowledge nodes, such as research
labs in universities, and incubators and science parks; the deployment of robots
and drones often require application-specific adaptations. Unmanned robots and
drones have since increasingly become important in farming (Raj et al., 2021).
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While large-scale farming can internalize the costs to amortize investments
necessary to acquire robots and drones, small and medium farms have evolved
collaborative links to appropriate economic synergies at the community or coop-
erative level. The government has forged such collaborative links in some loca-
tions, such as Taiwan, while in Spain, France, and Italy; some unions of farmers
have evolved cooperatives among farmers and artisans.

Manufactuving

The early proliferation of digitally controlled appliances entered manufacturing,
which can be traced to the 1980s and 1990s. Electronic and automobile firms
began to appropriate economic synergies from subjecting production sched-
ules to just-in-time operations that connected integrated materials requirement
through the operations of cellular manufacturing computer-driven controls
that translated demand — both quantitative and qualitative — to the production
operations.

Indeed, starting with electronics firms first, the need for access to final markets
to track and test latest technologies through user-producer relationships grad-
ually disappeared as firms began tapping R&D and designing expertise from
locations offering grants and the R&D personnel, which explains the spread
of frontier wafer fabrication and R&D activities at distant sites, such as Israel,
Russia, and Germany, and subsequently the emergence of contract manufactur-
ing in such sophisticated fields in Taiwan from the 1980s (Rasiah & Yap, 2019).

The diffusion of digitalization into automobile industries followed next as
firms in the industry attempted to match demand-supply coordination both
quantitatively and qualitatively to eliminate surplus inventories and defects.
Inter-country developments, such as the small group activities focused on
kaizen among Japanese firms (e.g., Toyota, six sigma management practices) in
American firms (e.g., General Motors), and works councils (e.g., Volkswagen)
seeking to appropriate fair reward for innovations among German firms, and
their buyers and suppliers had already driven the search for upgrading among
the frontier firms from the 1970s.® These practices emerged strongly in semi-
conductor firms too.

With production largely outsourced to contractors located among the devel-
oping countries, the fortunes of the textiles and clothing industry fluctuated
between the big buyers who also held the brand names (Gereffi, Humphrey &
Sturgeon, 2005), and their links with second-tier contractors with origi-
nal equipment manufacturing (OEMs) and original designing manufacturing
(ODMs). It is this set of firms that grew in the 1960s and 1970s in Hong Kong,
Singapore, South Korea, Taiwan, Malaysia, Brazil, and Mexico, which largely
organized operations in their own countries, as well as other low-cost locations,
initially among countries such as, Jamaica, Peru, Bangladesh, Cambodia, Leso-
tho, and Kenya to access quotas in developed country markets. A combination
of the need to manufacture high-quality fabric and garments, and the increased
efficiency and effectiveness offered by robots, and centrally controlled systems,
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which increasingly came from buyers led to the increasing penetration of
digitalization among textiles and clothing firms. The shift to robotization in
the textiles and clothing industry was quickened by new initiatives to impose
trade restrictions with President Trump raising tariffs on imports in general, and
China in particular from 2017. The latter drove Taiwan’s manufacturing and
agricultural firms to reshore operations from China to Taiwan. The COVID-19
pandemic exacerbated the situation as firms sought to align around key markets.
The Japanese government announced a grant of USD 2.2 billion in 2020 to
encourage Japanese firms to relocate from China to Japan and Southeast Asia
(Denyer, 2020). Also, lead firms’ such as Tian Yuan Garments from China and
Taiwan Semiconductor Manufacturing Corporation from Taiwan relocated
manufacturing using robotized technologies in Arkansas in 2018 and Phoenix
in 2021, respectively.

Services

Two pillars of services are problematized here, viz., digital education, and digital
trade and e-commerce. Both are undergoing radical transformation in many
parts of the world, and Malaysia is no exception.

Duyital Education

Three major aspects of education related to digitalization and IR4.0 are empha-
sized in this volume. The first deals with robots as teachers, while demand deals
with changes effected by transformations sought by socioeconomic agents and
intermediary organizations, and the third relates to supply responses. With the
first, artificial intelligence (AI)! has enabled automated machines to undertake
complex tasks with little or no supervision. For example, autonomous robots can
sense, think, and act without any external control (Lin, Abney & Bekey, 2014).
Often such robots are governed by function, and when they take anthropomor-
phic form, they function as humanoid robots as they are then programmed to
behave somewhat like people, including in the way they communicate (Newton &
Newton, 2019).

In the second, demand for digitalization and IR4.0 technologies has contin-
ued to transform the way socioeconomic agents and intermediary organizations
have sought to connect with the various knowledge nodes from where users
(including school students) can influence changes in the creation of new modes
of interactive learning and acquisition of knowledge.

The provision of education through digital modes is one major aspect of
digital education. Malaysia, South Korea, and Taiwan, for example, launched
smart-schools programmes in 1999, 2012, and 2014 respectively (Rasiah, 2019).
YTL, Samsung, and TSMC spearheaded the introduction of those programmes
in Malaysia, South Korea, and Taiwan, respectively. Smart programmes in some
schools have continued to stimulate smartification by stimulating socioeconomic
participants to innovate in the networks both individually and collectively while
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utilizing such platforms. This is the classic knowledge network in which the
more the number and active participants — engaged in both using and contrib-
uting from and to the knowledge pool — the higher the synergies that can be
appropriated by the participants in the network.

In addition to the laying of broadband infrastructure, and supplying comput-
ers, and internet connections, the supply of aspects of digitalization and IR4.0
into education also entails the proactive linking of producers and users in the
information and knowledge networks. The proliferation of distance learning
operatives has a long history, but the emergence of such a platform arising from
digitalization has increasingly become important since the turn of the millen-
nium. While problems with travel traffic jams and competing demands for eco-
nomic agents saw the increased use of zoom platforms for presentations and
meetings, the outbreak of the COVID-19 pandemic forced its wide use as not
only the need of social distancing and handling increased travel costs, and visa
restrictions raised the use of these platforms across the world. A large number
of students were attending classes since the COVID-19 pandemic broke out in
2020 through digital support systems at several schools, colleges, and universi-
ties from different corners of the planet.

Digital Trade and E-commerce

The promotion of information and communication technology (ICT) in com-
merce emerged quickly after the digital revolution began in the 1990s. In
addition to firms, government caught the waves of change early to promote
e-government and other services linking, inter alia, commerce. The National
Information Technology Agenda was started in the Seventh Malaysia Plan
(Malaysia, 1996). Information services became a major vehicle of development
in the Eighth Malaysia Plan (Malaysia, 2001). The focus on ICT rose further in
the Ninth, Tenth, and Eleventh Malaysia Plans (Malaysia, 2006, 2011, 2016),
while the IR4.0 national Policy and digital economy blueprint were launched in
2018 and 2020, respectively (Malaysia, 2018, 2020). E-commerce took a higher
dimension when the national e-commerce roadmaps 1.0 and 2.0 were launched
in 2016 and 2021, respectively.

As social distancing became a key precautionary instrument to check the
spread of the COVID-19 pandemic since 2020, it escalated further digitaliza-
tion as the use of e-commerce intensified to meet the disruptions associated
with restrictions on movements. Indeed, trade and finance are major channels
through which digitalization and digitization is transforming the landscape of
business and commerce.

Expansion of Shaved Economy

Digitalization and IR4.0 technologies have also transformed consumer conduct
in economies as the increasing capacity to mass customize as given the oppor-
tunity for the provision of wider choice and yet at cheaper prices. Its coverage
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ranges from enabling its access and reach to encompass. Indeed, the advent of
platform for use by robots and drones has led to a shift in focus on mass produc-
tion to include mass customization so that both scale and scope economies can
be appropriated at the same time.

The sharing of common platforms has stimulated the expansion of the shared
economy. Consequently, there has been an upheaval in the birth and expansion of
several businesses in the gig economy. Common platforms are being increasingly
shared by a wide range of digital businesses to deliver services to both small produc-
ers and consumers thereby driving mass customization (Pech & Vrchota, 2022).

Intermediary Organizations

Given the public goods and public utilities properties of a number of the activi-
ties that digitalization supports, governments have an important role to play to
support the development of the digital infrastructure to regulate its activities.*
In addition to the installation of broadband infrastructure, governments are
active on assisting the appropriation of economic synergies by offering support
services to schools, firms, hospitals, and other users. In addition, governments
also provide the enabling environment to stimulate the development of robot
and drones so as to promote the use of gadgets and vehicles that merge aug-
mented and virtual realities. Furthermore, governments have revised the filing
and use of intellectual property rights (IPRs) to stimulate its diffusion through
incremental innovations, and in some cases, governments have tried to hold
IPRs that serve the public. In addition, governments have been instrumental in
strengthening the security system to prevent cybercrime.

The next important function of the government is to prepare the labour force
for the range of skills and technical knowledge that is required to participate
in the IR4.0 revolution. In addition to schools, colleges, and universities, it is
critical that the vocational and technical institutes catch the wave of change to
expose trainees to the new skills expected of them. Given the commercial oppor-
tunities associated with the new skills a facilitate environment is often the alter-
native governments help create so that the private sector becomes a key engine
that orientates the direction of training and learning.

While to a large extent the clustering of firms and organizations has evolved
without massive government intervention at Route 128 and the Silicon Valley
in the United States, such connected knowledge networks have evolved in other
places such as Taiwan, South Korea, Japan, Singapore, and Taiwan through
strong government support (Best, 2001, 2018). Government strengthened the
large chaebols in Korea, with these conglomerates. Such a knowledge network
that connects individuals, firms, organizations, (including science and technol-
ogy parks that house incubators), and agencies entrusted with regulations is
often referred to as the science, technology, and innovation (STT) infrastructure.

Malaysia is at a stage of development where critical technologies ought to be
rooted in the country to support sustainable development, which must include
a strong base to adapt and develop technologies associated with strengthening
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digitalization and IR4.0. While there are already-independent firms that have
emerged to design and fabricate robots and drones, (such as DreamEdge and
Acrodyne), and some research universities (such as University of Malaya and
Universiti Teknology Malaysia) have set up IR4.0 centres to support firms seck-
ing solutions to their digital problems, and to design and develop robots and
drones for them, the development as yet needs quickening. There will need to be
a mobilization of these centres and firms, and science and technology parks in
Malaysia to support R&D and commercialization of digitally supported IR4.0
instruments. It is not just enough to construct and launch these organizations;
there must be efforts to connect these organizations with individuals and firms,
and with supporting government agencies.

The connectivity and coordination will inevitably have to create networks that
link socioeconomic agents with intermediary organizations to solve collective
action problems, and to appropriate socioeconomic synergies from the collabora-
tive participation of agents and organizations in networks as a whole (Figure 1.1;
see also Rasiah, 2019).

The final sub-pillar of intermediary organizations examined is cybersecurity
issues arising from the mass expansion of internet and digital connections. While
cybersecurity is the responsibility of all stakeholders, governments have taken
the lead to spearhead the regulation of cybercrime that stretches from data theft,
cyber-bullying, hacking, and robbery (Zaballos & Harranz, 2013; Grabosky,
2015; Holt, Bossler & Siegtried-Speller, 2017). The exponential expansion of
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participants with complex programmes has made the tracking of cybercrime
difficult. Nevertheless, it is critical that clearly laid out laws, responsible policing,
and enforcement authorities are put in place to regulate the cyberspace to dis-
courage and prevent crime. Consequently, critical issues related to cybersecurity
and cybercrime in Malaysia is examined in the book.

Outline of book

Following this introduction chapter, the rest of the chapters examine the extent
of institutional support that has diffused through the Malaysian economy, and
what more should be done to strengthen the ecosystem to quicken the diffusion
of IR4.0 technologies in the country. This is done through the broad categories
of sectors (i.e., agriculture, industry with a focus on manufacturing, and ser-
vices), and the intermediary organizations to drive them.

Agricultuve

While the contribution of agriculture to GDP in Malaysia has declined over
the decades since independence in 1957 but especially since 1970, falling pro-
ductivity and chronic trade deficits especially in food production since the
late 1980s has raised serious concerns. Chapters 3 and 4 focus on small-scale
intensive farming, and large-scale extensive farming. Much of the discussion
in these chapters examine the extent of interventions henceforth in the coun-
try, and what more needs to be done to address food security and to raise
competitiveness.

There are significant differences between extensive and intensive farming
with the former largely driven by internalized-scale operations, and the latter
cither by individualized small farm operations specializing on scope economies
or functioning as collective units around a number of small farms to appropri-
ate scale economies. Also, food farming is often associated with small farms
where intensive farming has become the driver of productivity and efficiency
gains in Israel and Taiwan. Cash crop farming, including commodity farming
with long gestation periods, (such as in oil palm and rubber tree cultivation),
is often associated with large-scale farming. Even poverty alleviation driven
small scale cash crop farming, as undertaken by the Federal Land Development
Authority (FELDA), Rubber Industry Smallholders Development Authority
(RISDA), and the Federal Land Consolidation and Rehabilitation Authority
(FELCRA) appropriate scale-efficiency synergies through collective decision
making under these centralized bodies (Rasiah, 2018). In essence, large-scale
cash crop farming is dominated by large plantations, though smallholdings
have evolved. Consequently, each chapter is devoted to the two significantly
different-scale operations.

On the one hand, in Chapter 2, Afzanizam first examines how digitalization
and IR4.0 technologies can raise food production through their deployment
in fertigation. Such intensive farming methods not only help synchronize the
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flow of fertilizers, water, and other materials in food farming that not only raise
efficiency and remove wastage but its effective coordination makes small-scale
farming meet its objective of raising yields (Afzanizam, 2023). In Chapter 3,
Suresh Palpanabhan examines the proliferation of IR4.0 technologies in large-
scale farming by looking at national policies that promote such technologies,
as well as its extension to enable its use in other productivity-driven large-scale
farming activities with a focus on both robots and drones. In addition to a crit-
ical review of existing policies, the chapter also recommends the expansion of
IR4.0 activities in large-scale farming (Suresh, 2023).

Manufactuving

This sub-section examines the embedding environment facing two major
export-oriented manufacturing industries in Malaysia, and if digitalization
helped mitigate the spread of COVID-19 in the manufacturing sector. Chapter 4
by Yeap Khai Leang and Rajah Rasiah examines the presence and quality of the
embedding environment supporting the diffusion of IR4.0 in electronics (Yeap &
Rasiah, 2023). The evidence that they produce shows significant initiatives to
promote the adoption of IR4.0 technologies but argue that the quality of con-
nectivity and coordination between the supporting organizations and electron-
ics firms need major improvements.

Chapter 5 by Kiranjeet Kaur, Hemant Kedia, and Rajah Rasiah examines the
state of the ecosystem supporting the utilization of IR4.0 technologies in the
textiles and apparel industry in Malaysia (Kiranjeet, Hemant & Rasiah, 2023).
Often mis-classified as a sunset industry, this chapter discusses significant devel-
opments that firms in the industry have embarked on to absorb IR4.0 technol-
ogies, but their quests would require the ecosystem system embedding them to
be strengthened for them to appropriate further economic synergies from such
technologies.

Taking on the suggestions by international organizations, such as the World
Bank, the United Nations Conference for Trade and Development (UNCTAD),
and the International Monetary Fund (IMF), Shankaran Nambiar and Yip Tien
Ming assess in Chapter 6 the extent to which digitalization has helped mitigate
the spread of COVID-19 cases in the manufacturing sector. The econometric
methodology they deploy leads them to conclude that digitalization has helped
reduce the negative effects of COVID-19 by 98 percent in Malaysia’s manufac-
turing sector (Nambiar & Yip, 2023).

Services

The services sector is highly complex with several sub-sectors, which are so wide
and diverse that it is difficult to include all of them. Consequently, this book
focuses on three critical areas, i.e., education, e-commerce, and the gig economy.
In doing so, avoided discussion on such critical areas such as power, water, and
healthcare. Chapter 8 by Nurliana Kamaruddin, Cecilia Cheong Yin Mei, Wah
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Yun Low, and Azirah Hashim examines the critical issues and challenges facing
digital literacy in Malaysian education. Taking on the argument that traditional
literacy is inadequate address the literacy demands imposed by digitalization, the
chapter discussed a number of motivating factors for educators and learners to
make the migration from traditional to online teaching and learning possible.
In doing so, the chapter emphasizes the problems posed by incoherent policy-
making at the national and institute levels, the digital divide that exists, the
readiness of teachers and students in making the transition, the concerns facing
special needs education and, security concerns digitalization poses (Kamarud-
din, Cheong, Low & Azirah, 2023).

Chapter 7 by Dorothy DeWitts and Norlidah Alia examines creative digi-
tal pedagogies for student engagement and preparing Malaysian students for
the future. The chapter argues that Malaysian students need to be equipped
with digital skills with a focus on creative and innovative thinking to embrace
smoothly economic transformation to digitalization and digitization. In doing
so, that chapter emphasizes on digital creativity as a critical for the Malaysia’s
future workforce, and to prepare teachers and instructors the pedagogies and
skills required to encourage creative behaviour among students. The chapter
recommends improving the technology pedagogical content knowledge among
teachers and instructors based on an integrated digital competency framework,
which include empowering learners, creating new knowledge, strengthen-
ing connectivity in communities, and designing solutions and computational
thinking. The chapter also recommends the use of collaborative applications for
learning and virtual reality, as well as problem-solving approaches using visual
programing applications (DeWitts & Norlidah, 2023).

Chapter 9 by Tham Siew Yean and Andrew Kam Jia Yi examines the pro-
motion of e-commerce through the expansion in ICT and digitalization. The
chapter specially examines the nature of e-commerce in Malaysia, including
cross-border e-commerce and identifies the key challenges the country is facing
in moving forward (Tham & Kam, 2023). Khairul Hanim Pazim, Yosuke Uchi-
yama, Fumitaka Furuoka, Beatrice Lim, and Jingyi Li examine in Chapter 10
the emergence and expansion of the shared economy in Malaysia following the
proliferation of digitalization and the gig economy. The chapter discusses the
manner with which the gig economy is unfolding, which is driven by digitaliza-
tion but one that requires economic agents to share common platforms (Khairul
Hanim et al., 2023).

Intevmediary Ovganizations

Given the critical role intermediary organizations play in ecosystems that sup-
port individuals, farms, and firms’ activities, four chapters in this book focus
on the state of support socioeconomic agents enjoy from such organizations.
Chapter 13 by Abdul Latif and Saliza Saari discusses governance instruments
introduced by a key standards and rules organization, i.e., the Malay-
sian Productivity Corporation (MPC) targeted at stimulating productivity
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improvements of economic agents in Malaysia (Abdul Latif & Saliza, 2023).
In Chapter 11, Cheong Kee Cheok and Li Ran address critically the landscape
facing technical and vocational education training (TVET) that is pertinent
to produce the digitally competent workforce to support the expansion in
IR4.0 technologies in the Malaysian economy. The chapter makes it a point to
flag the need to align policies with the education and training organizations
that are in sync with the emerging skills in supporting IR4.0 technologies
(Cheong & Li, 2023).

In Chapter 12, Naguib Mohd Nor and Nazreen Mohd Nasir articulate the
role played by STRAND in stimulating the absorption of IR4.0 technologies
in Malaysian Manufacturing Industries. STRAND is a special organization
appointed to address market failures and to coordinate public sector initiatives
to interface smoothly with private sector efforts at introducing IR4.0 technolo-
gies (Naguib & Nazreen, 2023). Chapter 14 by Maslina Daud and Rajah Rasiah
discusses cybersecurity breaches and efforts taken by the government and other
bodies to prevent cybercrime. This is an important chapter that emphasizes the
significance of security instruments to ensure the smooth functioning of the
digital system that is evolving to, among other things, support the operation of
Al instruments (Maslina & Rasiah, 2023).

Opverall, the chapters in the book capture the technocratic dynamics of
change driven and the concerns digitalization and IR4.0 have raised through
a balanced assessment of its impact on the Malaysian economy by focusing on
the embedding ecosystem. It is a rare contribution that examines its prolifer-
ation in the major sectors of agriculture, manufacturing, and services, as well
as the intermediary organizations essential for the promotion and protection
of the processes and orderly performance of the embedding infrastructure and
socioeconomic agents. The book breaks ground by reviewing incisively policy
instruments critical for quickening the effective and orderly development of
the embedding organizations and regulatory framework to quicken the appro-
priation of socioeconomic synergies from digitalization and industry 4.0 tech-
nologies to ease the catching of the gales of creative destruction in general, and
Malaysia in particular.

Notes

1 One has to distinguish this from flexible casualization in which flexiblization leads
to a rise of the informal sector that is exposed to little or no training and low wages
(Rasiah, 2009; Ofrenco, 2009).

2 See Landes (2003) for his account of the unbound Prometheus from 1750 till the
turn of the millennium.

3 Wormack et al. (1990) only capture firm-level developments that was already evolving
strong by the 1980s (Rasiah, 1988, 1995).

4 Public goods are non-excludable (the inclusion of additional socioeconomic agents
cannot be precluded) and non-rivalrous (once created no additional costs involved).
Knowledge, security, and the environment are examples of the public goods. How-
ever, public utilities are both excludable and rivalrous, but they need to reach most
members of society. Examples are water and electric supply, and healthcare.
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2 Improving Food Production
through Digitalizing the
Fertigation System
Mohd Afzanizam Abdul Rashid

Introduction

The spread of COVID-19, officially categorized as a pandemic by the World
Health Organization (WHO) on 11 March 2020, has wreaked havoc on the
human population. The global economy was negatively impacted as the world’s
GDP fell by 3.2 percent in 2020 with the abrupt displacement of the labour force
happening as various economic sectors were not allowed to fully operate. The
Malaysian economy was also affected when its total output took a plunge in the
second quarter of 2020 and the GDP declined significantly by 17.2 percent year
on year. The unemployment rate climbed to 5.3 percent in May that year, bring-
ing it to the highest recorded unemployment rate since the onset of the Asian
Financial Crisis in 1997-1998.

Despite the calamities encountered, the agricultural sector and food pro-
duction activities, in particular, were allowed to operate in Malaysia during the
Movement Control Order (MCO), which began on 18 March 2020. The exemp-
tion is premised on the fact that food production and its related activities are
essential economic activities. To this end, the agricultural sector is given due
recognition for its importance to society. Arguably the pandemic has been a
blessing in disguise for the sector and those who lost their jobs were able to
venture into the agricultural sector to pursue new employment and business
opportunities.

That said, there are clear gaps in the agricultural sector and industries that
need to be addressed. One major issue is how the sector is generally associated
with the plantation sector as this sub-sector makes up most of the land usage.
The palm oil sector dominates any discourse on agriculture in Malaysia as there
are large corporations and listed entities driving the industry (see Suresh, 2023).
The investors’ community are also more familiar with issues surrounding oil
palm crop yield and volatility as well as crude palm oil (CPO) prices as these
issues are well covered by equity analysts in the investment banks fraternity.
Another issue is food security whereby there are a handful of crops and livestock
produced that have a lower than 100 percent self-sufficiency ratio (SSR). Addi-
tionally, the trade deficits in food stuft have been persistently widening, rising to
more than RM20 billion in 2020 from merely RM1.1 billion in 1990. In this
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respect, the country’s food security ought to be looked at in order to ensure that
there can be enough food produced for the country.

While there are clear and persistent problems in the sector are crystal clear,
the current and most pressing challenge is to revitalize and rejuvenate the agri-
cultural industries. This can be done by taking into account the emergence of
digitalization within the industry. Digitalization practices are critical as this will
determine the efficiency and productivity of the sector given the healthy demand
from the domestic market. It is especially true in the context of the supply chain
as digitalization can be implemented in a comprehensive manner i.e., from the
upstream to the downstream industries.

There are also new and exciting emerging trends, such as indoor vertical
farming that offer a promising prospect given the limited availability of space
in urban areas. It can make use of non-traditional spaces for example the abun-
dance of office and retail space that can be converted for this purpose. All other
potential innovations aside, this chapter will focus on the digitalization of the
fertigation system, which has received a good response from the public. Accord-
ing to government agencies that were engaged in the research, the state of the
fertigation system within the Malaysian agricultural sector is still very tradi-
tional in nature and digitalization is almost non-existent. The only digitalization
involved is timers for intervals of fertilization and irrigation to occur during a
day. Overall, there is a valid need to accelerate the development of digital inno-
vation in agriculture in order to make it a viable and attractive business sector.
A good combination of meeting basic needs and leveraging the latest technology
in order to gain higher productivity would compel more Malaysians to partake
in the agricultural industry, especially among the young graduates.

This chapter begins by looking at the economics of food in Malaysia with
a focus on intensive farming. It traces, first, the trends in food consumption
patterns vis-a-vis income levels. Second, it provides an overview of food prices
in Malaysia and the correlation between food prices and inflation. Following
that, the chapter explores Malaysia’s lack of self-sufficiency in food production.
Finally, it discusses an important step towards the adoption of digitalization in
the agricultural sector. While digitalization has diffused considerably in Malay-
sian agriculture, this chapter looks specifically at digitalizing fertigation systems
to increase and cheapen food production, including on how the interactions
within the supply chain of the food industries can be further improved.

Economics of Food Production

The consumption of foods and beverages is essential for human beings in order
to fulfil their energy requirement for survival purposes. Hunger and malnutri-
tion weaken the ability of a person to learn and work. Worse, a large-scale lack of
food supplies can lead to fatal consequences such as famine. Food consumption
and the capability to perform any physical task are obviously inseparable. Addi-
tionally, one also needs to be mindful of having a balanced diet in order to live a
healthy life. Therefore, the variety of food intake necessary for a healthy society
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could also broaden the demand for the different types of food that a person
would wish to consume.

Food Consumption Issues

Food is a special giffen good that follows demand patterns, which is not nor-
mal. Several food products (e.g., rice) share the properties of inferior goods, i.c.,
their demand does not change much with reasonable changes in prices (Rasiah,
2018, Rasiah & Salih, 2019). Table 2.1 shows the consumption of food and
non-alcoholic beverages in comparison to income level in Malaysia. Generally,
the higher the income, the higher the amount of money allocated to consume
food but the rise in food demand will fall as income rises. For example, those who
earn a monthly income between RM1,999 and below would generally spend a
total of RM403 on food and non-alcoholic beverages. Meanwhile, those whose
monthly income is RM15,000 and above generally allocate about RM1,318 on
food and non-alcoholic beverages. Table 2.2 indicates the percentage of spend-
ing that was allocated to food and non-alcoholic beverages, i.c., the lower the
income, groups tend to allocate a larger percentage of their financial expendi-
ture on food with a ratio of 28.9 percent for those whose monthly income is
RM1,999 and below. In contrast, for a person who earns a monthly income of
RM15,000 and above, the percentage he or she allots only accounts for about
11.3 percent of their total spending.

From this, we can observe the disparity in food spending trend between those
who are in the higher income bracket versus those in the lower-income group.
Obviously, food and non-alcoholic beverage products are all closely linked to the
agricultural sector. In Malaysia, these include but are not limited to rice, meat,
vegetables, as well as oils and fats. Therefore, there is a direct link between the
consumption pattern of food products with the agricultural sector.

Based on per capita consumption (PCC), rice continues to command the larg-
est ratio with 76.5 kilograms per year (kg/year) in 2018 followed by poultry
meat at 50.9 kg/year in 2019. Within the fruits and vegetable category, coconut
garnered a PCC of 22.7 kg/year while round cabbage at 5.3 kg/year during
2019. As for fisheries-related food, mackerel and shrimp were the most popular
with PCC of 5.7 and 4.1 kg/year, respectively, in 2019. On a side note, it is
worth noting that based on the PCC, it could be deduced that the eating habits
among average Malaysian may not be entirely balanced. According to the 2019
National Health and Morbidity Survey, 50.1 percent of the Malaysian adult pop-
ulation were reported to be overweight (30.4%) or obese (19.7%). Therefore,
there is a need to create further awareness that a healthy diet should be encour-
aged in order to reduce the risks of non-communicable diseases (NCD) such as
type 2 diabetes, cardiovascular disease, as well as several types of cancers such as
breast, large intestine, pancreas and kidney cancers.

Another important factor when looking at the economics of food is price.
As with other goods and services, one must pay for the price of food in order
to procure them. For this purpose, it is useful to look at the Consumer Price
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Education m 1.3%
Health = 1.9%
Alcoholic Beverages & Tobacco Il 2.4%
Restaurants & Hotels mm 2.9%
Clothing & Footwear mmll 3.2%
Furnishings, Household Equipment... mmm 4.1%
Recreation Services & Culture mmmm 4.8%
Communication mmm 4.8%
Miscellaneous Goods & Services I 6.7%
Transport IE——— 14.6%
Housing, Water, Electricity, Gas &... H 23.8%
Food & Non-Alcoholic Beverages n 29.5%

Figure 2.1 Composition of Consumer Price Index, Malaysia, 2020.
Sources: DOSM (various issues); CEIC Database (2022).

Index (CPI) which is the common measurement of the general price level in the
macroeconomic setting. Judging from the CPI weighting, there is heavy impor-
tance given to food and non-alcoholic beverages with a total weightage of 29.5
percent (Figure 2.1). It is the largest share in the CPI computation which suggests
that any change in the food price level will have an immediate impact on inflation.

Growing Dependence on Imports

Malaysia has been consistently dependent on foreign sources for its domestic
food requirement. This may seem absurd considering the vast amount of arable
land that the country has and the weather condition that are suitable for many
different types of crops. The problem in Malaysia is that the agricultural sector
has been skewed towards cash crops such as palm oil whereby these trees can
remain productive for a period up to 25 years after 3 years of planting. Palm
oil arguably has better commercial value as opposed to food crops which typi-
cally have a shorter lifespan sometimes amounting to less than a year. Therefore,
replanting exercise for food crops can be daunting, especially when dealing with
higher prices of fertilizers and insecticides.

Not to mention the risk that farmers may experience from unpredictable
weather conditions such as heavy rains and floods as well as the heavy wind
which can destroy the crops. Currently, plantation land accounts for 5.8 million
hectares of Malaysia’s agricultural land cultivation as opposed to food crops
that command only 1 million hectares. Given that the agro-food industry does
not have a comparative advantage, the quick solution would be to resort to
importing.
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Data on international trade for agro-food shows how much the country
is dependent on the foreign food sources. The total exports and imports for
foodstuft stood at RM33.8 billion and RM55.5 billion, respectively, in 2020
(Figure 2.2). This gave Malaysia a trade deficit of RM21.7 billion in that year.
Comparatively, in 1990, the total exports and imports were at RM3.5 billion
and RM4.6 billion, respectively, and the corresponding trade deficit was merely
RM1.1 billion. In ten years, the country’s trade deficit has increased by an aston-
ishing 1821 percent. Foodstuffs that were severely in deficit are cereals and cere-
als preparations (RM6.6 billion); vegetables and fruits (RM6.5 billion); meat
and meat preparations (RM3.3 billion); sugar, sugar preparations and honey
(RM2.7 billion); dairy products and birds eggs (RM2.6 billion); feeding stuft
for animals excluding unmilled cereal and fish (RM1.9 billion), as well as crusta-
ceans and molluscs and preparation thereof (RM1.2 billion).

The SSR gives a clearer picture of the county’s predicament in relation to
the agro-food sector. For instance, the SSR for rice stood at 69 percent as of
2019, which is well below the 11th Malaysian Plan (11MP) target of 100 per-
cent by 2020 (Malaysia, 2011, 2016. Similarly, the production of beet which
was targeted to have an SSR of 50 percent by 2020), only managed to record
22.2 percent in 2020. Clearly, the target sets were off by a wide margin, as a
result of weak implementation plans. Meanwhile, the SSR for round cabbage,
chilli and ginger have been recording a declining trend from 61.9 percent,
49.1 percent and 24.0 percent in 2016, respectively, to 37.5 percent, 30.9 percent
and 18.9 percent in 2020 (Figure 2.3).

This also suggests that the production of certain agro-food products has not
only been unable to achieve the stipulated targets but it has also suffered from
a lack of supplies, which has exacerbated the need to rely on imports. Arguably,
this may have compounded the rise in food prices, especially at a time when the
Malaysian ringgit has been demonstrating a weakening trend in its exchange rate
against the US dollar. Therefore, increasing the number of food supplies by way
of higher production levels could help address issues relating to rising food prices.
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Figure 2.2 Trade Balance in Food Products, Malaysia, 1990-2020 (RM Million).
Sources: Plotted from DOSM (various issues); CEIC Database (2022).
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Figure 2.3 Self-Sufficiency Ratio, Selected Vegetable Products, Malaysia, 2016-2020 (%).

Source: Plotted from data collected from DOSM (various issues)

As food prices are sticky downward, it needs to be made clear that higher food
production and supplies does not necessarily translate into falling food prices in
the short run. The intricacies of the agro-food industries from the farm-gate to
the end consumers would also need to be looked at. The role of middlemen, the
market structure, and malpractice among the businesses such as price manip-
ulation, hoarding and smuggling could also compromise the price discovery
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mechanism for food items. Consequently, increasing food production would be
the first step to addressing the rising food prices.

The Fertigation Production Method

Given the high dependency on import for food, there have been efforts to
improve local food production, especially in areas relating to the production
of vegetables and fruits. While increasing production appears to be a quick fix,
ensuring higher crop yields is also equally important. In this regard, there are
multiple agricultural techniques when it comes to crop-growing that combines
higher production growth and better productivity. One of the most common
methods is fertigation which is the combination of fertilizers and irrigation.
Such a technique has existed since the 1960s when drip irrigation was developed
in Israel due to the shortage of water for desert agriculture. Fertigation does not
require a huge landmass as crops will be planted inside polybags. Essentially, it is
a soilless system whereby substrates and media such as rockwool, perlite, vermic-
ulite, or peat are used in a polybag.

The elimination of soil improves the yield by preventing soil-borne diseases.
It also increases multiple growing cycles without the need to replenish nutrients
and soil conditioning. Crops such as chilli, rockmelon, and brinjals are some of
the typical agricultural products that would use such a technique. Fertigation
is also convenient as both fertilizers and irrigation will occur at the same time
at regular intervals. This, in turn, would result in minimal use of labour as the
fertilizers and irrigation will be done via electrically powered water pumps. Both
fertilizers and water will go directly to each polybag, resulting in an effective
way of ensuring that each plant would receive a consistent amount of nutrients at
regular intervals (Figure 2.4). The fertilizers and water will follow through the
irrigation pipe which will finally reach the drippers that will be placed in each
polybag. This way, the amount of fertilizer and water flow is targeted for each
plant, giving them sufficient nutrients that will help improve the crop yield.

Clean water can be sourced from water pipes although some may argue that
using river water can be more cost-effective. However, one would need to ensure
that such a water source would have the right PH level. Therefore, using a water
pipe would be more convenient as it will ensure stability and reliability in terms
of its supply. The users would need to set the frequency using a timer whereby
regular intervals for fertilizers and irrigations would be fixed at a certain time-
frame. Normally, it would take 2—3 minutes for each session to complete with a
total of five sessions in a day. Before starting the process, the user would need to
ensure that there is sufficient fertilizer and water in the water tank.

The AB mixed is the most common fertilizer used in the fertigation technique.
It contains two parts made up of A which consists of Calcium Nitrate, Potassium
Nitrate, and Fe-EDTA while B comprises Potassium Dihydrofosphate, Ammo-
nium Sulphate, Potassium Sulphate, Magnesium Sulphate, Cupri Sulphate, Zinc
Sulphate, Boric Acid, Manganese Sulphate and Ammonium Hepta Molybdate.
Before mixing, fertilizer A and fertilizer B are dissolved into water separately.
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Figure 2.4 Fertigation Flow Chart.
Source: Author.

Otherwise, it could result in precipitation if both solutions, i.e. solution A and
solution B, are mixed. Solution A and solution B generally come in powder form
and are typically poured separately in separate tanks, before being mixed with
clean water and stirred.

Once it has become liquid, both A and B will be mixed in another tank which
usually holds about 600 litres of water. The AB mixture will be measured using
an electrical conductivity (EC) device in order to determine the right amount
of fertilizer to be injected into the polybags containing the plants. Aside from
ensuring fertilization and irrigation, the farmers would also need to spray insec-
ticide and pesticides as well as other chemical substances to mitigate the threats
of insects and fungus which can affect crop growth. Common insecticides
would include Abamectin and Imidacloprid that is used to kill thrips and white
fly. Similarly, there are specific intervals that need to be observed to successfully
suppress the threat of insects and pests. Additionally, the farmers would need to
apply foliar to accelerate the growth of the plants.

While fertigation has improved farm management, harvesting activities con-
tinue to rely on human labour. Additionally, human labour is needed to con-
duct regular checks on the water tubes and drippers in case there is a blockage
of fertilizers. Therefore, although the fertigation technique offers better plant
management, it is still generally laborious. This can be a pressing issue when
there is a shortage on the availability of labour. This was especially true during
the implementation of the MCO in the early parts of 2020 following the spread
of COVID-19.

Automating the Fertigation System

Moving forward, digitalizing the fertigation process could be one of the low-hanging
fruits that can be tackled in order to increase crop yield. The present fertigation
technique involves laborious work that may result in inaccuracy in many respects.
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For instance, the mixture of clean water with AB mixed fertilizers is purely based
on manual observation which can be subjected to ambiguity and human error. In
these matters, the farmers will generally follow the standard operating procedure
(SOP) prescribed by someone like an agricultural consultant. There are no stand-
ard competency regulations or licensing for agricultural consultants. Therefore,
farmers are left to make critical decisions on their own, especially when faced with
weather anomalies that happen during monsoon or drought season. Other emer-
gencies such as electricity outages or a sudden cut in water supplies can also affect
the quality of fertilizers received by each plant leading to a lower crop yield.

Such predicaments can be addressed by leveraging the internet of things (IoT).
The IoT essentially allows communication between physical devices “the things”
with an IT infrastructure or network “the internet”. One of the main benefits of
IoT is that it will assist the farmers to monitor the operation of their farms which
may include monitoring crops and soil conditions to equipment operation and
maintenance through dedicated web-based or embedded systems. This system
will help farmers to decide on whether to increase or cut the fertigation cycles
or watering cycles based on available data. Shah and Noorjannah (2015) have
laid out such a framework whereby there are three parts in the proposed system:
(1) the web-based system, (2) the automatic fertigation and (3) the communica-
tion set-up. Their goal is to create a virtual system that could facilitate farmers
in monitoring their farms from their mobile devices as illustrated in Figure 2.5.

WATERLEVEL | | TEMPERATURE HUMIDITY MOISTURE
INDICATOR SENSOR SENSOR SENSOR
/’ ___________________________ |> ______ N
i N )
! 1
! I
' ZIGBEE ZIGBEE !
! TRANSMITIER |/ =>| RECEVIER !
1 1

VALVE FOR MAIN
RELAY 1 WATER CONNECTION
LCD
DISPLAY
RELAY 2 MOTOR
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FERTIGATION DRIPS
RELAY 4 TANK

Figure 2.5 Automatic Irrigation and Fertigation using Embedded System.
Source: Shah & Noorjannah (2015).
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The web-based systems would allow users to interact with the automatic
fertigation system by leveraging the web as the interface or medium. There will
be three building blocks for the web which are the database, the web server and
the web interface that is usually equipped with a programming language such
as SQL, PHP and Javascript. The SQLite database can be used in this project
due to the various tools it has for data handling which makes processing easier
compared to other process-based (server) relational databases. Such a project
can implement a self-contained, serverless, zero-configuration and transactional
SQL database engine. The integration between SQLite and application works by
using functional and direct calls made to a file holding the data (SQLite data-
base) instead of communicating through interfaces i.e. ports and sockets. The
integration happens in the microprocessor where the database resides which can
operate faster than other relational databases.

For the webserver, “Lighttpd” (an open-source web-server) is utilized because
of its security, speed, compliance and flexibility. Due to the contents of our
graphic user interface (GUI), “Lighttpd” is suitable and very efficient because it
is designed and optimized for high-performance environments. The web’s GUI
was designed according to the user’s requirement and displays all critical infor-
mation about the fertigation system. This critical information includes the level
of water in tanks and the EC value for the fertilizer solutions. Users are also able
to monitor which valve is currently opened in their fertigation system, which
could assist farmers virtually in monitoring the flow of the water during irriga-
tion and fertilizers during fertigation. The GUI also includes tabs that show the
conditions of the equipment, for example, the status of the valve, the status of
the whole system and the flow of pipes.

Users can also remotely operate the automatic fertigation system from the web
interface. A queue technique for sorting the priorities of the status is used in this
project to avoid any SQL commands accessing the same database simultanecously
which can cause database errors. The queue algorithm functions to get data
(e.g., the level of fertilizers, the level at mixture tanks, valve status and watchdog
for schedule) from the database and used them for web-GUI. The watchdog
programme runs in the background for assigned functions. The microcontroller
also uses SQL commands to store information from sensors in the database.
That is why the queue function is needed for them to take turns in accessing the
database. As shown in Figure 2.6, this part consists of a microprocessor, micro-
controller and sensors.

The microprocessor is the heart of the system where it is the central process-
ing unit (CPU) between the web interface and the microcontroller. pcDuino, a
mini-PC or single-board computer platform that can run operating systems such
as Ubuntu and Android ICS, was chosen as the CPU. It has a hardware headers
interface compatible with Arduino and can easily be programmed using Python,
C and many more [8]. Meanwhile, Mega Arduino is used as the microcontrol-
ler to process outputs from sensors. The processed and managed data are then
passed to the CPU which is later sent to the database mentioned earlier in part A.

Sensors involved in the automatic fertigation system are ultrasonic sensors,
valve sensors and EC sensors that are equipped with a temperature sensor in
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Figure 2.6 Parts of Proposed Automatic Fertigation System.
Source: Shah & Noorjannah (2015).
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Figure 2.7 Location of the Sensors for Monitoring the Whole System.
Source: Shah & Noorjannah (2015).

order to measure the level of water or solution in a tank, the solution/water
from a tank will flow in the pipe connected parallel to it until it reaches the same
height as the water in that tank due to the gravitational force exerted in the pipe
and tank. The ultrasonic sensors located at the high end of the pipe, as shown in
Figure 2.7, examine the height of the pipe from above.

Meanwhile, the valve sensors located in the valve itself will allow the valve to
automatically open or close according to the command given. Lastly, the EC
sensor is installed in the mixing tank where the EC value of the fertilizer mix-
ture solutions is measured. All the sensors send their feedback in values to the
Arduino Mega for data management before they are sent to the database in the
CPU. This system can be connected to mobile devices using two methods: either
by using a wireless system that is already integrated into the CPU or by using the
internet as a medium. The web interface can be accessed from the CPU itself, but
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it will require having the farmers onsite to perform the action [7]. The wireless
network system needs to be installed and configured before the application since
it is not pre-installed. The installation involves some coding in the Ubuntu Ter-
minal which uses WPA/WPA2 encryption for security purposes.

Next, the CPU must also become the access point (AP) for the mobile devices
and function as a router for the sensors. The reason for this is for dedicated mobile
devices to get connected to the system and for users to be able to view the whole
fertigation system via a web browser within the range covered by the wireless
system. Once the AP has been established, users can manage the system just by
using their mobile devices. The channel (range of frequency spread) of the Wi-Fi
is set to channel 4 which is in the range of 2414.5 MHz-2439.5 MHz. Next, the
number of accesses to the system is set to a range of XXX. XXX.XXX.1 to XXX.
XXX.XXX.20. This is to prevent the system from “overloading” which can result
in slow access to the wireless system. In this way, users can be around their farm
(main office) to monitor it without having to go to their placed system or crops.

The second method of communication is by using the internet. The CPU
(pcDuino) is already integrated with the Ethernet socket that allows the RJ-45
Ethernet wire to be used for connection to the internet. However, the IP of the
CPU must be set once again to enable the IP to be seen by the main router of
the internet. Once set, users can access the monitoring system website anywhere,
anytime. Finally, after all components have been set and configured, a verifica-
tion test must be conducted to ensure that users can access the system anywhere.
The verification test is done by “pinging” the IP address of the system for the
local wireless network and also keying in the web address of the monitoring sys-
tem by using any mobile devices for the internet connection network.

The web GUT’s of this project are shown in this section. Sensors in the auto-
matic fertigation system as explained in the previous section will send data to the
microcontroller (Mega Arduino) for processing and later send to the micropro-
cessor (pcDuino) where updated values will be saved in the database. When the
database has been updated, we can use the values to show them in the webpage.

Figure 2.8 shows the overall view of the automatic fertigation system. Tank A
and Tank B refer to tank for Fertilizer A and tank for Fertilizer B, respectively.
A and B can be any means of fertilizer solution which depends on the type of
plants. Tank M refers to the mixture tank where the two fertilizers (A and B) are
mixed with water sequentially. The last tank which is the bottom left side is the
water tank. The water comes from the water supply body such as SYABAS. The
clectrical conductivity is monitored in the mixture tank and it is shown under
the mixture tank which indicated as “MIXTURE EC VALUE”. The EC value is
tested on that tank because it is the fertilizer that will flow out to plants.

Figure 2.9 shows the schedule activation page, which allows users to activate
any irrigation/fertigation schedule that has already been created in the system.
The database for this includes (1) fertilizer’s composition (mixture formula) and
(2) planting schedule (the day of the plant start to be planted) is set. Users can
determine and change parameters of the fertilizers to suit EC of specific crops and
create irrigation/fertigation schedule for managing the farm. Once the schedule
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Figure 2.8 Parameters for Monitoring Operations in the Automated Fertigation System.
Source: Shah & Noorjannah (2015).

is activated, this system will run the automatically according to parameters and
schedule set in the database. Users also can view the schedule in the Schedule tab.

Figure 2.10 shows the manual mode that allows users to set fertilizer compo-
sition manually in for users to choose the ratio of A and B in the case of less or
more fertilizer needed for the fertigation process and also the emergency stop
button to stop operations. This option may be required when the EC value of
the mixture solutions is not achieved within the expected EC value set in the
database. The emergency stop button is also in this page where it can be used
to halt the system immediately if emergency occurs. Overall functions included
in this web-based system are System Overview, List of Schedule, System Log,
Settings for Date and time, User Registration, Schedule Activation, Formula
Editor, Manual Fertigation and Logout. These features help farmers in manag-
ing their farm generally and fertigation system specifically. They can save their
time and cost in labour and maintenances.
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Figure 2.9 Schedule Activation Page, Fertigation System.
Source: Shah & Noorjannah (2015).
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Figure 2.10 Manual Fertigation Page.
Source: Shah & Noorjannah (2015).
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Conclusion

The allocation of agricultural lands in Malaysia has increasingly favoured
large-scale plantation agriculture. It is very much skewed towards palm oil cul-
tivation, which commands the largest share of arable land acreage in the coun-
try. The shift towards large-scale commercial farming has resulted in increased
dependence on food imports, which is the major cause of widening of trade
deficits in the agro-food sector. The low self-sufficiency rates in many agro-
food items suggests that the country is in dire need to revitalize the agricultural
sector. Efforts to rejuvenate the food sector inevitably requires the unleashing
digitalization and IR4.0 technologies into farming, which is uniquely different
in scope-based intensive farming. Consequently, the government’s initiatives to
quicken the proliferation of digitalization and IR4.0 technologies in food farm-
ing should take advantage of the various instruments that have evolved to drive
small-scale farming, including the fertigation system discussed in this chapter.

The demand for agro-food products is generally inelastic to prices owing
to its peculiar inferior goods’ characteristics. As an essential goods industry,
there will always be opportunities for business ventures to grow given the large
demand-supply gap that exists in the sector. However, the stigma associated with
the sector, such as it being a rural industry and the perception that this is not a
glamorous industry compared to the oil and gas or the finance sector may dis-
courage local graduates to join the agricultural sector. To this end, digitalizing
the sector could offer hopes that the industry would be better accepted among
the youths.

Additionally, the fertigation system should involve various other parts, such as
water pipes, drippers, valves, water pumps, insecticides, AB mixed fertilizers and
foliar. The production of all these inputs can all open opportunities for entre-
preneurs to participate in a wide range of clustered businesses. The complimen-
tary rebranding of farming using such IR4.0 technologies through digitalization
should also help shift the stigma associated with rural farming.

The fertigation technique has been well-received by farmers based on experts’
interactions with government agencies, such as the Pertububan Peladany Kawa-
san (PPK; Local Farmers’ Organization) in Tanjong Ipoh and Kuala Pilah, which
are located in Negeri Sembilan. However, the state of technology in the ferti-
gation system needs a massive leap from largely traditional practices. The high
initial cost that would be needed and the uncertainty associated with returns on
investment could be the reason for hesitancy among the farmers. Consequently,
the initial spur could come from the funds government that have been allocated in
the Twelfth Malaysia Plan to modernize small-scale farmers. Based on the channel
checks, the cost of setting up a fertigation system could be around RM20,000 for
2,000 poly bags. However, the going rate would differ based on the specification
of the design and material used for the system, which is expected to fall as the
numbers implementing them reach profitable threshold scale.

Judging from engagement with the critical players in the business, and the rel-
evant government agencies, the traditional fertigation system is still being used
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as depicted in Figure 2.4. Even awareness of the existing fertigation platform
can be deemed as relatively new among the public judging from the social media
interaction whereby the traditional fertigation system remains the main topic
of discussion. The good thing about social media is that the emergence of fer-
tigation experts has become a major source of information and training for the
public. Public training has largely undertaken in a virtual setting, given the
restrictions imposed following the outbreak of the COVID-19 pandemic.

To ensure that, the knowledge on the fertigation system, including its setting
and operations, should be better regulated in order to ensure its smooth diffu-
sion among the small- and medium-scale farmers. There have been instances
whereby the self-proclaimed fertigation experts have taken advantage of par-
ticipants’ ignorance by providing dubious mis-information to the clients. The
agro-food sector is also not well-regulated as the players along the value chain,
such as the consultants, suppliers and middlemen all operate within their turf.
Consequently, farmers are vulnerable to risks, such as cheating, scams and irre-
sponsible conduct, especially among those gullible newcomers to the sector.

The government should also stimulate the quickening of robotization and
the introduction of drones in farming, especially in harvesting. It will not only
raise precision handling and the elimination of defects and waste, it should also
help lessen dependence on foreign labour, and with that lower outflow of remit-
tances, which has had a negative impact on exchange rates. Another option is to
increase sourcing labour from the aborigines who are generally more efficient
than foreign labour in harvesting chilli. Drastic steps must be taken to quicken
the journey towards automating the fertigation system in Malaysia. Apart from
that, sourcing local labour is also an arduous task as their commitment to agri-
cultural work is highly questionable. The common solution of procuring foreign
labour should be stopped as it not only is expensive but also acts as a deterrent to
technological upgrading in the country.

Government support should also increase in handling natural calamities, such
as flash floods, protracted droughts and storms, which continues to damage food
output in the country. Also, crop devastation from natural disasters has become
increasingly unpredictable of late. For example, the flash floods in late 2021 not
only accounted for several deaths but also destroyed considerable amount of
crops and livestock. The fertigation mechanism will undermined if such calam-
ities are not prevented, which is also critical as some of the agricultural sites
are located near rivers. The smooth unaffected operations of fertigation systems
require that persistent flash floods do not destroy them. Early digital warning
systems, and prompt rescue efforts to insulate the fertigation mechanisms, as
well as lives of the people are put in place. A major key area of focus was laid
bare by the massive floods that affected Malaysian on 18 December 2021. A key
target of the government must be the safety of the 72 dams in Malaysia in 2021.
Most of these dams are old.

Allsigns point to the need for intensifying further the digitalization of the food
farming sector. A state-of-the-art fertigation system could translate to higher
crop yields as the technology would be able to guarantee the right amount of
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fertilizer and irrigation goes to the plants. Aside from the immediate impact on
the coordinated flow of fertilizers and irrigation, digitalization could also lead
to a more detailed orientation towards the collection and use of data (see Rasiah,
2019). The application of big data analytics that help monitor insects, bacteria
and viruses could help farmers gauge the developments for farmers to take quick
remedial action by applying a more precise amount of insecticide to ward off
insects. The current practice is to spray insecticides on a weekly or biweekly
arrangement without any coordination with the growth of insects, bacteria, and
viruses.

Apart from being meticulous about the types of insects or microorganisms
present in the farms, digitalization can also help farmers manage better risk man-
agement, which includes anticipating the weather conditions and the probability
of occurrence of natural disasters, which will determine the right response to
minimize financial losses from such calamities. Overall, digitalization should
help alleviate the status of rural farming, offer brighter prospects for income
growth and substitute humans with robots and drones in dirty, dangerous and
demeaning tasks.
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3 Proliferation of IR4.0
Technologies in Large-Scale
Agriculture

Suresh Palpanaban

Introduction

The agricultural sector has contributed significantly to the growth and
development of the Malaysian economy even though it has undergone significant
structural changes over the period since 1970. Along with tin mining, agricul-
ture laid the foundation and has been the driving force behind the economic
growth of the country. Agricultural proceeds were used to finance the develop-
ment of the country before export-oriented industrialisation was promoted to
spearhead the country’s economic growth through export-orientation since the
launching of the Second Malaysia Plan in 1971 (Malaysia, 1971).

In 1970, the agricultural sector contributed approximately 31 percent of GDP
and employed 50 percent of the labour force. Today, the sector is the third-
highest contributor to the national GDP and a key economic sector contributing
8.0 percent in 2020. Palm oil was the major contributor to the value added of
agriculture sector at 37.7 percent followed by other agriculture (25.9 percent),
livestock (15.3 percent), fishing (12.0 percent), forestry and logging (6.3 per-
cent) and rubber (3.0 percent). While the contribution of the agricultural sector
to GDP has declined over the years as the secondary and tertiary sectors have
expanded. While such a trend is typical of long-term structural change, which
was also followed by the developed economies, the sector has typically recorded
positive value-added growth through productivity increments (Rasiah, 2018).
This fact was recognised by the government as initiatives were taken through
the eleventh Malaysia Plan to drive productivity growth in the sector (Malaysia,
2016). Indeed, in addition to large-scale agriculture, strong emphasis has since
been given to small-scale food farming to address the growing dependence on
food imports (see Rasiah & Salih, 2019; Afzanizam, 2023; Chamhuri, Rospi-
dah & Mohammed, 2022). The spread of digitalisation and Fourth Industrial
Revolution (IR4.0) technologies are among the key strategies advanced by the
government to achieve this goal (Malaysia, 2022). As a key economic sector,
digitalisation and IR4.0 technologies offer tremendous opportunities to raise
the competitiveness and increase productivity in the sector.

Nevertheless, there are significant challenges faced by the sector brought upon
by changes in demography and rising population, which according to the UN
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Food and Agriculture Organization will add pressure on farmers to generate
70 percent more food output, climate change, crop sustenance and vitality, stress
on natural agriculture resources and continued persistence in utilising tradi-
tional agriculture practices that impacts food security and sustainability. This
inevitably constrains production capacities, disrupts supply chains and requires
more food to be produced at greater costs and investments.

Despite the fact that digital and IR4.0 technology adoption provides sufficient
demonstrable evidence of increased efficiency and significant transformation in
farming practices resulting in higher potential revenue gains and operational
effectiveness translating into greater economic advantages, utilisation of IR4.0
technology for greater value add is simply lagging. The purpose of this chapter
therefore is to provide pertinent information and reiterate the depth of IR4.0
technology utilisation in agriculture in the context of large-scale farming in
Malaysia, the challenges of why this may be underwhelming at this point in time
including its propensity and fragmented utilisation uptake, the exacting nature
of what is required to elevate its proliferation and measures that are proposed to
enable enhancements. In doing so, the chapter focuses on large-scale agriculture
in general as there is a separate chapter in the book dealing with small-scale
intensive farming (Afzanizam, 2023). The rest of the chapter is organised as fol-
lows. The next section presents some theoretical issues to underline the impor-
tance of agriculture to most economies followed by the proliferation of IR4.0
technologies in large-scale farming.

Theoretical Considerations

It is a misnomer to think that agriculture shall diminish and disappear as
economies undergo a shift towards manufacturing and subsequently services
(Rowthorn & Wells, 1987). Given the characteristics of or inferior economic
goods, most developed countries have continued to focus on agriculture to avert
the occurrence of food import dependency. In the context of this chapter, the
focus is not on large-scale food farming. Instead, it is on sustaining agricul-
tural exports with palm oil being arguably one of the rare large-scale sub-sector
that carries the characteristics of inferior economic goods as it is an essential
edible oil. Among other things, it is because of those reasons, the government
introduced export cess to use the revenue collected to both stimulate R&D
and stabilise prices (Rasiah, 2022). Following the successful experience of IR4.0
technology application and adoption in agriculture where there has been signit-
icant improvements in productivity, reduction in waste and resource utilisation
efficiency in several countries, the corollary has been one of several governments
promoting its introduction in agriculture (Rasiah, 2018). Whilst acknowledging
such nuances, this chapter avoids generalisations by balancing the notion that
Malaysia’s varied speed of adoption and uptake is largely due to different levels of
I1R4.0 technology adoption in Malaysia. A one-size-fits-all approach is therefore
avoided and in the broader context underscores the point that adoption is but
inevitable and urgent.



38  Suvesh Palpanaban

Along with biotechnology, the focus on sustainable green technologies, IR4.0
technologies have become the cutting-edge drivers of competitiveness since the
1990s, but especially since the turn of the millennium. In Taiwan for exam-
ple, President Trump’s efforts to impose trade restrictions on China drove the
relocation of agriculture and manufacturing enterprises back to Taiwan, though
the introduction of IR4.0 technologies started carlier. Consequently, robots
plough fields and milk cows, while drones spray organic insecticides and fertil-
isers in Taiwan. In fact, Taiwan has successfully raised rice self-sufficiency rates
to exceed 90 percent, and other horticultural products to exceed 80 percent by
2017 (Rasiah, 2018).

Within the IR4.0 technology framework, the most widely used technology
pillars include the internet of things (Iol’) optimising farm monitoring through
smart sensors, unmanned aerial vehicles (UAVs) for soil mapping, imagery and
visual aids, agricultural robotics and automation to optimise resource allocation,
as well as Big Data for predictive analysis on yields, weather and harvesting cycles
(see Rasiah, 2019; Rasiah, Low & Kamaruddin, 2023; Yeap & Rasiah, 2023).
Consequently, any attempt to address the policy issues and embedding support
environment instruments involving IR4.0 technologies must address the above
support instruments along with efforts to create awareness among farmers and
the requisite incentive system to quicken the shift to such technologies.

Rasiah (2019) presented an open systems framework that on the one hand
discusses the key enablers in ecosystems using the systemic quad model and
on the other hand the openness essential to stimulate smartification. Ideally,
the linkages between smart farms to intermediary organisations should include
the framework presented in Figure 2.1. In addition to the adoption of IR4.0
technologies in large farms, it should include integrating them with the support
organisations and mechanisms to evaluate the performance of these linkages in
the achievement of desired targets. Such appraisal systems have been effective in
the technological transformation of Japan, South Korea, Taiwan and Singapore
(Johnson, 1982; Amsden, 1989; Wade, 1990, Rasiah, 2020).

Contribution of Agriculture to Malaysian Economy

The contribution of agriculture to Malaysia’s GDP fell in trend terms from 44
percent in 1960 to 7 percent in 2019 before rising slightly to 8 percent in 2020
(Figure 3.1). While such a trend is to be expected owing to the rapid expansion
of the secondary and tertiary sectors, the Malaysian experience also shows signif-
icant contraction in real value added as in 2000-2001, and 2019. It is plantation
farming that has held the sector from contracting sharply. In this regard, much
can be done to make large-scale farming (including palm oil), more productive.

The contribution of agriculture’s share to Malaysian national employment has
also shown a trend fall from 24 percent in 1991 to 13 percent in 2020, albeit
the fall has been gentler than in value added share (Figure 3.2). The slower fall
in employment contribution is largely a consequence of a slow shift towards
automation and IR4.0 technologies. Indeed, the lack of such a transition has
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also exacerbated Malaysia’s dependence on foreign less skilled labour. In fact,
restrictions imposed during the COVID-19 pandemic in 2020-2022 has cre-
ated serious labour shortages in the palm oil sector that it has prevented the
farms from taking advantage of rising demand and prices of palm oil since 2021.
Consequently, significant amount of palm oil fruits have been rotting on trees
(Star, 2022).

In sync with how agriculture has continued to play an important role in
medium- and large-developed economies, this chapter emphasises this point to
examine why and how digitalisation and IR4.0 technologies should be tapped to
stimulate the rejuvenation of the agricultural sector. While Afzanizam (2023) in
this book focuses on the small-scale food sector, this chapter addresses the role
that institutions and organisations must play in the embedding ecosystem for the
expansion of IR4.0 technologies in large-scale farming, including small paddy
farms that are operated collectively as large farms.

The relative decline of agriculture, including stagnation and decline in pro-
ductivity, is a consequence of a number of reasons. For example, the technology
used to harvest palm oil fruits have not evolved since the 1970s. While the estate
sector is better managed, significant aspects of farming and harvesting have yet
to make the transition to cutting-edge technologies. Ploughing fertilising still
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uses tractors and there is no electronic monitoring of the activities. Watering
transitioned from labour-intensive spraying to enabler pipe systems using read
only memory (ROM) chips in the 1990s. It has not experienced a shift to drones.

The lack of a comprehensive use of state of the art IR4.0 technologies has
produced mixed outcomes in large-scale farming. The prevailing traditional leg-
acy model of farming in Malaysia in general is indicative that the penetration
of innovation is low in the sector. One key contributing factor is the ageing
famer demography according to statistics from Muda Agricultural Development
Authority (MADA) coupled with the lack of willingness to adopt and adapt
technology, which is further aggravated by increased urbanisation and over
dependence on foreign workers with little or no technology skills raise deliv-
crables’ standards (MADA, 2022). The existing use of inefficient technologies
has been one major cause of low crop yields, which coupled with wastage due
to inadequate farming practices and the lack of IR4.0 technologies has resulted
in poor coordination of production and markets. The outbreak of COVID-19
pandemic showed how poorly connected and coordinated are Malaysia’s links
between farmers and consumers as tonnes of fresh produce by farmers in the
Cameron Highlands were dumped.

The situation has been exacerbated by the destruction of irrigation systems,
and damming and deforestation that has caused natural disasters with deleteri-
ous consequences to farmers. Despite this, the new generation of young farm-
ers are showing signs of assimilating modern farming practices that incorporate
technology as an enabler of productivity that currently bridges the gap albeit
at a slower than expected rate (Sarena, Ashraf & Siti Aiysyah, 2019). As such,
the sector is undergoing transformation driven by new technologies at varying
magnitudes, scope and scale. In this regard, precision agriculture (Gebbers &
Adamchuk, 2010) has provided a technology shift in modern agriculture. Data
is a critical success factor of this and optimising inputs such as nitrates, irriga-
tion, fertilisers and pesticides can enhance yield, quality and productivity (Far-
hat, Hassan, Aitazaz & Skylar, 2020). Consequently, this chapter attempts to
examine the proliferation of IR4.0 technologies in large-scale farming and the
steps necessary to strengthen the intermediary organisations in the embedding
ccosystem.

Proliferation of IR4.0

In Malaysia, paddy and palm oil have been beneficiaries of precision agriculture
under the headline banner of Agriculture 4.0. In order to increase farming effi-
ciency and production systems of these crops, the government has initiated a
slew of initiatives to increase the use of emerging technology. These include the
use of sensor readings for humidity, temperature, soil moisture, pH, luminance
and rainfall. The IoT and video analytics are also widely used applications to
measure several variables that impact crop yield, operating cost and inputs such
as environmental conditions, growth performance, irrigation, pest and fertil-
isers, weed management and greenhouse gas emissions. With Agriculture 4.0,
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technology resources are easily accessible and both the industrial and agro-food
commodity industries are adopting IR4.0 technologies through mobile apps,
smart sensors, UAVs and cloud computing.

In paddy cultivation, several notable smart farming technologies are evident,
such as a geographical information system for monitoring and scheduling daily
crop water requirement for paddy (Kamal, & Amin, 2010). Image-sensing tech-
nology and UAV application for topological overview of farms is another key
utilisation (Tripicchio, Unetti, Giordani, Avizzano, & Satler, 2014). Instead of
using humans to investigate, view and determine crop quality and soil integrity,
UAVs provide farmers instant real-time images of individual plants for better
resource utilisation. Information from those images can be processed to further
enhance farmer inputs for optimum yield and crop management.

As with paddy production, the palm oil industry has moved towards adopting
a number of elements of smart farming. The smartification processes is already
proliferating through automation as a key pillar of the IR4.0 technology adop-
tion with example, such as automated conveyors distributing fruit bunches and
weed management. Remote sensors are also employed to support many applica-
tions in yield estimation, waste management, automatic tree counting and age
estimation (Chong, Kanniah, Pohl & Tan, 2017).

Agriculture 4.0 is also evident in urban farming an example of where vege-
tables are placed under multi-coloured light-emitting diodes (LEDs) under the
Plant Factory with Artificial Lighting scheme that will enable harvesting in a
shorter period of time and without the perils of pests and negative impact of
pesticides. Another critical area of IR4.0 technology usage comes in the form
of livestock farming that consists of automated remote sensors detection and
monitoring using individual identification methods that tracks morbidity and
mortality indicators using machine learning.

As such, the key element of IR4.0 adoption depends on the level, scope and
scale of data analytics, especially for small and medium farmers, which is starting
to emerge as a significant enabler to improve the productive capacity, especially
in developed counties. The increased access to cloud computing capabilities has
enabled the smaller farmer to leverage big data analytics and facilitating a lower
barrier to entry for farmers.

Scale and Magnitude of Stakeholder Support
and Intervention

Agriculture 4.0 is probably the best platform to transform and increase produc-
tivity whilst enabling the shift towards an innovation- and knowledge-based
economy. In line with global trends that have witnessed key economic sec-
tors’ production capabilities shifting towards IR4.0 technologies, the gov-
ernment’s agenda and vision in alleviating poverty, ensuring food security and
sustainability through IR4.0 technologies in the sector is gaining traction.
The government increased the allocation of the Ministry of Agriculture from
RM4 .4 billion in 2019 to RM4.9 billion in 2020 as well as provisioning for a
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special fund for Agriculture 4.0 up to RM43 million. Under the Agriculture
Sector Digitalisation and Transformation programme, the government continues
to provide support for the industry through various initiatives to transform and
empower agro-entrepreneurs, especially in rural areas. One such example would
be the shift towards e-commerce platforms within the ambit of digital transforma-
tion whereby agro-food entrepreneurs are able to bypass intermediaries to access
and penetrate wider markets where online payment mechanisms are used.

The Malaysian Agriculture Research and Development Institute (MARDI)
continues to play a pivotal role in providing research in science and technol-
ogy. MARDI is involved in developing cutting-edge technologies in food pro-
cessing, post-harvest handling, smart farming technology for paddy and even a
public-private strategic collaboration with Maxis to enable precision agriculture
for grape crops with narrowband IoT with 5G. This allows farmers to seamlessly
scale up the deployment of the solution to wider areas as it has the ability to sup-
port millions of connected sensors. Remote monitoring is now possible through
the NB-IoT through a web-based app that facilitates alerts to pre-empt negative
environmental variables to maximise yield.

Digital AgTech is a pilot initiative driven by the Malaysia Digital Economy
Corporation (MDEC) in collaboration with specific partners to empower the
agriculture sector by infusing IR4.0 technologies to catalyse digital adoption.
Digital AgTech was also recently announced under the ‘PAKE] PERLIND-
UNGAN RAKYAT DAN PEMULIHAN EKONOMI (PEMULIH)’ with
KKMM, under the National Recovery Plan. MDEC’s efforts to adopt IR4.0
agricultural technology involving various smart farming activities, such as fer-
tigation, fine mist spraying, aquaculture, poultry farming, irrigation and soil
monitoring, have also proven successful® (https://mdec.my/cladang/).

According to MDEC, innovative fintech and trading platforms such as the
blockchain-based peer-to-peer market can be considered to support small farm-
ers by minimising the intermediation process that can provide cost savings to
consumers and higher margins for farmers. In palm oil, Felda Global Ventures
the commercial arm of Federal Land Development Authority, a Malaysian gov-
ernment agency has invested in automation and mechanisation of daily oper-
ations to improve productivity and efficiency deploying advanced technology
in geospatial technology applications for oil palm replanting. It produces an
accurate replanting blueprint at the oil palm replanting area with automatic palm
count information which can later be used as a base map in estimating total
fertilisers per hectare, estate management and plant health monitoring. This
technology also includes proactive plant health monitoring using precision tools.

The government also made specific provisions for financing the agriculture
sector through AgroBank’s RM60 million funding for the Agrofood Value
Chain Modernisation Programme that offers funding of up to RM1 million
at a rate of 3.5 percent for a period of ten year for agricultural entrepreneurs to
procure equipment and technology based on IR4.0 technologies. In addition
to the above, Table 3.1 depicts a number of initiatives undertaken by multiple
stakeholders whether directly or indirectly to enable efficiency improvements in
the agriculture sector, including in large-scale farming (/ist is not exhaustive).
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Table 3.1 Initiatives Taken to Raise Efficiency in the Agricultural Sector, Malaysia

Entity Programs, Schemes

Government agencies and related

institutions
I MARDI Research and development in agricultural
II  Ministry of agriculture and food bio-technology, automation for food
industries (RM4.82b allocated for processing and engineering technologies
2022 Budget) as well as providing market access.
IIT Muda agricultural development Young agropreneur programme through
authority grants which are worth up to RM 20,000,
IV Human resource development given in the form of machinery, seeds,
corporation animal breeds and advisory services.

Two-day course for young agropreneurs
who were taught the intricacies of
running a business.

Industrial Revolution 4.0 scheme under the
PENJANA initiative has been providing
digital farming training courses.

Financial institutions
Agrobank’s (2022 Allocation of RM1.25 To provide specific financing facility
billion financing for Agrobank through  targeted for young entrepreneur in

amonyg others, Agrofood facility agriculture sector.

(RM500m) and Dana pembiayaan Financing provision for unemployed

agromakanan (RM200m) graduates who are keen to take up
® Program agroprencur muda (PAM); agriculture.

e Skim Usahawan Tani Komersial The fund shall only be used for working
Siswazah-i (SUTKS-i) capital and /or capital expenditure for
Commerce international merchant bank’s  the development of agriculture projects,
e Agrofood facility scheme such as for purchasing machinery and

equipment.

Source: MADA, MAFI, HRDF (now rebranded as HRD Corp), Agrobank and CIMB.

The Ministry of Science, Technology and Innovation is in discussions with
key stakeholders on policy and regulations related to use of UAVs/systems. This
is expected to further enhance current practices that use UAVs for agriculture
in paddy, palm oil, banana and pineapple plantations as well as to streamline
regulations intra-agency. This also indicates that there is tremendous potential
for the use of UAVs as one of the IR4.0 pillars for agriculture in support of full
automation (Tsouros, Bibi, & Sarigiannidis, and G., November 2019).

Stakeholder Support Is Not Adequate to Move to the
Next Level of Agriculture 4.0

As shown, there are concerted efforts by key stakeholders especially the govern-
ment in providing a conducive environment for the adoption or assimilation of
IR4.0 technologies in large-scale farming in Malaysia, especially in paddy and
palm oil which on empirical data shows a moderate uptake scale. Therefore, there
needs to be a significant paradigm shift from labour intensive to tech intensive
regimes with technology-driven solutions to enhance competitiveness, increase
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barriers to entry, deliver superior products in terms of price and differentiation
by utilising technological know-how in an effective manner to gain competitive
advantages. Technology-driven solutions on a broader scale will enable optimi-
sation of resource allocation, minimise operating costs while reducing wastage
of raw inputs, efficient farm management, mitigate man-power shortages and
deliver greater go to market capacity.

The fact that there is moderate uptake of IR4.0 technologies within the paddy
and palm oil sector is largely due to the significant subsidies through government
linkages that facilitates investments into related or subsidiary organisations as in
the case of palm oil through the Federal Land Development Authority (FELDA)
and paddy farmers through the MADA (see also Rasiah & Salih, 2019). While
this allows access to catalytic financing assistance, technology acceleration and
market penetration, it does not showcase true levels of competitiveness from a
technology stand-point.

The competitiveness of the players within the industry is further dampened by
a number of other factors, such as:

®  Palm o0il — Ranging from price volatility, anti-palm oil campaigns and pro-
tectionist trade regulations in developed countries, particularly in the Euro-
pean Union (EU);

®  Paddy— Productive capacity and climate change as Malaysia is a net importer
of rice. A recent Khazanah Research Institute Report ‘The Status of the
Paddy and Rice Industry in Malaysia’ finds that despite the significant public
resources allocated to the industry, paddy farming is still perceived to be une-
conomical. This is aggravated further by the fact that the majority of farmers
are in the B40 income group and without MADA subsidies cannot remain
competitive against key rice growing regions such as Thailand and Vietnam.

The key differences between traditional versus smart farming is, apart from the
automation, the manipulation of data in its entirety, including capture, storage,
analytics and decision making. While legacy agriculture farming is more visual
with windows of subjective decision making, smart farming promotes use of
quantitative data for more objective decisions. It is estimated that, with new
techniques, the IoT has the potential to increase agricultural productivity by
70 percent by 2050 (Mariani & Kaji, 2016). The IoT, if accurately utilised, will
enable the function of big data analytics that will help farmers make informed
decisions to generate better revenue opportunities and spill-overs into other
tech-related discoveries. It also opens the door to a plethora of massive and val-
uable information that can be used for the future with predictive analytics tools.
However, there still remain challenges for a number of reasons as follows:

Data Intevpretation and Utilisation

With massive amounts of data capture for a range of indicators and parameters,
that includes amongst others, diagnostics, video imagery of land topology and
crops, data from sensors for irrigation and fertilisation, simulation for crop yield
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prediction, there is a huge trade-off due to the inability for farmers to interpret
the type of data collected to run their businesses.

Data Availability, Consistency and Depth

By leveraging IoT, farmers can remotely manage and control their field irrigation
systems, monitor soil moisture and crop growth. For example, IR4.0 can offer
a weather pattern simulation model to precisely predict oncoming weather so as
to enable them to implement mitigation measures. However, not all data can be
mined and utilised in the same manner. For example, big data is applicable only in
some cases of agriculture and not all farms may have the same intensity of technol-
ogy adoption. Climate change impact on harvest cycles due to floods and tempera-
ture fluctuations create more uncertainty in modelling scenarios for growth targets

Technology Infrastructure and Connectivity

In order to reap the benefits of the IR4.0 technologies, network connectiv-
ity is imperative with vital facets such as lower latency, higher bandwidth and
increased capacity as key pre-requisites for higher productivity and speed to mar-
ket with real time information management systems. This, however, is lacking
in many areas with prime agriculture development as is the case for paddy farm-
ers in Sabah and Sarawak. While the government’s efforts in launching Digital
Nasional Berhad to perform the 5G roll-out is commendable, internet access and
penetration especially in rural areas where agriculture is a significant economic
contributor should be prioritised as an enabler for greater productivity.

COVID-19 Breakout and Impact on Agriculture

During the Movement Control Order as a result of COVID-19, the agriculture
industry was one of those that was classified as critical, thus allowing business
as usual. But disruptions in the sector was adverse especially due to the labour
market crunch, global supply chain and logistical support. There were loss of
produce and income and an increase in post-harvest loss and food waste which
witnessed farmers dumping fresh produce from Cameron Highlands. One of the
single biggest factor of production, labour saw a severe shortage of farm workers
specifically in the palm oil industry. The presence of cheap foreign labour is a
protagonist for some parts of the agriculture industry in Malaysia but perhaps an
antithesis to technology and innovation in Malaysia. This creates an additional
stumbling block for the proliferation of a very important IR4.0 technology pil-
lar, automation and robotics which offers promising solutions for Agriculture
4.0 in handling labour shortages and a long-time declining profitability.

Wide Gaps in Technology Innovation

While large-scale farming continues to employ a number of IR4.0 technologies
such as smart sensors, IoT and UAVs, existing local capabilities are limited in
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further tech innovations and discoveries. An example of this would be in drone
agriculture. There are a number of drone distributors in Malaysia who supply
such platforms for farms but are not themselves a drone integrator. The fact that
there is a dearth of available local technopreneurs in drone manufacturing and
development amplifies this point. UAVs are basically fixed-wing aircrafts and
multirotor aircrafts. In Malaysia, the use of rotary-wing UAVs are more prev-
alent as they are capable of a vertical take-off and landing but so much slower
with a limited battery life vis-a-vis fixed-wing platforms that can cover more
area per flight and carry larger payloads. Malaysia is also miles away in utilising
autonomous robots in smart farming (Verénica, S.R. and Francisco, 2020) or
unmanned guided vehicles as well as in artificial intelligence in the application
of machine learning to develop computer programmes that can train actuator/
robot to perform a duty.

In this regard, efforts must be taken to expand the deployment of robots
and drones in small- and medium-scale agriculture but the whole operations
undertaken to appropriate-scale economies through the expansion of collabora-
tive collective farming (see Rasiah, 2018), including palm oil and rubber cultiva-
tion. There is a clear need to fabricate robots to harvest fruits, tap trees, plough
the fields, water the nurseries and driverless lorries to transport inputs to the
farms and output to the refineries. Significant collaboration will be necessary to
achieve these developments, including among farmers to appropriate-scale econ-
omies through aggregation of acreage, and incubators in science and technology
parks to coordinate the development and diffusion of innovation.

Conclusion

While it indeed encouraging to see efforts to introduce IR4.0 technologies in
agriculture, the pace of the diffusion needs to gain more speed as the country
is still dependent heavily on food imports while much can be done to raise
the competitiveness of farms and organisations in Malaysia to enable exports.
While digitalisation has been expanding, it is important for the government
to offer the awareness, as well as the funds for economic agents engaged in
large-scale farming to acquire and absorb IR4.0 technologies to raise pro-
ductivity while reducing wastage. The transformation to IR4.0 technologies
should also help the government to reduce dependence on foreign workers in
the country.

In view of current challenges related to food security, climate change and
global warming, modernisation and depletion of agriculture land, innovation
and technology adoption have emerged as key tools to enable the evolution of
sustainable agricultural productive capacity. Failure to embrace the changes rap-
idly brought upon by technological advancements can severely impact economic
growth and social well-being of the population, which can seriously aggravate
further Malaysia’s heavy reliance on imports of key food inputs. The further the
disconnect between access to and adoption of technological innovations in large-
scale farming, the greater the gap between production and mid-stream players
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that could result in severe disruptions to the supply chain. Therefore, there is
an urgent need to adopt rapidly and integrate key IR4.0 technologies to enable
significant cost and yield advantages. While the government continues to pro-
vide increased support for the agriculture sector through efficient infrastructure,
greater incentives including grants, financial inclusion and access to financing,
the production itself must continue to aggressively innovate and embrace deep
tech from current low adoption but promising streams to highly competitive
large-scale farming centres.
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4 Diffusion of IR4.0
Technologies in Electronics
Manufacturing

The Role of the Embedding

Ecosystem

Yeap Khai Leany and Rajah Rasiah

Introduction

The concept of Industry 4.0 was conceived in 2011 by the German government
with the intention of introducing a new concept for German economic policies
that utilise high-tech strategies (Mosconi, 2015). It is the driving component
of the Fourth Technological Revolution combining the usage of cyber-physical
systems (CPS), the internet of things (IoT), the internet of services (I0S), and
smart factories (Lasi et al., 2014). The phenomenon relies on communication
through the internet for constant interaction and information exchange between
humans and machines (Cooper and James, 2009). It is considered a vision that
is “based on a network of autonomous, self-controlling, self-configuring, knowl-
edge-based, sensor based, and spatially distributed production resources” (Wil-
kesmann and Wilkesmann, 2018). Industry 4.0 will have a tremendous impact
on the digital industry in three ways: it will encourage the digitisation of produc-
tion, complete automation, and linkages throughout a supply chain. The nine
pillars that define the process are big data and analytics, autonomous robots,
simulation, horizontal and vertical system integration, industrial IoT, cyber
security and cyber-physical systems, the cloud, augmented reality, and additive
manufacturing (Vaidya, 2018).

Digital infrastructure and analytical capabilities from the Third Industrial Rev-
olution (IR3) provided the foundation for IR4.0 technologies (Castelo-Branco
et al., 2019). Industry 4.0 added its innovative capabilities to operational pro-
cesses across all types of manufacturing supply chains, a variety of industries, and
firms of any size (Wan et al., 2017). The concept’s ultimate purpose is to cre-
ate agile companies that have the capability to continuously learn and adapt, in
accordance with a dynamic changing market environment (Schuh et al., 2017).
Its implementation in manufacturing systems anticipates a more cfficient, flexi-
ble, sustainable, higher-quality and lower-cost form of production (Wang et al.,
2015). Scholars have attempted to research the application and effects of Indus-
try 4.0 in specific countries. Wilkesmann and Wilkesmann (2018) concluded
that firms in Germany have experienced a variety of outcomes differing in the
degrees of formalisation, location of control authority, location of knowledge,
and degree of professionalism. Beyond its application in Germany, several other
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nations have attempted to embrace the Industry 4.0 strategy, including the
United States, China and Malaysia, amongst others (Zhong, 2017).

The implications of Industry 4.0 on the social and economic landscape are
both unprecedented and uncertain. The implementation has the potential to
alter the everyday lives of the general population through effects on the labour
market, educational preparation, consumer experience, and more. The objective
of this research is to understand the industry-specific ecosystem variables that
influence the diffusion of Industry 4.0-related technologies and how they can
be enhanced.

The E&E sector was chosen because it is a critical contributor to the Malaysian
economy, which along with aerospace is often considered technologically the
most advanced industry in Malaysia. Consequently, it serves as an ideal testbed
for further development through targeted policymaking and better institutional
synergy for a country secking to deepen its engagement in high technology
industrialisation (Rasiah, 2020). A firm-level survey of 50 E&E manufacturers
in Malaysia was carried out in 2019-2020 for the purpose of this research with
a focus on the role of embedding institutions and organisations in the introduc-
tion of IR4.0 technologies.

This chapter is structured as follows. Following the introduction, Section
“Theoretical Considerations” consists of a literature review that addresses the
critical theoretical arguments relevant to the study, with a focus on existing
studies that have broached the impact of the ecosystem impact on the prolifera-
tion of Industry 4.0 technologies in the E&E sector. Section “Methodology and
Data” introduces the research methodology undertaken, including the empirical
data collection method and sample of interviews conducted. Section “Findings
and Analysis” discusses the findings. Finally, Section “Conclusions” presents the
conclusion.

Theoretical Considerations

This section examines the extant literature on the origin and proliferation of
IR4.0 technologies in the electric and electronics industry to locate the sig-
nificance of the ecosystem supporting the evolution and functioning of such
technologies.

Origin of Industry 4.0

The First Industrial Revolution is said to have taken place over the period of
1712 to 1912 when steam engines were introduced in Western Europe, allow-
ing machine-based production. The Second Industrial Revolution was embraced
through the usage of electrical energy for mass production purposes up until
1968, which emerged with the new assembly line systems, including the Tay-
lorist and Fordist versions. Between 1969 and 2012, electronic devices and
information technologies were integrated, which drove increased automation in
industrial manufacturing activities (Bauer et al., 2018; Hinninen et al., 2018).
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Through computerisation, the IR3 provided the foundation for the emergence
of Industry 4.0 in manufacturing (Schuh et al., 2017). These prerequisites
include digital infrastructure and analytical capabilities (Castelo-Branco et al.,
2019) Further preconditions mentioned by Rojko (2017) are production stabil-
ity during systems transition, availability of continuous planned financial invest-
ments, and knowledge of cyber protection.

Industry 4.0 took shape at the turn of the millennium as artificial intelligence
drove the introduction of robots and drones as German researchers, Henning
Kagermann, Wolf Dieter Lukas, and Wolfgang Wahlster conceptualised it in
2011 at the Hannover Fair, which focused on a new economic policy that inte-
grated hi-tech strategy to strengthen the competitiveness of the German manu-
facturing firms (Kagermann et al., 2013; Mosconi, 2015). Industry 4.0 gradually
then became the foundation of a national initiative called “High-Tech Strategy
2020 for Germany,” followed by the assembly of a designated working group
that took on suggestions for implementation (Kagermann et al., 2013: 5).

Critical Attributes

Specifically, IR4.0 can be differentiated from earlier industrial revolutions by
three features, viz., increasing automation and digitisation (Brettel et al., 2014;
Oecsterreich and Teuteberg, 2016), the agglomeration of a collective group of
technologies (Hermann et al, 2016; Pfohl et al, 2017; Szalavetz, 2019), and
outcomes produced by the transformation expected in production (Kagermann
et al, 2013; Pereira & Romero, 2017). Consequently, Industry 4.0 activities can
be considered as the accumulation of the processes, technologies, and outcomes
that derive from the intended digital transformation of the industry.

In manufacturing, Industry 4.0, the introduction of artificial intelligence,
provides innovative capabilities to operational processes across all types of sup-
ply chains, industries, and firms of any size (Wan et al., 2017). The concept
has the ultimate purpose of creating agile companies that have the capability
to continuously learn and adapt, in accordance with a dynamic changing mar-
ket environment (Schuh et al., 2017). Its implementation in manufacturing
systems anticipates a more efficient, flexible, sustainable, higher-quality, and
lower-cost form of production (Wang et al., 2015). Beyond the technical ele-
ments, Industry 4.0 is expected to create changes in the relationships between
organisations among employees, value chains, nature, and local communities
(Santos et al., 2017).

Industry 4.0 drives changes in horizontal integration, vertical integration and
end-to-end engineering integration (Kagermann et al., 2013; Wang et al., 2015).
Horizontal integration encourages cooperation between corporations within the
same value creation networks to form efficient ecosystems through resource and
information exchange. By doing this, these collective enterprises can combine
resources, share risks, and adapt to changes in markets to access new opportuni-
ties (Brettel et al., 2014). This is the overall connection of value creation modules
within their individual systems (Stock et al., 2018).
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Vertical integration is the integration of information communication
technology (ICT) systems at separate hierarchical levels within an organisation
that allows the integration of production and management systems. The sub-
systems utilised across all processes within an organisation must be vertically
integrated so that smart machines can continuously self-adapt to serve different
production purposes and continuously relay relevant data for self-improvement
and enhanced transparency. This mainly contributes to the dynamic and recon-
figurable abilities of the manufacturing systems allowing self-controlling systems
(Stock et al., 2018; Wang et al., 2015). End-to-end engineering integration is the
value creation process that focuses on the entire value chain of a product. It is
the connection created between all phases of a product’s life cycle, from devel-
opment up until post-sales (Gilchrist, 2016). By doing this, the product model
is consistent throughout each stage and customisation is made feasible (Wang
et al, 2015). The meta-integration of all three processes allows full integration
at every stage of the product life cycle through a flexible manufacturing system
(Foidl and Felderer, 2016).

Components

The interrelated nature of manufacturing, in general, and an innovation-driven
industry (such as electronics) have resulted in difficulties in clearly identifying
and categorising the technologies involved. Chiarello (2018) mentioned the four
main challenges: a large number of constituent technologies, understanding and
usage of these technologies are dependent on the circumstantial application, the
existence of a variety of stakeholders, and difficulty of constantly adapting in
accordance with rapidly evolving technical progress. Considering this, Industry
4.0 technologies have been grouped in several ways in the literature. The most
generic grouping differentiates the technologies into a physical process-driven
technologies and digital technologies. Physical technologies are mostly hardware
components utilised for the improvement of production processes in the physi-
cal sense, including additive manufacturing, collaborative robots, and transport
systems (Gibson et al., 2014).

Digital technologies can be further broken down into three sub-groups:
digital interface technologies that connect physical systems with cyber ones,
network technologies that allow online functional capabilities, and data pro-
cessing technologies that conduct analysis with collected information for
decision-making processes (Culot et al., 2020). Digital interface technologies
are mostly hardware components with the element of network connectivity
like cyber-physical systems (CPS), IoT, and visualisation technologies (Chrys-
solouris et al.; 2009; Lee et al., 2015; Lee and Lee, 2015). Network technolo-
gies are mostly software components like cloud computing and cybersecurity
solutions (Armbrust et al., 2010; Anderln, 2015). Finally, data processing tech-
nologies are software components that are information-driven like artificial
intelligence, simulation, and big data analytics (Chen et al., 2014; Yao et al.,
2017; Brodner, 2018).
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Acknowledging the above, there exists a collection of relevant technologies
that have been commonly referred to as the nine pillars of Industry 4.0 technol-
ogies, viz., big data analytics, autonomous robots, simulation, horizontal and
vertical systems integration, IoT, cybersecurity, cloud computing, additive man-
ufacturing, and augmented reality (Riiflimann et al., 2015). The variations in the
interpretation of the enabling technologies usually derive from a mix of the nine
pillars. Frank et al. (2019) prioritised connectivity and intelligence capabilities of
just the IoT, cloud computing, and big data analytics while Rojko (2017) puts a
strong emphasis on the application of CPS and IoT. Moeuf et al. (2019) neglect
additive manufacturing, and replace it with CPS, while replacing systems inte-
gration with machine-to-machine (M2M) communication, and altering auton-
omous robots to collaborative robots. Some authors narrow down the scope to
just four major technological components, viz., CPS, IoT, and I0S, and smart
factories (Hermann et al, 2016; Roblek et al., 2016).

For the purpose of this research, 17 technologies are observed. These are
divided into five technology groups: infrastructure, tracking and monitoring,
production, transport, and digital. Infrastructure technologies refer to cloud
computing and big data collection. Tracking and monitoring technologies
include digitalised control systems, real-time tracking technologies, sensors,
radio frequency identification, and M2M communication. Production technol-
ogies are 3D printing and additive manufacturing. Transport technologies com-
prise autonomous robots and drones. Finally, cyber or digital technologies focus
on the IoT, big data analytics, cybersecurity, simulation, augmented reality, and
artificial intelligence.

Developments in Manufactuving

Due to the complicated architecture of Industry 4.0 systems and its relatively
recent emergence, the implementation of its associated technologies is still an
active subject of research (Lee et al., 2015; Babiceanu and Seker, 2016; Dalenog-
are et al., 2018). There are limited numbers of practical studies utilising either
quantitative or qualitative methods to measure the phenomenon (Piccarozzi
et al., 2018). The types of Industry 4.0 analyses methods that have been under-
taken in previous literature include implementation frameworks, technological
roadmaps, maturity models, technological cluster models, readiness assessments,
policy reviews, and empirical surveys.

Several authors have carried out empirical studies that utilised similar meth-
ods to collect responses from firms regarding their levels of Industry 4.0 tech-
nology usage to determine adoption patterns. Chiarini et al. (2020) carried out
a survey among 200 Italian manufacturers to measure their degree of imple-
mentation and consideration for the adoption of Industry 4.0 technologies.
Rauch et al. (2020) conducted a study with 17 companies across four countries
to validate their SME maturity level-based assessment tool on the implementa-
tion of Industry 4.0. Benitez et al. (2020) attempted to explore the evolution
of the Industry 4.0 ecosystem in Brazilian electrical and electronics companies
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through 37 interviews with stakeholders and firms across several years. Pessot
et al. (2020) investigated the implementation of Factory of the Future concepts
and digitalisation in 92 manufacturing firms in the Alpine regions through a qual-
itative survey and in-depth interviews. Frank et al. (2019) looked into organising
firms into Industry 4.0 technological adoption patterns. With 92 respondents,
they designed an adoption framework for the specific technologies decided upon
by a group of supposed experts. Sundberg et al. (2019) assessed the digital matu-
rity of manufacturing companies in Sweden through the distribution of digital
surveys to 123 firms. Vrchota et al. (2019) utilised a mixed method research with
a survey study of 1018 SMEs and case studies of 72 SMEs in the Czech Republic.
Calabrese et al. (2020) interviewed 39 managers in multiple sectors to under-
stand the adoption rates of enabling technologies in relation to firm size using
an E-SWOT analysis. None of these previous studies considered the embedded
ecosystem and its role in encouraging the diffusion of Industry 4.0.

Ecosystems to Promote Industry 4.0

Considering the limited studies that evaluate the relationship between firms’
ecosystem and Industry 4.0 adoption, the literature has been explored through
the theoretical lenses of technological capabilities and digitalisation. A firm’s
technological innovation environment can be separated into internal and exter-
nal parts that influence its capabilities (Berry et al., 2010). A significant external
environmental factor for technological capabilities is the different ways govern-
ments provide support for firms (Damanpour, 1991). Industrial policy expo-
nents, including Hamilton (1791), List (1885), and Smith (1776) highlighted
the importance of institutional support for innovation. Coase (1937), Wil-
liamson (1985), and North (1990) regarded institutions as the structures and
rule-makers that govern economic activity and firm performance. Veblen (1915)
and Nelson and Winter (1982) argued over the social institutions that govern
physical technological development and diffusion. Rasiah, Rafat, and Yap (2016)
confirmed that host-site institutions and other meso-organisations that support
the appropriation of knowledge play a big role in how firms acquire technolog-
ical capabilities. The existing literature that studies the advancement in digital-
isation indicates that the embedding ecosystem of a firm plays a vital role in its
technological development. Industry 4.0 is similar in nature and introduces new
technological capabilities to the firm, thus the embedded ecosystem of the firm
is presumed to have an influence.

States are the most important stakeholders when it comes to strengthening the
embedded ecosystem. In support of firms’ technological development, the gov-
ernment’s role begins with providing suitable basic and digital infrastructure, as
well as providing incentives and opportunities for increasing firm competitive-
ness. Depending on each country, states can choose to play an even more active
role in the stimulation of advanced technology usage through building syn-
ergies and developing government-linked support organisations. Governments
can also prioritise strong policies regarding intellectual property protection and
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cybersecurity systems. Investing in human capital development is another way
that states can ensure a strong ecosystem for firms, this is conducted through
revising syllabus and setting standards within educational and training insti-
tutes that are aligned with the changing developments of technologies. A highly
skilled labour force is ideal for increasing productivity and potential commercial
gains from firms.

Rasiah (2019) had examined the role of embedding ecosystem using the
systemic quad, which among others looked at the role of broadband infra-
structure within basic infrastructure, and the science, technology, and
innovation infrastructure that is critical to establishing systemic knowledge
networks, and to support connectivity and coordination between individ-
uals, firms and supporting organisations. This paper discussed the role of
knowledge networks to raise smartification synergies among a cluster of firms
in particular locations. In addition, it discussed the need for transforming
knowledge to open systems sourcing owing to the critical importance of such
channels for appropriating societal synergies where it involves public utilities,
such as power, health, and water, and public goods, such as knowledge and
the environment.

Wider national policies through frameworks and roadmaps targeting digital
infrastructure building are considered critical to promoting the proliferation of
IR4.0 technologies. Malaysia launched its own IR4.0 Master Plan in 2018 led
by the Ministry of International Trade and Industry and later, the Malaysian
Digital Economy Blueprint in 2020. These are positive initiatives that highlight
the importance of this newer wave of production technologies for firms and the
increasingly active role that the government would like to play in encouraging its
adoption. There continue to be opportunities to further develop the ecosystem
for enhancing the diffusion of Industry 4.0 amongst manufacturing firms in
Malaysia.

Having examined the extant literature on the empirical evidence and eco-
systems stimulating IR4.0 in electric and electronics manufacturing, the next
section will introduce the methodology to examine how the related ecosystem
has evolved in Malaysia. This research will investigate the embedding ecosys-
tem through firm perceptions of the quality of existing institutions, policies,
organisations, and stakeholder relationships. Industry 4.0 research that studies
the potential improvements for ecosystems is still lacking and there is a need to
further understand how this links with firm technological adoption.

Methodology and Data

The research methodology used in this chapter can be broken down into two
components: primary research using a research design to collect information
on firms’ assessment of the eco-system facing them, and a quantitative ana-
lytic framework. A review was conducted on methodologies used in past works
focused on supporting organisations and instruments for Industry 4.0 adoption
and associated technologies.
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Questionnaive and Sampling

A questionnaire was developed by adapting the one used by Rasiah and Yap
(2015a, 2015b) by using Likert scale scores to capture electric and electronics
firms’ (E&E) rating of critical supporting organisations that are important for
the promotion of Industry 4.0 technologies.! Unlike the questionnaires used by
Rasiah and Yap (2015a, 2015b), the questionnaire used for this study was specif-
ically targeted at Industry 4.0 technologies. The population used for this study
was defined by the largest database available from the Malaysian Industrial and
Development Authority (MIDA). This list consisted of 485 companies across
Malaysia that have been engaged in all the sub-sectors of the E&E industry.
A stratified random sampling procedure based on size and ownership was origi-
nally adopted to gather data from the E&E sector in Malaysia. However, owing
to problems of access, the stratified sample was eventually transformed following
a pilot study on ten firms that was recommended by the industry association.
Consequently, a non-discriminative snowball sampling method was eventually
deployed from which 55 companies were selected for the purpose of this research.
These firms were directly approached and eventually, 50 firms joined the sur-
vey, delegating one top manager who was directly involved with the production
process for a face-to-face interview that lasted between 45 and 90 minutes each.
The response rate was 90.9 percent of the sample of firms identified. All personal
and company details were kept anonymous to ensure non-bias responses from
the employees, as well as to meet the confidentiality guarantee assured to the
respondents, and the ethics committee agreement.? Tables 4.1—-4.4 are summa-
ries of some basic firm characteristics of the sample, including each firm’s respec-
tive E&E subsector, ownership, size, and location by state.

Table 4.1 Respondent Firms by Malaysian E&E Sub-sectors, 2020-2021

Firm Sub-sectors Number of Respondents
Electronic components 26
Consumer electronics 2
Industrial electronics 6
Electrical appliances 7
Electronic machinery and equipment 9
Total 50

Source: Authors survey.

Table 4.2 Respondent Firms by Ownership, 2020-2021

Firm Ownership Number of Respondents
Foreign owned 33
Nationally owned 17
Total 50

Source: Authors’ survey.
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Table 4.3 Respondent Firms by Size, 2020-2021

Firm Size (Number of Employees)  Number of Respondents

Less than 100 9
100 to 499 6
500 to 999 9
1000 to 2999 15
More than 3000 11
Total 50

Source: Authors’ survey.

Table 4.4 Respondent Firms by Location, 2020-2021

Firm Location (by State) Number of Respondents
Johor 3
Kedah 3
Melaka 1
Negeri Sembilan 1
Penang 30
Perak 1
Sarawak 1
Selangor 10
Total 50

Source: Authors’ survey.

A cross-sectional survey was administered through a face-to -face semi-
structured interview guided by a specific questionnaire instrument designed
by the authors. For firms approached during the restricted movement control
period, the survey was administered through an online platform and the inter-
view had been conducted virtually. Content validity of the survey instrument
was assured through a pilot test where the authors interviewed ten companies
from the E&E sector and five experts. Out of the ten companies, seven were
eventually included in the actual study as technology users, while three were
considered technology providers. Consultations with five experts from academia,
government, business associations, and industry representatives also helped to
shape the survey instrument.

Questions from the survey instrument were used to measure the state of pro-
cess technology adoption, with an emphasis on the usage intensity of the Indus-
try 4.0 technologies identified. Additionally, the survey assesses the respondent’s
perceptions of the ecosystem that supports Industry 4.0 adoption. All factors
were measured using Likert scale scores (1-5).

Analytical Framework

The analytical framework constructed for this chapter is shown in Figure 4.1. The
different instruments and organisations associated with the adoption of IR4.0
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Source: Rasiah (2019).

technologies in the embedding ecosystem are studied to assess their current state
of development and their effects on firm-level technological development and
Industry 4.0 adoption in Malaysia’s E&E manufacturing sector. In doing so,
the institutions and intermediary organisations evaluated by the firms include
the critical ones identified in the systemic quad developed by Rasiah (2019),
i.e., basic infrastructure, science, technology, innovation infrastructure, global
integration, and network cohesion (Figure 4.1). The distinctive elements that
differentiate basic and science, technology, and innovation infrastructure are
that the former is largely constituted of public utilities that are excludable and
rivalrous while the latter is constituted by public goods that are non-excludable

and non-rivalrous.

Consequently, this chapter focuses on the E&E firms’ rating of the organisa-
tions and institutional instruments of the four critical pillars of the ecosystem
embedding them in Malaysia.
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Findings and Analysis

The findings from this study are interpreted in the four sub-sections below. First,
we seek to understand the overall embedded ecosystem of the firm by assessing
the variables that affect their operational functions and technological adoption.
Second, we further investigate the quality domestic environment influences.
Third, the focus is placed on evaluating the quality of government-linked insti-
tutions and other forms of support. Finally, the external stakeholders and the
value of each relationship with the firm are considered.

QOuality of Infrastructuve and Organisations

For infrastructure and organisations, respondents were asked to rate the quality
of basic utilities including the systems for water, power, transport, and internet
broadband; public institutions like health facilities, primary education, and uni-
versities; financial access to capital or credit; basic government functions; and
the scientific and technological ecosystem through training institutions, R&D
scientists and engineers, incentives for R& D, and R&D specific institutions.

Table 4.5 ranks the average response for each variable assessed using Likert
scale scores. The scores range between twos and threes indicating that the overall
sentiment about the quality of infrastructure and organisations is neutral or below
average levels of satisfaction. Basic utilities and digital infrastructure are the high-
est rated, whereas the science and technology-specific ecosystem factors have been
rated considerably poorly. The quality of educational, research, and training insti-
tutions is perceived to be very low amongst the responding firms — especially the
R&D scientists and engineers, incentives provided for R&D, and R&D specific
institutions. This suggests that there is a generally poor opinion of the availability
and reliability of R& D specific support and its adjacent labour force.

Table 4.5 Quality of Infrastructure and Organisations in Malaysia, 2020-2021

Infrastructure and Organisations Mean Response
Water supply 3.86
Power supply 3.7
Public health facilities 3.46
Access to capital /credit 3.34
Internet Broadband 3.16
Transport systems 3.02
Coordination from basic government agencies 298
University education 2.86
Primary schools 2.84
Technical training institutions 2.84
R&D scientists and engineers 2.48
Incentives for R&D 2.48
R&D institutions 2.24

Source: Authors’ survey.
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Domestic Envivonment for Technological Development

To assess the quality of the Malaysian domestic environment for technological
development, respondents evaluated the government incentives provided for
innovation, supply of skilled and scientific manpower, availability of compati-
ble local universities and quality R&D institutions for technical collaboration,
intellectual property protection, quality of ICT services in the domestic market,
and the availability of alternative funding including venture capital institutions.

Table 4.6 ranks the average response for each variable assessed using Likert
scale scores. These scores also range between twos and threes highlighting that
the general perception of domestic environment factors that influence techno-
logical development is neutral or below-average levels of satisfaction. Intellec-
tual property protection and the quality of ICT services are scored decently
indicating sufficient policies to protect private sector interest in acceptable ser-
vices derived from digital infrastructure. The remaining variables are below
average and firms have a particularly low opinion of the availability and qual-
ity of R&D institutions for technical collaboration and alternative financing
institutions including venture capital. The low scorer for the latter can also be
attributed to the fact that most manufacturing firms in the sector rely on tra-
ditional financial institutions and funding mechanisms. There is a consistently
poor perception of research and development institutions and governmental
support for innovation.

Quality of Government and Institutional Support

Respondents were asked whether certain government institutions and functions
explicitly benefitted the firms’ ability to adopt new technologies, such as Indus-
try 4.0-related technologies and to become more globally competitive. These
functions included government-funded science and technology support institu-
tions, testing and quality evaluation facilities, market research and intelligence
support, overseas market promotion support, export credit programmes, finan-
cial incentives and grants, small and medium enterprise support, and inter-firm
collaboration schemes.

Table 4.6 Quality of Domestic Environment for Technological Development,
2020-2021

Domestic Environment for Technological Development Mean Response

Intellectual property protection

Quality of ICT services

Scientific/skilled manpower

Government incentives for innovation

Local universities for technical and R&D collaboration
R&D institutions for technical collaboration
Availability of venture capital 2.4

NN
Rl AN =N ¥}

Source: Authors’ survey.
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Table 4.7 lists the average response for each variable assessed using Likert scale
scores. For this section investigating the perceptions of the quality of govern-
ment and institutional support, there is an overall unsatisfactory assessment. The
overall mean scores were relatively low as they are all below 3.0. In comparison,
direct support through financial incentives and grants and particular institu-
tions designed for science and technology support, as well as overseas market
promotion outperform others. Although the SME Corp was started by the gov-
ernment to support firms upgrading activities, the mean score of 2.4 suggests
that its efforts have not received a significant number of beneficiaries, especially
SME support for reforming inter-firm collaboration schemes. Support for mar-
ket research and intelligence has been the weakest with a mean score of 2.2.

Connectivity and Coordination

Finally, respondents described the value of the relationship of their firms with
particular stakeholders. These were the R&D organisations, financial institu-
tions, distributors, suppliers, customers and end-users, technical service pro-
viders, business service providers, inter-firm relationships within industry
associations, and the strength of strategic alliances.

Table 4.8 ranks the average response for each variable assessed using Likert
scale scores. Across the four sub-sections, this is the only one that assesses the
value of certain relationships with stakeholders against others. In this ranking,
firms interviewed consider their relationships with customers and end-users,
their suppliers, additional service providers, and financial institutions as the most
valuable. Following that, the less important stakeholders are found within stra-
tegic alliances or industry associations, down the value chain to distributors, and
finally, R&D organisations.

The rankings of these stakeholders reflect the dynamics within the electronics
manufacturing industry where the demands of the customers and the linkages
with other firms that support operational function and value chain flow con-
tinue to dictate the choices made within production facilities. The mean scores
also show that the R&D linkages with external organisations are still relatively

Table 4.7 Government and Institutional Support for Technology Adoption and
Competitiveness, 2020-2021

Government and Institutional Support Mean Response

Financial incentives or grants

Science and technology support institutions
Opverseas market promotion

Testing and quality evaluation facilities
Export credit programs

SME support and Inter-firm collaboration schemes 24
Market research and intelligence 2.2

DD
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Source: Authors’ survey.
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Table 4.8 Relationships with Stakeholders, 2020-2021

Relationships with Stakeholders Average Response
Customers/end users 4.2
Suppliers of material & components 4.2
Technical service providers 39
Business service providers 3.7
Financial services institutions 3.7
Strength of strategic alliances 3.6
Relationship between firms in industry associations 3.6
Distributors 3.4
R&D organisations 3.0

Source: Authors’ survey.

strong with a mean score of 3.0. Considering the individualistic and highly com-
petitive nature of the sector, the mean scores show fairly strong links through
strategic alliances and industry associations. However, the R&D linkages appear
more to be functioning on an ad hoc basis with particular scientists at Malaysian
universities.

Conclusions

In conclusion, Industry 4.0 is still at a nascent stage among Malaysian E&E
firms. The ecosystem drivers that have the ability to encourage the adoption of
these related technologies have been assessed and it shows that there are still
significant weaknesses within the existing infrastructure, organisations, and pol-
icies. In particular, more needs to be done to enhance the quality of the research
and development environment in Malaysia, though interactions between sup-
porting organisations and firms are fairly strong. At the moment, the poor per-
ception of the quality R&D institutions and support is hindering the potential
for manufacturers in Malaysia to improve production capabilities and overall
competitiveness. Additionally, this has previously and will continue to discour-
age investors from considering the nation as a potential destination for higher
value-added production and product technologies in the highly competitive
E&E industry. Universities and technical training institutes have much room for
quality improvement in order to increase relevance in teaching and to become
more active contributors to innovation within the domestic ecosystem.

This chapter offers several implications for policy to help enhance the eco-
system for the diffusion of Industry 4.0 technologies in the manufacturing
sector. First, the Malaysian government in particular, and governments of devel-
oping countries in general, should solidify access to basic infrastructure while
strategising to increase the accessibility and stability of modern digital infra-
structure systems. Second, states can support high performing and emerging
domestic firms that can provide related technical services for the development
of such infrastructure and to other firms. Third, governments should focus on
producing more industry-relevant content for public education and training
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institutes through collaboration with the private sector, regular syllabus review,
and sufficient funding. Doing so fosters synergistic relationships and produces
opportunities for quadru-lateral cooperation between government, industry,
universities and institutes, and the labour force (see also Rasiah, 2019). Fourth,
states can learn from innovative and compatible case studies based on other
countries, such as Taiwan, for human capital development and modify these
structures in accordance with domestic circumstances. The vocational training
and reskilling and upskilling programmes in the country should review such
successful models abroad.

Fifth, the Malaysian government in particular and developing country gov-
ernments in general can continue to provide targeted financial and other policy
incentives for research and development activity to deserving firms and institu-
tions but by imposing stringent performance standards. Sixth, specific existing
government linked support institutions should be evaluated for their relevance
before conducting private sector consultations to target specific improvements
in their services provided. This would be helpful for firms in the form of market
research and intelligence, testing and quality evaluation, and overseas market
promotion. Seventh, states can help to build firm synergy through organising
more initiatives for inter-firm collaboration, especially for small domestic firms
to find ways to become collectively more competitive. Finally, governments can
help to promote these newer technologies by finding opportunities to link up
the relevant advanced technology suppliers with manufacturers to raise aware-
ness and allow a wider spread of knowledge. The focus should be on getting as
much of firms involved rather than only focusing on those firms that are ready.
Finally, the topic of Industry 4.0 should be promoted more widely amongst the
general population because a more informed labour force and customer base
will be both ready and also demand higher-quality products linked to better
production processes.

Notes

1 The interviews were conducted by Yeap Khai Leang under the supervision and
funding through the Distinguished Professor grant (MO-004-2018) held by Rajah
Rasiah.

2 This was also to meet the ethics approval requirements.
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Introduction

Schumpeter (1942) had argued that innovation is the driver of economic change
as it generates gales of “creative destruction” which is often also the outcome of
competition. Epochal changes have been the basis of broader innovation effects
that support the substitution of one technological regime with another (e.g.,
the way railroads replaced canals and the trucking industry later challenging
railroads). Indeed, Schumpeter (1942) glorified the large firm only because such
firms enjoy the capital to afford the scale required to internalize R&D activities.
Meanwhile, Perez and Socte (1988) proposed that the emerging technological
paradigms should serve as a “window of opportunity” for latecomers to catch
up. Consequently, one can view IR4.0 to present that “window” for countries
or firms to seize opportunities previously thought impossible. The ramifications
it would bring for manufacturing firms are to force governments to re-evaluate
as to how the manufacturing industry operates and contributes to economic
growth.

The world has experienced four industrial revolutions by 2022. The First
Industrial Revolution (IR) (Figure 5.1) came about in the year 1760 and lasted
until 1840, which was defined by the emergence of mechanization, steam power,
and the introduction of shuttle water-jet weaving looms. The Second Industrial
Revolution, (which lasted from the end of the 19th century to the first two
decades of the 20th century), brought major breakthroughs in the form of elec-
tricity distribution, both wireless and wired communication, the synthesis of
ammonia and new forms of power generation. The Third Industrial Revolution
began in the 1950s with the development of automation, electronics, communi-
cation, and rapid advances in computing power, which have enabled new ways of
generating, processing, and sharing information (Taalbi, 2018).

The Fourth Industrial Revolution (IR4.0) or simply Industry 4.0 saw the shift
trom the Third Industrial Revolution to the introduction of artificial intelli-
gence in machines through the smartification of autonomous unmanned sys-
tems fuelled by data and machine learning (See Figure 5.1; Rasiah, 2019). The
IR4.0 concept arose from the Hannover Fair in 2011, from when the German
government officially announced it in 2013 as a German strategic initiative to
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play a pioneering role in its manufacturing sector (Vaidya, Ambad & Bhosle,
2018), initially known as the “High-Tech Strategy 2020.”

In the United Kingdom, the focus has been on strategic management of the
process of IR4.0 formation and its role in the transformation of the market
using such instruments, which is expected to make massive changes to consumer
expectations and preferences under the influence of digitalization and IR4.0
technologies (Lobova et al., 2019). Meanwhile in Japan, the IR4.0 strategy is
oriented towards gaining advantage related to the optimization of social sys-
tems, business-processes, and production of technologies and equipment, all of
which are primarily to be driven by private business. The Japanese government’s
national strategy encourages businesses to develop and adopt long-term develop-
ment strategies over five to ten years (Lobova et al., 2019).

The key components of IR4.0 is that it is surrounded by a vast network of
advanced technologies across the value-chain, i.e., artificial intelligence (AI),
robots, drones, internet of things (IoT), big data analytics, cloud computing,
and additive manufacturing. The boundaries between the real world and vir-
tual reality are getting blurrier, which has caused a phenomenon known as
Cyber-Physical Production Systems (CPPS) (Schumacher, Erol & Sihna, 2016).

1% IR 2" R 3" IR 4t IR
Unmanned
instruments

using artificial
intelligence
(2011)

Cyber-control
systems merging
real and virtual

First worlds
programmable
logic control Industry 4.0
system (1969)

First assembly
(1870)

First mechanical
weaving loom
(1784)

Figure 5.1 Industrial Revolutions and Key Themes.
Source: Adapted from Deloitte (2017: 2)
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Industry 4.0 technologies have the potential to create extraordinary growth
opportunities and competitive advantage for economic agents deploying them.
Experts forecast that businesses will be able to increase their productivity by
about 30 percent annually using Industry 4.0 technologies (EPICOR, 2020).
Industry 4.0 builds upon several advanced technologies that depend on data
generated by digitization of things, machines, and processes.

The National Policy on Industry 4.0 was launched on 31 October 2018 by
the government to drive digital transformation of the manufacturing and related
services sectors in Malaysia. The overarching philosophy behind this Policy is
A-C-T - Attract, Create and Transform, i.e. attract stakeholders to Industry 4.0
technologies and processes; create the right ecosystem for Industry 4.0 technol-
ogies to be adopted and to nurture innovations; and transform capabilities of the
manufacturing industry to be Industry 4.0-ready (MITI, 2020).

The manufacturing sector remains vital to most economies around the globe.
For Malaysia, its contributions to the nation’s export revenue and job creation
helped the country’s growth despite global economic uncertainties. Manufac-
turing is the second-largest contributor, after services, to Malaysia’s GDP with
over 49,000 establishments, and accounting for over 22 percent of the GDP in
2020. The manufacturing sector employed approximately 2.12 million people
with 74 percent being Malaysians and 26 percent non-Malaysians in 2020. Small
and medium enterprises (SMEs) accounted for 98.5 percent of manufacturing
establishments and contributed almost 43 percent of manufacturing workers in
2020 (Malaysia, 2020). Although most SMEs do not have a strong global pres-
ence, many have the potential to be global exporters (Source: MIDA, 2020).

Although the Malaysian manufacturing sector is diverse it has been dominant
in electronics, rubber, palm oil processing, pharmaceuticals, and medical instru-
ments (Rasiah, 2020). Leveraging on opportunities offered by Industry 4.0, the
Malaysian government hopes to revitalize many mature industries and to open
new opportunities for other sectors. The textiles and clothing manufacturing is
one industry that can be a huge beneficiary of IR4.0. The high growth potential
opportunities in this industry are mainly in technical textiles, functional fabrics,
high-end fabrics, and ethnic fabrics. Specific government vehicles are tasked to
push companies to increase their productivity by accelerating automation and
innovation through the use of artificial intelligence, undertaking research, devel-
opment, and commercialization, and implementing green and sustainable pro-
duction practices. Investments targeted at the improving product quality and
lowering costs to raise competitive advantage are highly sought to drive Malay-
sia’s export earnings (MIDA, 2020; MITI, 2022).

The textiles and clothing industry is an ideal candidate for IR4.0 adoption
for Malaysia as it will not only raise the competitiveness of exports but also curb
the over-dependence on foreign labour. Rising wages and frequently changing
labour policies have pushed textiles and clothing manufacturers to seek alter-
natives to human labour, i.e. automation and IR4.0 technologies. Albeit the
structure and processes have remained largely the same, textiles and clothing
manufacturers have evolved into more technologically advanced versions of
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their predecessors by introducing computerized and programmable machines
to replace humans. Some of the key technologies shaping the sector include
3D printing, body scanning technology, computer-aided design (CAD), weara-
ble technology, nanotechnology, environmentally friendly manufacturing tech-
niques, and robotization. Some parts of clothing manufacturing are already
using sew-bots to replace low-skilled labour in tailoring. Also, advancements
in nanoparticle research have introduced nanoparticle-infused clothes that are
waterproof, stain-proof, UV protecting, and odourless. The impact of technol-
ogy investment on productivity and growth is found to be greater at firm-level
in comparison to industry and country-levels (Brynjolfsson & Hitt, 2003; Mat-
teucci et al., 2005). At the firm level, technology use has led to improvements in
product design, marketing, production, finance and the organization of firms,
and development of new product (Becchetti et al., 2003; Carlsson, 2004; Hol-
lenstein, 2004).

Malaysia has five designated economic corridor — Iskandar Malaysia (IM), East
Coast Economic Region (ECER), Northern Corridor Economic Region, Sabah
Development Corridor (SDC) and Sarawak Corridor of Renewable Energy
(Score). Except for ECER and NCER, the other economic corridors are limited
to the respective states only. IM was originally created as a gateway between
Kuala Lumpur and Singapore for establishing a manufacturing and trading
hub however missed the desired objective (Hutchinson, 2015; Rasiah & Gopi
Krishnan, 2020) and it has turned more into real estate zone while the manufac-
turers are located outside of the economic zone (Rizzo & Glasson, 2012).

Textiles and Clothing Manufacturing

The textiles and clothing industry was a dominant industry in terms of employ-
ment, value of output and investment during the First Industrial Revolution,
which began in Great Britain. In fact, the textile spinning machine invented by
James Hargreaves in 1764 was one of the innovations that started the industrial
revolution. The textile industry was also the first to use modern production
methods (David, 1969) with mechanized factories, powered by central water
wheel or steam engine. The Second Industrial Revolution was steam-powered
and later the introduction of electrified manufacturing equipment led to the
rise of textiles and clothing production in the late 19th century to the first truly
industry-wide mass-production factories. During the Third Revolution in the
1960s up to 1980s, the introduction of electronic systems and computer tech-
nologies was another game changer for the industry. Auto-scanning, CAD,
and computer-aided manufacturing helped lower throughput time and raise
productivity.

The rapid diffusion of 3D printing, sensors, artificial intelligence, robot-
ics, drones, and nanotechnology has continuously smartified manufacturing.
While some of these technologies emerged before the turn of the millennium,
the exponential expansion in computing power, reduction in cost, along with
miniaturization has opened the way for the advent of big data analytics and
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cloud computing has made these technologies more suitable for industrial use
(Deloitte, 2017). These are some of the technologies that has been proliferating
in the textiles and clothing industry, which are capable of creating individual-
ized pieces of clothing for consumers, while the production methods help raise
production efficiency. Also, completely customized items produce zero waste
materials, making it a lean operation by default. The increasing numbers and
efficiency of smart factories support personalized clothing orders easy.

The textiles and clothing industry has been a significant contributor to the
carly growth of several economies as they have enjoyed rapid economic growth
through connecting with the global value chains in the textiles and clothing
industry, including in South Korea, Taiwan, Vietnam, Cambodia, Bangladesh,
and China (Gereffi, 1999; Rasiah, 2012). Figure 5.2 shows the different com-
ponents of the textiles and clothing value chain. Most least developed countries
(LDCs) and developing countries are engaged in the manufacturing, design-
ing, and logistics stages, while most brand holders are still in the developed
countries.

The textiles and clothing industry has added value to each single segment in
the supply chain beginning from the supplier of raw materials to the delivery of
completed product to end consumer use (Khurana et al., 2010). It is intertwined
with the agricultural sector for supply of raw materials i.e. natural fibres (such as
cotton or wool), and the mining sector for the chemical fibres when it comes to
the wide range of man-made fibres, such as nylon and polyester. Moreover, sev-
eral other industries are consumers of technical textiles, which include products,
such as filters, conveyer belts, optical fibres, packing textiles, ribbons and tapes,
air bags, and insulation and roofing materials.

During the 1990s, the textiles and clothing industry was facing market mat-
uration. This drove several firms to new low-cost locations in Asia that was also
facilitated by the advent of internet technology, which improved coordination
and control in remote poor locations (Djelic & Ainamo, 1999). This was further
driven by the termination of the Multi-Fibre Arrangement in 2004 (Rasiah,
2012). However, the downside of this was the impact the move had on prod-
uct quality and reliability, as well as its adverse impact on environmental and
social conditions, such as poor working conditions, and unfair wages in the host
countries (Robinson & Hsich 2016), which drove the United States to impose
the acceptance of the labour covenants of the International Labour Organiza-
tion (ILO) and pressures on environmental and social conditions around the
“everything but arms” clause by the European Union.

Given the substitution of humans with robots that has diffused into fron-
tier firms, such as Tai Yuen and Everest Textiles, reshoring is occurring in
some countries, such as Taiwan and the United States, but driven considerably
by embedding science, technology and innovation (STI) infrastructure, and
markets (see Nazia & Rasiah, forthcoming). However, given the extensive out-
sourcing that has taken place and the nature of fiscal governance undertaken
by individual governments, not all firms may relocate back to home-sites and
major markets.
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Figure 5.2 Textiles and Clothing Value Chain.
Source: Adapted from Rasiah (2012).

IR4.0 has presented new opportunities for businesses to rethink and redefine
their business models. The technology it brings enables the creation of a new
architecture of the entire ecosystem, where all data and information are collected
and exchanged at any level of the organization and at any stage of the process
throughout the entire value chain enabling the creation of a real-time virtual
duplication of the whole system (Schwab, 2017). This paves the way for unprec-
edented benefits in terms of efficiency gains, agility, quicker turnaround time,
consistency between customers’ individual needs, and the product or service
features. In short, IR4.0 is shifting production from the conventional manufac-
turing to smart factories, smart networks, and smart products.

Textiles and Clothing Exports

As can be seen in Figure 5.3, Malaysia’s share of exports in world exports of
textiles and clothing grew till 1990, but has largely plateaued since over the
period 1990-2019. China remains the world’s largest exporter, while exports
from South Korea and Taiwan show a trend fall in the World’s share of exports.
Bangladesh and Cambodia have increased their share in world exports, primarily
following the special provisions offered to these countries after the Multi-Fibre
Agreement ended in 2004 (Rasiah, 2012).

Labour-intensive manufacturing has often been considered as the springboard
of early industrialization in many developing countries which is why the tex-
tiles and clothing industry had a strong start in many Asian countries since the
carly 1960s. It played a key role in South Korea’s early industrialization before
other industries, such as automobiles, ships, electronics, and steel grew rapidly
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Figure 5.3 Textiles and Clothing Share in World Exports, Selected Asian countries,
1980-2019.
Source: Compiled from WTO (2021)

to overshadow its importance (Amsden, 1989). However, the industry remains
crucial, and it covers a wide range of vertically integrated activities as South
Korea remains a major exporter of textiles following its development of an exten-
sive synthetic fibre industry.

Similarly, Taiwan had relied heavily on the textiles and clothing industry to
drive its economy before machines tools, electronics, and medical instruments
evolved to spearhead exports from the country (Wade, 1990). Taiwan began
losing its comparative advantage in international production in 1990s especially
for the labour-intensive parts of production, as such segments moved to China
(Lee-in, 2007). While traditional production moved to China, Taiwan con-
tinued focusing on high-tech products. Through the Taiwan Textile Research
Institute (TTRI), the government played a major role in technology-related ser-
vices to transform the industry, such as technical guidance and talent training,
testing and certification services, and industrial services. While polyester fibre
was still a key product, leading firms started to develop polyester filament and
nylon staple for industrial use with the R&D focused on producing hyper-thin
fibres. Taiwan’s core had shifted to artificial fibres and related weaving products.
Some firms, such as Everest Textiles, managed to retain operations in the cloth-
ing industry through vertically integrated operations (Nazia & Rasiah, forth-
coming). Taiwan has since become a leading synthetic fibre producer specialized
in capital- and technology-intensive operations (Lee-in, 2007).

Vietnam’s exports has grown commendably since its transition (do: moz) began
in 1986. It has caught up and leap frogged Malaysia to record around 5 percent
(USD 40.0 billion) of global exports compared to Malaysia’s total exports of
USD 7.2 billion in 2019. Textile and clothing has become the second-largest
export earner for Vietnam over the period 2002-2022. The expansion in exports
was particularly dramatic when Vietnam gained accession to the World Trade
Organization (WTO) in 2006, despite the country having to compete without
LDC trade privileges. Unlike many other developing countries, national capital
owned around 60 percent of all private textile and garment firms (FES, 2017).
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Textile and clothing sector in Malaysia was initially set up through foreign
investment, especially from Japan, Hong Kong, and Taiwan. The first generation
of textile entrepreneurs mostly were graduates from Taiwan’s textile institutes.
The Malaysian textiles and clothing manufacturing industry enjoyed a better
start than most ASEAN countries, except Thailand. The industry peaked in
around 1990 and has since plateaued with foreign labour playing an important
role in sustaining exports since the 1990s. While textiles and clothing enjoys
high potential for automation, firms in Malaysia have preferred foreign labour
owing to low labour costs over automation. Nevertheless, the industry recorded
around 98,000 employees in 2018 (MIDA, 2020). Also, the government still
included textiles among the high-potential sectors under the Eleventh Malay-
sia Plan (See Figure 5.4), though its trade performance has continued to be
modest, accounting for around 1 percent of total world exports over the period
1990-2019 (Figure 5.3).

The inclusion of textiles among the targeted industries by MIDA offer the
industry the opportunity for accessing incentives, which it should seek through
a shift towards IR4.0 technologies. Indeed, the proliferation of IR4.0 technolo-
gies in the world’s frontier firms such as Tai Yuen, TAL Group, Toray Industries,
and Everest Textiles shows that the is a strong future for the industry in Malay-
sia. The adoption of IR4.0 technologies in the industry shall also shed the dirty,
dangerous, and demeaning categorization that the industry has faced before,
besides reducing its reliance on low skilled foreign labour.

Figure 5.4 Focus Sectors, IR4.0 Promotion, Malaysia, 2020.
Note: Under the Eleventh Malaysia Plan, these sectors were identified as:
— 3 catalytic subsectors*

— 2 high potential growth sub-sectors#

Source: Adapted from MITI (2022), https://www.miti.gov.my/miti/resources/Infographic/
Focus_Sector_on_Industry_4.0_.pdf
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Theoretical Considerations

Three key models have been used in the past to evaluate the embedding eco-
system supporting firms’ activities, véz., the diamond model (Porter, 1990),
the productivity triad (Best, 2001), and the systemic quad (Rasiah, 2007). This
chapter has preferred the systemic quad owing to its dynamics for assessing loose
and little integrated clusters, and to focus on strengthening integration the
instruments and organizations critical for stimulating upgrading in firms and
for firms to enjoy systemic cluster synergies.

The Systemic Quad: A Model for Technology Upgrading

The systemic quad by Rasiah (2007, 2019) takes the centre stage in this chap-
ter. It functions as a development model for a regionally networked group of
economic agents, illustrating the process of building systemic support and their
influence on knowledge related activities, advancement of technological capa-
bility, productivity as well as wages. The model comprises of four pillars which
are: (1) basic infrastructure; (2) STT infrastructure; (3) network cohesion; and
(4) global integration. It facilitates the evaluation of existing ecosystem and
outlines distinctly the means by which underdeveloped ecosystems could be
upgraded to support firm-level industrial upgrading.

Many theoretical studies emphasize that institutions are the fundamental
source of long-run growth (Nelson & Winter, 1982; North, 1990; Acemoglu,
Johnson & Robinson, 2005), which the function of the government is to ensure
the integrated operations of various elements of industry policy (Armstrong &
Sappington, 2006) to achieve their desired goals and objectives. During eco-
nomic development, the government’s role progressed from simply building
basic infrastructure to creating STT infrastructure. Chang (1994) suggested that
government participation in market regulation and supplying public goods to
society and individuals were crucial in all rapid industrializing economies, while
Rasiah (1995) and Rasiah and Lin (2005) had argued that trust and loyalty are
important compliments of competition to drive firm performance.

The adoption of enhanced technologies is commonly associated with improved
economic performance and development. In view of the growth potential of
innovations bring, governments and many international development bodies
across the globe have included the promotion of firms’ competitiveness and the
adoption of modern technologies as a priority (World Bank, 2017). Despite its
potential, the process of technology adoption often can be sluggish (Geroski,
2000), which could be attributed by the high cost involved, the lack of knowl-
edge and manpower, and risks and uncertainties involved to embrace new tech-
nologies. Hence, governments play an important role to assist the private sector
to underwrite the risks and to share the public costs involved to support condu-
cive ecosystems to catalyse firms’ activities. Figure 5.5 shows the four systemic
pillars that governments should focus on to stimulate technological upgrading in
firms, including in quickening the diffusion of IR4.0 technologies.



Ecosystem Supporting Industry 4.0 Technologies in Textile 77

IS Institutions P

STI
INFRASTRUCTURE ]
/| GLOBAL
Developed INTEGRATION
Region
Human (Labour)
Realm of open
Investment (Capital) Innovation and
Knowledge
Flows
NETWORK
BASIC COHESION
INFRASTRUCTURE

Figure 5.5 The Systemic Quad.
Source: Rasiah (2007).

Basic Infrastructure

The first pillar of basic infrastructure includes dynamic participation of gov-
ernment at federal, state, and local levels to provide macroeconomic and polit-
ical stability, ensure security, transportation, communication networks, water,
energy supply, health, education, and human capital. With efficient basic infra-
structure, firms can focus on performing their operations in an organized way,
which helps connect supply chains to efficiently move goods and services across
borders. Aschauer (1989) had provided evidence to suggest that a reduction of
public investment generally led to a fall in productivity growth. Efficient infra-
structure strengthens economic growth and enhances quality of life, which is
important for national security (Baldwin & Dixon, 2008). In addition, Levy
and Spiller (1996) had demonstrated that superior institutional framework, i.c.,
independent regulatory authority, lower corruption, and contract enforcement,
leads to better performance of economies.

Science, Technology, and Innovation Infrastructure

Rasiah (2007, 2019) had argued for the need to distinguish the STT infrastruc-
ture from basic infrastructure as the first enjoys public goods properties while
the latter largely public goods utilities. Investments in infrastructure increasingly
addresses the integration of technology in every aspect of the economy. Sophis-
ticated public goods infrastructure is a prerequisite for innovative production
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processes (ADB, 2017). Within the systemic quad, the STI infrastructure
supports conducive conditions for institutions to coordinate efficiently and to
encourage acquisition and development of technology. It covers research insti-
tutions, availability of skilled workers, engineers and scientist, access to science
parks, advance training programs, framework of intellectual property rights,
laws regulating e-commerce, technology transfer councils, and high-speed inter-
net connections, especially broadband cables to support digitalization and IR4.0
technologies. Also, the STI infrastructure is important towards continuous
development of technology capabilities within an economic cluster. Lall and Sid-
dhartan (1982) considered these facilities critical for developing nations because
without these facilities domestic firms could be reliant on foreign sources which
inhibit their growth and capabilities.

Global Integration

The third systemic pillar is global integration, which focuses on firms being
globally connected with markets and value chains. Global production networks
or value chains support economic actors to orient their action plans and strate-
gic goals to the important developments which determine value additions and
upgrading (Pietrobelli & Rabellotti, 20006). Integration can lead to substan-
tial economic gains as it allows countries to improve market efficiency, access
knowledge from multinationals through foreign direct investment (FDI) and
attract policies for cooperation between organizations and firms across borders.
Governments can help firms integrate through market promotion programmes
be they in physical form or through e-commerce, such as export financing pro-
grammes, and sound framework to support international trade that is backed by
strong financial instrument.

Connectivity and coordination globally with human capital, R&D laborato-
ries, intellectual property rights organizations, and final markets helps enhance
both competition and cooperation between firms, and in these case, textiles
and clothing firms in their global value chains, to support globally competitive
operations. The internet, especially digital infrastructure, has been a key driver
of global market coordination (Nazia & Rasiah, forthcoming).

Network Cohesion

The last pillar is network cohesion which outlines the importance of encour-
aging the interdependence and interaction between various parties involved in
not just spatially defined clusters, but also with international buyers and sup-
pliers, and organizations. Cohesive networks also facilitate access to informa-
tion and knowledge that is not readily accessible in markets (Rasiah, 2007). It
creates opportunities for acquiring and exploiting new knowledge required for
innovation (Rasiah, 2019). In a business setting, firms network with different
agents within a cluster or supply chain i.e. firm — R&D centres, financial institu-
tions, suppliers of raw materials, distributors and sellers, service providers, trade
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associations as well as industry peers. In addition, trust and loyalty factors were
recognized as factors that can further strengthen the network cohesion pillar
(Rasiah & Lin, 2005).

A popular notion among researchers of clusters is that firms in developed geo-
graphic clusters have higher levels of performance because of superior support
institutions, organizations, and cohesive interconnections between them and
firms. Such integrated clusters help movement of purchases and sales, labour,
and knowledge embodied in humans, machinery, products, capital, and pro-
cesses smoothly between economic agents (Schoonhoven & Eisenhardt, 1990;
Saxenian, 1990; Shaver & Flyer, 2000; Porter & Stern, 2001; Rasiah, 2007).

While the four systemic pillars are critical for assessing the ecosystem support-
ing textiles and clothing firms in Malaysia, it is also pertinent to note the impor-
tance of knowledge networks that has facilitated the small firms’ participation in
core innovation activities. Schumpeter (1942) had argued that superior large firm
size and the market structure in which firms operate in is the main engine of
technological progress. In contrast, Acs and Audretsch (1987, 1990) found that
smaller firms tend to have higher innovation intensity compared to larger firms.
As Rasiah (2019) and Rasiah and Nazia (forthcoming) had argued, Schumpeter
did not envisage the development of knowledge networks that externalized the
innovation process so that small firms could connect with R&D laboratories in
universities, the military and other public bodies, as well as incubators at univer-
sities and science parks to appropriate innovation synergies. Meanwhile, Acs and
Audretsch’s (1990) claim that smaller firms rather than larger firms enjoy higher
innovation intensity is not founded on the use of a rigorous methodology that
controlled effectively for industry-type and the composition of the embedding
ecosystem supporting innovation activities. Consequently, this chapter focuses on
the embedding ecosystem supporting the shift to IR4.0 technologies in textiles
and clothing firms in Malaysia. Digitization is the prerequisite of Industry 4.0.

Methodology and Data

Drawing on the systemic quad, this chapter assesses the performance of key ena-
blers that can facilitate Malaysia’s efforts to capitalize on emerging technologies
and opportunities presented by it. Table 5.1 gives a breakdown of the four key
pillars and the enablers that make up these pillars. The prime focus of the study
is to evaluate the effectiveness of the embedding ecosystem to support the oper-
ations of textiles and clothing firms, especially to support absorption of IR4.0
technologies.

Data collection was done through face-to-face interviews and phone calls,
as well as zoom interviews using probabilistic sampling technique. The lists of
firms were obtained from two of the largest textile and clothing associations
in Malaysia, viz., Malaysian Textile Manufacturing Association (MTMA) and
Malaysian Knitting Manufacturing Association (MKMA).

Only manufacturers from the upstream and downstream segments were
selected from the 115 manufacturers in the joint list, though due to the
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Table 5.1 Systemic Pillars, Ecosystem Support Components

Basic infrastructure  Water and electricity supply
High-speed broadband internet availability
Public health facilities access
Coordination within local council
Access to capital/ credit from government
Quality of education
Labour regulations
Political Stability
Roads & scaports
STT infrastructure ~ Government incentive for innovation
Quality of engineers and scientist
University / research institution collaboration
Access to science parks
Intellectual property protection laws
Advanced training programs
Regulations For E- commerce
Access to technology transfer councils
Global integration ~ Overseas market promotion
Online commerce platform to access global market
Government backed export financing programs
Sound legal framework for international trade
Strong domestic banking infrastructure to support firms
Availability of alternative finance mechanism i.e., crowd funding
Network cohesion  Firm — R&D organizations
Firm — Financial institutions and banks
Firm — Suppliers of materials and components
Firm — Distributors and sellers
Firm — Technical service provider
Firm — Association
Firm - Industry peers

Source: Adapted from Rasiah’s (2004) UNU-INTECH Survey.

pandemic, many firms were closed. More than 80 firms were contacted via email
and 52 responses were recorded which represents approximately 45 percent of
the population among the MTMA and MKMA manufacturing members. The
respondents consisted of the leading textiles and clothing firms in the country
who make up more than 80 percent of the equity in the sector. Eventually, a
total of 22 textile manufacturers and 30 clothing manufacturers participated in
the study.! There were equal numbers of large firms and SMEs, i.c., 26 firms
each, respectively. Firm-size in this study were based on Bank Negara Malaysia’s
classification, i.e., SME = 0-200 employees and Large firms = 201 and above
employees.

There are 22 textile firms in the sample, and they are mostly made up of
foreign firms engaged in yarn spinning, knitting, weaving, and fabric finishing.
Only one large local firm was operating in this segment, indicating a huge gap in
local capabilities in textile manufacturing. In contrast, clothing manufacturing
is dominated by local firms, i.c., 22 out of the 30 firms interviewed are local
firms. However, 78 percent of these local firms are SMEs and only 22 percent
are large firms. Among foreign firms, 88 percent are large and there remaining
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Source: Authors’ survey.

Table 5.2 Respondents, Sample, 2020

Category N Size of Firms Total Breakdown by Respondent’s
(as per BNM Ownership Profile
Definition) T
Local Foreign
Textile 22 Small & medium 8 7 1 30% — Owners
(Yarn spinning, knitting (up to 200 / C-Level
/ weaving / Fabric employees) executives
finishing) — includes Large (> 201 14 1 13 60% —
home and technical employees) Production
textile players managers
Clothing 30 Small & medium 18 17 1 10% — Business
(up to 200 Dev &
employees) strategy head
Large (> 201 12 5 7
employees)
Total 52

Note: Size of firms is based on Bank Negara Malaysia’s description i.e.

Large firms = 201 and above employees.

Source: Authors’ Survey.

SME = 0-200 employees and
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12 percent are small or medium sized. The firms were in three regions across
West Malaysia — northern, central and southern region as shown in Figure 5.6.
As there was only one firm from the state of Pahang, we have grouped it central.
By ownership, 30 firms are nationally owned and 22 are foreign-owned. All
joint-venture between national and foreign capital were classified on the basis on
majority equity ownership.

Likert-scale scores of 1 = Strongly disagree to 5 = Strongly agree were used
to evaluate the strength of connectivity and coordination between firms and the
organizations and instruments. For brevity, mean scores between 3.0 and 5.0
were classified as between good to excellent, while scores between below 3.0
to 1 were considered average to poor. Location and ownership are introduced
to investigate how these elements impact the ratings of the ecosystem as there
could be instances where certain clusters or location may experience superior
infrastructure compared to the rest of the population. Clusters that perform well
across the various enablers are considered more prepared to absorb IR4.0 tech-
nologies because the mix of enablers will allow for the adoption and diffusion of
technology to accelerate transformation of the firm.

Ecosystem Supporting Textiles and Clothing Firms

This section discusses the appraisal of the four systemic pillars by the 52 textile
and clothing players. While the textile and clothing sector is considered as one, it
is important to note that there are varying needs and priorities of each segment.
Hence, the paper will also assess these two sub-sectors. Another interesting find-
ing from the research is that the textile industry is largely foreign-owned, while
clothing is mostly locally owned. Hence, the segregation will allow us to under-
stand how each segment rates the ecosystem and then on recommend possible
policy interventions and improvements for the respective segments.

Basic Infrastructure

The overall rating of basic infrastructure facing textiles and clothing firms is
generally good at the sub-sector level, ownership type as well as firm size. How-
ever, for assessment by location, the southern region scored between average to
poor in all components of basic infrastructure. Also, the mean scores for capi-
tal /credit support enjoyed average to poor support in all horizontal categories.
Nevertheless, except for the northern region on coordination councils, and the
southern region in all horizontal categories, the remaining components of basic
infrastructure were rated between good to excellent by the responding textiles
and clothing firms (Tables 5.2 and 5.3).

As a case in point, it appears that the southern region requires significant
improvement in basic infrastructure. One of the largest vertically integrated firm
in Malaysia based in the southern region revealed that due to the poor state
of infrastructure, it has resorted to building its own private 32 kilovolt (KV)
substation and own roads leading to the factory equipped with traffic lights
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to ensure safer travel around the vicinity. The company also pays for TNB’s
horizontal directional drilling (HDD). According to the spokesperson, despite
being the largest employer in the area i.e. more than 12,000 people employed
presently it enjoys no special privileges from the local government. Internet ser-
vice is also rated poorly among firms in the Southern Region. However, both
Northern and Central Region enjoyed better internet services. According to a
firm located in the Batu Pahat industrial park, the current internet speed in the
area is about 200 megabyte (MB). While there are efforts to upgrade the internet
connectivity nationwide, the current state leaves much to be desired. Under the
Malaysian Digital Blueprint (MDB), broadband is mandated as basic infrastruc-
ture to ensure internet access for all new developments (MDB, EPU, 2019).

Similarly, while there are numerous financing schemes by the government for
national firms especially in the SME segment, many firms noted that the con-
ditions set by banks and other financial institutions are too stringent so as to
disqualify most of them for these schemes. Many must resort to commercial
financing by banks that are collateral backed. One of the popular government
schemes to help SMEs is the Credit Guarantee Corporations (CGC), through
which the government guarantees loan applications by SMEs who are catego-
rized as high risk. However, the margins charged by CGC in addition to the
rates charged by commercial banks makes the scheme unattractive for SMEs.

Some of the respondents are unaware of the schemes that may be available to
them and depend on informal information sources. While there are numerous
workshops conducted by Government through partnerships with commercial
banks, some firms admitted that they have never been invited textiles and cloth-
ing have not been considered as attractive by banks. The Risk Weighted Asset
(RWA), which refers to an asset classification system that is used to determine
the minimum capital that banks should keep as a reserve to reduce the risk of
insolvency, is high for the textiles and clothing industry causing further strain
in securing financing.

Science, Technology, and Innovation Infrastructuve

STI infrastructure is critical to technological upgrading. Assessment by sub sec-
tors rated the current state and availability of these enablers as weak. Clothing
sector which is SME-dominated lacked government incentives for innovation.
When reviewing assessment by location, Penang recorded the highest score com-
pared to Central and South.

The mean Likert-scale scores of firms’ ratings on the STI infrastructure was
lower than that for basic infrastructure (Table 5.4). The northern region enjoyed
the best ratings, though the scores for university-industry collaboration, access
to science parks, and access to technology transfer councils, and advanced train-
ing programmes were rated below 3.0. Clothing firms enjoyed scores below 3.0
under all horizontal STT categories. Also, textiles firms enjoyed above 3.0 rating
for access to innovation incentives, IP protection laws, and quality engineers and
scientists.
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IP protection laws is an important instrument that protects to promote
innovation. Textiles firms rated this enabler high compared to clothing firms.
Several textile players have patented their products unlike the clothing players
where innovation is at firm level (Table 5.4). The assessment for regulation for
e-commerce showed Penang Region scoring the highest. Overall infrastructure
to attract FDI in this sector remains weak. Some foreign firms cited that they
were looking at Vietnam and Bangladesh as an alternative location to set up
operations as Malaysia does not provide much support to players in this sector.

Penang was rated highest for the quality of engineers and scientists. The island
state’s active involvement in the global value chain through the multinational
corporations (MNCs) operating there has helped Penang nurture world class
manpower (Rasiah, 1995; Lai & Narayanan, 1999; Athukorala, 2017). On the
contrary, Johore firms face steep competition from Singapore in terms of hiring
and keeping good talent as the latter offers significantly better remuneration and
prospects. In the central region, good talent is spoilt for choice when it comes
to employment as Selangor and Kuala Lumpur is home to many esteemed com-
panies. Many firms cited that finding good talent is also a challenge especially
in the clothing sector as it is not appealing to the younger generations, which
explains why around 30 percent of workers are not only from abroad but are also
low-skilled. Institutions offering degree programmes associated with textiles
and clothing training are limited and few. A quick check revealed there are only
two universities offering courses that caters for the textiles and clothing indus-
try, i.e., University Technology Mara (UiTM) and Tun Hussein Onn University
(THOU). However, due to the lack of student enrolment, UiTM is contemplat-
ing discontinuing that programme.

Collaboration with Universities or Research Institutions also is rated low
across all aspects — by ownership, size, and location. There are however pock-
ets of ad hoc collaboration happening between firms and universities. One such
collaboration is between a bamboo fabric manufacturer with THOU to produce
Malaysian grown bamboo that can be converted into fabric as the firm currently
imports the raw materials from China. Also, access to the incubators at science
parks and links with the technology transfer council is rated low as the textiles
and clothing firms are not listed among the promoted activities. Technology
Park Malaysia in Bukit Jalil is set as the country’s innovation ecosystem one-stop
centre and is entrusted to set up the Industrial Revolution 4.0 International
Innovation Hub (ITH). TPM has been allocated RM30 million under Budget
2022 to establish the ITH, which would act as a centre of excellence (COE) and
support the innovation ecosystem by developing new technology clusters such as
drones, robotics, and autonomous vehicles (Star, 2021).

Global Integration

Global Integration is important in the textiles and clothing industry as it has con-
nected their products, knowledge and technology between producers and buy-
ers, including brand holders and final consumers (Future of Production Report,
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2018). Trade liberalization has been the main driver behind the integration of
developing countries in the global economy (Krueger, 1997), though states
have played critical roles to stimulate industrial upgrading among national firms
(Rasiah, 2020).

With the exception of the southern region, firms with links with domestic
banking infrastructure, online platforms to access global markets, and legal
framework for international trade scored either close 3.0 or more (Table 5.5).
Unlike until the 1990s, government support for overseas market promotion, and
government-backed financing and alternative financing for market promotion
also scored between low to average.

The textiles and clothing industry in Malaysia is export-oriented with the
majority of firms operating as original equipment manufacturers (OEMs). Since
the United States is the export market IP protection laws have been an important
instrument for promoting innovation. Textiles firms rated IP as a high-export
enabler compared to clothing firms. Several textile players have patented their
products. The assessment for regulation for e-commerce showed Penang Region
scoring the highest. Overall, the infrastructure to attract FDI in this sector
remains weak. Some foreign firms cited that they were looking at Vietnam and
Bangladesh as an alternative location to set up operations as Malaysia does not
provide much support to firms in the industry.

MIDA actively works at attracting foreign investments into the country. It did
play a critical role until the 1990s to attract textiles and clothing firms to Malay-
sia. Although MIDA has set aside RM250 million in grants for the automation
in the industry, textiles and clothing firms have not enjoyed accessed to those
grants. Also, textiles and clothing firms enjoy little access to funds mobilized by
the government for overseas market promotion. Nevertheless, the assessment by
ownership yielded better results for national firms compared to foreign firms,
including MATRADE’s online export matching services for Malaysian exporters
seeking foreign buyers.

Network Cohesion

Firms tend to cluster in a certain location to leverage on reduced transport costs,
shared inputs, and productivity spill over from learning and technology trans-
fer. Clustering can facilitate agglomeration economies, i.c., firm-level productiv-
ity gains that come from spatial concentration of economic activity (Krugman,
1991; Newman & Page, 2017). Textiles and clothing firms rated the relation-
ship with financial institutions and banks, firm-supplier links for materials and
components, and distributors and sellers, and firm-level technology providers
as between close to average to excellent, regardless of sub-industry, ownership,
firm-size, and location (Figure 5.7). However, firms reported below average
links with R&D organizations and universities in all sub-categories. While the
firms reported good to excellent their relationship with the industry associations
by the industry sub-category of textiles and clothing, ownership, and size, only
the central region enjoys good links in the location category (Table 5.6).
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Firms located in the central and northern regions show higher quality of
connections and coordination with critical organizations because of superior
basic and STT infrastructure embedding them. Textiles and clothing firms in the
southern region are largely located around Muar and Segamat, which is among
the least developed parts of Johore. Although the federal treatment of these
firms is the same as elsewhere in Malaysia, there are no proximate universities
or science and technology parks in the southern region. Consequently, the lack
of connections between the firms and organizations, including among broader
associations, such as the Federation of Malaysian Manufacturers (FMM), (which
is headquartered in Kuala Lumpur), and the MKMA and MTMA. Nevertheless,
proliferation of IR4.0 technologies, that is increasingly freeing the textiles and
clothing industry from dirty, dangerous, and demeaning industries, offers the
country to catch the wave of change to reinvigorate the industry to upgrade to
the category of high value-added industries.

Conclusions

This chapter used the systemic quad to analyse the strength of the ecosystem
supporting textiles and clothing manufacturing firms in Malaysia. Using the
four systemic pillars, i.e., basic Infrastructure, STT infrastructure, global inte-
gration, and network cohesion, it measures how well-positioned are the tex-
tiles and clothing firms across various locations throughout Malaysia to absorb
IR4.0 technologies in a country where few firms have seriously sought to mobi-
lize resources to absorb IR4.0 technologies, which has been dampened by the
outbreak of the COVID-19 pandemic (see also Rasiah, 2021). The firm-level
appraisal shows that, except for the southern region, the basic infrastructure
embedding the remaining locations is generally fine except for funding facing
textiles and clothing firms.

Whereas the evidence shows that the basic infrastructure facing textiles and
clothing firms is either good or excellent, except for the southern region, which
scored between average to poor. Also, access to subsidized finance was rated
poor among all horizontal categories. On the STT infrastructure pillar, collab-
oration with universities and research organizations was also rated low in all
categories. Also, access to the incubators at science parks and links with the
technology transfer council is rated low as the textiles and clothing firms are
not listed among the promoted activities. Textiles and clothing firms rated the
relationship with commercial financial organizations and banks, firm-supplier
links for materials and components, and distributors and sellers, and firm-level
technology providers as between close to average to excellent. While the firms
reported good to excellent their relationship with the industry associations by
the industry sub-category of textiles and clothing, ownership, and size, only the
central region enjoys good links in the location category. Firms operating in the
central and northern regions show higher quality of connections and coordi-
nation with critical organizations because of superior basic and STT infrastruc-
ture embedding them. The lack of STT organizations, such as training centres
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and universities, has reduced network cohesion between firms and critical
intermediary organizations in Southern region.

The findings concur with the findings of Rasiah (2020a, 2020b), i.e., that the
basic infrastructure and integration with global factor and final markets of firms
in Malaysia are generally good but much more should be done to strengthen
the STT infrastructure and network cohesion between the firms and universities
and R&D organizations to strengthen the embedding ecosystem supporting
the firms. Such an institutional upgrading should be undertaken simultaneously
with the promotion of IR4.0 technologies in firms.

Note

1 The interviews were conducted by Kiranjeet Kaur under the supervision and funding
through the Distinguished Professor grant (MO-004-2018) held by Rajah Rasiah.
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6 Did Digitalization Help
Manufacturers Cope with

the Covid-19 Pandemic?
Shankaran Nambiar and Yip Tien Ming

Introduction

Malaysia has been actively promoting the digitalization of the economy. This
has been done for several reasons, aside from the fact that Malaysia will lose out
if it is not in tandem with other countries in the region that are also undertak-
ing digitalization. First, the economy has been going through a long period of
deindustrialization, and digitalization can lead to the future upward movement
of Malaysian industries, particularly the export-oriented manufacturing sectors.
Second, digitalization is expected to improve productivity in the economy, spe-
cifically in manufacturing. One of the problems that the country faces is the fact
that wages have not been growing commensurate with the growth of the econ-
omy. Thus, digitalization can lead to a push in wage growth rates. Third, there
is a heavy dependence on foreign labour. It is expected that digitalization will
bring about job disruption, removing the need for unskilled and semi-skilled
migrant labour. Digitalization will also bring about job creation, leading to the
creation of jobs that require more skilled labour and those that are suited to meet
the challenges of a knowledge economy. Finally, digitalization is also necessary
for the development of the economy and to bring up to the border of the produc-
tion possibility curve through the introduction of the Industrial Revolution 4.0
(IR4.0). This will encompass robotics, the internet of things (IoT), blockchain
technologies and greater automation. Malaysia will need to jump up the value
chain through IR4.0 ifit is to escape the middle-income trap and emerge as one
of the leaders in ASEAN.

There is a broader context within which digitalization is being introduced to
the economy. The Twelfth Malaysia Plan (12MP), a document that has been
formulated to drive the Malaysian economy for the next five years, rests on two
drivers of growth — sustainability and digitalization. An important aspect of
the 12MP is to bring about a post-Covid recovery of the economy, and it is in
this respect that digitalization has an important role to play. The 12MP plans
to transform Malaysia into a technology-based economy with a prominent role
in the growth of the digital economy. It is predicted that under the plan period,
the digital economy will contribute 25.5 per cent of the GDP with digital con-
tent exports achieving an average annual growth rate of 8 per cent. The report
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also revealed that Malaysia will capitalize on advanced technology potential by
gearing up for the Fourth Industrial Revolution.

The Covid-19 pandemic caught the Malaysian industry by surprise.
Manufacturers were not prepared for the pandemic and had to improvise quickly
to minimize the damage caused. Some of the problems that they had to face
included the shortage of foreign labour, the imposition of standard operation
procedures (SOPs) which reduced the number of workers available at factories at
any one time, and the disruption of logistics. There were other problems such as
congestion at ports and the bottlenecks in obtaining imported inputs.

Manufacturers in Malaysia responded quickly to the effects of the pandemic,
which included the more extensive use of electronic commerce, e-platforms and
flexible delivery methods. However, not all companies were able to respond
quickly and effectively because many companies had not yet embraced even
4G, nor were they familiar with automation, robotics and artificial intelligence
(AI). Nevertheless, the Covid-19 pandemic period with the regular movement
control orders (MCOs) that restricted movement made it clear that digitaliza-
tion was inevitable. This period demonstrated the necessity of digitalization and
underscores the point that Malaysia has to pursue digitalization with a sense of
urgency. It is in this context that this chapter has an important contribution to
make. It points out that digitalization is essential and discusses the Malaysian
case where manufacturers have mitigated the effects of the pandemic through
digitalization.

Despite the important role of digitalization in helping manufacturers to cope
with the Covid-19 pandemic, empirical investigation on this subject matter is
limited in the existing literature. To the best of our knowledge, Guo et al. (2020)
were pioneers in investigating the effect of digitalization on firms’ performance
in China during the Covid-19 pandemic period. The study found that highly
digitalized firms are associated with better crisis response strategies, thereby
mitigating the adverse impact of Covid-19 on the firm performance. The mit-
igating role of digitalization is further reaffirmed by Belhadi et al. (2021) for
firms in a group of developed countries.

In light of the limited empirical evidence, this study aims to investigate
whether digitalization mitigates the negative impact of the Covid-19 pandemic
on Malaysia’s manufacturing sector performance. This study addresses three
main drawbacks in the existing literature. First, empirical study on the mitigat-
ing role of digitalization primarily focused on China and developed countries.
The findings obtained may not be generalized in Malaysia due to the differ-
ent levels of digital adoption. As indicated earlier, many manufacturers had
not yet embraced even 4G, nor were they familiar with automation, robotics
and artificial intelligence (AI). Consequently, this would render the role of
digitalization in helping manufacturers to cope with the Covid-19 pandemic.
Hence, this study attempts to provide a country-specific analysis of Malaysia to
validate the mitigating role of digitalization. Second, existing studies by Guo
et al. (2020) and Belhadi et al. (2021) employed survey data to quantify the
mitigating effect of digitalization.
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However, survey data may be subject to response bias which would question
the accuracy of the estimation results. Meanwhile, this study complements the
existing studies by using secondary data published by the Malaysian authority
to study the mitigating role of digitalization. For instance, the manufacturing
industrial production index, which was used as a proxy for manufacturing per-
formance in this study, was calculated based on the actual production value of
all the industries in a particular period. The data is free from response bias as
it is collected directly from the statement of production of the manufacturers.
Third, Guo et al. (2020) employed a cross-tabulation method to quantify the
mitigation effect of digitalization. Meanwhile, this study put forth an alternative
model specification by providing the marginal effect of the Covid-19 pandemic
on manufacturing performance at various levels of digitalization.

Based on a balanced panel data of 130 manufacturing industries in the Malay-
sian manufacturing sector over the period January 2020 to December 2020, the
empirical findings validate the mitigating role of digitalization in the context
of the manufacturing sector in Malaysia. The results show that an additional
increase in the Covid-19 cases per million of the population is associated with a
0.095 percent reduction in the manufacturing industrial production performance
when the country’s digital adoption is at the minimum level (2182 thousands of
Telekom Malaysia’s fixed broadband subscribers). However, the adverse impact
of the Covid-19 pandemic diminishes with the rising level of digital adoption.
When digital adoption is at the maximum level (2366 thousand of Telekom
Malaysia’s fixed broadband subscribers), the negative impact reduces to 0.001
percent. This is equivalent to a 98 percent reduction in the negative effect of the
Covid-19 pandemic. The effect is substantial, implying that digitalization plays
an essential role in helping the manufacturers to cope with the Covid-19 pan-
demic. More importantly, the Covid-19 pandemic has an insignificant influence
on the manufacturing industrial production performance when the level of dig-
ital adoption is at the maximum level. Taken together, the results highlight the
important role of digitalization in offsetting the adverse impact of the Covid-19
pandemic on the manufacturing sector’s performance

This chapter is organized as follows. The next section provides a theoretical
review. This is followed by a discussion of the data and empirical model used.
Section “Data and Empirical Mode” deals with the empirical results. Section
“Findings and Discussion” is concerned with the robustness checks. Finally,
some concluding remarks are offered.

Theoretical Considerations

This study builds on the firm-level study by Guo et al. (2020), which argues
that digitalization plays a mitigating role and can offset the adverse impact of
the Covid-19 pandemic on firms’ performance. The study points out that digi-
talization provides effective crisis response strategies to cope with the pandemic.
Specifically, highly digitalized firms are associated with greater dynamic capa-
bilities in terms of sensing the crisis, seizing new opportunities in the crisis and
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reconfiguring resources to cope with the crisis. This would result in effective
crisis responses strategies and subsequently offset the adverse impact of the pan-
demic on firms’ performance.

Dynamic capabilities refer to the firms’ capability to build, integrate and
reconfigure resources when coping with a rapidly changing environment (Treece
et al., 1997; Treece, 2007; 2012). This perspective is the key to formulating
effective crisis response strategies for firms, wherein firms with dynamic capabil-
ities are more likely to adapt to the changing environment and sustain company
operations during the crisis period (Eisenhardt and Jeffrey, 2000 and Lin and
Wu, 2014).

In the context of a crisis, dynamic capabilities involve three dimensions,
namely the capability of sensing the crisis, the capability of seizing new opportu-
nities in the crisis and the capability of reconfiguring resources to cope with the
crisis (Treece, 2007; Ballesteros et al., 2017; Guo et al., 2020). The first dimen-
sion indicates the ability to sense or understand the crisis in a timely manner.
Firms with poor dynamic capabilities would be unable to predict the arrival of an
unprecedented event, such as the outbreak of the Covid-19 pandemic. However,
with dynamic capabilities, firms are able to gauge the possible implication of the
pandemic on the company’s operation, such as production interruption, supply
chain distortion and order cancellation. Hence, firms with dynamic capabilities
would be better able to perceive a crisis and subsequently develop comprehensive
strategies to overcome the challenges imposed by the pandemic.

The second dimension posits that firms with dynamic capabilities are more
likely to seize new business opportunities, and subsequently provide an alter-
native business model to help the companies sustain themselves during a crisis
period. In applying to the Covid-19 outbreak, the pandemic has resulted in the
closure of physical stores and the implementation of social distancing measures,
which led consumers to switch from offline to online purchases. This created
new business opportunities for firms, in particular the e-commerce channels.
Therefore, firms with dynamic capabilities would leverage the online platform to
market their products and services, thereby preserving firms’ sales performance
during the pandemic period.

The third dimension proposes that firms with dynamic capabilities are able to
integrate internal and external resources to cope with the crisis. Applying this to
the Covid-19 outbreak, the pandemic has resulted in plant closures, especially
in the manufacturing sector in order to curb the virus transmission. The shut-
down in operation is costly and subsequently has hampered the firms’ financial
position. Hence, firms with dynamic capabilities are more likely to employ exter-
nal resources to ensure the continuation of business operations. For instance,
firms may equip employees with digital technologies such as remote robots in
conducting the production activity. This allows the continuation of production
activity despite the shutdown of plants and subsequently offsets the revenue
losses caused by the pandemic.

Meanwhile, digitalization refers to the process of organizational transforma-
tion through the adoption of digital technologies (Sebastian et al., 2017; Vial,
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2019; Guo et al., 2020). Digitalization has been widely perceived to be the key to
sustainable development for business enterprises (OECD, 2014). Digitalization,
particularly the application of big data analysis, enables firms to predict the chang-
ing environment to some extent, thereby allowing them to have a better gauge of
the country’s future economic prospects. This assists firms in designing short- and
long-term strategies in sustaining companies amid future economic uncertainty.
Moreover, digitalization allows firms to venture into new business models, such as
the digital business to expand their consumer market. Furthermore, digitalization
enables the use of robots in the production process, thereby improving production
efficiency and allowing firms to achieve greater economies of scale.

In relation to this study, digitalization would enhance the dynamic capabilities
of manufacturers, thereby providing them with a better response to the Covid-19
pandemic and subsequently preserve firms’ performance (Guo et al., 2020). In
a broader context, digitalization is expected to offset the adverse impact of the
Covid-19 pandemic on manufacturing sector performance.

For the first dimension in the dynamic capabilities, digitalization would
enhance manufacturers’ capability in sensing the crisis. Digitalization allows
them to identify the spread of Covid-19, thereby providing an early indication on
the possible implication of the pandemic on firms’ performance. Subsequently,
carly preparation can be conducted to cope with the pandemic. For instance,
the use of big data analysis would help manufacturers to predict environmental
changes to some extent (George et al., 2014) and allows them to have a better
perception of the pandemic. This in turn helps them to formulate strategies to
cope with the pandemic.

As far as the second dimension is concerned, manufacturers can better seize
business opportunities with the help of digital technology. Applying this dimen-
sion to the Covid-19 outbreak, digitalization enables firms to venture into a
digital business model by providing an online platform to market their products
and services. This expands the consumer market and provides a constant revenue
stream to the company, offsetting the revenue loss due to the closure of physical
stores during the pandemic period.

The third dimension, as we have discussed, refers to the integration of resources
to respond to crises. The crisis was a challenge for firms because manufacturers
had to face many challenges, such as staft shortages, production disruptions and
delays in launching new products. There are various ways in which resources
could have been used to mitigate the effects of the pandemic. For instance, dig-
ital technology such as remote robots would have helped manufacturers in con-
tinuing their output production. Factories equipped with remote control robots
could have been used to perform their daily routine in the factories. Hence, this
ensures the continuation of manufacturing activity despite the closure of plants.
Thus, manufacturers who adopt a high degree of digitalization are more likely
to be able to quickly reshape their operation and subsequently minimize the
adverse impact of the pandemic.

It can be argued that digitalization can play an important role in moderating
the relationship between the Covid-19 pandemic and manufacturing sector per-
formance. In particular, the Covid-19 pandemic is conjectured to depress the
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manufacturing sector’s performance through the reduction in output produced
and purchase orders. Arguably, digitalization would mitigate these adverse
effects by providing effective crisis response strategies to the manufacturers, ena-
bling them to cope with the pandemic. Specifically, highly digitalized firms are
associated with greater dynamic capabilities in terms of sensing the crisis, seizing
new opportunities in the crisis and reconfiguring resources to cope with the
crisis. This would result in effective crisis responses strategies and subsequently
oftset the adverse impact of the pandemic on firms’ performance, and vice versa.

Data and Empirical Model

The data and the empirical model specified to answer the question we began
with are discussed in this section.

Data

This study employs a balanced panel data of 130 manufacturing industries in
the Malaysian manufacturing sector over the period January 2020 to December
2020. The industry classification is based on the Malaysia Standard Industrial
Classification (MSIC) 2000, whereby the manufacturing sector is categorized
into 130 industries based on the five-digit code. Industry-level data is used
instead of firm-level data because the former is available on monthly frequency
while the latter is available on an annual basis. Hence, the use of industry-level
data permits sufficient sample periods to quantify the impact of the Covid-19
pandemic on the manufacturing sector performance.

The main dependent variable in this study is the yearly growth rate of the manu-
facturing industrial production index (IPIT0Y), a proxy for the manufacturing sec-
tor’s performance. Next, the Covid-19 pandemic is proxied by the total Covid-19
cases per million population (COVID) and digital adoption (DIGITAL) is proxied
by the number of fixed broadband subscribers of Telekom Malaysia. There are two
reasons for choosing this proxy. First, Telekom Malaysia is the leading internet ser-
vice provider in Malaysia, and therefore the number of fixed broadband subscribers
is likely to capture a broad range of internet users as compared to other internet
service provider companies such as Maxis, Digi, Celcom and U Mobile. Hence, it
can be expected that the number of Telekom Malaysia’s fixed broadband subscrib-
ers is likely to capture the pace of digitalization in Malaysia.

Second, broadband penetration has been recognized by the World Bank as an
important source of growth for a country (Minges, 2016). As such, broadband
enables services such as cloud computing and mobile apps, which facilitate inno-
vations across various sectors of the economy. With respect to the present study,
broadband internet could be expected to facilitate innovation and productivity
in the manufacturing sector by digitalizing the production process. Digitaliza-
tion enables the use of robots and subsequently facilitates the production pro-
cess, allowing projects to move faster and manufacturers to receive more orders.
As a result, digitalization enables manufacturers to practice economies of scale,
thereby improving the output produced and company performance.
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However, the number of fixed broadband subscribers of Telekom Malaysia
is available at a quarterly frequency. Hence, this study employs the cubic spline
interpolation method to convert the quarterly subscribers into monthly fre-
quency. This interpolation method is discussed in detail in Granville (2005) and
is widely adopted in empirical studies to overcome data unavailability (Bathia
and Bredin, 2013; Isabel, 2017; Shaharuddin et al., 2018).

Additional control variables such as gross export (EXPORT), the exchange rate
(MYRUSD) and industrial production index (IPI) are included to avoid omit-
ted variable bias in the model. The inclusion of the variables allows the model
to capture the impact of external demand, exchange rate variation and country
business cycle effects on the manufacturing sector performance, respectively.
Next, to ensure the result is robust against alternative measures of Covid-19
pandemic and digitalization proxy, the new Covid-19 cases per million popula-
tion (COVIDNEW), internet banking penetration rate (IB) and mobile banking
penetration rate (MOBILE) are included in the robustness check section to avoid
the measurement error. All the variables used in the baseline estimation and
robustness check are shown in Table 6.1.

Empirical Model

The empirical model use to examine the mitigating effect of digitalization is
shown as Eq. (1).

Table 6.1 List of Variables

Variables  Description Unit of Source
Measurement
Variables use in baseline model
Ipiyoy Manufacturing industrial Year-on-year DOSM
production index percent
Covid Total Covid-19 cases Per million Our World in
population Data
Digital Telekom Malaysia’s fixed Thousands Telekom Malaysia
broadband subscriber
Export Gross export Million MYR BNM
Myrusd Dollar to Ringgit exchange rate Exchange rate BNM
Ipi Industrial production index Index BNM
Variables use in vobustness checks
Covidnew  New Covid-19 cases Per million Our World in
population Data
1B Internet banking penetration Percent of total BNM
rate population
MOBILE  Mobile banking penetration Percent of total BNM
rate population

Note: DOSM denotes Department of Statistics Malaysia, BNM denotes Bank Negara Malaysia.
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IPIY,Y;, = Bo + BLIPIY,Y,,_1 + BoCOVID, + B3 DIGITAL, (1)
+B4COVID,xDIGITAL, + B LnEXPORT,
+BsLnMYRUSD, + 8 — LnIPL, +v; + &

where 7 is the industry index, #is the month index, IPIY0Y represents the yearly
growth rate of the manufacturing industrial production index, COVID repre-
sents the total Covid-19 cases per million population and DIGITAL denotes
digital adoption, proxy by the number of fixed broadband subscribers of Tele-
kom Malaysia. Both Covid-19 and digital adoption measures are not available by
industry level, and therefore aggregate value is included into the model. Despite
that, the use of aggregate value is able to capture the impact of Covid-19 and
digital adoption on manufacturing performance. For instance, higher Covid-19
cases induced the Malaysian government to implement the national lockdown
policy to curb the virus’ transmission. Consequently, this halted manufacturing
activity, whereby factories were not allowed to operate during the lockdown
period. This in turn negatively affected the performance of the manufacturing
industry.

For the digital adoption measure, a higher number of fixed broadband sub-
scribers indicates a greater degree of internet penetration rate in the country,
thereby facilitating manufacturing performance. For the consumer, the use of
the internet allows them to purchase through the e-commerce platform. This
ensures consistent demand for manufacturers’ goods amid the closure of physical
stores. For the manufacturers, the use of the internet allows firms to venture into
digital business models by providing an online platform to market their products
and services. This would expand the consumer market and provides a constant
revenue stream to the company, thereby offsetting the revenue loss due to the
closure of physical stores during the pandemic period. More importantly, the
use of the internet, in particular high-speed internet, such as 5G network, allows
manufacturers to deploy remote robots in the factory. The use of remote robots
enables employees to perform their daily routine in the factory, thereby ensuring
the continuation of manufacturing activity despite the closure of the plant. This
facilitates production, whereby the output continues to be produced and the
performance of the manufacturing sector is maintained.

Among the control variables, EXPORT represents gross exports, MYRUSD
denotes the Dollar to Ringgit Malaysia exchange rate and IPI represents the
industrial production index. The inclusion of the variables allows the model to
capture the impact of external demand, exchange rate variation and country
business cycle effects on the manufacturing sector performance, respectively.
Here v; represents the industry-specific effect, g, represents the error term and
Ln denotes natural logarithm. Next, the inclusion of the lagged dependent varia-
ble is to control for the dynamic effect in manufacturing activity. Current period
manufacturing performance is highly affected by the previous period’s perfor-
mance. This is pertinent during the Covid-19 pandemic, which was a period
of sluggish manufacturing performance; it was subsequently associated with a
rebound in the manufacturing activity in the following periods. Evidently, the
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yearly growth rate of the overall manufacturing industrial production index
was negative 33.2 percent in April 2020, which was when the MCO started.
However, the index performance rebounded in May 2020 with a positive yearly
growth rate of 22.7 percent.

As noted by Brambor et al. (2000), it is inappropriate to interpret the esti-
mated coefficients of Covid-19 (COVID) and digital adoption (DIGITAL) if
the model contains an interaction term (COVIDxDIGITAL), as the former cap-
tures the effect of Covid-19 pandemic on manufacturing sector performance
only if the digital adoption is equal to zero. The latter provides the effect of
digital adoption on manufacturing sector performance only if the Covid-19
cases are equal to zero. Hence, the coefficients of COVID and DIGITAL are
meaningless with the inclusion of interaction terms in the model. Further-
more, it is also inappropriate to interpret the estimated coefficients of the inter-
action term f34 as this would result in misstating bias as indicated by Kingsley
et al. (2017). To interpret the result, this study follows Brambor et al. (2000)
and Kingsley et al. (2017) suggestion by computing the marginal effect of the
Covid-19 pandemic on manufacturing sector performance at different levels of
digital adoption. That is:

% =P + B4 DIGITAL,s (2)
The Fixed Effect (FE) with robust standard error estimator is used to estimate
Eq. (1). However, the presence of lagged dependent variable would result in
Nickell’s (1981) bias, whereby the bias arises from the non-zero correlation
between the lagged dependent variable and the industry-specific effect. This in
turn affects the estimated coefficient of the lagged dependent variable. Despite
that, the bias in the slope coefficients is marginal as demonstrated by Judson
and Owen (1999). Given that the focus of this study is on the slope coefficients
instead of the lagged dependent variable, therefore the FE estimator is appro-
priate in the context of this study. For concreteness, this study also employs the
bias-corrected LSDV (LSDVC) to correct for the bias inherent in the estimated
cocfficient for the lagged dependent variable. The estimation is conducted based
on the xtlsdve STATA routine developed by Bruno (2005). As demonstrated by
Kiviet (1995), Judson and Owen (1999) and Bun and Kiviet (2003), the LSDVC
estimator performs better than the Anderson-Hsiao Instrumental variable and
GMM estimator (first-difference and system) in terms of bias and root mean
squares errors for both balanced and unbalanced panel, respectively. Hence, the
LSDVC estimator is the preferred estimator to mitigate Nickell’s bias in the
context of this study.

Findings and Discussion

We examine the descriptive statistics and analytic findings separately. The dis-
cussion ensuring from that is undertaken in the findings sub-section.
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Descriptive Statistics

Table 6.2 shows the descriptive statistics for all the variables used in this study.
As observed, the yearly growth rate of the manufacturing industrial production
index was negative 4.02 percent, indicating that the outbreak of the Covid-19
pandemic has halted the manufacturing sector’s performance as compared to the
preceding year. Next, on average, the total Covid-19 cases stood at 682 cases per
million population, far surpassing neighbouring countries such as Thailand (41
total Covid-19 cases per million population), Brunei (328 total Covid-19 cases
per million population) and Vietnam (6 total Covid-19 cases per million popu-
lation). Meanwhile, the average number of Telekom Malaysia’s fixed broadband
subscribers stood at 2253 thousand in 2020.

Baseline Results

Table 6.3 shows the estimation results for Eq. (1). As observed, the lagged depend-
ent variable is significant at 1 percent level, indicating the presence of dynamic
effects in the Malaysian manufacturing activity. Hence, the inclusion of lagged
dependent variable is justifiable and allows the model to avoid omitted variable
bias. Turning to the focus of this study, the marginal effect estimates in both
specifications show the mitigating role of digitalization. Focusing on specification
1, the Covid-19 pandemic has a negative and significant impact on manufacturing
industrial production performance if the digital adoption is at the minimum level
(2182 thousand of Telekom Malaysia’s fixed broadband subscriber).

The negative effect is estimated at 0.095 percent. However, the adverse impact
of the Covid-19 pandemic diminishes with the rising level of digital adoption.
When digital adoption is at the maximum level (2366 thousand of Telekom
Malaysia’s fixed broadband subscribers), the negative impact reduces to 0.001
percent. This is equivalent to a 98 percent reduction in the negative effect of the
Covid-19 pandemic. The effect is substantial, implying that digitalization plays
an essential role in helping the manufacturers to cope with the Covid-19 pan-
demic. More importantly, the Covid-19 pandemic has insignificant influence on

Table 6.2 Descriptive Statistics

Variable Mean Std. dev Obs
Ipiyoy -4.023 23.468 1560
Covid 682.439 1006.935 1560
Digital 2253.260 56.916 1560
export 81726.330 9927.055 1560
myrusd 4.198 0.103 1560
ipi 109.774 12.330 1560
Covidnew 12.258 22.613 1560
Ib 105.890 4.749 1560
Mobile 56.877 2.9230 1560

Note: Sample period: January 2020-December 2020.
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the manufacturing industrial production performance when the level of digital
adoption is at the maximum level. Taken together, the result highlights the
important role of digitalization in offsetting the adverse impact of the Covid-19
pandemic on the manufacturing sector performance.

Similar findings are documented in specification 2 where LSDVC is the esti-
mation method. The finding on the mitigating effect of digitalization is in line
with the theoretical argument put forth by Guo et al. (2020), whereby digital-
ization is essential in improving firms’ dynamic capabilities and subsequently
provides effective response strategies to cope with the Covid-19 pandemic.
Empirically, the finding concurs with the study by Belhadi et al. (2021), in which
digital adoption is essential in helping firms to overcome the challenges imposed
by the Covid-19 pandemic and sustain their business operations.

Table 6.3 Baseline Estimation Result

Specifications 1 2
Estimation Methods FE LSDVC
Ipiyoyit-1 0.35204*** 0.50399***
(0.02981) (0.26007)
Covidit -0.10723** -0.15978**
(0.04274) (0.07147)
Digitalit 0.08543*** 0.14898***
(0.02887) (0.03041)
Covidit*digitalit 0.00004** 0.00007**
(0.00002) (0.00003)
Lnexportit —55.96104*** —72.21403***
(6.91714) (8.349606)
Inmyrusdit 115.95940** 250.79440***
(47.71059) (52.65170)
LnIPIit 122.69770*** 138.29290***
(9.71720) (7.54477)
Constant -302.87280*** -

Marginal effect

(105.12680)

Minimum -0.09459** -0.01386**
(0.00385) (0.000615)

Mean -0.00628** -0.00911**
(0.00261) (0.00400)

Maximum -0.00119 -0.00153
(0.00078) (0.00107)

No. industries 130 130

Observation 1430 1430

Note:

1 * **and *** denote statistically significant at 10 percent, 5 percent and 1percent level, respectively.
2 Values in parentheses are robust standard error. Bootstrap standard error is reported for LSDVC.
3 Due to lagged dependent variable, the data for January 2020 is effectively drop out for all the
industries. Therefore, the final observation is 1430.

4 Ln denotes natural logarithm.
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Robustness Checks

Alternative Measuves of Covid-19 Cases

A series of robustness checks are conducted to ensure the validity of the finding on
the mitigating effect of digitalization. Table 6.4 shows the robustness check results
with alternative measures of the Covid-19 pandemic, namely the new Covid-19
cases per million population (COVIDNEW). Notably, the mitigating effect of dig-
italization is consistent in all the specifications, in which the negative influence of
Covid-19 pandemic on manufacturing industrial production performance deteri-
orates with higher level of digital adoption. This indicates the baseline finding is

robust and not influenced by alternative measures of Covid-19 cases.

Table 6.4 Robustness Check with New Covid-19 Cases Per Million Population

Specifications 1 2
Estimation Methods FE LSDVC
Ipiyoyit-1 0.36474*** 0.52333%**
(0.03025) (0.02637)
Covidnewit —7.42609*** -10.77697***
(1.51469) (2.21307)
Digitalit 0.07378*** 0.13012%**
(0.02268) (0.02160)
Covidnewit*digitalit 0.00313*** 0.00455***
(0.000064) (0.00094)
Lnexportit -55.53618*** —72.55968***
(6.77094) (8.01679)
Inmyrusdit 106.72500** 242.36900***
(44.69958) (49.81513)
LnIPIit 122.39570*** 137.66930***
(9.82484) (7.44767)
Constant -267.30670*** -
(97.85287)
Marginal effect
Minimum -0.60539*** —0.85441***
(0.13063) (0.17494)
Mean —0.38338*** —0.53144***
(0.08644) (0.11057)
Maximum -0.02916 -0.01613
(0.02428) (0.03442)
No. industries 130 130
Observation 1430 1430
Note:

1 * **and *** denotes statistically significantat 10 percent, 5 percentand 1 percent level, respectively.
2 Values in parentheses are robust standard error. Bootstrap standard error is reported for LSDVC.
3 Due to lagged dependent variable, the data for January 2020 is effectively drop out for all the
industries. Therefore, the final observation is 1430.

4 Ln denotes natural logarithm.
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Alternative Measures of Digital Adoption

This robustness check considers alternative proxies for digital adoption, namely
the internet and mobile banking penetration rate. A high degree of internet or
mobile banking penetration rate implies greater usage of e-commerce for the
purchase of goods and services. Subsequently, this would induce firms or busi-
nesses to venture into digital business to expand their consumer market. Argua-
bly, a higher level of internet or mobile banking penetration rate is expected to be
associated with a higher degree of digital adoption among the firms. Thus, both

Table 6.5 Robustness Check with Alternative Measures of Digital Adoption

Specifications 1 2 3 4
Estimation Methods FE LSDVC FE LSDVC
Ipiyoyit-1 0.36111*** 0.52009*** 0.37886*** 0.53326***
(0.02951) (0.02633) (0.02831) (0.02571)
Covidit -0.28065%** -0.36256*** —0.27890*** —0.31851***
(0.07125) (0.10526) (0.05201) (0.06735)
Ibit 0.93107*** 1.46093*** - -
(0.23305) (0.22956)
Covidit*IBit 0.00249*** 0.00324*** - -
(0.00063) (0.00094)
Mobileit - - 3.69848*** 4.99413***
(0.62265) (0.60165)
Covidit*mobileit - - 0.00452*** 0.00517***
(0.00084) (0.00109)
Lnexportit —51.81035***  —65.80945*** —57.21500*** -71.05632%**
(6.33355) (7.53777) (6.66017) (7.38841)
Lnmyrusdit 140.08040***  281.78450***  453.89350***  665.23720***
(42.20184) (53.34000) (77.40898) (82.26044)
LnIPIit 111.92530***  122.12210***  124.11720*** 138.47700***
(9.85158) (7.38432) (9.95486) (7.17482)
Constant —239.34590*** - -796.69740*** -
(71.80774) (126.01550)
Marginal effect
Minimum —0.03459*** —0.04381*** -0.04026*** —0.04523***
(0.00899) (0.01315) (0.00772) (0.00993)
Mean -0.01622%** -0.02000*** -0.02197*** -0.02428***
(0.00435) (0.00629) (0.00434) (0.00556)
Maximum 0.00019 0.00124 0.00049 0.00143*
(0.00058) (0.00083) (0.00059) (0.00084)
No. industries 130 130 130 130
Observation 1430 1430 1430 1430
Note:
1 *’ * %

and *** denotes statistically significant at 10 percent, 5 percent and 1percent level, respectively.

2 Values in parentheses are robust standard error. Bootstrap standard error is reported for LSDVC.

3 Due to lagged dependent variable, the data for January 2020 is effectively drop out for all the indus-
tries. Therefore, the final observation is 1430.

4 Ln denotes natural logarithm.
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measures can be regarded as the alternative proxy for digitalization. Table 6.5
shows the estimation result using the internet and mobile banking penetration
rate. Consistent with the baseline finding, the marginal effect estimate shows
that the negative impact of the Covid-19 pandemic on manufacturing industrial
production performance reduces with the rising level of internet and mobile
banking penetration rate.

Conclusion

This study argues that the Malaysian government should recognize the impor-
tance of digitalization for the growth of the economy. Therefore, the govern-
ment has prioritized digitalization as part of the national agenda, emphasizing
it in the 12MP. The Covid-19 outbreak lay open the gaps in the country’s pre-
paredness to handle a public health crisis such as that caused by the virus. The
manufacturing sector was also badly hit by the crisis since there was a domestic,
as well as an international, dimension to the crisis.

The theoretical framework indicates that firms need to have dynamic capa-
bilities in order to handle a crisis — and there is no doubt that the Covid-19
pandemic was nothing less than a public health crisis. Covid-19 presented firms
with the challenge of building, integrating and reconfiguring resources in a rap-
idly changing environment such as the health crisis presented. We argue that
firms, in the context of dynamic capabilities, must have the capability of sensing
the onset of a crisis as a first step. Next, they must be able to figure out new
opportunities in dealing with the crisis. Finally, firms must have the capacity to
reconfigure resources to handle the crisis.

The empirical model that we have used indicates that the growth rate of the
manufacturing sector depends, among other variables, on digital adoption, gross
exports, the exchange rate and the incidence of Covid rates. Our results indi-
cate that digital adoption mitigates the adverse impact of Covid-19 pandemic on
the manufacturing sector performance. This is an encouraging result because
it indicates that digitalization has the possibility of helping the manufacturing
sector withstand shocks such as Covid-19 where the public health system will be
impacted and there will be movement restrictions.

There are, however, two problems. The first is the uptake of digitalization.
The bigger firms and MNCs will take readily to digitalization; there will be no
need to convince these firms of the need to digitalize. The constraint arises in
so far as the smaller firms are concerned because they may not have the capital
to invest in new technology. The other bottleneck lies in the availability of cheap
foreign labour. As long as migrant labour is easily available, there will be little
incentive to find substitutes to it. This will discourage firms from introducing
digitalization in their factories.

The state has a role in the introduction of digitalization. Some of the policy
measures that can be introduced include incentivizing firms to adopt digital-
ization. This will include fiscal measures, but it can also include measures to
deincentivize the reluctance to adopt digitalization. The most obvious measure
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in this respect is to avoid the use of unskilled or semi-skilled migrant labour,
which will dissuade firms from digitalizing. The availability of cheap migrant
labour can counteract attempts to introduce digitalizing because with cheap
labour freely available there will be no incentive to switch to more capital inten-
sive methods.

Although in the long-run digitalization is useful for growth and develop-
ment, firms may not see the need to do so immediately. Firms will typically be
concerned with short-run costs and immediate returns rather than long-term
efficiency. It is for this reason that state support is necessary to encourage firms
to adopt digitalization.
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7 Creative Digital Pedagogies
for Student Engagement

Preparing Students for
Industry 4.0

Dorothy DeWitt and Norlidah Alins

Introduction

The rapid advances in technology supported by high-internet speeds and net-
works among people, systems and physical objects heralds the advent of the
Fourth Industrial Revolution (IR4.0). The effects of the new technologies, such
as automation, internet of things (IoT), analysis and big data, augmented and
virtual reality (VR), as well as robotics and cloud utilization have already begun
to impact industry (Schwab, 2016). In the manufacturing and economic sectors,
these new technologies are being employed to transform Malaysia’s economy
(Ministry of International Trade and Industry, 2019). In the future of work after
COVID-19, McKinsey reasons that remote work, digitalization and automation
have shifted the labour demands across occupations (Lund, Madgavkar, Many-
ika, Smit, Ellingrud, Meaney & Robinson, 2021). Thus, digital and technical
skills are important in the new market economies in the future of work. How-
ever, digital and technical skills are not the only skills needed. The lack of soft
skills among employees is a key concern among managers and employers from
US-based companies in Asia (as shown through the Milken Institute’s surveys)
(Klowsen & Lim, 2021), and organizations in Southeast Asia (Mercer, 2021).
Creativity is one of the soft skills which are seen as important.

Creativity is important in the uncertain future of work after the COVID-19
pandemic. Creativity and digital competence can contribute to a better economic
future as it encourages the generation of new ideas. People who are creative can
recognize possible consequences and forecast future scenarios as they consider
events from multiple perspectives (Niemi, 2018). Employers’ realization of the
importance of creativity for the future is highlighted by The World Economic
Forum (Zahidi, 2020). In addition, PwC’s (2021) annual Global CEO survey
indicated that creativity was an important feature in solving the weaknesses in
business operating models during the COVID-19 pandemic period. The United
Nations (2021) has also stressed on the importance of creativity and innova-
tion in all aspects of human development, especially for developing countries
and had marked 2021 as the International Year of the Creative Economy for
Sustainable Development. In order to raise awareness of the importance of cre-
ativity in human development, 21 April was designated as World Creativity and
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Innovation Day. This was because the United Nations Educational, Scientific
and Cultural Organization (UNESCO) (2013) identifies creativity and inno-
vation at both the individual and group levels as the true wealth of nations in
the 21st century. However, there is an inclusive and sustainable strategy for the
development of creativity and innovation among the graduates who are being
prepared for the workforce, and in particular, digital creativity.

The need for a sustainable strategy for development of digital creativity and
innovation among graduates is important considering that new technologies
have transformed the work culture. Employers consider digital investments
in the workforce as important for being competitive in the present situation
(PwC, 2021). Many of the traditional approaches and work culture in the public
and private sectors have been replaced with digital transactions, which bene-
fits the users (Niemi, 2018). Hence, digital creativity and innovation is now an
important feature of work as new solutions and ideas need to be developed from
multiple perspectives, as technology will continue to evolve and disrupt work
scenarios and situations (Niemi, 2018). Hence, the ability to create new knowl-
edge and innovative processes is an advantage and could ensure sustainability in
the future (Niemi, 2018).

Digital creativity is not only limited to the creative industry but is required
in every field of work. The United Nations (2021) considers creativity to cover
all aspects from artistic expression to problem-solving in the context of eco-
nomic, social and sustainable development. Digital creativity refers to the
production-based activities which makes use of digital technologies for mani-
festing creativity (Hendriksen, Creely, Henderson, & Mishra, 2021). Hence,
in the creative economy, organizations in every sector are innovative and pro-
ducing goods or services which are of value. The creative economy will thrive
on the application of skills of creativity and technology for innovation to create
products of value, which may be either tangible or intangible (Hearn, 2020).
While tangible products may include buildings, facilities and machinery, dig-
ital creatives are also non-traditional assets such as art and design, patterns,
computer music, digital stories and human—computer interactions (Hendriksen
et al., 2021). These non-traditional and intangible assets such as the knowledge,
research, design, branding, and software have been the focus of innovation in
the developed economies and has been proven to be beneficial as these intangible
assets are investments which contribute to the value chain of companies (Hearn,
2020). However, with the digital technologies of IR4.0 such as robotics, artificial
intelligence, blockchain, global digital platforms and autonomous systems, there
is an urgent need for digital creativity to shape the design, production and con-
sumption of culture and allow for different forms of creative work (Hearn, 2020).

Digital Creativity Capacity Building

Digital creativity has a tremendous potential and digital technologies can be
used for the expression of this creativity (Shin, 2010). Hence, in schools and
higher education institutions, teachers and instructors should consider methods
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to develop the creative capacities using digital technologies. There have been
studies done on the outcomes and effects of training for creativity among stu-
dents (Beghetto, 2019). However, less studies are done on the effectiveness
of training among teachers in developing students’ creative skills (Hafizi &
Kamarudin, 2020; Ismail, Yusof, & Pappu, 2016).

Teachers perceive that creativity is not important and do not foster students’
creativity (Qian & Clark, 2016). In addition, teacher training programmes do not
seem to emphasize the importance and use of digital technologies (Lai Wah &
Hashim, 2021). As a result, Malaysian students have low levels of creativity
(Jamal, Ibrahim, Abdul Halim & Alias, 2020). On the other hand, teachers who
have been trained in productive pedagogies for creativity are able to perform and
encourage creative efforts among their students (Amran & Rosli, 2017). Hence,
pedagogically sound activities should be designed to foster students’ creativity
(Didis, Erbas, Cetinkaya, Cakiroglu, & Alacaci, 2016). In this chapter, some of
the pedagogical approaches which can be employed are discussed according to
an integrated digital competency framework.

Theoretical Framework

Technological pedagogical content knowledge (TPACK) is seen as a necessary
digital competence for instructors and teachers in order to cultivate digital crea-
tivity. In this section, an integrated digital competency framework is considered
for advancing digital creativity.

Technological Pedagogical Content Knowledge Among
Instructors and Teachers

TPACK is the knowledge and skills for effectively integrating the content knowl-
edge on the discipline (CK), pedagogical knowledge for teaching (PK) and
technological knowledge on the use and application of tools and software (TK)
(Mishra & Koehler, 2006). TPACK had changed the concept of creativity in the
digital age as it has been shown to be an indicator of creative teaching (Mishra &
Koehler 2008). This is because teachers and instructors with TPACK are teach-
ing creatively with technology. Further, the use of digital technologies in educa-
tion has been shown to develop students’ creativity (Henriksen & Mishra, 2015;
Mishra & Henriksen, 2018; Reinhold, Hoch, Werner, Richter-Gebert, & Reiss,
2020; Yaniawati, Kariadinata, Sari, Pramiarsih & Mariani, 2020).

However, teachers and instructors seem to lack the pedagogies for effective
teaching with technology. Malaysian teachers seem to lack creativity (Abd Samad,
Abd Wahab, & Lee, 2016) and the pedagogical skills for creative teaching (Chia &
Lin, 2020; Sulaiman, Muniyan, Madhvan, & Ehsan, 2017). Teachers lacked
the pedagogical skills to integrate digital technologies in instruction and the
methods did not seem to foster students’ creativity (Mullet, Willerson, Lamb, &
Kettler, 2016; Tee, Samuel, Norjoharudden, Renuka & Hutkemri, 2018; Wan
Yusoff, & Che Seman, 2018). The situation was similar in higher education.
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TPACK has been used to investigate digital pedagogies for creative teaching
(Maor, 2017) and is the model used by the Ministry of Education Malaysia
(Mai & Hamzah, 2017). However, when instructors’ TPACK at a prominent
higher education institution was assessed, instructors had low levels of TPACK
and were not sure of the pedagogies for integrating technology although they
had higher levels of technology knowledge (Vasodavan, DeWitt & Alias, 2019).

Providing digital skills alone is insufficient for developing the pedagogies for
digital creativity among instructors. A holistic training effort for training for
TPACK s required where the focus of instruction should not be on the mere trans-
mission of knowledge but on innovative teaching and learning (Dewitt, Alias, &
Siraj, 2015). The 21st-century lessons should be designed to incorporate tech-
nology and not involve merely the transmission of knowledge, but to incorporate
interactive lesson designs to ensure knowledge generation and creativity (Koh,
Chai, Benjamin, & Hong, 2015; Vasodavan et al., 2019). The focus of instruction
in higher education should be on acquiring skills for interacting, applying, evalu-
ating and creating new knowledge, as well as problem solving (Ronen & Pasher,
2011; Vasodavan et al., 2019). Teacher education programmes could also benefit
from an integrative TPACK approach rather than addressing the digital literacies
in isolation. Hence, converting the knowledge into skills to develop the capacities
among teachers and lecturers, or translational research, is important.

Lecturers need to be technologically and pedagogically competent by having
the knowledge and skills to identity suitable tools to teach different content areas
rather than just having knowledge on a variety of technologies used in learn-
ing environments. The development of human capital that is digitally creative
and innovative is needed to face the uncertainties in the future world of work.
In addition, this development of human capital needs to start at an carly stage
which is from the primary school level.

Digital Competencies for the Future

In considering an integrated model of digital literacies with TPACK for teacher
education programmes, a digital competency model is needed. Traditional
teacher education programmes seemed to have focused on digital literacy models
for developing digital skills among teacher trainees (Falloon, 2020). However, a
broader digital competency model is needed as in the evolving digital world we
live in, where society and culture influence our digital actions (Falloon, 2020;
Lund, Furberg, Bakken, & Engelien, 2014; Ottestad, Kelentri¢, & Gudmunds-
dottir, 2014). This is because there are other elements such as the ethical use
of digital technologies, digital citizenship, as well as the health, well-being and
safety issues to be considered for building digital competences (Falloon, 2020;
Foulger, Graziano, Schmidt-Crawford, & Slykhuis, 2017). More importantly,
teacher trainees need to develop a positive attitude towards digital creativity
and innovations (Falloon, 2020; Janssen, Stoyanov, Ferrari, Punie, Pannekeet &
Sloep, 2013). Hence, a broader digital competency model that includes the
diverse knowledge, capabilities and dispositions is needed by future teachers.
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Teachers and instructors who were digitally competent would be able to
develop graduates with competencies needed for the future. However, the dig-
ital competencies required among graduates needs to be defined. The stand-
ards for educational technology among students by the International Society for
Technology in Education (ISTE) (2021) provides an integrative model of digital
competences and encompasses the pedagogies for effective teaching and learning
from early childhood, primary and secondary education to work in technical/
vocational training and higher education. These competencies are aligned with
UNESCO?’s Sustainable Development Goals (SDG) in providing access to edu-
cation, future learning and work, as well as equity and inclusion (ISTE, 2021).
As equity and inclusiveness is enabled with digital technologies when online
learners are connected and empowered, student-driven processes are enabled
and learning can be personalized, engaging and meaningful for students. How-
ever, in Malaysia, it is not known to what extend students have access to quality
education to prepare them for the future of work. This is even more crucial for
students who are in the rural parts of the country. As Malaysian students need to
be prepared to be competent to face the future, they will need to have the appro-
priate digital competences. Hence, the ISTE can be a mechanism to encourage
and improve the use digital technologies to develop a digitally skilled workforce
who are able to solve problems and are digitally creative.

The standards state that students should be empowered learners, digital cit-
izens, knowledge constructors, innovative designer, computational thinkers,
creative communicators and global collaborators. These standards as a digital
competency framework are discussed next.

Empoweved Learners

Firstly, as an empowered learner, students are active learners who have the auton-
omy to select resources and materials relevant to them to build their own net-
works and customize their learning to achieve their goals (ISTE, 2021). The
learner should have the autonomy and flexibility to select their learning path.
The vast amounts of open resources on the internet have enabled learners to
pursue their interests and extend their horizons for new learning opportunities.
In addition to open courseware and Massive Open Online Courses (MOOC:s),
there are repositories of materials on databases, social media (e.g. YouTube and
Vimeo), simulations and gaming applications on virtual worlds (e.g. SimCity and
Minecraft) and in VR platforms (e.g. SteamVR and Occulus).

Diyital Citizens

Next, as digital citizens who live and learn in an interconnected digital world,
students need to be responsible users who employ safe, legal and ethical means
(ISTE, 2021). One’s digital identity and reputation needs to be managed to
avoid irrevocable effects of their actions on social media and other networked
environments. Hence, the learner should know the effects of their actions,
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example trolling (intentionally posting offensive messages on the internet to get
attention, cause trouble or upset someone) on Facebook could have a permanent
effect and may influence potential employers who may be able to view the offen-
sive posts. The rights of each individual should be respected, and this include
the obligations related to sharing of intellectual property. Hence, media that is
proprietary belongs to someone and should not be used without permission or
compensation.

Knowledge Constructors

Students as a knowledge constructor could critically curate a variety of resources
using digital tools produce creative artefacts and make meaningful learning
experiences (ISTE, 2021). Learners would need to develop new ideas and theo-
ries to solve problems. The knowledge management framework seems to support
this approach (DeWitt & Koh, 2020). The information and resources could be
compiled on a wiki, a web page or on content curation platforms such as Nearpod
and Blendspace and the ownership of the new knowledge shared is made evident.

Innovative Designer

The student as an innovative designer uses design processes to identify and
solve problems (ISTE, 2021). Authentic problems are addressed and theories
and ideas to solve these problems are tested. At the same time, innovative
artefacts are created to solve the problems. Digital applications are used to
plan and manage the design thinking processes and develop prototypes. The
innovative designer could be designing three dimensional (3D) objects to
investigate the physics of movements and friction, or be designing objects for
utility or aesthetic purposes, and evaluating the physical prototype by printing
it with a 3D printer. A makerspace culture provides the space for innovation
and exploration.

Computational Thinker

As a computational thinker, students employ computational thinking strategies
when understanding and solving problems as they formulate problems and define
them suited to technology (ISTE, 2021). Data which is compiled is analysed to
abstract models and algorithmic thinking for exploring solutions. Hence, projects
in which students have the opportunity to collect data and use digital tools to
analyse and represent the data in a suitable manner (graphs, pie charts or graph-
ics) among peers. Computational thinking can be developed when tasks which
require programming skills are presented. The learner needs to understand the
problem, break the problem into components, and create sequence of steps to
develop models and create solution to be tested. Digital applications enable the
problem and the model to be visualized, and enable the testing processes. Applica-
tions which simulate the processes of logical and computational thinking, making
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use of visual programming to train and develop computational thinking strategies
can be utilized in virtual worlds such as Minecraft and CospacesEdu.

Creative Communicators

Next, students as creative communicators should be able to express themselves
creatively and clearly for a variety of purposes using platforms, tools, styles, for-
mats and digital media appropriate to their goal (ISTE, 2021). Communication
can be through a variety of digital applications: visualizations through graphics,
posters, mindmaps or videos; models which have been developed; or simulations
of situations. Emphasis on content which is original and responsibly created and
published for the intended audiences.

Global Communicators

Finally, students as global collaborators are able to broaden their perspectives and
enrich their learning by collaborating with others and working in teams both
locally and globally (ISTE, 2021). Digital tools can optimize the connections
with other learners from a variety of cultures and background, and engaging thus
engaging with other learners, broadens mutual understanding and learning. Col-
laborative technologies enable one to work together and examine issues and prob-
lems from multiple viewpoints on projects and work towards common goals.

Hence, to support the development of these competencies among students,
the ISTE (2021) suggests that educators have the following standards:

i Educators need to be empowered professionals with technological pedagog-
ical content knowledge and who reflect on practice.
it Educators are life-long learners, and staying current with advances in learn-
ing sciences.
iii  Educators are leaders who support student empowerment and advocate for
equitable access to technology and content.
iv. Educators are responsible digital citizens who contribute to the digital world
and online communities with an appropriate digital learning culture.
v Educators as a learning catalyst who collaborate with both students and
colleagues to solve problems and improve practice.
vi  Educators who design authentic experiences for their learners needs in an
inclusive environment.
vii Educators facilitate learning with technology to support students.
viii Educators manage and use learning strategies in digital platforms in virtual
environments and hands-on makerspaces.
ix Educators create learning opportunities for innovative design and computa-
tional thinking for problem solving.
x Educators nurture creativity and creative expression.
xi Educators are analysts who use data to support students in achieving their
learning goals.
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However, teacher training programmes may not adhere to these standards.
Further, instructors in higher education may also not be familiar with pedago-
gies for empowering learners. Training for teachers and instructors currently
lacks an integrated approach as the tendency is to develop the knowledge of the
pedagogies (PK) and the content (CK) separately (Falloon, 2020). In addition,
there may also be lack of awareness on the knowledge and skills required to build
digitally creative graduates.

Hence, an integrated TPACK approach is needed. Instructors of preservice
and in-service teacher training need to firstly make trainees and teachers aware of
the importance of digital technologies for developing creativity among students
in preparation for the future of work. In addition, teacher training needs to be
designed to integrate digital skills with pedagogy in the different content areas
to foster digital creativity. The ISTE standards may be a guide for a TPACK
approach among teachers and pre-service teachers to develop digital literacy and
creativity among students.

Pedagogical Approaches for Fostering Digital Creativity

The digital competences as outlined in the ISTE standards can be considered for
a pedagogical approach in fostering digital competences (ISTE, 2021).

Digital Creativity for Empoweved Learners

Empowered learners have the autonomy to be flexible in their learning paths,
to retrieve information from databases and platforms made accessible, with the
aid of search engines. This is in line with knowledge management processes
where knowledge acquisition is the first stage of a knowledge creation frame-
work, where the information is made accessible (DeWitt & Koh, 2020; Vasquez-
Bravo, Sanchez-Segura, Medina-Dominguez, & de Amescua, 2013). However,
the learner needs to critically evaluate the information for its utility before inter-
nalizing the knowledge with his own informal, tacit knowledge (Vasquez-Bravo
et al., 2013). This is where the instructors play a role in designing a learning
environment which is open and flexible, where learners have access to a variety
of engaging resources through databases and repositories relevant to learning
and evaluate the suitability of resources. Suggestions and opportunities for the
learner to pursue their interests and dwell deeper into topics which interest them
is enabled with the availability of open courses and MOOC:s.

Teachers and instructors should be inclusive by providing access to a variety
of materials. Options to use innovative resources with augmented reality, with
hotspots that trigger additional information, by providing virtual manipulatives,
3D objects the learner can explore, probe and develop a better understanding
of anatomical or mechanical structures, is made possible with VR technologies.
At the same time, teachers and instructors could also provide access to virtual
environments to be explored, both in and out of this world. In virtual worlds
and VR, learners have the autonomy to explore and choose their own path, and
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interact with the environment. Hence, developing empowered learners means
providing a variety of resources to cater to learners’ different learning modalities
and providing different media (text, image, videos) and different formats (e.g.
jpg, mp4 and stl).

In considering VR for education, it needs to be noted that while VR has
been used for entertainment and gaming, it is used less for instruction. VR has
been used for inclusive education as physically and mentally challenged students
can participate in learning (Cheung et al., 2022). In life, VR is used for virtual
tourism (e.g. VR apps such as Within & YouVisit) and real estate viewing (e.g.
iProperty and Gamuda Land). In engineering, VR is used to test materials and
designs, such as the structural integrity of construction materials for bridges (Li,
Badjie, Chiu, & Chen, 2018), and for improving workplace designs (Caputo,
Greco, D’Amato, Notaro, & Spada, 2018). In education, VR has been used for
training in the automotive industry (Dede, Abdullah, Mulyanti, Rohendi, &
Sulaeman, 2020) and to visualize difficult concepts in science and mathemat-
ics education, but it has not been used extensively for education in Malaysian
schools. This could probably be because teachers are not aware of these technol-
ogies and fear that they may encounter problems when using VR for learning.
A survey of preservice teachers in Australia also indicated that although they
could be highly motivated in using VR themselves, the lack of support and per-
ceived difficulty was a barrier for using VR in the classroom (Bower et al., 2020).

On the other hand, VR has the potential to evoke emotions and engagement,
whether used in the form of learning games (e.g. VR apps for learning Biology,
InCell and InMind in Figure 7.1) (Tan, DeWitt & Alias, 2020), or tours for
exploring culture and discovering new places (Chan, DeWitt, Rhett, 2020). The
immersive nature of VR allows the learner to experience high-fidelity 3D envi-
ronments (Bower, DeWitt & Lai, 2020). The use of Head Mounted Displays
(HMDs) with sophisticated body tracking systems and controller devices for
interactions provide for a high-degree autonomy in the learner (see Figure 7.2).
This also includes the stand-alone VR headsets either with controllers or with-
out, can also be used for learner autonomy (See Figure 7.3). The advantage of
VR is that learners are able to construct their knowledge while in the virtual
environment with possibilities of being teleported to places out of this world
or being transduced to microworlds such as in the brain (Bower et al., 2020).

Submerge into the microworld

InMind

Free scientific game for Virtual Reality about human brain

Figure 7.1 VR Apps for Learning Biology, InMind.
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Figure 7.2 Tethered VR with Head Mounted Displays (HMDs), Sophisticated Body
Tracking Systems and Controller Devices Connected to a High-End Laptop.

(I

(@) (b)

Figure 7.3 Standalone VR Headset with Hand controller and VR Headset with Mobile
Phone.

However, distractions in the virtual environment as well as lack of familiariza-
tion with the interface and other technical problems could affect the effective-
ness of learning Bower and Sturman (2015).

Hence, being an empowered learner means the learner is able to personalize
his learning and is thus engaged. And, an engaged learner is a creative learner.
Empowerment can then enhance digital creativity.
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Digital Creativity for Creation of New Knowledge

In order to create new knowledge, knowledge acquired has to be made explicit
and shared publicly through visualizations in a formal and systematic manner
through either graphics, mental maps or other means (Dalkir, 2011; Vasquez-
Bravo et al., 2013). In the knowledge management framework, knowledge is
personally articulated and applied with the aid of digital technologies, the
aim is to generate new knowledge and this is done creatively. The thinking
processes are made explicit for others to scrutinize (DeWitt & Koh, 2020).
Hence, with the knowledge now visible to the community, processes such as
socialization and argumentation is used to create and verify the new knowl-
edge (Vasquez-Bravo et al., 2013). The interactions with the community ena-
ble the explicit knowledge of the community to be developed (Vasquez-Bravo
et al., 2013). In this way, there is generation of new knowledge and knowledge
creation (DeWitt & Koh, 2020).

A pedagogy which supports this approach is collaborative problem solving,
which allows for interactions within a community to create new knowledge. The
interactions during collaboration allows for inquiries, debates and justifications
to be done so as to achieve work-oriented activities are implemented (Vasodavan
et al., 2019). Hence, collaborative learning is enabled when interactions within a
community is employed to achieve a specific goal.

Therefore, collaborative learning can be supported by digital technologies
that enable sharing, visualizations and interactions (Boza & Conde, 2015).
In previous research, opportunities for learners to exhibit their knowledge to
the community has been done effectively using wikis (DeWitt, Alias, & Siraj,
2014), discussion forums (Vasodavan, DeWitt, Alias, 2020), and interactive vir-
tual walls (Padlet) (DeWitt & Koh, 2020). Collaborative learning apps, such as
Coggle (https://coggle.it/) for mindmapping, Miro (https://miro.com), and
Stormboard (https://stormboard.com/), for brainstorming are some of the apps
also possible for collaborative work (Figures 7.4 and 7.5).

Hence, creating new knowledge encourages digital creativity as knowledge
can be externalized and shared.

Digital Creativity in a Connected World

In a connected world, we communicate and share information in a variety of
ways. Malaysian learners are digital citizens as they are constantly networking on
social media. Digital creativity is being able to connect and share information.
Social media has also been a source of content, and for learners to identify and
follow experts in their field of expertise. The affordance of social media is due to
the publishing, extensive sharing possibilities, and the new forms of interactions
possible. Hence, being connected also provides more possibilities for better com-
munication and collaboration. Hence, for learning creatively, a shared purpose
should be identified and the contributions and interactions among the group
should be encouraged.


https://coggle.it
https://miro.com
https://stormboard.com
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Figure 7.5 Digital Interactive Virtual Boards for Collaboration: Miro and Stormboard.

Sharing one’s opinions with digital technologies makes the thinking processes
explicit, and provide stimulus, enabling discussions (DeWitt & Koh, 2020). How-
ever, communication is not only through text, but more often involves the sharing
of graphics and videos. On the other hand, teachers and instructors may sometimes
want “safe spaces” for learners to share and interact within their communities, and
may not be ready for a global audience. Digital technologies be used for these safe
spaces where members of the community only are invited to join the groups.

Collaborative applications enable reactions and communications. As an
example, Padlet is an interactive virtual wall where posts can be done in the
form of text, images or links to materials. There are also opportunities for reac-
tions (e.g. likes and stars for voting) and comments to the posts (see Figure 7.6).
Hence, internalization and was occurring. Studies show that an interactive
Padlet could enable the creation of new knowledge and motivate students
to learn better as knowledge is externalized (DeWitt, Alias & Siraj, 2015).
Another digital tool which enables sharing and interactions is FlipGrid. Shar-
ing videos was a way for the externalization of knowledge and the next level
of connection was enabled when interactions among the community was ena-
bled through the comments on the video posts. The interactions through the
comments would enable learners to evaluate, defend and justify their opinions.

Digital tools can optimize and expand connections with other learners. In
addition, the interactions enable the sharing of cultures among learners of
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different background, broaden mutual understanding and examine issues and
problems from multiple viewpoints, and work towards common goals.

Digital Creativity for Students as Designers

The design processes where solutions to problems are identified and solutions,
designed encourages creativity. In the design thinking approach, problems are
reframed in a human-centric way, and more ideas are created through brain-
storming, followed by prototyping and testing (Foster, 2019). The design
thinking proses have been use for enhancing creativity and developing innova-
tive solutions in many fields (Liedtka, 2018). During the design process, users
and consumers needs are considered important and their feedback is constantly
needed. Then, new ideas emerging with the brainstorming process are devel-
oped and tested. Collaboration during the process helps in idea generation and
in developing solutions because ideas are discussed, challenged, defended and
new ideas emerge (Liedtka, 2018).

There could be a diverse variety of artefacts in the design process such as a flow-
chart created for a more efficient process, a storyboard for a new approach in prac-
tice, structures with aesthetic value for support in a garden or even a digital device
in an energy generator to function in a virtual world. A solution that students
could decide to develop would be for communicating awareness among a selected
community. Hence, designing posters using a poster-development tool such as
Canva, and producing story-boards and videos arousing an emotional response.

The products, whether intermediate such as the story-board, or a final product
such as the video, would be constantly evaluated for the student as designer to
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improve on. In another example, if the process is to solve a problem and design
a physical 3D object which does not exist yet, the digital 3D object could be
designed using a 3D modelling software (¢.g. Sketchup), and a plastic version of
the object could be produced with a 3D printer. Hence, teachers and instructors
should pose problems and create opportunities for students to design prototypes
as solutions. Providing a makerspace, either physical or virtual, where solutions
can be safely prototyped and tested, would encourage collaboration and creative
digital solutions.

Digital Creativity for Computational Thinking

Problems related to technology might require abstract models and algorithmic
thinking, which are computational thinking strategies, to explore solutions.
Computational thinking is a way of thinking which involves the decomposition
of a problem, abstracting the main ideas, algorithmic design, debugging, iter-
ation and generalization (Kong, 2019). The potential of digital media can be
enhanced when designing interactions with basic coding. This is how robotics
for development of computational thinking for problem solving can be intro-
duced at primary school level as visual coding programming can be used to
design interactions with a “robot” (Kong, 2019). Projects where learners col-
lect data, analyse and represent the data in a suitable manner with digital tools,
optimize the thinking process. Computational thinking includes programming
empowerment as this is an important feature for cultivating creativity and prob-
lem-solving skills (Kong, 2019). Hence, learners should be allowed the freedom
of designing their own unique solutions to problems, and this can be done in 3D
virtual worlds such as Minecraft.

Some digital applications enable the problem and the model to be visualized
and facilitates the testing processes. An application which simulates the processes
of logical and computational thinking and makes use of visual programming for
designing interactions in virtual environments is CospacesEdu (see Figure 7.7).

Figure 7.7 Visual Programming in Coblocks tor Designing Interactions in Virtual
Environments.
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The visual coding tool Coblocks develop computational thinking strategies
among learners. Hence, animations and movements can be designed as the
learner solves problem in design a virtual environment and applies computa-
tional thinking strategies.

Virtual worlds can be used for the development of computational thinking.
Hence, teachers and instructors should be providing opportunities for learners
to work with data, design prototypes and test the prototypes in an environment
that can encourage diverse ideas.

Conclusion

Digital creativity is important as it ensures the sustainability of the economy.
In order to prepare our graduates with digital creativity for the digital trans-
formation, we need to reskill our teachers and instructors. Firstly, that needs
to be awareness that the competency that is required is not just on the technol-
ogy or the pedagogy, which is trained in isolation, but an integrated TPACK.
Administrators and managers of teacher training institutes and institutes of
higher learning as well as the Human Resource Department need to be aware
of the competences required. In addition, instructor certification of the TPACK
and skills should be considered. This is to ensure that instructors involved in
training would have the required certification.

Secondly, human capital development needs to focus on competences for
developing creativity. Teacher education needs to be reconceptualized as
all teachers are digital consumers and users who need to develop students’
digital competencies. For this purpose, an integrative digital competency
framework that considers pedagogy or TPACK for teacher education. The
digital competency framework should empower learners and encourage pro-
duction-based activities; solving authentic problems and collaborative team
work would encourage development of creativity. These competences need to
be developed as early as possible, even at the preschool level and to be nur-
tured throughout an individual’s educational journey so as to produce grad-
uates who are digitally creative. Hence, a framework for developing teachers’
capacities and creativity which would lead to creative behaviour among their
students is required. This is important for developing human capital which is
prepared for the digital transformation in Malaysia. In summary, to develop
graduates’ capacities for creativity, the instructors’ digital and pedagogical
skills and TPACK, as well as a supportive learning environment is required
(Hendriksen et al., 2021).

Digital creativity and TPACK does not seem to be emphasized in preservice
teacher education in teacher training institutes. Although the government has
emphasized the importance of technology for education since the Smart School
concept was launched in 1996 and courses for developing ICT skills have been
conducted to develop teachers’ capacities (DeWitt & Alias, 2020), training
seemed to focus on ICT skills. There does not seem to be sufficient training for
developing capacities in pedagogies for the digital era, or on TPACK. Although



128  Dorothy DeWitt and Novlidah Alins

efforts in offering courses for developing TPACK and integrating technology
with learning exist, these are few and sparse. More often, preservice teachers
are trained in technology skills separately from the pedagogy and content. The
is also an issue in technologically advanced countries like Australia (Falloon,
2020). Teacher training has been critiqued as being ineffective as teachers lack
the deep understanding, knowledge and capabilities for educating students to
cope with the problems in life and instead focuses on contextually-devoid, iso-
lated technical skills (Falloon, 2020). Hence, what is required is for instruc-
tors of preservice and in-service teacher training to make teachers aware of the
importance of an integrated framework, TPACK, and to design training to inte-
grate digital skills with the pedagogy in the content areas to foster digital crea-
tivity among students. For this purpose, teacher education programmes need to
be restructured. Similarly, in higher education institutions, instructors should be
provided training and certification in developing TPACK for creative teaching
with technology. At the same time, administrators and leaders in the institutions
should be made aware of the importance and need of cultivating digital creativ-
ity among students.

Pedagogical approaches that empower learners to be flexible in their learning
paths, and to enable students to create their own knowledge and design solutions
to problems are some of the approaches for enhancing digital creativity. Strate-
gies that employ computational thinking processes would encourage students to
be digitally creative and to share their creative products. As students share their
products and experiences on a platform which can be accessed by others, learn-
ing becomes meaningful (Laurillard, 2012). Further, interactions on a shared
platform enables the students’ tacit knowledge to be made visible to the com-
munity. At the same time, students need to present their product in an attractive
manner, and hence develop their digital creativity.

Digital creativity is an important construct that is needed for the future of
work and for economic viability as it ensures that that is value in the new ideas
that are developed. However, digital creativity is a complex construct which is
still widely debated in the literature. Administrators may consider creativity as
the use of technology in education while teachers may consider creativity when
a tool is integrated in teaching (Hendriksen et al., 2021). On the other hand,
students would consider the use of technology creative when they were engaged
with the process of learning. In general, these definitions are similar as there is
always a value to the new idea or method which is not bounded by conventional
thinking processes (Sternberg & Hedlund, 2002). As technology becomes more
pervasive in our lives and automation and artificial intelligence becomes impor-
tant in the economy, digital creativity becomes a necessary competency. Our
graduates need to have these competences in order to be competitive in the
future. Hence, capacity development using the pedagogical framework for these
competences to be cultivated is needed at all levels: in the primary and secondary
schools, as well as in higher education.
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Introduction

The boom and rapid expansion of information and communication technology
(ICT) since the beginning of the 21st century has made the utilization of the
internet and digital tools ubiquitous in all aspects of our lives. Many day-to-day
services and processes have shifted online and there is an ever-increasing demand
for employees with digital literacy. This has translated into various new social
challenges including, not only the lack of a formalized education in developing
and enhancing digital literacies in education, but also social divides, new security
issues, and even infrastructure requirements. The COVID-19 pandemic has also
changed the way we work and learn, forcing an even bigger urgency in transi-
tioning towards a population with high digital literacy. The education sector is
one of the sectors that have been fundamentally impacted by the pandemic. The
pandemic and the subsequent lockdowns have highlighted Malaysia’s unreadi-
ness and inadequacy in meeting the shift to online teaching and learning.

There is still a lack of understanding of what needs to be done within the
education sector especially when it comes to improving digital literacy, bridging
the digital divide, as well as implementing online teaching and learning. This
chapter presents an overview of the challenges that the education sector in gen-
eral, and in Malaysia in particular, faces due to the sudden need to transition
to online teaching and learning arising from the pandemic. Although further
research will be necessary in order to obtain concrete data and documentation of
the experience of students and teachers on the ground, this chapter is an initial
exploration of Malaysia’s experience with online education. The research for this
chapter was conducted via content analysis of academic literature such as jour-
nals and book chapters, working papers and reports produced by think tanks,
research institutes and government agencies. It is also supplemented with news
and reports from the media.

This chapter will first explore the concept of digital literacy, as well as various
motivating factors in making the migration from traditional to online teaching
and learning. This is followed by an assessment of the challenges faced in the
move to online teaching and learning in Malaysia especially in the COVID-19
era. These challenges include the lack of coherent policymaking both at national

DOI: 10.4324,/9781003367093-8


https://doi.org/10.4324/9781003367093-8

134  Nurliana Kamaruddin et al.

and institute levels, the digital divide that exists, the readiness of teachers and
students in making the transition, the concern for special needs education and,
finally, security concerns involved. It concludes with an assessment of the pros-
pects for digital literacy and online teaching and learning in Malaysia.

Digitalizing Literacy: Expanding on an Understanding.

Literacy is arguably the bedrock to modern day learning and the education level
in any society is closely tied to the level of literacy. Universal primary education
where children are provided with the training to read and write is considered a
basic right and has become a part of the standard when it comes to measuring
the development of any individual, community and even country. As the econ-
omy of a country develops and mature, the expected level of literacy needed from
the workforce also increases. More often than not, the higher the literacy level of
a population, the better developed a country is.

Additionally, in a world that is becoming increasingly information oriented, lit-
eracy is also directly connected to social well-being as engaging in daily social life
requires a varying degree of literacy such as dealing with essential daily services
and its bureaucracy like banks and healthcare providers. All of these are taken into
account when trying to understand what literacy means and the expected levels of
literacy a country’s population has. The UNESCO’s definition of literacy is:

The ability to identify, understand, interpret, create, communicate, com-
pute and use printed and written materials associated with varying contexts.
Literacy involves a continuum of learning in enabling individuals to achieve
their goals, to develop their knowledge and potential, and to participate
fully in their community and wider society.

Similarly, for the Organisation for Economic Co-operation and Development
(OECD), this means more than the simple ability to read and write, and the
definition of literacy encompasses “the ability to understand and employ printed
information in daily activities, at home, at work and in the community — to
achieve one’s goals, and to develop one’s knowledge and potential” (OECD
2000: x). This broader approach to literacy by the OECD covers three “domains”
which are prose literacy, document literacy and quantitative literacy which allows
them to measure the varying degrees of a country’s literacy. The measurement
of a country’s literacy rate is also important to many international organizations
such as the UN, the World Bank and the OECD. This is, because it not only
provides a gauge of the overall education level of a country but also reflects the
country’s ability to upskill its population through educational and employment
opportunities UNESCO (2021b).

As we progress into the digital age, literacy has evolved and needs to do so
even further. The advent of the internet, followed by the ubiquity of smart
devices since the introduction of the first iPhone in 2007, meant that much of
our daily services have also shifted online. This has also normalized text-based
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communication and daily interaction via devices and online platforms. Navigating
these new means of information provision requires a whole new set of skills on
top of traditional literacy commonly gained in primary schooling. Basic literary
and numeracy skills now need to be complemented with digital skills in order to
truly improve on a population’s literacy level.

Although the concept of acquiring and processing information digitally essen-
tially began with the introduction of the first computer, it was Paul Gilster in
1997 that introduced the term “digital literacy” and he defined digital literacy as
“the ability to understand and use information in multiple formats from a wide
range of sources when it is presented via computers.” This definition introduced
before the ubiquitous use of the internet as we understand it today captures the
initial understanding of how the world was evolving in its expectation of literacy.
A definition of digital literacy by UNESCO (2018: 6) explains it as:

The ability to access, manage, understand, integrate, communicate, evaluate
and create information safely and appropriately through digital technologies
for employment, decent jobs and entreprencurship. It includes competences
that are variously referred to as computer literacy, ICT literacy, information
literacy and media literacy.

There remains a large section of the population that lacks access to the inter-
net altogether and therefore, unsurprisingly, the first skill needed to cultivate
a digitally literate population is knowing how to use devices such as computers
and smartphones. That said, the ability to access information is merely the tip
of the iceberg when it comes to cultivating digital literacy. Perhaps, even Gilster
(1997: 2) himself did not imagine the extent of internet penetration in the 21st
century when he wrote the book in 1997, but his statement concerning one of
the most important competencies when discussing digital literacy being “the
ability to make informed judgements about what you find online” was, and is,
an accurate assessment concerning the skill needed to navigate the digital realm.
Gilster (1997: 3) also identifies a few more core competencies which include the
ability to carry out targeted reading using hypertext and hypermedia, learn how
to “assemble knowledge” from the vast information available online, learn how
to work within the internet (and using the available Internet tools) as well as
developing search skill for online information.

Of course, when discussing digital literacy in today’s context, these competen-
cies identified by Gilster (1997) are not quite enough. In an age where everyone
is expected to use a device one way or another, there are various other aspects
that needs to be considered. For some, these include, not only focusing on the
cognitive aspect of digital skills but also the social, emotional, and psychological
tools which are necessary to better prepare an individual to navigate, obtain and
apply information accessed digitally in a positive manner. Digital literacy now
needs to consider not only optimizing a learner or user in their skill sets to access
and use digital tool but also to ensure the safety and security of users as well.
Consider the fact that the approach to learning within a digital space allows for
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a multitude of platforms and interactivity. The ability to understand symbols —
which we consider reading — is not complemented with various interactive media
format which provides information in various new forms and is no longer limited
merely to written text.

These contents are also inherently reproducible instantly, can be obtained in a
non-sequential and non-linear manner due to hyperlinking and for all thought
and purposes, and are limited to the entirety of human knowledge. This presents
learners with the challenge of navigating an almost bewildering repository of
information that no other generation has ever had access to. Additionally, users
are not only content consumers but content creator as well. More importantly,
the interactivity of the digital realm means that the interactivity, participation
and communication between users globally shape the way information is pro-
duced and consumed — meaning any learner or user also needs to develop skills
of engagement and communication in the digital realm.

Yoram Eshet-Alkalai (2004) categorizes five different types of literacy necessary
within the digital literacy framework. These are “photo-visual literacy; reproduc-
tion literacy; branching literacy; information literacy; and socio-emotional liter-
acy” (2004: 94). Each of these types consider not only how a learner engages
with the various digital mediums but also the skills necessary to navigate, ana-
lyse, and reproduce information. The author also considers the skills of inter-
acting with other users within the digital realm as core skills. This is because
the unmoderated, unfiltered and instantaneous nature of interaction online is
something that did not need to be taken into consideration in previous modes
of literacy.

UNESCO (2018: 87) prepared a “proposed digital literacy competence areas”
as part of its Digital Literacy Global Framework (DLGF) project. The compe-
tence areas directly related to education includes information and data literacy,
communication and collaboration, digital content creation, safety and problem
solving. Overall, the migration to online teaching can only be done effectively
with a good understanding and enhancement of digital literacy competency.
These need to be considered in line with what are the motivating factors to
embrace the migration to digital education as well as the status-quo of online
teaching and learning in Malaysia.

Motivations for Migration to Digital Education

Digital transformation has a great role to play in the education sector, especially
in the era of the Fourth Industrial Revolution (IR4.0) with the rapid growth of
online education in recent years. In order to be relevant to the current digital
transformation, it is thus necessary for educational institutions to evolve along
this technological route. From the educational perspective, digital transformation
can be seen in teaching, learning, and organizational or management practices
(Fleaca, 2017; Thoring, Rudolph, & Vogl, 2018). Educational institutions ought
to explore the opportunities that this digital transformation in education can offer
and the significant challenges and difficulties that accompany them too.
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Government policies in terms of modernization and bringing local educations
institutions to compete with the world need to embrace digital initiatives in edu-
cation, especially in today’s economy and in meeting future demands. Ministries
of education around the world have incorporated digitalization plans into the
national educational agenda and institutional curriculum. The growing com-
petitive environment in higher education and the need to provide quality online
instruction is a matter of long-term survival (Hiltz & Turoft, 2005).

Thus, it is crucial that digital transformation in education is sustainable.
Through digital transformation in education, the government can slowly bridge
the digital divide between geographical regions, especially those in remote
places, provided the digital infrastructure is there. Accessibility and equity to
education will give the student population a global experience. However, one
needs to address the equity and social justice concerns in learning with technol-
ogy (Chiu & Lim, 2020). The majority of educational studies related to the pan-
demic are conducted in mainstream schools or city areas. Furthermore, Chiu,
Lin and Lonka (2021) noted that more studies are needed to investigate how to
use technology to support minority groups such as students with special educa-
tion need (inclusive education) and students living in rural areas (digital divide).

Other motivating factor to migrate to digital transformation in education is
related to university management and streamlining the administrative and oper-
ational processes. For example, data security, data protection and data usage,
human resource management, infrastructure, students’ registration and admis-
sion or enrolment technology, tests and assessments, research governance, aca-
demic performances, video conferencing for overseas students and online classes,
all these data can be used for informed decision making, to assess and further
improve the university performances and for strategic planning.

Natural disaster or other catastrophes such as the current COVID-19 pandemic
has resulted in school closures and affecting the education system throughout
the world, thus immediately transforming the traditional face-to-face teaching
to online teaching and learning (Dhawan 2020). UNESCO (2020a, 2020b)
has declared that online learning can help stop the spread of the COVID-19 by
avoiding direct interactions between people. UNESCO (2020c¢) has also pro-
vided a list of free educational platforms and resources that can be used for
online learning according to the needs of each educational institution, providing
social care and interaction during school closures. The COVID-19 pandemic
has accelerated the pace at which the world is migrating towards a digital educa-
tion, and this will be discussed further in the following sections.

The pandemic reveals the urgent need to augment the educational system’s
technological infrastructure, expand the teachers’ pedagogical expertise and
the students’ learning repertoire (Chiu, Lin & Lonka, 2021). Under the cir-
cumstances, researchers and practitioners should carefully reconsider the role of
teachers, students, as well as the technological environment for online learning
and put ongoing efforts to adequately address the underlying epistemological
basis of education (Tsai et al., 2013). During such crises or emergencies, online
teaching and learning is no longer an option, but a necessity (Dhawan, 2020).
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Online learning is a new social process that is beginning to act as a complete
substitute for both distance learning and the traditional face-to-face class (Hiltz &
Turoft, 2005).

In the era of the IR4.0, and with the digital technology utilizing augmented
and virtual reality, mixed reality, cloud computing, big data, AI, platform tech-
nologies, chatbots, gamification, etc. in teaching and learning methodologies, it
is apparent that sufficient digital skills are part of a core skillset for the educators
and therefore need to be an integral part of curricula and learning environ-
ment in universities. There is certainly a paradigm shift in education where this
new normal provides the impetus to transform its existing paradigm through
technology to better meet student needs. This shift in the entire pedagogical
approach is to tackle the new market conditions and adapt to the changing
situations (Dhawan, 2020). Tull et al. (2017) noted that natural disasters can
stimulate our motivation for the adoption of highly innovative communication
technology and e-learning tools.

Different levels of education may also be affected or motivated differently in
transitioning to a digital model. For example, digital transformation in higher
learning institutions can be viewed from a renewed business model perspec-
tive (Betchoo, 2016; Rodrigues, 2017; Gama, 2018) and a marketing aspect
incorporated into the system. This migration from traditional to online settings
has important implications for the finances of the institution. This is especially
true given the substantially lower limits on class sizes that have been widely
recommended as being optimal for online courses (Eisenhauer, 2013). Some
higher learning institutions may have problems with student enrolment, rising
costs, lack of traditional sources of funding, university competitiveness, and per-
haps due to disaster or catastrophes, all these may consider migrating to online
learning.

Universities are increasingly looking to have additional courses and academic
programs online as a means of raising students’ enrolment and generating higher
tuition revenue, although a large investment is required to adopt these new tech-
nologies and educational software. Universities that are not equipping themselves
to adapt to this new digital era will be left behind. (PricewaterhouseCoopers,
2018). For educators, they must keep abreast the latest change in technology in
teaching and how these can affect students’ learning outcomes. Teaching tools
based on digital technology can further be more student-centred, creative, flexi-
ble, engaging and interactive for students (Henriette, Feki, & Boughzala, 2015),
and more innovations in digital teaching and platforms, not just technical inno-
vations, but also academic, curricular, organization and structural innovations
(Bond et al., 2018).

One of the advantages of online education is its flexibility for those whose
distance from campus, schedules, or other limitations restrict their ability to
attend traditional face-to-face classes. The value to the student is the flexibility of
being able to integrate education with the demands of work and family (Hiltz &
Turoff, 2005). Examples are graduate students who have other family commit-
ments and working professionals with job responsibilities which prevent them
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from attending face-to-face classes, as well as matured and older populations
who may have problems with physical mobility, those staying a distance from the
universities, or due to limitations of hostel or expensive rentals.

Easy accessibility to such academic programs is also relevant for such students,
as compared to not having a degree at all. Such students may then opt for online
classes, either in asynchronous or asynchronous formats. Online or e-learning
can play a key role in enabling continuous learning for adult matured students,
supporting career paths and employability. Distance learning solutions can
provide cost effective and ecological means for ensuring that a growing num-
ber of people are not excluded from the workforce due to lack of digital skills
(UNESCO (2021a). One can access online learning or e-learning anytime and
anywhere (Cojocariu ct al., 2014). The demands and expectation of students is
something that institutions of higher learning will need to cater to.

Graduates of higher learning institutions would certainly benefit from digital
transformation in education. An experience in the digital environment is excit-
ing, enriching and an increase in digital literacy and competencies are in demand
in the job market. Today’s generation of students grow up with technology,
are familiar with digital gadgets and thus are expecting such digital knowledge
and digital experiences. Almost every student has a smartphone, iPad, laptops
or computers and thus these can be used for innovative teaching and learning,
although too much of screen time can be harmful to them. With such digital
knowledge and skills, they can be a global digital citizen.

Itis, therefore, inevitable that the Malaysian education sector sees similar adop-
tion of digital technologies. For example, in 2011, the Malaysian government
made the move to equip primary and secondary schools throughout the country
with 4G internet connectivity under the 1BestariNet campaign (Shanmugam,
Nur Khairunnisha & Gnanasekaren, 2019). There has also been increased effort
to incorporate and promote Massive Open Online Courses (MOOC) by Malay-
sian universities. Although the effort remains limited, it has been seen as a means
to allow wider access to university education. Research by Norliza and Mohamad
Sahari points out that Malaysian universities need better support and standards
to produce quality MOOC resources (2016).

Challenges Posed by the COVID-19 Pandemic

Although the previous section explores the general motivation and benefit for
the digitization of education, the sudden emergence of the COVID-19 pandemic
has been the main contributor to the immense changes in teaching and learning
globally. UNICEF (2021) reported that about one in seven students have missed
more than three-quarters of their in-person learning. This unexpected situation,
however, witnessed the importance of digital literacy for one’s successful contin-
uance of education and career (Vrana, 2016; Sunarjo, 2021). After the onset of
the pandemic traditional face-to-face learning and teaching had been replaced by
online modes revealing the extent of preparedness of education providers (Mul-
roony & Kelly, 2020; Toquero, 2020). It was reported that as of 8 April 2020,
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about 220 million post-secondary students across 175 countries experienced
severe disruptions to their education and this constituted 13 percent of the total
number of students affected globally (Norzaini & Doria, 2021).

Malaysia was not spared this abrupt transition. In March 2020, education
institutions suspended all face-to-face teaching and learning as well as all meet-
ings and other events. The Malaysian Ministry of Education (MOE) and Min-
istry of Higher Education (MOHE) had announced that all public and private
schools and universities would be conducting teaching and learning online until
the end of 2020 and this was further lengthened well into 2021 due to the
severity of cases. The Movement Control Order (MCO) in Malaysia severely
restricted mobility and this necessitated the change to full-time online education
in all education levels from pre-school to higher education and challenges faced
by the education institutions were manifold. Campuses were closed to all and
international students were forced to remain in their host countries or were sent
back as borders were closed for international travel.

Administrators and policy makers had to decide how to ensure that studies
would still continue, and the well-being of students ensured given the short
and long-term challenges affecting all parties in higher education institutions.
For example, revenue for the higher education sector were drastically affected as
many international students decided not to continue with their studies. Students
who were due to graduate faced difficulties in getting interviews and jobs. While
some universities were more equipped to deal with the sudden transition, others
struggled with many setbacks faced among lecturers and students.

The prolonged lockdown due to the pandemic has also brought student wel-
fare issues such as mental and financial to the fore, but the challenges focused on
here are challenges related to online teaching and learning. Although technol-
ogy had long been used in varying levels throughout all education institutions in
Malaysia, the sudden change to full-time remote learning and use of the learning
management systems has been a huge challenge for many. This following section
covers several of the major challenges that has affected the education sector in
Malaysia when it comes to online teaching and learning. This section looks at
several specific challenges that Malaysia (and other countries) have faced in wake
of the transition to online teaching and learning.

Policy Implications

As Malaysia has never experienced any kind of disaster or pandemic of this scale
in the past, it was not surprising that there were no mitigation plans in place.
However, after the initial chaotic phase, a number of policies and guidelines
were put into place especially to ensure a smoother progression of all activities
during lockdown. Most urgently was how teaching and learning could carry on
with minimal disruption if possible. Training sessions also need to be held for
academic staff to upskill themselves on online and blended teaching.

In Malaysia, the move to Pengajaran dan Pembelajaran di Rumah [PAPR]
(Teaching and Learning at Home) began in March 2020 alongside the
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implementation of the MCO. MOE and MOHE were short pressed to provide a
comprehensive approach to online teaching and learning at home, scrambling to
balance between providing a teaching and learning manual as well as addressing
the various shortcomings in Malaysia’s infrastructure. The latter in particular is
seen as the utmost urgency as any effort to seamlessly transition to online teach-
ing and learning is likely to fail when students do not have access to electronic
devices and reliable internet connection. This issue will be discussed further in
the following section. Additionally, the government needed to take into consid-
eration alternative means of providing at-home lessons such as via television and
radio (Hawati & Jarud, 2020).

When it comes to higher learning institutes and universities, the change to
online also needed to take into account not only teaching and learning for local
students but research work as well as internationalization activities. Student
mobility came to a halt and had to be replaced with virtual mobility wherever pos-
sible. Guidelines and procedures had to be implemented for online assessments
and examinations. Concerns of students’ accessibility to electronic device and
connectivity remains the same at the level of higher education but the independ-
ence and flexibility of adult learners did broaden the issues that MOHE needed
to look into. These include the encouragement of universities to increase remote
learning programmes, open and distance learning (ODL) programmes, inter-
national mobility programmes and other types of non-traditional, non-linear
approaches such as MOOCs and collaborative online international learning
(COIL) courses (Bernama, 2021a).

All of this, coupled with the uncertainty of the COVID-19 pandemic, have, in
many cases, created confusion amongst education providers, students and soci-
ety in general. Throughout 2020 and 2021, the schooling schedule has been
adjusted several times to accommodate PdPR (Hana Naz, 2021). There is con-
cern about returning to conventional face-to-face learning and the bigger long-
term impact on Malaysia’s education sector such as the number of students left
behind in the transition process as well as the burnout that students face from
an increasing workload and added stress from online classes (Bernama, 2021b;
Ramachandran, 2021).

Infrastructure Adequacy and the Digital Divide

Policies and guidelines aside, the major concern in Malaysia during the transi-
tion to PdPR and online learning is the inadequate infrastructure for connectiv-
ity in Malaysia. This is compounded by the gap between resources in the urban
and rural areas. These gaps are also a main concern when it comes to the online
teaching and learning capacity in Malaysia where the divide is especially felt
between schools and institutes of higher education in the rural and urban parts
of the country. Students in the rural areas were not prepared with appropriate
and adequate equipment or devices to follow lessons online. In addition, there
was a shortage of computers for these students and those from the lower income
group (collectively known as B40 group) as it is not cheap to own a computer, let
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alone to enable the ideal situation of having a computer to a child in every home
to attend their classes remotely from home. This situation is further increased
in areas where Internet access and electricity connectivity are unavailable. In
Malaysia, research by the Ministry of Education reports that about 1.85 million
students have no internet access while 90 percent have no personal devices to
conduct their online learning (Anuar, 2021).

Unreliable technology has also proven to be a challenge as many learners
encountered technical difficulties such as slow internet or no internet coverage,
and malfunction of mobile devices or computers, which make online learning
challenging. Bandwidth issues would affect the quality of the delivery of knowl-
edge by instructors to students. The delivery is also very much affected by low
internet speed and the system’s function efficiency. Hence, it is important to
ensure that technology fundamentals are in place before instituting e-learning.
In addition, dependable technology is necessary for the attainment of ease of
navigation and online user-friendliness. Dependable technology must be stressed
because learning institutions need to implement a robust and dependable tech-
nology to proceed on an education’s e-learning journey (Smidt et al., 2020).

Academic and administrative staff have also been badly affected by the digital
divide (NurHaiza & NurNadia, 2020). For lecturers, optimal broadband con-
nection is crucial and digital devices for recording lecturers, good lighting, a
webcam and microphone are also needed. It is also necessary to have technical
support that is usually available at the office for managing technical problems
that may arise. The ministries, schools and educational institutes have all real-
ized that investment in infrastructure to support remote and blended learning as
well as digital literacy among staft and students is urgently needed in the higher
education landscape of today.

In order for e-learning to be executed smoothly and successfully at larger insti-
tutions, it is necessary that adequate bandwidth is available. Smidt et al. (2020)
who conducted a study on the quality of online and blended learning at a Malay-
sian University reported that 8 Gbps of broadband entering a large institution
may not be sufficient for a smooth and undisrupted access to the online e-learn-
ing materials and online classes especially during peak hours of internet usage.
A larger bandwidth is needed to form a strong base for internet-enabled learning
such as virtual meetings, webcasts, live streaming and online videos viewing. In
addition, more wireless access points (WAPs), and high-speed network switches
need to be installed campus-wide for both WiFi internet connectivity and wired
network access, besides the provision of more WiFi hotspots.

On the other hand, internet downtime may also occur for various other rea-
sons. This is further aggravated by the inability in differentiating between what
is essentially a network problem and those which are device related. WiFi cov-
erage may suffer from blind spots and penetration range. Some older laptops
and certain mobile devices simply cannot connect to WiFi due to the device
or configuration problem. Congestion issues are also contributed by the huge
downloads of about 200 Terabyte of data per month and most of these data
are from Google, YouTube, Facebook, and Instagram websites. Hence, more
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speed tests need to be carried out to determine blind spots or low internet speed
arcas so that the institutions can make full use of the available bandwidth. Even
within the more urban areas, there is slow migration from the traditional mode
of instructional delivery via chalk and talk to online teaching and learning.

Teachers and Students’ Readiness

In terms of student readiness for online learning, Chung et al. (2020) inves-
tigated if demographic factors made any difference in their readiness to learn,
their online learning experiences and intention to continue using online learn-
ing. They found that respondents were generally ready for online learning and
that females were found to be more ready than male, degree students were more
ready than diploma students while female students and degree students were
more satisfied with online learning and have better learning experiences com-
pared to male and diploma students. More than half of the respondents indicated
that if given a choice, they would not want to continue with online learning in
the future.

As online teaching has become the norm, much work has been necessitated
for class preparation, transferring content onto the online platform, rewriting
materials and assessments and managing online submission of assignments and
exams. As lecturers vary in terms of technical expertise, it is not possible to have
everyone move smoothly from face-to-face teaching to online teaching. It can
therefore be assumed that some of the delivery of online lessons would have
been unsatisfactory. More training sessions need to be organized to enable lec-
turers to be more effective in delivering online classes. There is also a need to
synchronize the online platforms that are used by lecturers to avoid problems for
students having to deal with different platforms.

There also seems to be a mismatch in the style of teaching between older
generation education providers and the learning styles of younger generation
learners who are savvier digitally. In relation to this, there seemed to be a lack of
emphasis for lecturers to teach innovatively with the use of new digital technolo-
gies. Some teachers and lecturers may lack the pedagogical content knowledge to
integrate digital technologies in teaching their respective subject areas. Hence,
there is an urgent need to empower educators as well as learners with appropriate
digital skills to acquire knowledge and to function well in their professions and
future careers. Likewise, the lack of digital and technological skills among stu-
dents would impact their learning process at the primary right up to the tertiary
levels, as well as the students’ future job marketability (Santos & Serpa, 2017).

Adjustment for Special Needs Students

Moving to online teaching and learning also presents a whole new set of
challenges when it comes to special needs education. At the last 2017 cen-
sus, Malaysia has about 453,258 persons with disabilities (PWD) who are
registered with the Department of Social Welfare (DOSM, 2018). Provision



144  Nurliana Kamaruddin et al.

of conventional special needs education already faces its own daunting sets
of challenges. The challenges of online teaching and learning are even more
augmented for special needs students. What works for students in general
education may not work for special education students. New concepts must
be broken down into manageable parts, taught in isolation and practised fre-
quently, which will be hard to do in digital learning. Moreover, students with
special needs requires an individualized educational plan which is a detailed
outline for the special education instruction and services for the special needs
student to thrive in school. Each programme is designed to meet the individ-
ual student’s unique needs.

Most special needs students are not able to use computers for long hours at a
time and if the student does not know how to use a computer, getting instruc-
tion will be even more difficult (Foster, 2020). Using technology to teach and
support students with disabilities will be challenging to special education teach-
ers as they have to first learn how to use the online software in their teaching.
Students will also need to be taught how to access and learn from those online
materials. As teaching needs to be beneficial to the special needs students, addi-
tional gadgets will also be necessary.

Creating lessons that can be disseminated online via computer or smart devices
may require technical and software knowledge which the special needs teachers
may not possess. Although using technology to teach and support students with
disabilities is not entirely new to special education teachers, Dr Jenny Root,
associate professor of special education, says that distance and remote learning is
outside the typical use of technology, because teachers are not physically present
to support and engage students with the technology. Hence, most times teachers
resort to “use the same software and routines that their students are familiar
with” (Duke, 2021).

Special education teachers will also find student engagement to be a challenge.
While in the classroom, teachers can adjust instruction and the lessons based on
students’ feedback. However, in online and distance learning, it becomes more
difficult for teachers to know how and when to adjust learning as both parties are
remotely apart (Duke, 2021). It is difficult to replicate the visual supports and
provide choices for responding in an online format with extensive support needs
for the special needs students. Online teaching and learning hence also becomes
more difficult for teachers to pick up these students’ cues of understanding, or
lack of it, through the computer screen.

Many students usually have a teacher aide with them in the physical class-
room to help them navigate through the day. This will not be possible while
the student is at home in an online teaching and learning situation. Reports has
shown that no amount of alternative learning will replace the amount of quality
education like when going to school physically (Abdul-Malik, 2020). As such,
both teachers and students with special needs will require assistance from the
pedagogical perspectives in terms of human resources, hardware equipment and
software materials to ensure some success of a digital and distant education for
special needs students.
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Another major challenge which also has not received as much attention when
it comes to online teaching and learning is the issue of security. As discussed
carlier, one of the facets of digital literacy isn’t only about optimizing usage of
digital devices for learning but also ensuring the learner is equipped with the
capacity to use the devices and navigate the online environment in safe and secure
manner. Research has also shown that there are security issues which should
concern educators including, but not limited to, vulnerability to viruses, phish-
ing and malware attacks, as well as privacy and data leak issues (Joshi, Vinay &
Bhaskar, 2020). This issue of concern presented itself in several aspects since the
transition to online teaching and learning.

As children as young as preschool are now engaging in online teaching and
learning, educators and parents need to be aware of the safety of their stu-
dents and children when utilizing the various platforms. It’s been found that
children can (and should) also be made aware of basic security matters such
as password privacy and personal data but younger children between the age
of 5 and 11 will need direct intervention and instruction by adults to enhance
this understanding (Kumar et al., 2017). Of course, this does not preclude
the need for parents to be more vigilant in supervising their children’s online
learning experience.

The extended usage of digital tools and online presence have also made stu-
dents vulnerable to human predatory behaviour such as harassment, grooming
and cyber bullying. Even before the pandemic began, authorities in Malaysia
such as the Royal Malaysian Police and the Malaysian Communications and
Multimedia Commission (MCMC) are aware of the danger when it comes to
children online and initiatives such as “K/zk Dengan Bijak” (be smart when
you click) and the introduction of online safety in textbooks have already been
launched (UNICEF, 2019; Vijaindren, 2019). However, it is clear that such ini-
tiatives need to be ramped up and this education extended not only to students
but education providers and parents. The safety of communication platforms
used for online teaching and learning have also been widely debated with cases
of outsiders “crashing” class sessions being reported (Aliza, 2021).

The Way Forward

Malaysia has certainly been facing an unprecedented turn of events in dealing
with the COVID-19 pandemic. In the education sector, the COVID-19 pan-
demic has highlighted the country’s shortcomings when it comes to migrating
to online teaching and learning. However, it has also hastened the transition and
brought about better awareness at all levels on what are the issues that policy-
makers, educators, parents, and students need to be aware of. Although Malay-
sian schools have slowly been reopening since October 2021, there is no doubt
that the education landscape in Malaysia has been altered. Improving the infra-
structure and connectivity nationwide must be continued and access to devices



146 Nurliana Kamaruddin et al.

needs to be considered a need rather than a luxury. More than that, it is also a
changing point for the entire education sector.

Online education in not simply a change in the teaching and learning methods
but requires a paradigm shift in the whole teaching and learning experience. This
means re-evaluating what we mean by literacy and the tools and skills needed to
produce a digitally literate society that we need to maximize our human talent.
Considering the understanding of digital literacy as well as the motivating fac-
tors of the shift to online teaching and learning, it is clear that Malaysia is still
mired with various challenges in moving forward with online education. What is
feared is that the current generation of students experiencing a period of unprec-
edented change could become a “lost generation” due to the ineffectiveness of
online teaching and learning despite the ministry’s claim of “moderate effective-
ness” of PAPR (Bernama, 2021c; NSTP, 2021; UNICEF, 2020).

Going forward, it would be necessary for policy makers and education pro-
viders to take a deep dive into ensuring that online teaching and learning is
improved. It also means setting in place the needed infrastructure and transi-
tionary preparation to continue enhancing the digital literacy and online teach-
ing and learning experience of students and learners nationwide even if, and
when, the COVID-19 pandemic subsides. Malaysia needs to embrace the migra-
tion to online teaching and learning. In order to do so, there are several key
considerations that the government and education providers should take into
consideration.

Without a doubt, the priority is the improvement of infrastructure and access.
The internet and digital devices should be seen as a necessity rather than a luxury
as almost all form of education will be utilizing online teaching and learning
sooner or later. There is increased likelihood that all jobs will soon require some
form of digital literacy and Malaysia needs to make the investment into support-
ing its education sector through improving initiatives such as providing laptops
for students in the B40 group.

There needs to be increased emphasis on the training and upskilling for teach-
ers and lecturers. Many teachers and lecturers are still confined by traditional
teaching methods and struggle with the transition during the pandemic. It is
necessary to ensure that our educators are prepared to handle online teaching
and learning. Although many are still hopeful that sooner or later students will
be able to return to school, it is naive to assume that conventional classroom
learning will be adequate.

Additionally, the effort to revise and evolve the national education curriculum
to include online and hybrid learning have to be given priority. New education
syllabus and materials need to be produced in a manner that incorporate the
means of digital learning. The government’s approach needs to be holistic, and
this also means taking into consideration those most likely to be left behind in
the transition to digital based education. Poorer students with lack of access and
devices as well as special needs education needs to be given renewed attention.

The new normal should not be considered the new normal “for now” but to
accept that this change need to be long-term and permanent. The understanding
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of literacy has to shift in order for the Malaysian education sector to meet the
challenges ahead. This also means that better research concerning the experience
of students and practitioners should be conducted in order to get a clearer pic-
ture of what improvements need to be made. As a country that is trying to reach
high income status, Malaysia needs an education sector that is able to support
the necessary human resource development. In the long run, investing in the
education sector is inevitable should the nation wish to secure its capacity to
develop for the foreseeable future.
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9 E-commerce Expansion
in Malaysia
Tham Siew Yean and Andrew Kam Jin Vi

Introduction?!

The globalisation of internet and the increasing use of digital technologies have
transformed the domestic economy, as well as the nature of trade. A digital econ-
omy has emerged in Malaysia, while the scope, scale and speed of cross-border
trade have also changed with digitalisation. With the internet, cross-border trade
can now be conducted with a mere click of the mouse, thereby reducing trans-
action costs and some entry barriers, such as the fixed costs of having to set
up stores in foreign lands. In particular, with the internet, small and medium
enterprises (SMEs) now have opportunities to participate in cross-border trade,
without having to incur the cost of establishing a physical presence, as well as
opportunities to increase the scalability of their operations. Digital technologies
can also be used to enhance productivity and the capacity to compete regionally
and globally.

Consequently, all countries are rushing to introduce digital technologies,
including on trade to improve their respective economic growth prospects. In
particular, the emergence of the coronavirus (COVID-19) pandemic in 2020
hastened the rush to embrace digital technologies and digital trade (DT) to
overcome the restrictions from prolonged lock-downs in many of these coun-
tries. Likewise, in Malaysia, there is also a race to embrace digital technolo-
gies as a new driver of growth. The roots of Malaysia’s interest in e-commerce
can be traced back to the information, communication and technology (ICT)
plans in the country. The Seventh Malaysia Plan (Malaysia, 1996) prioritised
the development of ICT infrastructure as a means for shifting the Malaysian
economy from a production-based (P-based) to a knowledge-based economy
(K-based). E-commerce has later been taken into account in all subsequent five-
year Malaysia Plans.

In 2016, Malaysia launched the National E-commerce Strategic Roadmap
(NESR 1.0) in a bid to embrace e-commerce as a driver of growth. It has six
focus areas, namely, accelerating seller adoption of e-commerce, increasing the
adoption of e-procurement by businesses, lifting non-tariff barriers, realigning
existing economic incentives, making strategic investments in select e-commerce
players and promoting national brand to boost cross-border e-commerce. The
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government subsequently launched the NESR 2.0 in 2021 to further intensify
e-commerce adoption and growth; enhance ecosystem development; and
strengthen policy and regulatory environment (Digital News Asia, 2021). NESR
2.0 is to be operationalised from 2021 to 2025.

The government seeks to increase the contribution of e-commerce to gross
domestic product (GDP) and to assist SMEs’ participation in leading international
market places for exports. Incentives, such as the e-trade incentives, are offered
by Malaysia External Trade Development Corporation (MATRADE) to facili-
tate SMEs on-boarding e-commerce. The NESR 2.0 aims to onboard 875,000
MSMEs, boost 84,000 of them to adopt e-commerce export and increase the
average revenue per user (ARPU) to RM9,500 monthly (Hew, 2021).

The Digital Free Trade Zone (DFTZ) launched in 2017 in partnership with
Alibaba also aims to connect Malaysia’s SMEs with other players along China’s
Belt and Road Initiative that will eventually form a Digital Silk Road (Tham,
2020). The logistics arm of Alibaba, Cainiao Network, in an equity partnership
with Malaysia Airport Holdings Bhd, has established an ASEAN e-commerce
hub at the DFTZ that has stared just operations in 2020 (Gomez et al., 2020).

In view of these developments, this chapter aims to examine the nature of
e-commerce in Malaysia, including cross border e-commerce and its drivers as
well as to identify the main challenges in moving forward.

Digital Trade and E-commerce: Concepts
and Measurements

Despite the growing importance and interest in the digital economy, there is no
single recognised and accepted definition of DT. The Organisation for Economic
Co-operation and Development (OECD) defines it to be all “digitally-enabled
transactions of trade in goods and services, which can be either digitally or phys-
ically delivered and that involve consumers, firms and governments” (OECD
undated). E-commerce, on the other hand, is defined as the sale or purchase of
goods or services, conducted over computer networks by methods specifically
designed for the purpose of receiving or placing orders (OECD, 2011). Although
some organisations do use DT and e-commerce interchangeably, OECD (2011)
maintains a distinction between the two concepts: whether a commercial trans-
action qualifies as e-commerce is determined by the ordering method rather
than the characteristics of the product purchased, the parties involved, the mode
of payment or the delivery channel.

Others (e.g. Herbert Smith Frechills, 2018) also distinguish between the
two concepts as DT is deemed to encompass more than the buying and sell-
ing of goods and services online because it includes cross-border transmission
of information and data. For example, it also includes the use of digital tech-
nologies such as digitised customs for customs facilitation. Thus, DT does not
only include end-products like downloaded movies and video games. It can
also include digital services that enhance the productivity and overall compet-
itiveness of an economy, such as information streams needed by manufacturers
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to manage global operations; communication channels (email and voice over
Internet protocol [VoIP]); as well as financial data and transactions for online
purchases or electronic banking. E-commerce is viewed as a part of DT.

Unfortunately, even when the OECD definition/framework is adopted, the
measurement of DT is fraught with difficulties. For example in the United King-
dom, existing data on national statistics data-banks are based on surveys that
were not designed to capture DT, especially cross-border DT activities (Cam-
bridge Econometrics, 2020). Hence, some of digital transactions are not cap-
tured in existing data-banks, especially transactions that have cross-border data
flows. Additionally, the value of e-commerce transactions and the distinction
between domestic and cross-border dimensions are not covered in business
and houschold surveys. Only potentinlly digitally delivered or ICT-enabled ser-
vices are estimated from the existing Extended Balance of Payments Services
(EBOPS) statistics. Experimental statistics on the UK services by modes of sup-
ply have used services delivered by Mode 1 (remote delivery) to be equivalent to
digital delivery but trade by modes of delivery is not readily available for every
country, especially developing countries. There is no international data-bank
for DT and e-commerce data. The latter data are generally fragmented and esti-
mated by payment and platform providers, or postal orders which only capture
for parcel deliveries. Since there are no international databanks, this study will
use country-level data to explore the development of DT and/or e-commerce,
based on the availability of data.

Malaysia’s Digital Economy and Nature of E-commerce

As in most countries, Malaysia does not collect data on DT. Instead, it collects
data on the digital economy, based on the ICT Satellite Account. ICT is defined
to include manufacturing, ICT trade, ICT services and content and media.
E-commerce data follow the OECD 2015 definition,? and it is collected based
on Usage of ICT and E-Commerce by Establishment Survey (ICTEC) and the
ICT Use and Access by individuals and Household survey (ICTHS) (Hasnah
Mat and Mazreha Ya’akub, 2019). For this reason, the analysis of the develop-
ment of DT in Malaysia can only focus on the development of e-commerce.

Overall, the contribution of ICT to GDP has grown from 16.5 percent in
2010 to 19.1 percent in 2019 (Figure 9.1). The share of e-commerce in non-ICT
industries has grown steadily from 3.6 percent in 2010 to 6.2 percent unlike the
share of ICT which fluctuated over time. In 2019, its share is the same as in 2010
(12.9percent).

Malaysia’s e-commerce income grew from RM398.2 billion in 2015 to
RM675.4 billion in 2019. It is mostly domestic (87percent) in origin, with only
12.4 percent contributed by international sources in 2019, which does not dis-
tinguish between export and imports (Figure 9.2). It is also largest in manu-
facturing, followed by services. Although manufacturing dominates domestic
income, international income in services is larger than manufacturing for all the
years shown (Table 9.1).
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Figure 9.2 E-commerce Income, 2015-2019 (billion).

E-commerce is dominated mainly by B2B, followed by B2C and B2G
(Figure 9.3). Manufacturing is dominant in B2B while services are dominated by
B2C with a higher share of B2G compared to other sectors.

The imposition of movement control order (MCO) to control the COVID-19
pandemic in 2020 and work-from-home (WFH) restrictions increased the
demand for e-commerce activities. According to Mazreha and Norazlin (2021),
e-commerce income grew by 22.8 percent annually from RM675.4 billion in
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Table 9.1 E-commerce Income (Domestic and International), by sectors, 2015-2019

(RM billion)

(RM Billion) Year Total Domestic International

Total 2015 398.2 356.8 41.3
2017 4478 399.8 48.0
2019 675.3 591.8 83.5

Agriculture, mining & 2015 7.1 5.3 2.0

quarrying, construction

2017 7.8 5.7 2.0
2019 10.5 8.3 2.3

Manufacturing 2015 2759 255.7 20.2
2017 2875 266.1 21.4
2019 354.3 323.7 30.6

Services 2015 115.1 95.9 19.2
2017 152.6 128.0 24.6
2019 310.5 259.9 50.7

Source: DOSM.
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Figure 9.3 E-commerce Income by Types of Customers (RM Billion), 2015-2017.

2019 to RM896.4 billion in 2020. Thus, the share of e-commerce in Malaysia’s
ICT economy is expected to increase in 2020 and beyond, as Figure 9.4 shows
that quarterly increase in e-commerce revenue since 2020. This is due to digital
consumption habits that have increased and developed over the COVID-19 pan-
demic period, and which is expected to continue as a new way of life (Google,
Temasek, Bain&Co, 2021).

According to IPrice, Malaysia’s top ten e-commerce merchants are Shopee,
Lazada, PG Mall, Zalora, GoShop, eBay, Decathlon, Qool0, Applecrumby and
Sephora (Table 9.2). Social and online media like Twitter, Instagram and Face-
book are also popularly used for social-commerce, especially among the young.
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Figure 9.4 Quarterly E-commerce Income, 2020-2021.

Table 9.2 Malaysia’s Leading E-commerce Players, 2021

Merchant Monthly Web Visits Apyp Store Rank Play Store Rank
Shopee 57,566,700 1 1
Lazada 14,290,000 2 2
PG Mall 6,976,700 9 n.a.
Zalora 1,100,000 3 5
GoShop 425,600 6 3
eBay 287,900 7 7
Decathlon 262,100 n.a. n.a.
Qo010 259,100 17 9
Applecrumby 239,700 n.a. n.a.
Sephora 225,200 5 6

Source: IPrice (2021) <https://iprice.my/insights/mapofecommerce/en,/>

Reportedly, the top countries for online shopping are China, Singapore, Japan,
the USA and South Korea (Austrade, 2020). Shopee outstrips the others in the
market according to web visits. Data on alternative metrics such as the number of
merchants or revenue are unavailable although these can provide a more accurate
understanding of the market share of each of these players and the market struc-
ture of e-commerce. Shopee also benefitted over the COVID period because the
government gave RM150 & RM500 Shopping Vouchers at Shopee for youths
aged 18-20 years and students at private and public institutions of higher learn-
ing under the e-belia initiative.3
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Drivers of E-commerce Growth

The literature on the enablers or factors that foster e-commerce growth and/
or adoption focuses primarily at firm-level data, rather than the country-level
information. Firm-level analysis centre on SMEs using the Technology-
Organization-Environment (TOE) framework.* Country-level analysis,
including multiple-country studies, is less common. Ho et al. (2007) com-
bined endogenous and exogenous growth model to assess the key drivers of
e-commerce growth for 17 European countries over a five-year period from
2000 to 2004. The ten key variables used in their model are derived from a
literature review focussing mainly on empirical studies. These are GDP, geog-
raphy, demography, urbanisation, info infrastructure, cost of on-line shopping,
adequate resources, cosmopolitanism, education, and human capital. Their
panel regression analysis indicates B2C e-commerce growth within a country
is driven by internal drivers, with external factors indicating the possibility of
regional contagion effects.

Subsequent studies at the macro-level also used the literature to derive the key
e-commerce or digital growth enablers. Pasadilla et al. (2017) also summarised
from the empirical literature the three main enablers which is namely infrastruc-
ture, factors facilitating supply and demand. Each of these have sub-indicators.
Thus, infrastructure had ten sub-indicators representing access, speed, cost, and
architecture. Supply variables were labour, capital and economic and regulatory
environment, while demand variables were digital literacy, availability and use
of digital payments, as well as indicators that capture the network externality
benefits. These variables were then used to construct an index of digital enablers
for ranking APEC countries. In that index, Singapore was ranked 3rd, while
Malaysia was 13th_behind Singapore and ahead of the rest of ASEAN member
states (AMS) who are members of Asia-Pacific (APEC) as well.

Kinda (2019) highlights internet access, secure internet servers to safeguard
payments and personal information, availability of payment methods, reliable
delivery services for physical goods and legal and institutional infrastructure as
the key enabling factors for facilitating e-commerce growth. For Latvia, Gudele
and Jekabsone (2020) identified the key enablers to be economic, technological,
social, regulatory, psychological and political factors, although the sub-factors
inside each of these enablers are not discussed nor measured.

Apart from these studies, there are two indexes that pertain to the develop-
ment of e-commerce. They are UNCTAD’s B2C E-Commerce Index® which
provides a convenient (and partial) measure of factors that drive B2C e-com-
merce and the European Centre for International Political Economy (ECIPE)’s
Digital Trade Restrictiveness Index (DTRI). The former consists of three indi-
cators that are highly related to online shopping and for which there is wide
country coverage such as account ownership at a financial institution or with
a mobile-money-service provider (percent of population ages 15+); individuals
using the internet (percent of population); Postal Reliability Index; and secure
internet servers (per 1 million people). The latter incorporates four major classes
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of restrictions: (i) fiscal restrictions and market access, (ii) establishment restric-
tions, (iii) data restrictions, and (iv) trading restriction.’

Based on the literature review, we adapt Ho et al.’s model as it applied growth
models for analysing e-commerce growth. The suggested variables in Ho et al.’s
model are grouped into three main categories, that is economy, environment, and
technology for ascertaining the drivers to e-commerce growth (see Figure 9.5).
For the economy, we use variables that indicate the endowment of a country for
conducting e-commerce while the environment indicates the operating environ-
ment in the country for e-commerce. Technology shows the info infrastructure
available for conducting and facilitating e-commerce. There is, however, insuf-
ficient data for conducting a regression analysis on Malaysia alone. Neither is
there enough comparable data on e-commerce to run a panel analysis on selected
countries in ASEAN. The drivers of e-commerce-growth in Malaysia are there-
fore benchmarked against the best in the region.

Economy

The GDP per capita, geography, demography, urbanisation and digital talent for
supporting e-commerce growth in a country are examined in this section. In
Figure 9.6, the GDP per capita of Malaysia is second among the ASEAN-6 for
the period shown, indicating that Malaysia has a larger potential for e-commerce
growth since a larger market size will provide market opportunities and profit
potential for e-commerce. For example, the most on-line fast-moving consumer
goods (FMCG) sales are generated from nine of the world’s ten largest econo-
mies (The Nielson Company 2018).

Malaysia is the fourth smallest country in terms of land area, behind Singapore,
the Philippines and Vietnam. Geographically, archipelagic states” like the Philip-
pines and Indonesia pose severe logistic challenges for e-commerce, especially in
last-mile logistics. Malaysia’s geography is less challenging for logistics as it only
has two significant regions, namely Peninsular Malaysia and East Malaysia.

Economy

e GDP per capita, geography,
demography, urbanization,
and digital talent

Environment

e Cosmopolitanism, readines E-commerce
for e-commerce, barriers to e- Growth
commerce

Info Infrastructure

e Availability of broadband,
speed, and cost

Figure 9.5 Key Enablers of E-commerce Growth in Malaysia.
Source: Adapted from Ho et al. (2017).
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In general, a higher population density will lower logistics and infrastruc-
ture costs, thereby offering greater advantages for e-commerce. Thus, for exam-
ple, Cheng et al. (2021) found that higher population density leads to a higher
number of parcel deliveries. Malaysia’s urban population as a percentage total
population is the second largest among the ASEAN-6, in 2020 (Figure 9.7).
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Age is another contributory factor in online shopping. Individuals in the
25-64 age group are found to be the largest online shopping age for Indo-
nesia and the APAC (Greene, 2014; Hasyvyati, 2017). More recent data show
that since the start of 2015, the over-55s age group has grown the most as the
older generation start to embrace online shopping (Read 2019). For the share
of the 25-64 age group in total population, Singapore has the largest share
(63 percent), followed by Thailand (57.3 percent) and Vietnam (55.3 percent)
(Figure 9.8).

Huawei’s Digital Talent Development Maturity Score (Huawei 2021), which
is an index constructed based five equally important contributing factors,
namely, (1) digital talent related policies and initiatives availability; (2) agencies
and ministries collaboration to drive policies and initiatives; (3) value of digi-
tal talent development investment as a percentage of government expenditure;
(4) development and active involvement in public-private partnerships for digital
talent development; and (5) current and future digital talent employment as a
percentage of workforce, is used to assess Digital Talent. The index has a scale of
one to ten, with one being the lowest and ten the highest.

Singapore leads in terms of DTD maturity with a score of 8.4, and it is placed
in the frontrunner category, whereby government digital-talent-related policies
are driven and collaborated through a few ministries within its government agen-
cies while the initiatives created are of wide coverage. There is also an emphasis
on public-private partnerships and the use of metrics to measure and review its
efficacy (Huawei, 2021, page 56). Malaysia (5.0), Thailand (4.8) and Vietnam
(3.6) follow behind in the adopter category, whereby the government relies on
a handful of government agencies to drive policies and programs or where there
is limited ministerial involvement and collaboration. Fiscal investment in digi-
tal talent development is also relatively low compared to the total government
expenditure besides being geographically limited.

100%
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70% 51.0 52.3 = 553
60%
. 63.0 573
40%
30%
20%
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Indonesia Malaysia Philippines Singapore Thailand Vietnam
m Population ages 014, total (% of total population) m Population ages 15-19, total (% of total population)
Population ages 20-24, total (% of total population) Population ages 25-64, total (% of total population)

= Population ages 65 and above (% of total population)

Figure 9.8 Population by Age Group.
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Indonesia and the Philippines are placed in the last category (starters), with
a respective score of 4.2 and 2.0. In this category, the government relies on
international private enterprises to develop digital talent in its country, and gov-
ernment involvement is limited. There is insufficient digital talent fiscal invest-
ment per capita while policies and initiatives are narrow, as they do not take into
account varied career phases, ages, skill-sets and geography. Overall, in terms of
the economy, Singapore leads for the variables discussed, followed by Malaysia,
except in the case of geographical and demographical factors.

Environment

Cosmopolitanism matters in e-commerce development as it indicates the
willingness of an individual to go beyond the boundaries of one’s com-
munity to engage in different cultural experiences (Han and Won, 2018).
Thus, consumers with cosmopolitan values will be more willing to open
up to cross-border consumption, and experience global brands and prod-
ucts, as available in cross-border e-commerce. Kandogan (2019) used actual
macro cross-border trade data rather than individual purchase intentions to
measure the degree of consumer ethnocentrism versus cosmopolitanism in
cach country for the G20 and emerging markets. He found that Malaysia is
open to cosmopolitanism, but Indonesia, the Philippines and Thailand veer
towards ethno-centrism. It should be noted that Singapore and Vietnam are
not included in the sample.

The readiness to embrace or restrict e-commerce growth is represented by
UNCTAD?’s B2C index and the ECIPE’s DTRI represents the openness to
trade in e-commerce. Another restriction on e-commerce activities is the rise
of on-line frauds, with e-commerce being the most reported scam in Singapore
in 2020 (Bose, 2021). Interpol (2021) reports a rise of cybercrimes in ASEAN,
including e-commerce data interceptions and cyberscams. ITU’s Global Cyber-
security Index (GCI) is used to assess the national cybersecurity capacity of a
country. Each country’s level of development or engagement is assessed along
five pillars — (i) Legal Measures, (ii) Technical Measures, (iii) Organisational
Measures, (iv) Capacity Development and (v) Cooperation. The five are then
aggregated into an overall score.

UNCTAD’s B2C e-commerce index, which measures an economy’s prepar-
edness to support online shopping, is shown in Figure 9.9. All countries have
improved in their index value over time. For both years, Malaysia is ranked
behind Singapore but ahead of the other ASEAN member states for this index
indicating that Malaysia is more prepared than her ASEAN neighbours, with the
exception of Singapore.

A closer look at Malaysia’s changes in scores for the three indicators used to
construct the B2C indicator shows that the biggest improvement is found in the
share of individuals with an account, while the smallest change is secure internet
servers per million population, which also has the lowest score out of the three
indicators in 2020 (Figure 9.10).
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Malaysia’s environment may restrict DT. For this, the DTRI is used, as it meas-
ures how countries in the world restrict DT. The overall DTRI ranges from 0 (i.e.
completely open) to 1 (i.e. virtually restricted) with increasing values represent-
ing higher levels of DT costs for businesses. The DTR Index shows that Malaysia
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Figure 9.11 Digital Trade Restrictiveness Index (DTRI) of SEA Countries.

is more restrictive compared to Singapore and the Philippines (Figure 9.11).
Malaysia is less restrictive than the Philippines for one dimension, namely fiscal
restrictions and market access. Of the four dimensions, Malaysia is most restric-
tive in the establishment dimensions.

The 2020 ITU Global Cybersecurity Index ranks Singapore number one in
terms of capacity to manage cybersecurity, in the APAC, followed by Malaysia
(2), Indonesia (6), Vietnam (7), Thailand (9) and the Philippines (13) (ITU
2021). Overall, Singapore’s environment leads in the region, for facilitating
e-commerce growth, followed by Malaysia, except in restrictiveness where it is
behind Singapore and the Philippines and Thailand for some dimensions.

Info Infrastructure

Based on Table 9.3, Malaysia, among the ASEAN-6, has the best info infrastruc-
ture for supporting e-commerce in terms of internet penetration and individuals
using the internet. Nevertheless, fixed broadband download speed is faster in Sin-
gapore and Thailand. Likewise, cost per MB is higher in Malaysia relative to Sin-
gapore, Thailand and Vietnam. According to World Bank (2018), the high cost
of fixed broadband internet services is partly driven by limited competition, with
Telekom Malaysia Bhd (TM) having a significantly larger market share than the
leading firms in other countries. In 2018, Malaysia implemented the Mandatory
Standard on Access Pricing (MSAP), which regulated the prices and terms for alter-
native Internet Service Providers (ISPs) to access the wholesale broadband capacity.
This led to a subsequent reduction in broadband prices (Siddhartha and Record,
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Table 9.3 Info Infrastructure in ASEAN-6

Countries Internet Individuals Fixed Cost per MB,
Penetration Using the Broadband 2020, USD
Rate, 2021 Internet Download

(percent of Speed, June
population), 2020 (Mbps)

2020
Indonesia 76.8 53.7 21.3 $0.56
Malaysia 89.0 89.6 81.5 $0.24
Philippines 81.9 46.9 23.7 $0.75
Singapore 87.7 75.9 208.2 $0.04
Thailand 83.6 77.8 171.4 $0.12
Vietnam 77.4 70.3 57.5 $0.17

Source: WDI, Statista.com, Ookla Speedtest Global Index, and https://www.atlasandboots.com/
remote-work /countries-with-the-cheapest-internet-world /

2019). Nonetheless, in 2020, Malaysia still lags behind Singapore and Thailand in
terms of speed and cost. Apparently the shift in demand with the reduction in costs
as well as WFH requirements from the COVID-19 pandemic, worsened down-
load speeds and reliability as telcos have not kept up with investments in network
capacity (Edge Malaysia 2021). Hence, the quality of info infrastructure in terms of
speed and cost is still less attractive compared with some other AMS.

Challenges and Policy Implications

In the DTRI, Malaysia had the highest score (more restrictive) for establish-
ment restrictions, which can be in the form of equity requirements or the mar-
ket structure of various services sub-sector that can affect the growth of the
e-commerce market. At the same time, the need for market access has pressed for
the inclusion of increasing digital commitments in FTAs. All three factors can
affect the future development of e-commerce in the country.

Equity Constraints

The e-commerce ecosystem covers mainly services such as telecommunication
services, marketing, platform players, logistics (including all modes of transpor-
tation), warechousing, distribution and e-fulfilment centres as well as real estate.
Based on OECD’s FDI regulatory restrictiveness index (Table 9.4), Malay-
sia’s index is higher (more restrictive) than the OECD average, Singapore and
Vietnam. More importantly, the scores are all higher in the relevant services
subs-sectors for e-commerce compared to the overall score which includes man-
ufacturing, which is relatively more open than the services sector.

Although the Companies Act, 2016 does not stipulate any equity con-
ditions on Malaysian incorporated companies, the government encour-
ages joint-ventures/partnership between Malaysian and foreign investors.


http://Statista.com
https://www.atlasandboots.com
https://www.atlasandboots.com
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In services, specific equity conditions are imposed for specific approvals,
operating licences, permits or registrations by the regulating Ministries/Agen-
cies, depending on the activities undertaken. Therefore, the equity constraints
in terms of the cap for foreign ownership and Bumiputera ownership require-
ments vary according to sub-sectors in services. For example, in the logis-
tics sector, there is no equity condition for ordinary warchouses, but public
bonded warehouses must have at least 30 percent Bumiputera equity while
private bonded warehouses have no equity conditions. Freight forwarders with
an Integrated Logistics Services (IILS) status from MIDA, allows 100 percent
foreign equity ownership (MIDA undated).

Bumiputera equity requirements are revised periodically, which lend consid-
erable uncertainty for investors with licenses that need annual renewal. To illus-
trate, in January 2021, the Ministry of Finance (MoF) issued a letter stating
that all customs related licences, such as freight-forwarders/customs agents will
be required to comply with reportedly a 51 percent Bumiputera equity require-
ments by end 2021 (Hsian & Co, 2021). Although the deadline for compliance
to the new requirements have been extended to 31 December 2022, in response
to queries and objections from the stakeholders and the public at large, this type
of changes heightens uncertainty in the investment regime.

Uncertainty also reigns when equity requirements are not stipulated but given
on a case-by-case basis. In the telecommunication sector, licenses are needed
to operate, with four categories of licenses that are market specific. These can
be individual or class licenses. WTO (2017) noted that although there are no
foreign equity restrictions on class licences, individual licences are assessed on a
case-by-case basis. This implies that equity conditions can be imposed as licence
conditions. In general, 49 percent foreign equity is allowed for a network facility
or service provider, together with another condition, 30 percent Bumiputera
equity requirement. These equity restrictions apply for private listed companies
and not public listed companies.

Table 9.4 OECD FDI Regulatory Restrictiveness Index, 2020

Sectors OECD Indonesia Malaysia Philippines Singapore Thailand Viet

Average Nam
Distribution 0.017  0.555 0.470 0.153 0.013 0.073 0.126
Wholesale 0.017  0.355  0.370 0.065 0.013 0.073  0.045
Retail 0.018  0.755 0.570 0.240 0.013 0.073  0.208
Transport 0.204 0.515 0.296 0.655 0.129 0.378 0.522

Communications 0.079 0.380 0.375 0.650 0.063 0.490 0.583

Fixed telecoms 0.085 0.380 0.375 0.635 0.063 0.540 0.583

Mobile telecoms  0.073 0.380 0.375 0.665 0.063 0.440 0.583

Financial services 0.032 0.222 0.319 0.115 0.021 0.456 0.118

Real estate 0.158 0.105 0.300 0.525 0.167 0.373  0.237
investment

Total FDI Index  0.063 0.347 0.257 0.374 0.059 0.268 0.130

Source: OECD.
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In the interest of transparency and certainty, all equity conditions need to be
clearly stated, with no sudden changes that can derail and an investor’s plans,
regardless of domestic or foreign.

Competition

The telecommunication sector still has substantial government interest, includ-
ing shareholdings by government-linked investment companies (GLICs). The
privatised national telecommunication company TM is still majority-owned by
GLIGCs, including Khazanah National Bhd, Employees Provident Board, Aman-
ahRaya Trustees Bhd.® TM dominates the fixed-line market as the incumbent
operator before privatisation, with as estimated market share of 95 percent.
Although five additional licences were awarded to operate the fixed-line mar-
ket, the prohibitive cost of building a fixed line network from scratch effec-
tively deterred new entrants (Venugopal, 2003), thereby making TM a natural
monopoly in this segment. The Malaysian Communications and Multimedia
Commission (MCMC) as the regulator based on the powers provided for in
the Malaysian Communications and Multimedia Commission Act 1998, which
includes provisions for the regulation of market power in this sector, has to exer-
cise economic regulation, by ensuring that TM does not charge monopolistic
pricing in providing access to fixed line and last mile.

Since mobile broadband market is less capital-intensive, more competition was
injected with eight providers awarded the 4G spectrum. Of these, in the 2020
subscription market share, Maxis commanded the highest share of 28.2 percent,
followed by Digi (22.8percent) and Celcom (18.3 percent) (MCMC, 2020). The
remainder was from U Mobile and others/Mobile Virtual Network Operators
(MVNOs), with a 16.4 percent and 14.2 percent share, respectively. Axiata and
Celcom (wholly owned subsidiary of Axiata) have substantial shares held by
GLICs, notably, Khazanah National Bhd.

Thus, privatisation and liberalisation in the Malaysian telecommunication
market have led to only a partial improvement in competition in certain seg-
ments of the market. This is unlike Thailand where the legacy duopolists have
become small market players and newer private companies have entered and
gained bigger market shares (Pornchai and Nasarudin, 2020). In November
2021, Celcom Axiata and Digi made a formal application for a proposed merger,
thereby reducing the number of players in the market. The telecommunication
market can be considered as oligopoly market where tacit collusion is possible,
making a collective dominant possible (Nasarudin et al., 2014). Given that there
is also common ownership with the GLICs having shares in these companies,
MCMC’s role as regulator has to enhance transparency in its decision-making
through public consultations and making known the outcomes of any investiga-
tions on competition issues in this sector to ensure that there is no abuse of any
possible dominant position that may emerge due to common ownership.

The on-going reported impasse in December 2021 between the mobile
operators and Digital Nasional Berhad (DNB), the state agency tasked with
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deploying 5G, illustrate these operators working together purportedly to press
for transparency and clarity on pricing issues. But MCMC, the regulator, which
also regulates the market power in this sector, had already earlier in February
2021, issued a clarification that DNB will be offering services via wholesale that is
transparent and regulated, while service providers will have open, fair and equal
access to the new network. This new model via wholesale is to ensure a shift from
infrastructure-based competition to services-based competition (MCMC 2021).
MCMC therefore as regulator has to step in to resolve the impasse by ensur-
ing what has been stated will be fulfilled. Pricing also has to take into account
affordability for the consumer and the SMEs that are supposed to benefit from
the enhanced speed for upgrading their businesses so that Malaysia can catch up
with some of her regional peers in this (Table 9.3).

There is also increasing concern that anti-competitive behaviour may emerge
in the online space (OECD, 2018). In Malaysia, numerous problems encoun-
tered by consumers, including unfair trade practices (Shivani Sothirachagan,
2021). The Federation of Malaysian Consumers Association (FOMCA) and
Consumers’ Association of Penang (CADP) have also received complaints on the
issue of competition (FMT 2021). There is a need to ascertain if any of the shop-
ping platforms have a dominant position and if there is any abuse of a dominant
position since Section 10 of the Competition Act prohibits abuse of a dominant
position. Data are needed to measure dominant position, but such data are not
available for public measurement nor scrutiny as platform providers are the hold-
ers of these data. The Malaysian Competition Commission has to move beyond
the brick and mortar world to the virtual world for addressing the new issues
emerging from an increase in e-commerce activities in the country.

Digital Commitments and the Need for Better Data

Despite the scarcity of digital data, the growing importance of such data, espe-
cially cross-border data, has escalated the inclusion of digital commitments in Free
Trade Agreements as countries press for greater market access, trade facilitation in
the digital world and rules and regulations to govern cross-border DT. Malaysia is
a party to the WTO Joint Statement Initiative (JSI) on E-commerce that supports
the continuation of the multilateral e-commerce moratorium in fostering certainty
and predictability for businesses. The December 2021 statement from the WTO
announced a good convergence on eight articles, namely online consumer protec-
tion; electronic signatures and authentication; unsolicited commercial electronic
messages; open government data; electronic contracts; transparency; paperless
trading; and open internet access (WTO, 2021). The group is working towards
the successful conclusion of the JSI in the near future.

Malaysia is also party to the ASEAN-Australia-New Zealand FTA, the
ASEAN E-commerce agreement, Regional Comprehensive Economic Partner-
ship Agreement (RCEP) and the Comprehensive and Progressive Agreement
for Trans-Pacific Partnership (CPTPP). These agreements have a chapter on
e-commerce and the provisions in each agreement have increased over time for
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the parties to each of these agreements (Tham, 2021). However, the CPTPP
has more provisions on e-commerce, despite being an older agreement than
the RCEDP. The RCEP also has a provision on dialogue on e-commerce which
includes anti-competitive practices, and on-line dispute resolution (Article
12.16). As noted by Wu et al. (2021), although there is no specific provision on
enhanced competition enforcement, nevertheless competition rules are relevant
for specific provisions such as protecting online consumers and the creation of a
conducive environment for e-commerce.

There is increasing pressure to make more and deeper digital commitments as
ASEAN moves towards negotiating ASEAN Digital Economy Framework in the
near future. These deeper provisions include, for example, electronic invoicing,
electronic payments, cooperation on competition policy, submarine telecom-
munications cable, location of computing facilities for financial services, data
innovation, open government data, digital identities, standards and conformity
assessment for DT, artificial intelligence and fintech cooperation, all of which
require more and better data to understand the magnitude and importance such
issues as well as to ascertain the impact of binding commitments in FTAs on
the future development of e-commerce. Although Malaysia is compiling data
on e-commerce and the digital economy, there are still large gaps, especially
firm-level data which is needed for facilitating better research and providing evi-
dence-based policy suggestions.

Conclusion

Malaysia’s e-commerce has grown over the years, with the COVID-19 pandemic
accelerating this shift. The shift is facilitated by favourable economic factors such
as relatively high per capita income, young urban population, and a digital tal-
ent maturity index that is just behind Singapore. Malaysia also faces a relatively
favourable environment for fostering e-commerce growth according to UNC-
TAD’s B2C index and the 2020 ITU Global Cybersecurity Index. However,
Malaysia is relatively less well placed compared with some of her ASEAN neigh-
bours, in terms of some of the DT restrictions and broadband speed and cost.

In moving forward, Malaysia’s relatively higher restrictions on establishments is
also reflected in the FDI restrictiveness index. The restrictions in establishments
are in the form of equity constraints such as cap on foreign equity and Bumiputera
equity requirements. These requirements are not homogencous across the differ-
ent service sub-sectors that cover e-commerce. In particular, Bumiputera equity
constraints are periodically revised, lending uncertainty for domestic and foreign
investors. In the telecommunication sector, even without any equity constraints,
equity restrictions can be imposed as conditions for licenses given out.

In both the telecommunication sector and e-commerce platforms, there are
possibilities of dominant positions, or collective dominant positions due to the
nature of the market structure where there are only a small number of players or
a few large players as well as a large number of much smaller players. Regulators
have an important role to play in terms of ensuring consumers are protected in
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the digital world nor abuse of any potential collective dominant position. Finally,
as countries move on to used FTAs to govern the DT, more and better data is
needed to understand the magnitude of the issues and the impact of these binding
commitments on the future development of DT and the future digital economy.

Notes

1 The authors would like to thank Dr. Wan Khatina Nawawi, former economic advisor
to the Malaysian Competition Commission, for her inputs on competition policy in
the telecommunication sector. The usual caveat applies

2 E-commerce transaction is defined to be the sale or purchase of goods or services,
conducted over computer networks by methods specifically designed for the purpose
of receiving or placing of orders. Method of payment and the ultimate delivery of the
e-commerce goods or services might be done through computer network /internet or
traditionally

3 See  https://afterschool.my/articles/government-through-e-belia-is-giving-rm150-
rm500-shopping-vouchers-at-shopee-for-youth-aged-18-20-years-students-at-ipta-
ipts-nationwide <Accessed 20 December 2021>

4 See literature review in Kam and Tham (2022).

5 See UNCTAD Technical Notes on ICT for Development, https://unctad.org/
system/files/official-document/tn_unctad_ict4d14_en.pdf

6 Sce https://ecipe.org/wp-content/uploads/2018 /05/DTRI_FINAL.pdf

7 This refers to island countries that consist of an archipelago. There are 22 island
countries that have sought claim to archipelagic status based on the 1982 UN Con-
vention on the Law of the Sea provisions.

8 Sece https://tm.listedcompany.com/capital_structure.html <Accessed 16 December
2021>
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Introduction

The rise of the digital economy has made it easier for consumers to organize their
lives. For instance, commuting may be a lot easier with a car booked through
Grab. The global impact of the digital economy will be in the range of USD 3.1
trillion with a potential growth rate of 31 percent according to the study where
Malaysia has the potential to see a contribution of up to USD 14 billion to its
GDP by 2025.

Before the pandemic, the digital economy had already started expanding well
before. In 2019, Malaysia has more than 80 local firms and is still growing. The
number of users in Malaysia’s ride-hailing and taxi segment is expected to reach
7.7 million by 2026. In terms of e-payment usage, Touch ‘n Go was used for
e-payment transactions by approximately 82.4 percent of e-payment users. In the
same survey, 91 percent of respondents said they had used e-payment methods to
complete a transaction. The spread of the COVID-19 pandemic has resulted in
the Malaysian government issuing a Movement Control Order (MCO) in March
2020 to combat COVID-19, which has affected the SE.

Lockdown and quarantine in response to a public health emergency may have
a significant impact on citizens’ individual choices, daily habits, and behaviours.
The pandemic’s economic effects have caused business and labour market dis-
ruption. The firms’ actual operations were not only halted, but digital services
were also impacted. For example, digital services in hospitality and transporta-
tion have suffered as a result of travel restrictions. As a result of the pandemic,
demand for popular SE services like Uber, Lyft, and other ride-hailing applica-
tions has dropped dramatically, resulting in a downward spiral in rides and rev-
enues. Numerous employees have been laid off, SE firms’ value has plummeted,
and many service providers are left with no choice but to cease operations (Hos-
sain, 2021).

Some major drivers of the digital economy, which are based on shared assets,
such as Uber and Grab, are also main players in the gig economy which are char-
acterized by flexible and temporary work. Interestingly, these hybrid firms which
are engaged in both the digital economy and gig economy have enjoyed higher
profits under the pandemic rather than during normal times (Figure 10.1). For
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Figure 10.1 Profits of Grab from 2019 to 2023 (USS$ Billion).

example, the dominant platform firm in Southeast Asia, Grab, made much bet-
ter performance under the prolonged period of the lockdown and quarantine.
The firm suffered from serious negative profits before the pandemic. However,
its profits turned into positive in 2020 due to high profitability of delivery ser-
vice. The platform firm expected to make handsome profits in the period of
2021-2023 (Kana 2021, Oi, 2021).

Although ride-hailing has declined during the pandemic, the importance of
the digital economy has increased during the COVID-19 pandemic, because
many sectors, such as healthcare and homecare, are closely associated with the
SE, particularly in larger cities. COVID-19 pandemic has created some new
opportunities for SE. Due to the fact that several countries are on lockdown,
online shopping services have increased in popularity. Due to the closure of
offices, the demand for freelance work has increased. As movie theatres have
closed, video streaming services like Netflix, Disney, and Amazon Prime have
risen to prominence as the primary source of entertainment. Thus, COVID-19
pandemic has been certainly changing the way consumers use digital online
platforms, but it has also been increasing the importance of the digital economy
in people’s lives. The Malaysian government, under the Malaysian Digital Econ-
omy Blueprint, has identified the “GigUp” programme to improve the skills
and employment status of gig workers in the digital economy by 2025 as part
of the National Digital Strategy (Economic Planning Unit, Prime Minister’s
department, n.d.). At the same time, empirical research into the ecosystem and
adaptability of consumers affected by these services should be further deepened,
especially during the pandemic era.

The Shared Economy

The term “shared economy” is frequently used in academic literature referring to
the field of sharing resources in an efficient way (Agarwal & Steinmetz, 2019).
Although there is no consensus in the literature on the scope of shared economy
(Barbu et al., 2018), it refers to an umbrella term for a variety of non-ownership
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forms of consumption activities. Although the terms “platform market,” “gig
economy,” “collaborative economy” (Hamari et al., 2016), “sharing economy”
(Cheng,2016), “peer-to-peer economy” (Wirtzetal.,2019), “collective consump-
tion” (Luri Minami et al., 2021), and “access-based consumption” (Bardhi &
Eckhardt, 2012) may differ, they are commonly used interchangeably. Hamari et
al. (2016) defined the shared economy as a new economic model that emphasizes
the peer-to-peer-based activity of obtaining, giving, or sharing access to goods
and services, coordinated through community-based online services to maxi-
mize the use of underutilized resources (Wirtz et al., 2019). Examples include
Airbnb, which hosts the most homestay properties in the world without owning
a single physical asset, and e-hailing firms like Grab and Uber, which provide
transportation services without owning any vehicles (Table 10.1).

In general, the stakeholders involved in SE are SE firms or platforms, service
providers, service receivers (customers), and regulatory bodies (Hossain, 2021).
According to Hossain (2021), the SE differs from other businesses, because
service providers, who own key resources like vehicles and properties, are not
employees of the parent firm. Businesses that run such platforms typically act as

Table 10.1 Major Platform Firms and Their Activities in the Shared Economy

Platform Name Industry and Main — Geographic Regions — Supply Side
Competition of Operation Participants
Airbnb Accommodation: Global Hosts, i.c.,
Hotels, individuals with
short-term rental under-used property
firms
Uber Vehicle hire: Taxi Global Drivers, i.c.,
firms, other ride- individuals with
sharing platforms cars
Grab Ride-hailing Singapore, Malaysia, Drivers, i.c.,
e taxis (GrabTaxi) (Other services: Cambodia, individuals
e private car food, grocery and  Indonesia, owning a vehicle
services package delivery, Myanmar,
(GrabCar), and financial Philippines,
e motorcycle taxis services) Thailand and
(GrabBike), Vietnam
® social carpooling
(GrabHitch)
e EzyHaul Road freight Malaysia, Thailand, Transporters,
platform, cross- India and carriers
border shipments Singapore.
GoGet On demand work Malaysia Part-timers with
services expertise in
related task
PantangPlus Traditional Malaysia traditional
confinement confinement
services therapists

Sources: Adapted from Constantiou et al. (2017) with authors” own analysis.
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intermediaries, matchmakers, or gatekeepers for a fee. In doing so, they reduce
risks, foster trust among participants, and lower transaction costs for their user
bases (Constantiou et al., 2017). For instance, Grab connects people in need of
a ride with drivers who are willing to drive them in their own cars. Grab handles
transactions between customers and drivers and charges a fee for its services,
which include screening drivers and their vehicles and running a peer-review
system for riders and drivers. The use of advanced match-making algorithms
reduces search costs by making it easier for drivers and passengers to connect
with each other. Grab peer-reputation system, where drivers and passengers rate
each other, lowers transaction barriers.

As Table 10.1 indicates, some of the major sectors of sharing economy include
ride-hailing, accommodation, freelance work, and entertainment services.
Airbnb and Uber are examples of service platform in the global level and Grab is
a typical example in the regional level. The sharing economy involves four major
archetypes, namely access to tangible assets (i.c., e-hailing and accommodation
sharing), access to intangible services (freelance or part-time work, skills and
talents), goods re-distribution (buy, sell and donation), investments and money
transaction (i.c., investment and peer-to-peer lending).

Confluence of Digitalization and Shared Economy

The advancement of digital technology contributes to a rise of the new shar-
ing economy, which could be called, the “digital sharing economy.” In other
words, the confluence of digitalization and sharing economy has expanded both
resources and geographical aspect of traditional sharing economy. Regarding its
resource’s aspect, digital technology would enable people to share a wider choice
of shareable resources. Regarding its geographic aspect, digital technology also
would enable people to share things with a wider range of other people who may
stay in distant geographic location (Pouri & Hilty, 2021). Younger generations,
especially millennials who are born between the 1980s and the 2000s, have
faithfully embraced this new trend of digital sharing economy. In other words,
these younger people are more digital savvy consumers who are comfortable to
use the shared goods and service, rather than to own them (Godelnik, 2017).
Under the name of “collaborative consumption,” the digital sharing economy
becomes a part of lifestyle in new generations to create a new identity for them.
In other words, the old identity in older generation was “you are what you own.”
By contrast, the new identity in younger generation could be expressed as “you
are what you access” (Belk, 2014).

In this context, Jeremy Rifkin claimed that new trend of the sharing econ-
omy would bring forward a paradigm shift in the prevailing economic system by
enabling people to realize great benefits to access the shared goods and service,
rather than to own them. This kind of new consumption behaviour may contrib-
ute to improve a resource allocation by sharing the unused things to someone
who would need them. He also argued that new idea of the digital sharing econ-
omy has already transformed some major industries, such as music, media, and
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education industries. In the music industry, numerous artists share their songs
in internet sites without any charge. Some media firms post their articles in their
web pages for free. Many prestige universities offer the free massive open online
courses (MOOCs) for millions of students who are willing to register these
courses. In other words, the power of digitalization and enormous potential of
sharing economy would cause an eclipse of old capitalism system and a rise of new
economic system which is based on the collaborative commons (Rifkin, 2014).

Among sharing economy platform firms, DiDi has a strong faith in a great
potential of digital sharing economy and become a dominant ride-sharing firm
in China with 550 million users and 30 million registered drivers. At the initial
stage, DiDi followed Uber’s business model that would create a match between
drivers and passengers. Later, this platform firm saw a new business opportunity
for the driving-licence holders who could not afford to own a car. The firm
started offering a new matching service to share (lease) car to drivers who have
a driving licence but have no car. This car-leasing service becomes an integrated
component of their business model. As a result, DiDi significantly increase the
number of their registered drivers (Jia et al., 2020).

Before the rise of digitalization, people shared a limited choice of shareable
resources with a limited range of people who may stay in geographic close prox-
imity, which could be called the “intimate sharing economy.” In this traditional
sharing economy, some resources are allocated as commons which are accessible
to anyone within intimate social group. This kind of sharing economy is the
most universal form of economic activities in any society (Price, 1975). In this
context, economic activity could be understood as not only a market-based inter-
action between demand and supply under a constraint of the scarce resources,
but a social provisioning process that would provide goods and services for a
society (Gruchy, 1987; Jo, 2011). The concept of social provisioning process is
similar with Polanyi’s concept of the “provisioning” which spells out a role of
market as a mean to allocate resources accordance of human needs, rather than
a vehicle to maximize the individual utility (Brechin & Fenner, 2017; Polanyi,
1957). For example, the community-supported agriculture (CSA) could be a
good example to highlight a social provisioning process. The CSA is a kind of
subscription farming in which the members buy a share in a local farm, receive
a portion of farm’s output as a box of agriculture products and share excess
foods with neighbours. This kind of traditional sharing economy would prevent
a “tragedy” of commons which is over-exploitation of shared resources, such as
community land, water, and air (Thompson & Press, 2014).

From a theoretical perspective, a sharing behaviour could be a key factor to
offer some valuable insights on consumer behaviour in any society. However,
this aspect of consumer behaviour is often confused with similar but different
concepts, such as an act of reciprocation (Belk, 2010). For instance, the act of the
sharing behaviour, such as food sharing, is seen as an act of reciprocation within
a traditional society. This is mainly because a reciprocal obligation for giving
something else is expected in returns of favour for receiving something. In this
sense, basic motivation behind this sharing activity is to improve the efficiency of
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resource allocation by achieving economies of scale (Gurven, 2006). However,
reciprocal obligation for return does not always accompany with the sharing
behaviour in modern society. The sharing could be purely a redistributive prac-
tice which may not a part of reciprocation (Benkler, 2004). Based on Benkler’s
interpretation, Belk (2007) sees a sharing behaviour as a process to blur a dif-
ference between mine and yours by giving something to others and by receiving
something else from others, without reciprocal obligation. In other words, the
sharing behaviour would reformulate a private ownership by creating ours.

An interesting aspect in the process of creating a new form of ownership is
that the shared goods and service have a double-excludability. By contrast, non-
shared goods and services have only a single excludability. In other words, own-
ers of non-shared goods and services would exclude those who are not willing
to pay the market prices for their usage. This excludability is called as a market
selection. However, shared goods and services tended to have another excluda-
bility which is known as a social section. It means that owners of shared good
and service may exclude those who do not meet owner’s social criteria (Benkler,
2004). The social section has a close linkage with issues of digital discrimina-
tion. The digital discrimination in the sharing economy could be defined as
a situation in which some users are less favourably treated than other user on
the base of some social criteria. For example, Airbnb created a platform that
its hosts could choose guest on the base of some social criteria, such as ethnic
group. In response to media criticism on this practice, the firm tried to clear up
this negative image by requiring hosts to follow the anti-discrimination policy.
However, Airbnb received backlash from hosts who claims their rights to choose
who would enter their home (Cheng & Foley, 2018). This case clearly highlights
a complexity of digital discrimination in the sharing economy. The anti-discrim-
ination laws are used to eliminate the discrimination in context of the long-term
contract in real estate market. However, these laws may not be directly applicable
to the short-term contrast between hosts and guests in the sharing economy
(Edelman et al., 2017).

More importantly, a widespread of internet usage in the digitalization would
create a higher degree of anonymity in the online transactions than offline ones.
This situation may contribute to eliminate discrimination against the disadvan-
tage people. For prominent example in offline discrimination, Ayres and Siege-
Iman (1995) pointed out that disadvantaged people tend to pay higher price
for the purchase of new car than normal price. However, Morton et al. (2003)
clearly demonstrated that there was not discrimination against the disadvan-
tage people in the online purchase of new car. Similarly, there was no price
discrimination in other online purchase through Amazon or eBay (Edelman
et al., 2017). This means that digitalization may eliminate the price discrimi-
nation against disadvantaged people. More precisely, online transaction of non-
shared goods and services tends to have a single excludability in which market
selections would dominate its transaction. The owners of non-shared good and
service in online transaction would made decision on the base of solely monetary
calculation whether buyers are willing to pay the market price.
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Put into a nutshell, the confluence of digitalization and sharing economy
would create a higher degree of anonymity in the transaction between owners
and buyer of the sharable resources which may contribute to eliminate a discrim-
ination against disadvantage people in terms of market selection. However, the
digitalization may not have a significant role to eliminate a digital discrimination
against disadvantage people in terms of social selection which remain as a funda-
mental thorny issue in the digital sharing economy.

Consumer Behaviour during COVID-19 Pandemic

Literature review reveals a high emphasis on the COVID-19 impact and cus-
tomer behaviours during the pandemic. Literature on the impact of COVID-19
was focused on the business disruption such supply chain (Meyer et al., 2021),
business uncertainty during pandemic (Brown & Rocha, 2020), work patterns
such as work from home or remote working (Galanti et al., 2021; Mustajab ct
al., 2020), and workers and employment such as immigrant workers (Wahab,
2020). Alongside these studies, the literature also offered interesting research
concerning consumer behaviour changes (Cucchiarini et al., 2021) related to
the occurrence of the COVID-19 pandemic such as changes in spending pattern
(Vazquez-Martinez et al., 2021) especially on household spending (Kim et al.,
2021) and macroeconomic expectations at a local level. Consumer behaviour has
been altered as a result of COVID-19, and research shows that the pandemic has
had an impact on the sharing economy. Through platform-driven applications
and new business models, the sharing economy is bridging the gap between sup-
ply and demand, as well as filling employment gap during the pandemic.

According to Hossain (2021), there are three phases that have been broadly
identified in the Covid-19 period: (a) reacting, such as through panic buying
(Loxton et al., 2020), discretionary purchasing habits (Di Crosta et al., 2021),
hoarding (Kuruppu & De Zoysa, 2020), rejecting, losing jobs (Roy et al., 2021),
and practicing additional hygiene; (b) coping, such as through remote work
(Vyas & Butakhico, 2021), home quarantine (Alfawaz et al., 2021), stress (Avery
et al., 2021), and social distance measures; and (c) long-term planning, such as
restoring consumption, establishing a new social identity, and finding stable jobs.

People’s behaviour in the event of a pandemic is likely to be influenced by their
risk perceptions and is expected to last a long time. According to Cruz-Cardenas
et al. (2021), there are two distinct types of consumer behaviour: purchasing
necessities and safety equipment and limiting time spent outside the home. As
a result of the pandemic, activities such as dining out, hosting in-person confer-
ences, and cruising were either halted or significantly reduced. Travel agencies
and tour operators were also affected.

Transportation and accommodation sectors have been negatively affected by
the COVID-19 lockdown, while the sharing economy as a whole has seen a
surge in searches for services including freelance work and streaming services
(Batool et al., 2021). Research on consumer behaviour in the context of a pan-
demic crisis has focused on both developed and developing countries in regard
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to the sharing economy. Ride-sharing and hospitality companies Airbnb and
Uber are the focus of research in developed countries (Vinod & Sharma, 2021).

In a global economy where goods, services, people, and financial capital flow
across borders, panic has distorted consumption patterns and the market system.
The pandemic has fuelled an already-expanding trend of online shopping. It has
encouraged experimentation by enticing consumers to try new ways to access
products and services. Cashless payment methods have also grown in popular-
ity as a result of social distancing measures. According to a recent Mastercard
report, Malaysia has the highest rate of mobile wallet usage in Southeast Asia, at
40 percent, followed by the Philippines (36percent), Thailand (27percent), and
Singapore (26percent).

Impact of Digitalization on Domestic Consumers

The sharing economy which benefitted from the development of ICT gave Malay-
sian consumers numerous sharing service options as a digital sharing economy.
Interestingly, they adapted to the activity successfully. Whilst sharing economy
services that have become part of the Malaysian public remain as significant as
ever before and after the COVID-19 pandemic, the pandemic has also certainly
affected the traditional ecosystem of sharing activities. This section shows the
characteristics of the digital sharing economy in Malaysia through the presenta-
tion of some empirical data.

Figure 10.2 shows the contribution of the digital economy to the Malaysian
national economy before and during the COVID-19 pandemic. This data com-
prise the gross value added of the ICT industry and e-commerce of the non-ICT
industry. ICT is predominantly a service industry such as telecommunications
services. Between 2018 and 2020, the ICT industry’s gross value added, and
e-commerce increased 1.6 percent and 2.5 percent, respectively. Overall, the
digital economy’s contribution to the national economy recorded an increase of
4.1 percent, from 18.5 percent in 2018 to 22.6 percent in 2020.

Figure 10.3 shows the contribution of e-commerce, including the ICT indus-
try and non-ICT industry, to GDP. Prior to the COVID-19 pandemic, there
was only a slight overall increase in 2018-2019. In 2020 (COVID-19 time), it
could be clearly seen there was an increase of 0.9 percent (ICT industry) and 2.4
percent (non-ICT industry) compared to the previous year, for a total increase
of 3 percent. These data can be read as an indication of the importance of the
digital economy in the country and the fact that the ICT-based sharing econ-
omy industry makes a certain contribution to the national economy. As can be
seen in Table 10.2, the contribution of the e-commerce sector is also reflected
in the amount of GDP: the GDP increase of the e-commerce sector from 2018
to 2019 was 13.7 billion MYR, whilst 34.1 billion MYR increase was observed
trom 2019 to 2020.

The Department of Statistics Malaysia (2019, 2021) provided practical point of
view in terms of the influence and impact of domestic digital economy. Malaysia
under the pandemic had 3 million new digital consumers by 2020 and the first half
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Figure 10.2 Contribution of Digital Economy, Malaysia, 2018-2020.

14

Percentage (%)

2018 2019 2020
Before COVID-19 COVID-19 time

Year
wwn ICT Industry  wmssm Non ICT Industry —o— Contribution

Figure 10.3 Contribution of E-Commerce to GDP, Malaysia, 2018-2020.

Table 10.2 E-Commerce Contribution to GDP, Malaysia, 2018-2020

GDP (Billion MYR) 115.5 129.2 163.3

Year 2018 2019 2020

Source: Department Statistics of Malaysia.
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of 2021, with 81 percent of all internet users using digital services. Furthermore,
consumers who used digital services before the pandemic increased their use of
services by an average of 4.2 times during the pandemic. Supported by users’
76 percent satisfaction with services, all internet sectors experienced rapid growth
during the pandemic. This positive impact has not only been felt by consumers
but also by digital merchants and investors alike. Whilst 43 percent of digital mer-
chants in Malaysia withstood the recession under the pandemic by using digital
platforms, investors’ investment in digital services sectors such as e-commerce,
healthtech and fintech, which are growing rapidly in the wake of COVID-19
appetite has been growing (Department of Statistics Malaysia, 2019, 2021).

Figure 10.4 shows the reasons for continuance use of digital services on
Malaysian consumers. According to e-Conomy SEA Research 2021, there are
main two reasons for continued use of digital economy services: made my life
casier/ more convenient and to became part of my routine. Consumer trends
revealed that the growth of the digital economy and the inconvenience under
the pandemic have made it more convenient for consumers and it has become
part of their lives. Consistent across the four e-commerce categories is a high
degree of convenience and simplification of consumers’ lives. As for the ICT
sector, consumers feel food delivery services particularly convenient. The point
that may be highlighted is that music and video services have been already a part
of their daily routine as well as a convenience for consumers.

Figure 10.5 illustrates the gross merchandise value (GMV), which shows the
total value of purchases made by Malaysian customers across four digital plat-
forms including sharing economy services: e-commerce, transport and food,
online travel, and online media. GMV shows the total value of purchases made
by Malaysian customers in e-commerce, transport and food, online travel, and
online media. The time series is as follows: 2019 (before COVID-19 time), 2020
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Figure 10.4 Reasons for Malaysian Consumers’ Continued use of Digital Services, 2021.
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and 2021 (COVID-19 time), and 2025 (post COVID-19 time). Throughout
these three stages, customer usage in the digital economy is shown to continue
to increase and especially e-commerce plays the vital role to attract consumers
to the digital economy. In 2020-2021, there was a sharp rise of USD 6 billion
in GMV. Regarding transport & food, including ride-hailing and online food
delivery (OFD), ride-hailing has been affected by the pandemic, but the market
is expected to grow due to increased consumers’ demand for OFD. By 2025, the
market is expected to reach a GMV of USD 4 billion. The online travel sector,
affected by strict MCOs and lockdowns by the Malaysian government, saw more
than double the GMV phenomenon compared to COVID-19. On the other
hand, the sector is expected to recover and grow after the pandemic. Netflix
and Amazon online media streaming services such as Prime saw GMV growth
of USD 0.6 billion from 2019 to 2021 due to the growth of the industry itself
before the pandemic and the outage restrictions under the pandemic. The data
estimated that GMV will increase to USD 4.2 billion by 2025.

Discussion and Implications

Shared economy activities benefitting from the digital economy have had a
significant impact on consumers’ own digitalization. In particular, the digital-
ization of the sharing economy has expanded the scope of resource geograph-
ical adaptation and created a new identity of communal consumption (digital
sharing economy) among consumers, especially the younger generation. This
paradigm shift in the existing economic system, led by digital platforms, has
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created business opportunities for many co-operates and individuals and could
contribute to more than USD 14 billion in GDP in Malaysia by 2025.

Furthermore, aspects of digital connectivity and resource sharing have brought
consumers, workers, and businesses closer together. However, this phenomenon
also creates digital discrimination risks in terms of consumer selection for some
business models, such as accommodation provision. Further development of dig-
italization in sharing services could create a high degree of anonymity and solve
these problems. On the other hand, the impact of COVID-19 has had certain
consequences for consumers in the sharing economy. The contribution of the
digital economy to the domestic economy has increased before and after the
pandemic, with a 3 percent increase between 2019 and 2020. In Malaysia, three
million new digital consumers were created by 2020 and early 2021 during the
pandemic, whereas changes in consumption preferences due to risk perception
and panic have certainly affected the use of traditional digital sharing economy
services. Especially, purchases of daily necessities and restricted outings have
impacted many areas of use of digital sharing services.

According to GMV in Malaysia, whilst e-commerce consumption showed sig-
nificant growth before and after the pandemic, GMV for online travel more than
doubled from 2019 to 2020. Moreover, ride-hailing has seen a decline in con-
sumer demand due to curfew and fewer drivers, whilst the increase in demand
for online food delivery led to an increase in overall GMV. Ride-hailing giants
such as Grab and Uber that have a hybrid business model that encompasses ele-
ments of the gig economy in a sharing economy concept have been supported by
online food delivery revenues even during the pandemic. Consumers perceived
increased convenience and daily use under the COVID-19 pandemic as factors
for continued use of these services.

As a result, COVID-19 has brought about certain changes in the traditional
digital sharing economy consumption system in Malaysia, with consumers begin-
ning to identify the use of these services as a daily routine, as the convenience of
digital technology coexists with the inconvenience under the pandemic. There is
growth potential in the convergence of digitalization and the sharing economy
and its collaboration with consumers, given that the estimation of increase of
GMYV of the main digital sharing economy sectors in 2025. At the same time,
the future research needs to focus on how digital technologies can compensate
for the risks that occur.

Conclusion

There are several gaps in our knowledge in research as a result of our find-
ings, so there are numerous research opportunities available. Researchers will be
able to propose a new conceptual framework in future study in order to further
investigate consumer preferences in the sharing economy during the COVID-19
pandemic. Practically, to ensure that the former benefit fairly from their efforts,
guidelines for SE service providers and receivers must be established. It is pos-
sible that future study will reveal ways to increase workers’ economic stability,
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employment support, and the introduction of social benefits in the SE sector.
Although the COVID-19 stresses the adoption of new norms emphasising
social distance, hygiene, and security, how this relates to the SE needs further
exploration. COVID-19 has had some beneficial results in that it has compelled
numerous stakeholders to improve their sharing services and build them into an
established sector, and future research may study various ways to do this. Schol-
ars may be able to recommend tax policies for SE firms because, in contrast to
traditional counterparts like taxi services, SE firms do not pay their fair share of
taxes. As a result of the COVID-19’s impact on the SE, researchers have been
able to examine ways in which this industry might grow despite the current
crisis.
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11 The Role of TVET in
IR4.0 for Malaysia

Cheony Kee Cheok and Li Ran

Introduction

The advance of Industrial Revolution 4.0 (IR4.0) suggests cither its inevitability
or that its overwhelming advantages would persuade industry to embrace this
new technology. But seldom are its costs highlighted. These include the social
disruptions that adoption of the technology brings. This include magnifying the
divides between the haves (with Internet) and the have-nots (without), polar-
ization of jobs leading likewise to greater inequality, greater capital intensity
and skilled labour shortages, all contributing to greater welfare vulnerability for
some population groups (Sony, 2020: 260).

But what precisely is IR4.0? The Industrial Revolution began with the invention
of steam-powered engines for industry and transportation transformed both from
the late 18th century. The Second Industrial Revolution was said to occur in the
carly 20th century with the arrival of electric power, which became the driver of
both industry and home. The Third Industrial Revolution was associated with the
emergence of ICT in industry and the development of personal computers, these
developments beginning in the 1970s. The beginning of 2000s saw the beginning
of the Fourth Industrial Revolution (IR4.0) also referred to as the “digital revo-
lution” which combines human and technological capabilities in industry, begin-
ning with the most technologically advanced countries.

Assuming arguments for IR4.0 are favourable, its onset prompts each country
to ask itself at least two questions. First, what is the country’s level of attainment
of IR4.0? Put another way, how far short is the country’s attainment of IR4.0
that education, in whatever form, must bridge? A whole series of sub-questions
can be asked as to what precipitated this gap. Or whether there exist factors that
inhibit bridging of the gap. And how can these challenges be overcome?

Second, in preparing the population to take advantage of IR4.0, or at least
to bring it up to speed with being part of the IR4.0 ecosystem, what is the role
of education and what challenges does this sector or subsector face in pursuit of
this goal? What does education for IR4.0 entail? What stumbling blocks exist to
impede its progress? Are there subsectors of education that are particularly suited
for nurturing IR4.0 upskilling? To the extent that the country has not reached the
level to be IR4.0 compliant, is it necessary for education to go all the way?
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To these core questions can be added a third. Given the pivotal role of the
government in promoting IR4.0, whether by adopting the technology needed
for IR4.0 implementation, or by management of the education system that pro-
duces ultimately IR4.0-capable graduates. Or fail to do so in one or both cases.
What accounts for its success in delivering on both scores, or what constraints
are faced in the pursuit of either or both objectives. Was there adequate effort or
was there consonance between planning and implementation?

These two questions are what this chapter attempts to answer. In doing so, it
first sketches the meaning and significance of IR4.0. Also highlighted are extant
government strategies to promote IR4.0 and the use of technical and vocational
education and training TVET as an instrument to familiarize the population.
Examples are also drawn from other countries’ experiences.

We pose these questions in the case of Malaysia, a high middle-income country
poised to advance to developed country status in 2020, according to then Prime
Minister Mahathir’s Wawasan (Vision) 2020 blueprint!, but on account of the
country’s slower growth since, was pushed back to year 2030 by Prime Minister
Najib Razak. Even at this lengthened schedule, doubts have been expressed as to
whether this schedule is achievable, given the challenges like deindustrialization
(Rasiah, 1995, 2011, 2020) and politics (Gomez et al., 2021) the country has to
confront. To achieve its goal of sustained growth, mastering IR4.0 to leverage
the latest technology is essential. How far is Malaysian industry from the tech-
nological frontier?

Malaysia in the IR4.0 Era

This chapter has the specific purpose of ascertaining the role of TVET in upgrad-
ing the requisite skills to take advantage of the bounty of IR4.0. TVET is chosen
over academic education because RVET is specifically about vocational training.
To ascertain the readiness of TVET for readying citizens for the onset of IR4.0,
two related issues must be addressed. First, even before the efficacy of TEVT is
discussed, how prepared is Malaysia to master the technologies associated with
IR4.0? Second, given the technologies expected in IR4.0, what role can TVET
play in upgrading skills. We examine the first question first.

Malaysia’s Preparedness for IR4.0

There is no question of the government’s awareness of the arrival of IR4.0. In
2021, no fewer than three documents referenced policies or activities related to
IR4.0. In February 2021, the government released Malaysia Digital Economy
Blueprint (MDEB) (EPU, 2021a). The MDEB was intended to support other
government initiatives, but specifically charts the course of MYDIGITAL, “a
national initiative ... of the Government to ... transform Malaysia into a digital-
ly-driven, high income nation and a regional leader in digital economy” (EPU,
2021a: 10). Its Phase 1 (2021 to 2022) aims to accelerate adoption of the dig-
ital foundation needed for Phase 2 (2023-2025) which aims to drive digital
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transformation, and Phase 3 (2026-2030) which builds strong, sustainable
growth in the decades to come, positioning Malaysia to become a regional mar-
ket producer for digital products and digital solutions provider (EPU, 2021a:
12). The digital economy is of course a part of IR4.0.

In July 2021, the Malaysian government announced through its National
Fourth Industrial Revolution (IR4) Policy (Malaysia (2018) its policy on IR4.0, a
“broad overarching national policy that drives ... the adoption of emerging tech-
nologies ... and builds the foundation to drive digitalization across the nation,
including bridging the digital gap” (EPU, 2021a: 27). With policy thrusts that
included upgrading the citizens’ IR4.0 skills to cope with IR4.0 and acceler-
ate IR4.0 innovation and adoption (EPU, 2021b: 33). For all three stakeholder
groups — businesses, society and government, it would focus on ten key sectors and
six supporting sectors. Confidence in achieving its targets was based on Malay-
sia’s readiness to embrace technology through plans like the National Policy on
Science, Technology and Innovation 2013-2020, National Education Blueprint
2013-2025, National Internet of Things (IoI') Strategic Roadmap 2015-2025,
Eleventh Malaysia Plan 2016-2020 (11MP) with strategy to expand modern ser-
vices, Malaysia Productivity Blueprint. And Malaysia’s “above average ranking in
key technology and innovation related global indices ... (which) has provided a
strong foundation for the nation to seize growth opportunities and mitigate risks
arising from the IR4.0” (EPU, 2021b: 33). This is despite Malaysia’s admitted
decline in competitiveness as shown by global competitiveness indices.

In September 2021, the Malaysian government released the Twelfth Malaysia
Plan 2021-2025. Though not targeted specifically at IR4.0, it made ample ref-
erences to it, beginning with accelerating technology adoption and innovation
as a “policy enabler” and “improving the TVET ecosystem to produce future-
ready talent.” In giving ample coverage of IR4.0 and the digital economy, the
Plan is explicit on the challenges faced, including low investment in R&D, low
commercialization and experimental research and shortage of STEM graduates.
The declining trend in Malaysia’s competitiveness and product innovation has
also been noted Bernama, 2019.

With these initiatives in place but given the acknowledged challenges, how do
the optimistic projections compare with observations on the ground? Although
piecemeal, the picture that emerged is mixed — major deficiencies are reported
as frequently as stories of successful implementation. In a reported interview
on July 28, 2017 (Mibrand, 2017), the chief executive officer of the Human
Resources Development Board (HRDB), Vinaeswaran Jeyandran was of the view
that despite the hype, Malaysia is not yet in IR4.0. Just over 30 percent of Malay-
sia’s 15 million workforce has been equipped to handle IR4.0 processes. HRDF
has its work cut out for it to increase the proportion to 35-40 percent. Techwire
Asia reports an even lower adoption among Malaysian SMEs of 10 to 15 percent
taking steps to adopt IR4.0 processes with the reasons cited being the lack of
structure and collaboration between the private and public sectors in driving
the country’s IR4.0 agenda (Techwire Asia, 2019). ? Uncertainty as to how to
access government funds to migrate to IR4.0 proved to be an additional hurdle.
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A separate study found fault with Malaysian Company research innovations
which focused on unlocking value in new businesses rather than revitalize their
core businesses (Techwire Asia, 2019).

No more optimistic was Kaur (2019) who concluded that Malaysia was falling
behind in IR4.0 adoption. TM One (2019) concurred.

In general, Malaysia is still struggling to adopt IR4.0, and many businesses
are stuck at Industry 3.0, in terms of manufacturing technology... many
manufacturers still rely on low-cost labour, i.e., foreign workers, and are
hesitant to invest in innovative automation technologies.

Among other manufacturers, those that adopted IR4.0 were no fully cognizant
of its impact (Nasir, 2019) while those that had not adopted did not what it was
for (Lee et al., 2019).

But surveys of members of civil society offer no more clarity. Idris’ (2019)
survey of 400 public university students found a majority who had heard of
I1R4.0 (90 percent), had some understanding of IR4.0 (70 percent), recognized
the importance of education funding to upgrade IR4.0 knowledge and skills (75
percent), were aware of the advantages of IR4.0 in terms of lowering production
cost (65 percent), reduced manual work (65 percent), increased income (50 per-
cent) and increase employment (30 percent). They also felt that universities effort
in promoting IR4.0 was insufficient (55 percent) and that there was insufficient
supporting infrastructure (60 percent). The opposite results came from another
survey of students of a private university (Chalil, 2019; Sani, 2020). The survey
of 550 student respondents found students (and parents) lacked clarity about
and felt unprepared to join a IR4.0-capable workforce. They also felt that higher
education was not doing enough. More than 50 percent of the students were
unable to articulate about the substance of IR4.0, more than 50 percent of the
parents were unable to discuss IR4.0. Respondents felt that universities stressed
theoretical and academic teaching, and did not expose students to IR4.0. There
was a need for soft skills — critical thinking, problem solving, leadership.

Beyond issues on the ground Malaysia encounters structural advantages as well
as challenges. Lee (2020) summarized these well. Malaysia’s advantages included:

e  Itsstrategic location as an e-commerce and logistic hub, with multinationals
like Nestle, Tkea, Lazada and Continental Tyres locating here.

e Its good infrastructure, with 30 highways, five international airports and
seven international seaports having good access to all parts of the country,
with the Malaysian Communications and Multimedia Commission 2018
statistics showing 39.4 broadband subscriptions, 3G and 4G/LTE systems
reaching 94.7 and 79.7 percent population coverage.

e  One of lowest rents in Grade A office space, the lowest living cost in Asia.
Investment funds are also abundant, and developers/construction compa-
nies experienced.

e Industrial zones offering investment incentives
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But these incentives are not unique to Malaysia. On the other hand, some
challenges are:

e Companies reluctant to embrace change in the face of costs and uncertainty;

e Shortage of talent — of STEM graduates, and insufficient focus on digital
literacy and innovation, resulting in a less adaptable workforce;

e Stringent regulation — red tape, endemic corruption, many sectors tightly
controlled by state monopolies or GLCs; and

e TVET’s limited success, graduate unemployment, racial discrimination and
political issues prompting brain drain that adversely affected high-tech and
high-value industrial production.

Add to these the phenomenon of premature deindustrialization (Rasiah, 2020)?
and the plunge into real estate services (Gomez et al., 2021), it is difficult to
concur with the government’s rosy projections of accomplishments. Or doubt
the various stakeholders’ scepticism that IR4.0 is now in place. It is therefore
little wonder that an article in the magazine TMOne (2019) asked: “Industry 4.0
is here: where are the manufacturers?” pointing its fingers at reliance on “low-
skill foreign workers”. Kaur (2019) also pointed out that only 15-20 percent of
companies had migrated to IR4.0, the rest lacking the knowledge or information
on how to borrow to upgrade. She also quoted consultancy International Data
Corporation as saying that the workforce was similarly unprepared.

Higher Education and IR4.0

The arrival of IR4.0 poses major challenges for education, not least having to
deal with so many changes in the environment in its role in nurturing the work-
force to be IR4.0-ready. These changes include the nature of employment as
there could be reduced demand for entry-level graduates while those with spe-
cializations would remain to be sought after. The structure of employment will
also change as the demand for different types of goods and services change.
Technologies at work and for learning are also changing. Partly responding to
technological changes, student study habits will evolve to take advantage of new
capabilities. The new environment will require major restructuring of education
systems and pedagogy just to keep pace. At the same time these disruptions offer
a real opportunity for fundamental education reform that, if successtul, will pro-
duce a creative and innovative workforce.

Given these deficiencies, what role can education, specifically higher educa-
tion play to enable all stakeholders to be current in IR4.0 knowledge and use?
And what type of education is best suited to ensuring proficiency? To answer
these questions, those who will form the workforce in an IR4.0 environment
need to be profiled. Kozinski (2017) characterized these Generation-Z stu-
dents as fully engaged in learning but want to control this process. They do not
fear challenges and enjoy group discussion and collaborate in teams in a highly
interactive environment. For them, learning is not limited geographically and
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intertemporally; they can learn anywhere and anytime and have familiarity with
the latest technology.

In this environment, what constitutes the appropriate pedagogy and approach
that can be effectively utilized? Haseeb (2018) provided some possibilities.
Stressing that “Education must produce creative graduates, capable of critical
thinking, innovative and entrepreneurial, have cognitive flexibility to deal with
complexity”, Haseeb (2018) was of the view that pedagogically, communication
and collaborating and collaborative skills would assume greater prominence,
together with digital and data literacy. There should be opportunities for more
individualized modes of learning to suit individual students’ needs. He also fore-
saw blended learning between traditional instruction and massive open online
courses (MOOCs) and deeper learning through more use of practice-oriented
learning or learning-by-doing seeing more frequent use. More and quicker dis-
ruptions would require life-long learning plus shorter duration of programs. At
the same time, the multitude of skills required in IR4.0 would mean the offer of
packages of interdisciplinary course offerings such engineering, business admin-
istration and computer science. Corresponding to IR4.0, this state of education
has been called Education 4.0.

The success of this transformation depends crucially on at least three factors.
First, because digital technology relies on the internet, the use of this technol-
ogy is available only to those with internet connections, possibly magnifying the
divide between the more affluent haves and the less affluent have-nots. Second,
even for students with the means to develop new ways of learning, the role of
teachers is even more vital. Miranda et al. (2021: 1) listed the following attributes
teachers needed to possess: competencies, learning methods, ICT and infrastruc-
ture. Even as students need to master vital media for guiding and transferring
the new skills, teachers’ commitment matters. Some resistance to change, given
uncertainties over methods and outcomes, is inevitable. This resistance may take
the form of complaints of insufficient time to integrate new content with old,
focus on ensuring on students passing examinations, loss of control in trying
new content, reliance on textbooks and lack of ICT familiarity. Arguably the
greatest change in teacher mindset will come from recognizing that the student,
rather than the teacher, should be the centre of attention (Gerstein, 2014).

TVET in Malaysia

TVET Evolution

The history of TVET in Malaysia can be traced to as early as 1964 when both
ministries of Human Resources and Youth and Sports first provided skills train-
ing with more ministries setting up training institutions since (Amir, 2012). In
2013, a comprehensive review of Malaysia’s TVET at that time was conducted
under the auspices of the World Bank’s SABER (Systems Approach for Better
Education Results) project to assess its strategic framework, system oversight and
service delivery (Cheong et al, 2013). While documenting major improvements in
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Malaysia’s TVET system between year 2000 and 2010, it nevertheless noted areas
where there existed room for improvement. Critiques related to first the greater
attention paid to policy pronouncements than to implementation (Cheong et al.,
2013: 15-16). Second, performance was measured by the allocations spent rather
than by indicators of performance. Third, “the public sector focus of ... pro-
grams afford only limited roles for non-government stakeholders.” Fourth, pub-
lic sector focus had been reduced by non-state design of programs, and industrial
attachments but another group of stakeholders, the workers, remained unrepre-
sented. Fifth, Malaysia had organizationally multiple public agencies entrusted
with workforce training through TVET with limited coordination among them,
although the harmonization of standards had ensured some consistency. Insti-
tutional issues like reporting, data dissemination, and assessment were less well
coordinated. Sixth, the geographic distribution of (MARA) training centres
raised the possibility of program duplication. Seventh, problems associated with
the lack of institutional memory, caused partly by institutional restructuring but
equally likely by the government’s data confidentiality, had consequences for
charting the longer-term development of Malaysia’s TVET. On top of all these
issues, the general public’s perception of TVET being the refuge of those unable
to make the grade academically, was not helpful in bringing students to TVET.

In the same year, Ismail and Norhasni (2014) added to this critique. Their
additional criticisms are given in Table 11.1. In addition to improvements in the
strategic framework, system oversight and service delivery, their criticisms cen-
tred around structural deficiencies like the shortage of qualified teaching staff]
courses being supply-driven, and concentration in lower-level skills.

Nearly a decade has elapsed since this research, and significant changes have
occurred since then. First, the 11MP was issued in 2016 which brought TVET
into the education mainstream and gave the sub-discipline a major policy push.
This is followed by the Twelfth Malaysia Plan that accorded even more public-
ity and generated more discussion of mainstreaming TVET. A third disruption
occurred that was favourable to TVET teaching especially for IR4.0 was the
onsct of the Covid pandemic two years ago (in 2019) that compelled the rapid
digitization of instruction throughout the education system. These positive
developments notwithstanding, some things have changed for the better, but
some issues remain. Before we deal with these issues, let us track the unfolding
narrative of Malaysia’s TVET through these major developments.

The Eleventh Malaysia Plan: Proud of the country’s relatively recent economic
performance but also facing challenges, internal (such as low productivity, declin-
ing export competitiveness, shortage of skilled labour and limited fiscal space) as
well as external (such as low commodity prices, falling value of the ringgit, and
China’s growth deceleration), the 11 MP has as its theme people-centred growth.
Among its six strategic thrusts is “accelerating human capital development for
an advanced nation” with its “game changer” of strengthening governance
through unifying accreditation and rating systems, “enabling industry-led tech-
nical and vocational education and training” and introducing specializations
(Amir, 2017: 3). Efforts would also be made to rebrand TVET. The targets for
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Table 11.1 Criticisms of Malaysia’s TVET as at 2013

Issue/Challenge

Issue/Challenge Explained

Technical teaching
staft shortage

Flexible access to
TVET throughout
life.

Enculturation of life-
long learning.

Weak monitoring &
evaluation

Concentrated in
lower level skills

Non-homogeneous
participation of
ethnic groups

Attrition and
completion issue

Most of the staff assessed based on their academic
qualifications with little importance given to their skills.
Those with work experience unwilling to become teachers
due to the unattractive salary scheme.

Most who could benefit from it do not usually have access
given high operational cost. Less costly alternative methods
of delivery of instruction needed, e.g., flexible teaching and
learning materials delivered online.

Needed legislation, institutional structures and redesigned
curricula to cater to all members of society to enter
and re-enter the world of work. Continuous TVET
opportunities for personal and social development to turther
study. A mindset change needed for a life-long learning
culture.

TVET programs largely supply-driven and lack matching
training to available jobs. Training institutions also seldom
track the employment destination of their graduates.
Outcome evaluation and tracer studies are still lacking.
Response from the private sector to industrial training is
lukewarm, with private (vocational) training institutions
struggling to attract financial support and students.

TVET provision largely concentrated on lower-level skills
qualification, with over 70 percent of graduates in Skills
Certificates, Levels 1, 2 and 3. Training focus should be
concentrated on higher-level. Funding structure does not
fully support quality and performance of TVET providers.

Indian youths make up less than 3 percent of the total
intake to TVET places oftered in the country. The overall
participation is dominated by Malays.

Attrition rates and completion rates of students are of vital
concern. Although attrition numbers are not significantly

large, some students fail to graduate in time. Need to
improve completion rates by taking into account quality and
the supervisory system.

Source: Adapted from Ismail and Hassan (2013), Table 3.

this strategic thrust are for labour productivity to grow at 3.7 percent annually,
for compensation to employees to reach 40 percent of GDP by 2020, for the
monthly median wage to reach RM2,500 by that year. With respect to TVET,
the Plan aimed to have 60 percent of the 1.5 million jobs created to be filled by
TVET graduates, with 225,000 secondary school leavers enrolling in TVET
programmes. And more employees benefit from lifelong learning through the
Human Resources Development Fund (HRDF). These initiatives should benefit
more than 1,000 TVET institutions from federal ministries, state skills centres,
and private providers.

The Pandemic: From January 2021, when Malaysia recorded its first case of
infection by the SARS-CoV 2 (COVID-19) virus, it has been in the grip of



The Role of TVET in IR4.0 for Malaysin 197

the pandemic which saw repeated lockdowns (movement controls) and control
regulations of varying intensities till today (Pharmaceutical Services Programme,
2020). These lockdowns, in their most intense, saw the “non-essential” work-
force working from home or retrenched, small businesses shuttered, and schools
and tertiary institutions closed to students. Ernst and Young (2020) expect the
virus’ impact to be pervasive, directly on some sectors but also on stock markets
and consumer spending.

In higher education, the most obvious impact was to migrate all teaching
online via e-learning with new platforms. The move to online learning poses
both opportunities and challenges. One positive of the move to e-learning is that
it mandates familiarity with digital literacy, also a requirement for IR4.0 learning
(MIDA, 2021). Thus, MIDA (2021) boasted that “in response to the new nor-
mal resulting from the pandemic, Malaysia’s higher education institutions have
jump-started their initiatives in adopting e-learning approaches (and) Open and
Distance Learning (ODL) practices.” It also noted the use of MOOC:s by several
universities. Another possible benefit is to force the higher education sector to
adapt to a new regime of working and learning from home. In doing so, a learn-
ing management system needs to be put in place, but the arrival of the pandemic
has given little time for higher educations to master these.

But online learning has its own limitations. First, not all learning is amenable
to online delivery. Laboratory work and some research, especially collaborative,
cannot be conducted online, while internships are also difficult by this means.
Second, even if teaching can be used, its quality would depend on the length of
time online learning has been implemented, the comfort of teaching staffin using
this method of delivery, and unfortunately the limited time they had to transfer
material meant for face-to-face instruction to content online (Norzaini and Doria,
2021: 80). It is also impossible to monitor students’ understanding of and/or
reaction to the content of the teaching. This and other reasons have left students
and their parents unconvinced that online learning is an effective alternative to
face-to-face instruction. Arguably the greatest obstacle to effective learning is the
digital divide, with remote rural communities and poor houscholds having no
access to internet and hence to online learning.? Finally, given the speed with
which the virus arrived, most institutions are adjusting by trial-and-error, with
implementation record at best mixed (Norzaini and Doria, 2021: 89).

TVET Today

Years 2019 and 2020 saw the end of 11MP followed almost immediately by
the arrival of the pandemic to Malaysia. What is the state of Malaysian educa-
tion, specifically the role of TVET, when 11MP ended? Through the 11MP,
TVET was recognized explicitly as vital by the government. For this reason,
as of June 2017, the number of TVET institutes was over a thousand, 45 per-
cent of which were public sector enrolling 200,000 students (Amir, 2017). But
programmes were delivered by a multitude of ministries and agencies, as shown
below (UNESCO-EVOC, 2019).
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The formal TVET system of the Ministry of Education begins at the lower
education level, basic vocational education (ISCED 2) is offered in public schools
in the formal TVET system. On completion after three years, students can pro-
ceed to skill training schools or enter the job market. Students can also join
TVET programmes after they pass the lower secondary examinations. Taught
at Technical Schools and other institutions, students who complete the pro-
gramme (ISCED 3) sit for the SPM (Sijil Pelajaran Malaysia — Malaysian School
Certificate) and go on to pre-university studies or enter the labour market. Stu-
dents who pass SPM and remain in the vocational stream can also opt to join
non-tertiary certificate or diploma programmes (ISCED 4). TVET students who
intend to pursue tertiary education (ISCED 5-8) to obtain a Bachelor degree or
diploma or advanced diploma can proceed to institutions of the Malaysia Tech-
nical Universities Network (MTUN) (Figure 11.1).

But a plethora of other ministries also offer non-formal and informal TVET
programmes. The Ministry of Human Resources offer apprenticeships that com-
bine hands-on industrial training (70-80 percent) with classroom instruction
(20-30 percent) at Industrial Training Institutes. The Ministry of Rural Devel-
opment’s Majlis Amanah Rakyat also runs skills training institutes. Vocational
training for military veterans is provided by the Ministry of Defence. The affil-
iated agencies of the Ministry of Works also offer TVET training. Other minis-
tries which offer TVET training are the Ministry of Youth and Sport, Ministry
of Agriculture and the Ministry of Rural Development.

In addition to the formal public sector TVET system, private sector TVET
institutions that account of more than half the number of total TVET institu-
tions offer programmes with various specializations at various levels. How did
such an elaborate system develop and what are its challenges in its current role of
preparing the workforce and public for the arrival of IR4.0? In its review of the
11MP, the 12MP recognized that notwithstanding its extensive coverage, the

Technical Universities (MTUN) | Universities
T 7'y
Polytechnics Community Vocational
5yrs | colleges colleges
4yrs 2yrs Skill
? [ ? ? Training
- I Institute
Technical Vocational Upper 2ndary
School College/other l¢«—{ education
2yrs 2yrs 2yrs
Basic Vocational Education /
2yrs

Figure 11.1 Malaysia’s TVET Structure.



The Role of TVET in IR4.0 for Malaysia 199

TVET subsector faced major challenges that saw projected enrolments not met,
and TVET students numbering less than half that of those enrolled in academic
programmes.* Four were cited.

First was uncoordinated governance, particularly significant given the number
of agencies offering TVET. Manifestations of this existed in the form of unclear
TVET articulation, and only ad hoc industry input. Second was fragmented
delivery. Despite a standardized national occupation code, multiple providers
cach used separate modes of delivery. Public TVETs also offer no specializations
while no standardized performance assessment existed. Third, a TVET-trained
technologist was not recognized as a professional, with adverse consequences for
his/her wages, in addition to having no opportunity to continue to pursue higher
education. Finally, competency deficiencies existed among some TVET instruc-
tors. Some lacked the technical skills while others lacked industrial exposure.

To remedy these challenges, the Plan intended to strengthen governance,
improve the quality of programs and rebrand the entire subsector to increase
its attractiveness. In terms of governance, a single accreditation system was pro-
posed as was a single rating system for both public and private TVET institu-
tions. In program delivery, it would be industry-led in partnership with TVET
institutions and government. Specializations would be allowed. The number
enrolled in TVET would be raised from 163,000 in 2013 to 225,000 in 2029.
And TVET students would face clear career choices. Though no explicit men-
tion had been made of IR4.0, the objectives of moving to high value-added
production and industry-led training were consonant with it.

What are the outcomes of these initiatives at the end of the Plan? The 12MP
concluded, albeit optimistically (12MP: 10-3):

During the Eleventh Plan, Malaysia continued to record full employment,
improved labour productivity and higher graduate employability. Enrol-
ments in schools, higher education institutions (HEIs) and TVET institu-
tions also increased.

However, in the same breath, “the unemployment rate increased and labour pro-
ductivity declined in 20207, blamed on movement control to deal with the surg-
ing pandemic. In addition, only three of the nine targets to empower human
capital were achieved. Among these, TVET experienced mixed success. While
its graduates enjoyed greater employability, the intake of those who completed
secondary school fell short of the projected 225,000 students, “partly due to
the public perception of TVET as a second choice® and the fragmented TVET
landscape” (12MP: 10-3).

With specific reference to preparation for IR4.0, arguably one of the most
striking features is the multitude of agencies, briefly described earlier, with
responsibility to deliver TVET programmes, making for “overlap and unclear
division of responsibilities” (UNESCO-UNEVOC, 2019: 12). And in terms
of IR4.0 upskilling, despite detailed job specifications for each level of TVET
qualification (UNEVOC, 2019: 15-16), the extent to which each agency is
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committed among its many priorities is hard to tell, but even with all agencies
pitching in enthusiastically, coordinating their content if not pedagogy would
pose extremely challenging. Also given the detailed job descriptions for each
level of TVET qualification, major restructuring of studies to accommodate
I1R4.0 subjects would be needed. Steps to remedy these issues were taken, how-
ever, when then Minister of Education Mazlee Malik established the National
TVET Coordinating Body to bring TVET under one roof (Amir, 2020), a prac-
tice since continued in the 12MP.

Further, that “Malaysian teacher education is still dominated by degree
courses” (UNEVOC, 2019: 13) also suggests that in hiring TVET instruc-
tors, not enough weight has been accorded industry experience (see for instance
Bandura and Grainger, 2019; OECD, 2018). And to the extent in-service train-
ing is provided, it is “mainly to upgrade the teachers’ rank and salary category”
(UNEVOC, 2019: 14). Further, the unification of qualifications for both aca-
demic and TVET subsectors under 11MP has only served to entrench the dom-
inance of academic qualifications in hiring and promotions (UNEVOC, 2019:
15). The saving grace is the existence of hands-on industrial training combined
with classroom instruction, which carries weight for IR4.0 learning.

Confirming the persistence of major challenges, Boo (2018) acknowledged that
first, until the launch of 11MP and its successor 12MP, TVET did not receive
as much attention as academic education even in government circles. Even after
the government endorsed explicitly the important role of TVET, the general per-
ception that those students who enrolled in TVET programmes were those who
could not cut it in academic studies continued to prevail. This explained a second
challenge — despite the government’s grand plans and ample budget, the target
enrolment for TVET could not be achieved. As evidence of this shortfall, Boo
(2018) estimated that only 7 percent of secondary school leavers enrolled in TVET
programmes while only 70 percent of places had been filled. The former number
could be compared with Germany’s and Switzerland’s 70 percent and Singapore’s
75 percent. Similarly, dropouts from primary but more from secondary school had
fallen but were still significant. Thirdly, he noted that the proportion of high-skill
workers had fallen over the past 15 years but the proportion of unskilled work-
ers had increased. Fourth, despite Malaysia enjoying near full employment, youth
unemployment was much higher than the national average, with graduate unem-
ployment a major share of youth unemployment.

Many of these issues represent a reprise of those raised in the World Bank
SABER Report and by Ismail and Hassan (2013) issued five years ago, showing
the absence of major improvements in key areas despite the government’s strong
support. First is the persistence of a negative attitude towards TVET, together
with the continued reliance on academic qualification in hiring instructors and
the persistence of graduate unemployment despite an overall situation of full
employment. Nevertheless, some improvements had been made. These included
efforts to “rebrand” TVET, stronger industry participation of and driven pro-
grammes, unification of accreditation and rating systems and coordination
between the many ministries and agencies offering TVET programmes. With



The Role of TVET in IR4.0 for Malaysia 201

respect to IR4.0, unfortunately, the extent to which the substance and quality of
programme delivery effectively address important priorities is not readily known.

But small sample and /or selective micro-studies can throw some light on these
issues. One group of these deals with lecturers’ satisfaction with delivering pro-
grams, including IR4.0. Not surprisingly these subjective assessments were pos-
itive. Thus, in a survey of 100 lecturers in a TVET university, Rahman (2017)
found them with favourable views of TVET teaching and learning. Zulnaidi
and Majid (2020) found that lecturers’ understanding and readiness to teach
IR4.0 subjects were high. Similarly, Zulnaidi, Heleni, and Muhammad (2021)
found TVET lecturers’ understanding and readiness to teach IR4.0 subjects to
be high. Others (Ibrahim, Baharuddin and Baharom, 2018: Shafei, Haris and
Hamzah, 2018), however, found readiness to be only moderate.

These mixed results notwithstanding, they said nothing about delivery effi-
cacy. For this, we need to turn to surveys of beneficiaries of such teaching — the
students. Chalil (2019) reported on a survey by IDC and INTI International
University and colleges that 63 percent of students and graduates and 54 percent
of parents could not articulate IR4.0 concept. Thirty percent of students were
“unprepared for the IR4.0 workplace and 28 percent of students said their only
exposure to IR4.0 was in university. Reporting on the same survey, Sani (2020)
reported that “students had been too reliant on academic programmes to make
them job-ready... not many students took the initiative to take courses to get
additional certificates relevant to the IR4.0 workplace.” However, another survey
of 400 public university students came to the opposite conclusion (Idris, 2019).
It found that most had heard of IR4.0 (90 percent) or had some understanding
of IR4.0 (70 percent) although up to half felt that their universities could have
done better (55 percent) or provided better infrastructure (60 percent).

Implications for Malaysia

In this chapter, two questions were posed the answers to which prompted a third
question which has implications for policy. The first question is what is the state
of preparedness of Malaysian for the arrival of IR4.0 which the government is
active planning for. This question was answered earlier in this chapter, which
was, with industry wedded to the low-skill model that saw only 25 percent of the
workforce having a bachelor’s degree (Noorziah et al., 2015: 226) and employ-
ers® resisting an increase of minimum wages, partly owing to the pandemic, that
Malaysia was not yet in the IR4.0 era. Apparently, Malaysian industry prioritized
short-term profits over long-term competitiveness.

The second question, as to whether Malaysia’s TVET is at or close to that of
leading countries Singapore, Germany and South Korea. The answer is again not
quite. Although the Malaysian TVET has seen major improvements with the gov-
ernment pouring resources into this sector, major impediments remain to be over-
come. Apart from structural issues of coordination and standardization, arguably
the greatest obstacle yet to be overcome is the public perception that TVET is an
inferior alternative to academic education. This perception, no matter how much
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rebranding occurs, so long as industry does not give due recognition to TVET
graduates, will persist.” Additionally, the content of Education 4.0 is now well-
known. But how much has been incorporated into Malaysia’s TVET is not precisely
known. Nor, despite the positive feedback, is it known how much teaching staff
have bought into the radically changed teaching and mentoring methods envisaged.

The answers to the aforementioned two questions prompt a third. Which
is, given industry lagging behind the IR4.0 environment, is there any point in
TVET upgrading to teach IR4.0 subjects, i.c., to embrace Education 4.0? The
answer, to our minds, is still yes. As a learning method it presents a novel way of
learning putting much greater focus on industry-learning linkages. It may trans-
form the entire education sector once, through its focus on soft skills, its salutary
effects on graduate employability are recognized. It also strengthens familiarity
with emerging or skills already in use in technologically advanced countries. And
once these skills prove their worth, industry may come around to recognize the
desirability of embracing IR4.0.

Finally, reforming Malaysia TVET is certainly in the realm of the possible.
Singapore, Germany and South Korea, much praised for their TVET, all offer
useful lessons from which Malaysia can learn. Germany recognizes three dimen-
sions of competence: professional competence, that of the individual in relation
to his profession, social competence, that of the individual in relation to his
social environment and self-competence, which relates to the individual in rela-
tion to himself and his own qualities. German apprentices are exposed to a real
industrial work situation through TVET very early from the age of 15 in upper
secondary education. Apprentices work 70 percent in the real economy with paid
wages and 30 percent in formal education. Almost all German apprentices are
trained IR4,0. The Relevance of Entrepreneurship Education for Development
15 education and training would be released from their original industry after
completing their training (Salman, et al., 2020).

As early as the 1970s, policy formulation in Singapore benefitted from stake-
holder engagement through the Tripartite Alliance, made up of the unions
representing the workforce as the beneficiaries of TVET, employers as consum-
ers of TVET output, and the government (Cheong and Lee, 2016). This col-
laboration has produced new institutions to guide TVET in a system which is
demand driven, vital to the system’s ability to adapt in times of rapid economic
change. System wise, TVET started for students in lower secondary education,
and TVET students could eventually achieve higher education in an education
system that advocates the learning process as a lifelong affair.

In Korea, TVET qualifications are considered equivalent to academic qualifi-
cations. Its marketability heavily dependent on labour market requirements, has
always matched that of other graduates, given South Korea’s focus on modern
heavy industry; South Korea being number one in terms of the highest indus-
trial robotic density since 2010, with 631 robotic arms per 10,000 employees,
reflecting its significant role in training for IR4.0. A distinctive feature of the
Korean TVET system is the high proportion of students in tertiary education.®
(UNESCO-UNEVOC Korea) As can be seen, there is something to be learned
from each country model.
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Conclusion

In considering the role of TVET in upskilling the Malaysian workforce in readiness
for IR4.0, two questions must be asked. First, what situation is Malaysian indus-
tries in with respect to IR4.0 which industrially advanced countries are now imple-
menting? And second, how capable is Malaysia’s TVET in fulfilling its intended
mission of equipping the workforce with IR4.0 work skills. The answer to the
first question is that Malaysia’s low-cost, low-wage model has not seen industries
operate at the IR4.0 level. The answer to the second is that Malaysia’s TVET
instruction has likewise not fully transferred IR4.0 skills. These answers lead to a
third question which is should TVET wait for industry to catch up before launch-
ing into upskilling programmes? Hardly. For three reasons. First, Education 4.0
to cater to IR4.0 represents a new paradigm of learning that is likely to transform
education, both academic and vocational, and bring about closer collaboration
between learning and the workplace. This alone creates value for society. Second,
increasing familiarity with IR4.0 skills among the workforce may precipitate the
industry’s upgrading to an IR4.0 environment. Even if employers do not see the
value of IR4.0, their employees will see it as their future. Third, with the rest of the
world moving to IR4.0, possessing the requisite skills enables rapid catch-up with
right policy incentives in place, and, at a minimum gives those in the workforce
thus equipped to seeck employment in countries with IR4.0.

Notes

1 Wawasan 2020 was a vision advanced by Prime Minister Mahathir Mohammad during
the tabling of the Sixth Malaysia Plan in 1991. The vision called for Malaysia to advance
to the status of a self sufficient industrial nation by year 2020 (Mahathir, 2008),

2 The same article reported that only about 90 of the approximately 500,000 Malaysian
SMES were eligible for funding under the national blueprint.

3 Norzaini and Doria (2021: 78) noted that “Although the Malaysian Communication
and Multimedia Commission (MCMC) in 2019 reported that the national mobile
broadband penetration rate was exceedingly high (120 percent per 100 people), the
fixed broadband penetration rate which provides faster and more reliable connectivity
was significantly low (approximately 8 percent per 100 people)

4 According to MIDA (2011), as of 30 September 2019, there were 1,325,699 students
pursuing tertiary education in public and private higher education institutions. Even
excluding the approximately 130,000 international students, the number of local ter-
tiary education students was nearly five times the number of students enrolled in
TVET institutions.

5 This problem is not unique to Malaysia. Tamrat (2019) found the same perception in
Ethiopia.

6 Malaysian employers have been labelled “stingiest in Southeast Asia on account
of wages accounting for only 25 percent of the country’s GDP as opposed to 40
percent for Singapore, 84 percent for Indonesia and 76 percent for the Philippines
(Renushara, 2022). But this reflects as much the low-wage model Malaysian industry
adopted as employers’ stinginess.

7 No matter what “experts” advise, (Selangor Journal, 2022)this perception will remain
unchanged unless and until evidence exist that TVET graduates are treated as profes-
sionals by industry.

8 This is reported to be 22.8 percent compared to 17.5 percent for secondary education
(UNESCO-UNEVOC Korea, 2018: 3).
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12 The Role of STRAND
in Malaysia’s Industrial
Transformation

Naguib Mohd Nor and Nazreen Mohd Nasir

Introduction

Humans are living in a time of countless breakthroughs in areas ranging from
autonomous vehicles to gene-editing systems and it is the fusion of these tech-
nologies from various domains that differentiate Industry 4.0 from the previous
three industrial ages. From an economic standpoint, Industry 4.0 has the poten-
tial to raise global income levels and improve the quality of life for everyone
globally due to new products and services that these technologies have enabled
e¢.g. Grab/Uber car-hailing service and vertical farming. What this means is that
transportation and logistics costs will drop and global supply chains will become
more cffective, all leading to the diminishing cost of trade which will open new
markets and drive economic growth.

The full potential of Industry 4.0 remains to be fully realized and these
unlimited technological possibilities are fast emerging as we connect billions of
people and devices worldwide. It is through the exchange of diverse ideas which
has been exponentially scaled via the Internet that technological advancement
has been accelerating. Therefore, a great way to think about Industry 4.0 is that
it is a direct effect of increased globalization. In this world, globalization will
not disappear but rather deepen. If in the past global integration grew as trade
barriers came down, it will now rely on the connectivity of national digital and
virtual systems and the related flow of ideas and services.

All this is disrupting the global economy and the manufacturing sector is
already secing the effects where automation and localization are beginning to
displace traditional supply chains, which means yet again that going forward,
competition will depend ever more on the ability to innovate. STRAND has
observed this trend in its work with the Malaysian supply chain.

Economics has always been inextricably linked to disruption. New technolo-
gies and production methods create innovative ways of deriving new value and in
some cases superseding old ones. This concept was pioneered and disseminated
into the mainstream by the Austrian economist Schumpeter (1942) who termed
it as “Creative Destruction” and no other manifestation of the idea is demon-
strated as strikingly as right now with the advent of Industrial Revolution 4.0
(IR4.0) technologies. Nevertheless, it needs to be highlighted equally, if not more,
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the damaging dimension to “Creative Destruction” as its beneficial counterpart
because although disruption has the potential to create new employment oppor-
tunities and education for the good, there is also the danger of rising inequality
through a “Winner-Takes-All” global economic scenario that pushes less developed
economies and low-skilled human capital out of competitive positions. Examples
include the Elon Musk Effect with the mass introduction of autonomous electrical
vehicles (Fox, 2020) Netflix and Spotify soaking up the market share previously
held by incumbent players once thought too big to fail (DW, 2018; Haridy, 2019)
and how 3D printing is reducing the need for materials and parts that were nor-
mally sourced globally (Manufacturing Today, 2020), to name a few. Such sce-
narios are now being accelerated by the COVID-19 pandemic (Plummer, 2020,
McKinsey & Company, 2021; Tan et al., 2020). Malaysia’s acrospace supply chain
is already beginning to grapple with these challenges.

Companies and even whole industries have always found it difficult to keep
up with disruption with the overriding notion that it had more time, such as the
case with Kodak, Blackberry, Blockbuster and many other established brands
considered too big to fail until it did. Why is it difficult for companies to get in
front of disruption? Ray Kurzweil from the Singularity University, came up with
an explanation for which he coined the term “Law of Accelerating Returns”
where he says that evolutionary systems, like information technology, produce
exponential changes. This happens because one generation of technology builds
on and accelerates the returns of previous generations e.g. the development of
the internet has led to the wireless broadband, which then fast-tracked mobile
apps development and has led up to cloud computing in its current form. These
accelerating returns produce exponential curves in a system’s fundamental meas-
ures which means the measures of power and speed tend to double at consistent
intervals with huge reduction in costs i.e. Moore’s Law.

This is why it is difficult to stay ahead of the curve with disruption because
companies, especially those that are asset-heavy, tend to think linearly due to
the fact that so many considerations need to be accounted for, limited resources
being one of them. As a result, these companies are slow but agile disrupters that
have no such baggage are building the next industry-creating experiences using
emerging technologies and riding the next wave of exponential change thereby
pulling ahead from the rest of the competition. STRAND has been developing
solutions to allow for technology asset leasing to become an option for compa-
nies to lighten their capital load.

From all of this developmental progress comes with it a pattern of increased
intensity of energy usage. As societies become more prosperous, it is followed with
a continuous quest for higher energy use which is not necessarily being rationally
utilized. According to Vaclav Smil, mankind has experienced three major energy
transitions and is only now trying to kickstart a fourth. The first phase saw the
mastery of fire, which has allowed the liberation of energy from the sun by burn-
ing wood i.e. plants and to cook the meat of the hunted animals. Second phase was
farming, which converted and concentrated solar energy into food thereby freeing
people for pursuits other than sustenance which was hunting.
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It was also during this era where farm animals and larger human populations
also supplied energy in the form of muscle power, to till the farmland. The third
energy transition was industrialization and with it came the rise of fossil fuels e.g.
coal and oil, and energy production became the domain of machines, as such the
coal-fired power plants. In an increasingly warming world, this is unsustainable.
Mankind must look for more rational ways of consumption and make a transition
to a less energy-intensive society, from highly concentrated fossil fuels to more
dispersed renewable sources such as biofuels, solar and wind farms. How could
the world get in front of this sustainability issue then? As Kate Raworth articu-
lates in her book Doughnut Economics, there needs to be a shift from the current
economic paradigm which is based on a value chain model with the sole goal of
profit maximization and unchecked growth. Besides the crude exploitation of the
natural environment and resources, it also leaves a negative impact onto society.

Raworth’s “Doughnut of Social and Planetary Boundaries” provides the
framework to model the alternative to grow healthy people, a healthy economy
and maintain a healthy planet. Inside the Doughnut Hole is the Social Founda-
tion, which comprises 12 basic human needs e.g. water, food, justice and edu-
cation. Around the rim of the Doughnut are nine planetary boundaries which
represent Earth’s ecological ceiling. If things like ocean acidification, land con-
version, air pollution, and climate change are overshot, that could result in irre-
versible damages to the planet. Therefore, the ideal space for the economy is to
be within the space between the Social Foundation and the Ecological Ceiling
which means that there is a balance between satistying society’s needs, as well as
maintaining the Earth’s health.

In order to make the economy sustainable, it has to be Circular which is the
opposite to the current linear “Take, Make and Dispose” consumption model.
Achieving this transition requires a fundamental system redesign as the Circular
Economy is essentially a simulation of the natural ecosystem process of cyclical
resource and towards zero waste. The ecosystem of the Circular Economy works
in closed loops of resources which means companies will need to take responsi-
bility for any materials in its products that go beyond sale and use. COVID-19
has accelerated this way of thinking particularly in the acrospace industry where
aggressive targets are being set to reduce the carbon footprint of the industry.
STRAND is involved in the development of such technologies with new acrospace
OEMs. Consequently, this chapter explains the role STRAND has played so far
to stimulate the absorption of IR4.0 technologies among Malaysian industries.

Theoretical Considerations: Towards a Sustainable
Economic Growth Model

The importance of galvanizing manufacturing in medium and large econo-
mies has received serious attention since the First Industrial Revolution began
in Britain (Reinert, 2007). Gerschenkron (1062) and Kaldor (1967) subse-
quently argued over the role manufacturing plays in structural transformation
from low to high value-added activities. Rasiah (2020a, 2020b) differentiated
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the contrasting outcomes of industrialization initiatives among the South East
Asian market economies. Key to industrial upgrading is the role of technology
and innovation Schumpeter (1934, 1942). However, as countries seek to unlock
policies to spearhead industrialization important epochal changes in technologi-
cal regimes are key to comprehend with the most recent being driven by digital-
ization and IR4.0 technologies.

Any attempt to comprehend IR4.0 will have to address the United Nations
(2016) Sustainable Development Goals (SDGs), which seeks to meet the multiple
pillars of sustainable development targeted at planet earths capacity to contain cli-
mate change and global warming while offering the opportunity to enjoy improve-
ments in the standards of living and alleviating poverty. Consequently, a sustainable
economic growth model is a key requirement for any nation to survive in this post-
COVID-19 pandemic world (Rasiah, Gopi Krishnan and Azleen, 2022).

The growth and development of a nation state’s economy will not be sus-
tainable by just fulfilling the short-term or medium-term economic goals alone
because of the interconnectivity of all the various elements and factors. Promot-
ing only an economic or profit agenda without considering social and environ-
mental impacts would place the growth and development trajectory in the wrong
path (UNESCO, 2021). Therefore, economic growth and development has to
be based on the Sustainable Economic System Framework which is built on
three dimensions: (i) Economic; (ii) Social; and (iii) Environment. Essentially,
the framework serves to highlight the interdependency of the economic, social
and environmental dimensions in achieving sustainable economic growth. If one
or two of the dimensions were developed but the others were neglected, the
inter-dimensional link would break and the development will be rendered unsus-
tainable. The distinct dimensions are mutually reinforcing (see Rasiah, 2019).

A sustainable economic growth and development model in a progressive
nation state would therefore require an equitable and non-conflicting develop-
ment in all dimensions. This entails trade-offs between multiple objectives. The
different elements in each dimension can be thought either as an economic,
social or environmental factor or outcome. Nevertheless, what is considered the
outcome can also have a reverse effect of influencing related causal factors, and
hence the link between the causal factors and the outcome in the framework.

Connectivity: An Essential Driver of Competitiveness

The age of IR4.0 and the subsequent Globalization 4.0 will see an increase
in competition by a several notches. The principle of “Creative Destruction”
that was advanced by Schumpeter (1942) will experience a radically disruptive
restructuring, destroying capital advantage at a higher rate than ever before it
facilitates the absorption of disruptive technologies into global networks. Siloed
or truncated approaches to industry development are no longer sustainable as
cooptation built on a higher dimension of competition and cooperation becomes
the prevalent method for market entry. Connectivity in the context of IR4.0 has
therefore become the pre-requisite to confronting competitiveness.
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Successful investment models must consider the entire ecosystem. Investors
need the support of the government to be able to profile the risks and returns
based on an ecosystem level view which gives them a clear understanding of the
synergy and interdependency of the ecosystem players. This is best managed
therefore via a public-private partnership (PPP) framework involving multiple
stakeholders and robust governance, the latter to be managed also via technol-
ogies such as big data and internet of things (IoT) to ensure competitive out-
comes through effective empowerment, transparency, timeliness, accountability
and equitable distribution of rewards.

Table 12.1 Gaps in the Malaysian Manufacturing Supply Chain

Cost Items Challenges Example Caunses

Design, e Service not optimized * No embedded engineering
Process e Low value add making quote capability
and tool not competitive * No technology development
optimization capability

e No MES, ERP, PLM capability
e Costly equipment
Low average years of experience

Machine hours ¢ Quoted hours not optimized

e Machine hour price and not to Industry4.0 standards
uncompetitive e Uncompetitive financing
Man hours ¢ Quoted hours not optimized ¢ Low average years of experience
e High man to process/ and not to Industry 4.0 standards
machine ratio
Material cost e Purchase rates not optimized ® Low purchase volumes
e Inefficient recycling e Material net shape supply not
available
Utilities e DPurchase rates not optimized © Individual companies small scale
e Not green consumption
e Small companies lacking know
how
Logistics e End to end costing not e Lack of Industry4.0 logistics
available capability

e Inefficient logistics costing ~ ® Lack of value added services
¢.g. packaging
e Lack of flexible multimodal

services
Treatment e Certain services not available e Lack of third-party providers
e Inefficient pricing e In house treatment not fully
utilized
Consumables ~ ® Purchase rates not optimized ¢ Individual companies small scale
¢ Not green consumption
e Small companies lacking know
how
Technology e Not lean e No access to world class
e Technology disruption (e.g. standards
3D printing) e Lack of R&D capability

Source: MARA Aecrospace and Technologies Sdn. Bhd. and Strand Aerospace Malaysia Sdn. Bhd.
(2019b).
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STRAND is currently engaged in projects that are oriented towards developing
data systems and tools which will enable Malaysian companies and organizations
to achieve a workable level of connectivity with industries. At the moment, the
acrospace industry is being leveraged on to mature the nation’s industrial capabil-
ity to be able to compete in this environment as it demands high levels of global
connectivity from its supply chain constituents from the outset. That said, there
are still challenges faced by the current Malaysian manufacturing supply chain in
serving the acrospace industry. Some of these challenges are listed in Table 12.1
and is understood to be in terms of capability and capacity which will need to be
addressed for the supply chain to be commercially competitive (MARA Aerospace
and Technologies Sdn. Bhd. & Strand Acrospace Malaysia Sdn. Bhd., 2019a).

Referring to Figure 12.1, the first three stages i.e. Maturity 1 to Maturity 3
are in reference to a more traditional view of an industrial ecosystem. Here, the
ccosystem matures through the establishment and growth of anchor companies.
For Malaysia, this is often represented by foreign direct investments (FDIs) com-
plemented by a local supply chain of small- and medium-sized companies (SMEs
and MEs). Maturity level 4 however attempts to illustrate a view of Industry
4.0 in its most matured form. Here, smaller and more agile businesses provide
cutting edge technology and capabilities as part of a flexible network for produc-
tion. Connectivity represented by the lines connecting the boxes in this scenario
therefore defines the industrial ecosystems competitiveness. Connectivity here
represents among other things: (i) lines of communication and data transfer; (ii)
frameworks of standards and values; (iii) supply chain interfaces; and (iv) global
networks of innovation (MARA Aerospace and Technologies Sdn. Bhd. &
Strand Aerospace Malaysia Sdn. Bhd., 2019b).

Maturity 4
“Singularity”

Maturity 3
o “Complete
‘B Ecosystem”
©
[
g —_— — —
£
5 Maturity 2
J
> “Large Anchors” Anchor Companies
< g I P
H _ _ [ ]smes
= RS R T TR T EET B
£ ! 1Gaps

Ma?urity 1 |:| New non-traditional

Siloed players

Figure 12.1 Industrial Ecosystem Maturity in High Value Manufacturing Systems.
Source: MARA Acrospace and Technologies Sdn. Bhd. and Strand Aerospace Malaysia Sdn. Bhd.
(2019b).-FIG_SRC-
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The Role of STRAND in Industrial Transformation

STRAND specializes in the provision of high-value design, analysis, training
and turnkey consulting services for acrospace and non-aerospace industries. The
company’s core engineering capabilities has its roots in the aerospace industry
and has served the major OEM such as Airbus and Boeing together with its
suppliers on both commercial and military aircraft projects. Leveraging on its
aerospace engineering experience and knowledge, STRAND has also applied its
services to industries outside of aerospace such as infrastructure, energy, mari-
time, rail and automotive industries delivering high quality solutions through the
application of acrospace rigor, project management and data analysis methods.

Like many of STRAND?’s engineering services partners in Europe and Asia
(e.g. ATKINS, Tata Consulting and ALTRAN), the company began providing
non-engineering consulting services off the back of its engineering services and
training businesses. This was based on several pull factors:

e The company’s global engineering services clients looking for expansion
opportunities in emerging markets.

e The company’s own need to create more high value acrospace activities in
Malaysia to consume its engineering services.

e The local industry seeking support to bridge into high value technology
industries.

e The global trend of traditional management consulting companies such as
McKenzie and Deloitte developing engineering capabilities in response to
similar growing requirements.

STRAND has leveraged its extensive knowledge of aerospace best practices,
supply chain mechanisms, OEM requirements and its international network of
industry specialists and subject matter experts, to provide turnkey consultancy
to the government, government-linked companies (GLC), multinational compa-
nies (MNC), large companies (LC) and SMEs since 2006 from which the com-
pany has built a repository of industrial insights. The consulting that STRAND
provides include:

i Product and process design.
ii Business modelling and contract negotiations.
iii Training programs development and delivery.
iv. Technology transfer management.
v Technical capability development.
vi  Supply chain development.
vii Industrial land and property master planning, development and marketing.

All the above is aligned to the governments push towards high value manufac-
turing (HVM) in Malaysia and the increasing pressure by the OEMs to reduce
manufacturing costs and value whilst keeping up with production schedules.
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High value in this sense refers to the value of the manufactured parts being a
function of the materials and the value-added processes. HVM industries such as
aerospace are more ready for operations to be transformed into Industry 4.0 due
to its greater product engineering understanding as well as manufacturing pro-
cess design ownership. Low-value manufacturing does not have the same level
of capability and understanding thus making it difficult for the companies to
add value to the product or process by leveraging on Industry 4.0 technologies.

In several of STRAND?’s consulting projects, clients had properties which
since the late 2000s have been challenging when it comes to creating value.
This spurred the expansion of STRAND?’s services to include industrial park
master planning. With many of these developments, the key challenge was to
narrate a convincing high technology industry proposition that could inform
the master plan design. Most master planning services in Malaysia are unfamiliar
with such propositions having traditionally been focused on commercial and
residential mixed development. This Industrial-Land Development experience
that STRAND began accruing allowed the company to be able to understand
more intimately the synergies between the different elements of the industrial
ccosystems. From here, STRAND developed its ecosystem investment model
which it applies to all projects.

The industrial ecosystem investment model is composed of five investment
value elements: (i) Technology, (ii) Human Capital, (iii) Industry Ecosystem, (iv)
Development and (v) Land, as illustrated in Figure 12.2. These value elements

Products/
Services

Industry
Ecosystem

Technology

Requirements

Research Facilities

Knowledge Business
Employment

Tenancy
Human Capital Development

Accommodation
Capital location

Infrastructure

Population

Figure 12.2 Dynamics Between the Different Values Within an Ecosystem.

Source: MARA Acrospace and Technologies Sdn. Bhd. and Strand Aerospace Malaysia Sdn. Bhd.
(2019b).-FIG_SRC-



The Role of STRAND in Malaysia’s Industrial Transformation 215

interact with one another to produce ecosystem-level values through the various
synergies. All of these together constitute a fertile investment landscape to enable
STRAND?s clients to leverage on the synergies. The models of the various value
clements are built from data and insights derived from the consulting projects
that STRAND has undertaken over the years which is currently termed as the
Stratified Investment Model (SIM) (MARA Aerospace and Technologies Sdn.
Bhd. & Strand Aerospace Malaysia Sdn. Bhd., 2019b). As shown in Figure 12.3,
the SIM serves as the investment strategy that captures ecosystem-level value by
capitalizing on the synergies with cluster development being at the core of the
strategy and entrepreneur enablement as the critical success factor of the cluster.

The solutions for the SIM are being iteratively matured across STRAND pro-
jects. STRAND engages companies and institutions over several phases of each
of their projects development refining and adding complexity to the SIM. The
SIM measures the maturity of the ecosystems by considering both the business
models of the individual organizations and its interdependencies. STRAND
is currently engaged in government projects which now have also contextual-
ized the SIM as a method for enabling state and national Industry 4.0 strat-
egies. Examples of the SIM value propositions are presented in the following
sub-sections.

SIM Industrial Value Proposition: UMW into a Tier 1 Global
Aevospace Supplier

UMW Group is a multi-million industrial conglomerate and one of Malaysia’s
foremost public-listed companies. The company’s roots began in 1917 as an auto
repair shop in Singapore which then moved on to become a distributorship for
automotive parts under General Motors, a household name in the automotive
industry in the United States and by 1927, the rapidly expanding business was
consolidated into an establishment called United Motor Works Pte Ltd, the pre-
decessor to the UMW Group as it is known today. The company has multiple
businesses under its various subsidiaries that are (i) automotive, (ii) equipment,
(1if) manufacturing and engineering (M&E) and its most recent (iv) aerospace.

How the aerospace division came to be was through the M&E division which
represents the core of UMW?’s manufacturing capability. At the start, its capa-
bilities were manufacturing and assembly, testing and after sales support but the
Group identified that in order for UMW to continue to remain competitive, it
needed to have capabilities that cover the early-stage product realization values
i.e. design and certification capabilities. This was a challenging proposition con-
sidering the contract manufacturing businesses M&E were involved in at the
time. The Rolls Royce (RR) Fan Casing contract provided a higher-level busi-
ness and product vantage point with a world-class partner invested in the transfer
of its high-level capabilities to UMW. Thus, UMW M&E was able to increase its
value-adding capability through increasing its internal value engineering capa-
bilities and create, via an existing business, a new business unit i.c. the acrospace
division (Strand Aerospace Malaysia Sdn. Bhd., 2016).
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Through STRAND?’s consultancy services, the transformation journey
involved strategic business planning, quotation responses to the OEM, OEM
negotiations, factory and industrial park design and tailored human capital pro-
grams. In 2015, UMW M&E successfully converted the RR Fan Casing con-
tract and even though it presented a challenging business case due to very high
capital investment cost with tight margins, it positioned UMW as the first and
only Tier 1 engine manufacturer in the country. This positioning was necessary
in order for UMW to:

i Be able to have access to technology and capability development via RR.
ii  Be able to create additional businesses to establish UMW’s HVM footprint
and transform its manufacturing business and revenues.
iii  Be able to spur the growth of the Serendah land ecosystem, which it owns,
in order to generate value and revenue.

To sustain this positioning in the coming decades, STRAND recommended
that UMW pursue the following:

i Explore Joint Venture (JV) opportunities with specific and complementary
capabilities as well as localization opportunities to be part of the Fan Case
supply chain.

ii  Establish partnerships, both local and international, to create R&D capabil-
ity for new technology development and acquisition.

iii ~ Seed the Serendah industry ecosystem with both Domestic Direct Investors
(DDI) and Foreign Direct Investors (FDI).

SIM Technology Value Proposition: R&G’D Platform Management

The establishment of an R&D capability is among the cornerstones needed
for any company to be competitive going forward. The world being as highly
connected as it is intensifies the flow of information across organizations and
borders, highlighting the growing importance of global R&D collaboration
frameworks to identify which technologies will yield the highest commercializa-
tion value and to bring it to market as quickly as possible.

Figure 12.4 shows an R&D collaboration construct between RR Seletar in
Singapore and Malaysian institutions that STRAND was a part of as the Engi-
neering Services provider and Project Manager. This collaboration successfully
delivered tools designed and built in Malaysia for use in the RR fan blade manu-
facturing facility. The project was to modularize a set of heavy tools for a critical
tool changeover process taking up to 45mins. The newly designed tools man-
aged to reduce the tool change time by about a third. This construct between
RR, the Acrospace Malaysia Innovation Centre (AMIC), the German-Malay-
sian Institute (GMI) and Nottingham University (NU) ran for approximately
cight months and was a first for all involved. AMIC was the project owner and
played an overall coordinating role, STRAND was responsible for the overall
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technical delivery and requirements capture, NU the tool concept design and
GMI the prototyping. The planned delivery timelines were exceeded due to the
sharp learning curve but STRAND?’s facilitation was crucial in ensuring that
the design data points and technical requirements were communicated properly.
Once the design process was completed, the 3D model was handed to GMI for
machining and assembly which went through a few loops before the final prod-
uct to specification was achieved.

STRAND was also the project manager for the development of the Virtual
Reality Immersive System Training for Aerospace Manufacturing (VIRIS-
TAM) as shown in Figure 12.5 (University of Malaya, National University of
Malaysia, MARA Acrospace and Technologies Sdn. Bhd., Acrospace Malaysia
Innovation Centre, 2014). The VIRISTAM programme prototypes the use
of virtual reality in the context of training in aerospace manufacturing. The
technology and associated training programmes developed were tailor-made
for each of the aerospace companies depending on their operational and pro-
cess needs.

The capabilities associated with conducting such R&D management is as
follows:

i To be able to conduct a needs analysis and identify the pain points of the
companies and from there, formulate the project objectives.
ii To be able to put together a strategy for the development with an achievable
timeline.
iii  To be able to manage the integration of the technology into the company’s
process line.

RIS

aerospace malaysia innovation centre

Engineering
Services Partner/
Project Manager

Research
Centre

i Industrial Client
GERMAN-MALAYSIAN
INSTITUTE

8 | TheUniversity
| of Nottingham

A~ Malaysia Campus

Prototyping Concept
Development

Figure 12.4 R&D Collaboration between Rolls Royce Seletar and Malaysia.

Source: University of Malaya, National University of Malaysia, MARA Acrospace and Technologies
Sdn. Bhd., Aerospace Malaysia Innovation Centre (2014).-FIG_SRC-
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Figure 12.5 The R&D Collaboration Construct for the VIRISTAM Project.

Source: University of Malaya, National University of Malaysia, MARA Aerospace and Technologies
Sdn. Bhd., Aerospace Malaysia Innovation Centre (2014).-FIG_SRC-

SIM Human Capital Value Proposition: Tailoved Human
Capital Program Development

By entering the acrospace industry as a Tier 1 supplier to RR, UMW needed to
establish and manage competency in line with the long-term partnership (25+5
years). UMW would need to be equipped to be able to respond to RR require-
ments that may go beyond the scope of the initial Fan Casing product (Strand
Aerospace Malaysia Sdn. Bhd., 2016). STRAND worked with UMW?s top man-
agement and RR to define the requirements as such:

i To adopt a world-class aecrospace culture (deriving from RR own “High
Performance Culture” initiative)

ii To have the right level of know-how and tacit knowledge (replicating
the level of competence development and management built into the RR
apprenticeship programs)

iii  To acquire the RR-specified high level of technical capability (as extracted
and transferred by STRAND from RR’s shop floor in the UK)

STRAND played a central role in designing the Human Capital programme and
Learning Management System (LMS) for UMW Aerospace that leverages on its
Professional Development Centre (PDC) solution (PDC, 2014). The PDC was
setup by STRAND in 2011 as a part of'its role in the Economic Transformation
Program (ETP). The purpose of the PDC is to bridge the industrial competency
gap to increase the employability of local graduates. Three example PDC gradu-
ate/technician programs are: (i) Ensuring Employability Program (EEP), (ii) the
MARA Learning Institute Program (IPMA) and (iii) the Structured Industrial
Intervention Program (SIID).
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The EEP trains and develop talents to be “industry-ready” to perform
engineering work upon completion (Figure 12.6). The programme ensures that
the talents are recruited through an apprentice-like curriculum focusing on
technical knowledge as well as communication and leadership skills to enhance
employability. The programme was based on the Airbus UK Higher Educa-
tion Apprenticeship program which was done in collaboration Glyndwr Uni-
versity (Glyndwr) in the UK. STRAND evolved the syllabus of Glyndwr for the
Malaysian industry requirement and then worked with BAESYSTEMS, RR and
MBDA to both provide apprenticeship learning experiences and deliver part of
the education content.

With the IPMA, STRAND developed short-courses to cater for industry needs
utilizing the many MARA institutes as the execution vehicle. STRAND engaged
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the companies and functioned as the consultant to assess the requirements and
design the tailored industry training plan.

Finally, the SIIP is an intervention programme which provides project man-
agement and analysis for undergraduates going through industrial placement
(Figure 12.7). The SIIP can be plugged into the programme to be the focal
point between the university and the students. The students on this place-
ment programme receive analytics of their development via a Personal Devel-
opment Plan (PDP) which enables the institution to monitor the students’
performance.

STRAND?s industry engagement experience is highly strategic and therefore
the implementation of the programmes were not built on the BAU (Business-
As-Usual) framework but rather transformative e.g. when UMW Aecrospace was
created, STRAND?’s specialist teams were brought in to manage almost every
aspect of the conversion and launch implementation of the project and then
handed it over to the UMW team so that UMW was able to:

i Be able to grow effective partnerships within this new value chain.
ii  Be able to respond to industry in as far as response time.
iii  Have a network of subject matter specialists.
iv. Have a high degree of flexibility when it comes to implementation.
v Have industry-level knowledge and capability.
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Figure 12.7 Design and Execution of STRAND’s Human Capital Development
Programme.
Source: PDC (2014).-FIG_SRC-
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SIM Industry Value Proposition: Supply Chain Development

The Malaysian acrospace industry supply chain comprises various tiers and
support functions as shown in Figure 12.8. Tier 1 companies such as Spirit Aer-
osystem, UMW Aecrospace, CTRM and General Electric create workflow and
anchor physical ecosystems. STRAND worked for SME Corporation Malaysia
(SMECorp) to deliver the Aerospace SME transformation programme (EPPS8)
aimed at transitioning non-aerospace SM Es into the acrospace industry through
a program called the Toulouse Accelerator Program (TAP) that involved batches
of ten selected local SMEs to undergo training delivered by Master Trainers
from the Airbus Air Business Academy (ABA) and STRAND comprise webi-
nars, classroom training, workshops, evaluation as well as field trips to Airbus,
Airbus supplier facilities, and the Airbus A380 and A350 Final Assembly Line
(MARA Acrospace and Technologies Sdn. Bhd. and Strand Aerospace Malaysia
Sdn. Bhd., 2017).

The programme handheld the participating SMEs into getting certified
and provided the tools to be competitive in the Airbus global supply chain.
The Airbus supplier quality management system and process was the core to
this program. This system benchmarks SMEs” HR, production, supply chain
and technology management processes to Airbus specifications (Figure 12.9).
The evaluations carried out during the programme revealed many gaps in
the Malaysian SME’s capabilities which the programme started addressing
(Figure 12.10).

Malaysia is well-positioned to reap tremendous benefits from this initiative
but as mentioned, there are still considerable gaps to be bridged within the
local aerospace industry in order to establish a complete and mature acrospace
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Figure 12.8 The Malaysian Acrospace Supply Chain.
Source: Strand Aerospace Malaysia Sdn. Bhd. (2016).-FIG_SRC-
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Figure 12.9 EPP8 Acrospace SME Initiative.
Source: Strand Acrospace Malaysia Sdn. Bhd. (2016).-FIG_SRC-

ecosystem. To bridge these gaps, it was recommended that the companies
(MARA Acrospace and Technologies Sdn. Bhd., 2017):

i Adopt a robust Quality Management System (QMS) that is aligned to the
OEMs’> QMS which cover important areas such as process control, leader-
ship, technology, lean manufacturing, and skills planning and development.

ii Adopt a system to monitor the regulations set by ICAO, EASA, FAA and
DCA that are being enforced or mandated.

iii  Register with the International Aerospace Quality Group (IAQG) and be
familiar with the Supply Chain Management Handbook (SCMH).

iv Practice Continuous Improvement that is supported by engineering capabil-
ities and commercially driven R&D.

v Implement an environmental management system (EMS) within their
organizations to meet the environmental regulations.

vi Be aware of the impact on OEMs and their supply chain as a result of
increasing air traffic especially in the Asia Pacific region which are driven by
the demand for lower cost and access to markets.

SIM Land and Development Value Propositions: Industrial
Park Development

UMW contracted STRAND to also develop the master plan for the UMW HVM
Park (MARA Acrospace and Technologies Sdn. Bhd. and Strand Acrospace
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Figure 12.10 SME Corp delegation in front of the Airbus Leadership Campus.
Source: MARA Acrospace and Technologies Sdn. Bhd. (2017).

Malaysia Sdn. Bhd., 2017). Located in the Serendah district of the state of Selan-
gor, the UMW HVM Park comprises 861 acres of industrial park development.
It is a smart city established as a one-stop centre, providing holistic solutions for
high tech industries. At the heart of this ecosystem is the UMW Aerospace Fan
Case Manufacturing plant which occupies only 20 acres of the overall land.
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Malaysia Airports Holding Berhad (MAHB) contracted STRAND for a
similar master planning exercise for the aero manufacturing and MRO land
parcels in Subang and Sepang Airports. The Northern Corridor Implemen-
tation Authority (NCIA) contracted STRAND to develop the master plan of
the Sidam Logistics and Aerospace Manufacturing Park (SLAM) adjacent to
the proposed Kedah International Airport (KXP). The development of these
master plans was based on detailed market studies and suitability of the devel-
opments to services specific sections of the aerospace industry. Most of these
projects then evolved to involve STRAND in marketing, branding and busi-
ness plan execution.

STRAND?’s ecosystem and master planning and UMW Land’s execution of
the plan resulted in significant increase in the land valuation of Serendah in
2019 (AmInvestment Bank, 2019), which was stagnant for many years prior
to that. In context of the SIM, in Serendah, UMW is the anchor workflow
creator, facilitating technology and human capital development as exemplified
by the Fan Casing factory. Subsequently the government has continued to
engage UMW as an industrial developer with joint investment via programs
in R&D and human capital development. The UMW HVM Park meanwhile
provides an ideal focal point for the regeneration of Serendah for the state of
Selangor.

Conclusion

The chapter provided a snapshot of the kind of effort that is required to trans-
form the Malaysian manufacturing ecosystem to upgrade economic agents to be
competitive in the age of IR4.0 systems. By 2030, there will be a fundamental
paradigm shift in how technologies will be utilized in society and underpinning
that will be a host of innovative and disruptive business models being brought
to the fore. Currently, the local industrial landscape lacks a sufficient critical
mass of key core capabilities to catalyse growth in order to compete globally.
Thus, there needs to be more ecosystem level initiatives that focus on seeding
IR4.0 growth leveraging on Quadruple Helix collaborations. While the triple
helix is still central to such a transformation, there is also a need to shift towards
the quadruple helix so that it engages all socioeconomic agents in the country,
including the consumers and critical civil society organizations that push for the
inclusive participation of the people.

The heavy investment required to develop the ecosystem could be sourced
through a PPP framework enabled by tools like which STRAND, which is
developing that to manage the involvement of multiple and diverse stakehold-
ers whilst providing robust governance through a digital platform that should
ensure competitive outcomes via transparency, timeliness, accountability, effec-
tive empowerment and equitable distribution of rewards. Tools like the SIM
have the ability to coordinate, align, manage and extract synergistic value from
national ecosystems.
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13 Government Initiatives
to Promote Adoption of

IR4.0 Technologies in
Manufacturing

Abdul Latif and Saliza Saari

Introduction

Despite continued calls for raising the role of markets as a key institution in the
promotion of cutting-edge technologies, it is largely accepted that the govern-
ment continues to play an important role to ensure that its spread provides strong
synergies for economic upgrading among the developing economies. In light of
that, the government launched the Malaysia Productivity Blueprint (MPB) in
2017, aimed to boost Malaysia’s economic growth and raise the prosperity of
the rakyat. For Malaysia’s recovery journey, it can be escalated by focusing on
the five key drivers for productivity growth as envisioned and detailed in MPB.

Talent, technology, incentive, business environment, and productivity mind-
set are the key drivers to boost productivity amidst the impact of the COVID-19
pandemic. A deep dive into these key drivers, given the present global and
domestic economic environment and critical issues and challenges at hand, paves
a clearer path for implementing solutions and recommendations, which in the
end will have a direct impact on the country. Quick wins and long-term solu-
tions based on the key drivers can be formulated to accelerate economic growth
faster, better, and sooner.

The challenges in these five core areas have been compounded by the worst
economic crisis in a decade due to the COVID-19 pandemic. Issues were already
looming pre-pandemic mainly attributed by disruptive technology and rapid
globalisation. Repercussions from the COVID-19 crisis call for a more compre-
hensive look into the issues and barriers impeding productivity, progress, and
performance to reassess the situation as business is no longer as usual.

The MPB highlights the need for productivity to be addressed holistically at
all levels to ensure a systemic change across the economy, which is a departure
from previous fragmented efforts to raise productivity. A strong coordination
and governance mechanism has been established to ensure effective and trans-
parent implementation of the Blueprint. The private sector will drive this pro-
ductivity agenda in partnership with the government.

Productivity needs to be top of mind movement and embedded into day-to-
day work culture. Industry needs to understand the impact that productivity will
have on their bottom line and have access to a feasible method of tracking their
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productivity. It is essential that government mechanisms encourage productivity
(such as by ensuring that all incentives are linked to clear productivity outcomes)
so that organisations adopt productivity tracking as the norm.

The Blueprint outlines immediate national-level priorities that require pol-
icy reform and the government’s intervention. For sector-specific initiatives, a
rollout in prioritised stages is proposed. At the enterprise level, the Blueprint
describes the required expertise and support for enterprises to understand and
tackle their productivity challenges on the ground.

The Blueprint implementation requires oversight through a robust governance
model. There are four roles required going forward: strategic oversight, advisory,
coordination, and monitoring as well as implementation. Strong coordination
is critical to driving implementation on the ground, with rigorous programme
management to ensure transparency and accountability. Sector Productivity
Nexus play a key role in supporting institutions on the ground, simultaneously
improving the visibility of the implementation progress.

Theoretical Considerations

While the world continues to witness enhanced roles played by market forces,
there are a number of reasons why the government is still considered a central
organisation to ensure that the critical regulatory instruments are in place to
prevent market failures. The outbreak of the global financial crisis in 2007-2008
from arguably the most developed market economy, i.e., the United States, is
a classic example of a catastrophic market failure that arose largely because the
Fed representing the government had allowed markets to lead the development
and diffusion of new technological instruments with deregulatory initiatives
(Stiglitz, 2010; Krugman, 2009). Because Malaysia is still a developing econ-
omy, still mired in the processes of transition from medium value-added to high
value-added economic activities, the need for government instruments to sup-
port firms’ operations is critical owing to the need for shielding the economy
from market failures.

Institutions are the key moulders of the conduct of economic agents (Nelson
and Winter, 1982; Coase, 1992; North, 1994; Rasiah, 2011), and hence, are
central to spreading its take up among both public and private individuals, firms
and organisations. The government’s regulatory instruments, both rewards and
penalties, are a key influence in the adoption of the Fourth Industrial Revolu-
tion (IR4.0) technologies (see also Rasiah, 2019). A blend of both formal and
informal institutions play critical roles in raising the take up IR4.0 technologies,
governments are often the initiators among poor economies owing to a lack of a
critical mass of private agents to offer the capital investments, as well as the lack
of private interests to take up voluntary and un-rewardable activities associated
with transactions where public returns exceed private returns.

In doing so, governments not only enacted regulations to attract businesses
into risky and uncertain fields but also offer the initial spur for firms to enter
new areas of business and to foray into frontier R&D (Rasiah, 2020). Also,
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governments also launch organisations that are necessary to solve collective
action problems, which are sometimes eventually privatised once they mature.
A considerable number of industrial technical research institutes (ITRIs) in
Taiwan that began in 1974 have increasingly spread into private operations with
partnerships with firms (Tsai & Cheng, 20006). The R&D consortium in Taiwan
is one example (Mathews, 2002). State-level networks between government
agencies and private firms at industrial parks have also mushroomed in Europe,
the United States, and Japan (Best, 2018).

It is also imperative for countries (such as Malaysia) which is facing serious
labour shortages to quicken the diffusion of IR4.0 technologies to reduce its
dependence on less skilled foreign labour. It is through such mechanisms that
Taiwan has managed to bring back significant amount of manufacturing and
agriculture from China, (which started aggressively following President Trump’s
cfforts to raise tariffs on goods imported from China since 2017) (Rasiah, Low
and Nurliana, 2023). Japan took the same initiative in 2020 when offering USD
2.2 billion to induce its automotive firms to relocate from China to Japan and
Southeast Asia (Denyer, 2020).

Multifactor Productivity (MFP) is identified as one of the drivers for robust
productivity growth. The progress of an organisation’s MFP is greatly influ-
enced by technology. Adoption of more advance technologies optimises MFD,
which in turn leads to increased productivity level. Within this scope, digital
technology has marked its place in workplaces in streamlining processes and
operations more efficiently.

Past literature has indicated a strong correlation between the application of dig-
ital technology and increased productivity level. Harvard Business Review (HBR)
reported that “the most digital companies see outsized growth in productivity
and profit margin”. Three main areas in digital technology which impact business
performance and productivity are digital assets, usage, and workers. Simply put,
providing digital tools to employees to perform tasks enhances their productivity.

Technology-induced productivity and performance are mainly attributed to
efficient and optimal use of firms’ resources, energy, expertise, labour, and time.
It is the smarter way of getting the job done. In 2020, when the COVID-19
pandemic led the government to impose the Movement Control Order (MCO)
for the first time, organisations shifted from conventional operations to digital
technology to deliver programmes, such as training, conferences, and seminars
virtually. Online programmes helped save cost and resources by over 50 per-
cent in comparison to the conventional methods. Outreach programmes reached
wider coverage, while the digital programmes eliminated the need to travel.
While digitalisation did remove the benefits of physical feel that often come with
interactive sessions, its forced introduction caused by the COVID-19 pandemic
offered MPC the opportunity to quicken its integration with the inevitable shift
to the next epoch of technological regimes.

Given such a critical role played by governments to promote the proliferation
of new technologies, it is imperative that similar developments should occur in
Malaysia if the country is to strengthen the ecosystem embedding firms to make
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the transition to the adoption of IR4.0 technologies, which is also associated
with increasing incremental and radical innovations to catch up with firms in
the developed countries. Consequently, this chapter examines the role played by
the Malaysian government in general, but the Ministry of International Trade
and Industry (MITTI) to strengthen the embedding ecosystem in the country to
support firms’ absorption of IR4.0 technologies.

Promotion of Digital Transformation

The government, via its Economic Planning Unit (EPU) has launched MyDigital
blueprint that lays the roadmap to achieve the country’s grand vision to become
a regional leader in the digital economy and attain an inclusive, responsible,
and sustainable socioeconomic development. The blueprint consists of six major
thrusts that map out 22 strategies, 48 national initiatives, and 28 sectoral ini-
tiatives. MyDigital blueprint comprises action plans which adopted a whole-
of-nation approach to complement the Twelfth Malaysia Plan (12MP) and the
Shared Prosperity Vision 2030.

MyDigital outlines the plans to accelerate Malaysia’s progress as a technologi-
cally advanced economy, through the Malaysia Digital Economy Blueprint. This
will chart the path to strategically position Malaysia as a competitive force in this
new ecra. This blueprint sets out a combination of initiatives and targets across
three phases of implementation until the year 2030; Some highlights include:

e The digital economy is expected to contribute 22.6 percent to the country’s
GDP by 2025. At the same time, the plan also aims to open 500,000 job
opportunities in the digital economy in 2025.

e The government will also encourage 875,000 micro, small and medium
enterprises to accept the use of e-commerce.

e Initiatives under the auspices of MyDigital can also catalyse 5,000 start-up
companies or start-ups in the next five years.

e MyDigital will also be a starting point to attract new investments in the
digital sector of RM70bn from within and outside the country.

e The government is targeting the level of productivity of the economic sector
to increase by 30 percent by 2030 compared to 2021.

e Allagencies in the public sector will provide cashless transaction facilities as
the main choice by 2022.

The National IR4 Policy is the policy supported by the Malaysia Digital Econ-
omy Blueprint. The Policy and the Blueprint will act as guiding documents for
the rakyat to leverage the potential of IR4.0. A governance structure led by the
National Digital Economy and IR4.0 Council has also been established to drive
and ensure effective implementation of initiatives which cut across various minis-
tries and agencies. The government recognises the benefits that industries could
enjoy in harnessing IR4.0 towards achieving Malaysia’s long-term goals outlined
in our national policies.
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The government continues to formulate and implement policies and initiatives
to create a more conducive environment and provide opportunities for the con-
tinued growth of the digital economy. The launching of the IR4.0 Policy in
October 2018 marks a significant milestone in Malaysia’s bid to be on par with
the developed nations in the use of IR4.0 (Malaysia, 2018). Industries and busi-
ness communities are expected to quickly innovate and transform to embrace
IR4.0 by utilising various intelligent digital technologies to uplift productivity.
Their failure may result in stagnating productivity and negative effects on the
economy, society, and environment.

Malaysia has formulated and implemented the right policy, positive incentives,
and conducive ecosystem to drive the transformation in the push to become an
innovation-driven economy. This has resulted in Malaysia being ranked second
for Global Competitiveness among ASEAN Countries by the World Economic
Forum’s Global Competitiveness Report. Malaysia’s performance in key global
indices has reflected the effectiveness of national policies in developing the dig-
ital economy.

Technology advances leads economy towards sustainable growth. Thus,
technology adoption of a country provides an essential basis in explaining the
country’s competitiveness and where it ranks among other countries. The use of
internet and technology advancement contributes to the rapid growth of data,
which is the future commodity. Nevertheless, countries risk creating digital
divide if the response to digitalisation is not managed well. For Malaysia to stay
competitive and relevant, digitalisation should be embraced and opportunities
arising from this trend should be seized.

Since the beginning of COVID-19 pandemic crisis, businesses that do not
keep up with the current technology and digital trends and do not take pre-
emptive measures to apply digitalisation as part of their business’s competitive
edge will not survive the market. Certainly, Malaysia is gaining a huge aware-
ness, as exemplified by its efforts in adopting digital transformation (DT) in
various industries. The COVID-19 pandemic has catalysed the rapid transfor-
mations in the manufacturing sectors.

IR4.0, also known as “smart manufacturing”, is the cutting-edge develop-
ment in the digitisation and industrial automation of manufacturing processes.
It incorporates the most advanced and innovative technologies such as indus-
trial internet of things (IIoT'), additive manufacturing (AM), industrial artificial
intelligence (IAI), big data analytics (BDA), autonomous robot, cloud comput-
ing, cyber security, augmented reality (AR), simulation, and advanced materials.

IR4.0 covers the entire end-to-end value chain that starts from suppliers, pro-
curement, production, design, logistics to sales to achieve higher productivity and
output flexibility. For example, the usage of cyber-physical ecosystem enables busi-
nesses to monitor the physical processes of the factory, which in turn enables them
to make intelligent decisions. Physical systems make up part of the sensory mecha-
nism of the IIoT for communicating, analysing, cooperating, and interacting with
cach other and with humans in near real time via wireless web-platforms.
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In a nutshell, businesses can reduce operational cost as IR4.0 emphasises
on streamlining overall business operations by minimising wastage or storage,
enhancing supervisory processes and maintenance of machinery, at the same
time instilling streamlined security and safety efficiencies. Despite the govern-
ment’s continuous and nation-wide investment and initiatives to modernise and
advance the state of DT, technology adoption rate remains low. Many enterprises
still prefer the traditional ways of doing business while Malaysia has consistently
strived to become an innovation-driven economy.

Digital adoption within industries is still in its infancy as industrial devel-
opment indicates sluggish progression and less aggression by comparison to
the neighbouring countries. Malaysia’s 907,065 small and medium enterprises
(SMEs) are living in very uncertain times. SMEs are almost impossible for them
to predict what will come next. Businesses across the country have barely hung
on after the arrival and persistence of COVID-19. The digitalisation and auto-
mation journey are able to push businesses to the speedy recovery from COVID-
19 pandemic crisis.

Overcoming Barriers to IR4.0 Adoption

In general, Malaysia is still struggling to adopt IR4.0, and many businesses are
stuck at Industry and Industry 3.0, in terms of manufacturing technology. The
common challenges faced by many manufacturing businesses in implementing
IR4.0 are as follows:

i Uncertainty and hesitation to modernise infrastructure and their legacy
system.
it Lack of capabilities in converting huge amounts of data collected into
useful business insights and using these insights to improve operational
efficiencies.
iii  Lack of data security and skillsets needed in digitising their processes.

Due to these challenges, many manufacturers still rely on low-cost labour for
example foreign workers and are hesitant to invest in innovative automation
technologies.

Manufacturers need to move with the market, but movement will only hap-
pen when it is justified by a viable business case. The Malaysian government,
industry leaders, private sectors and the local academia need to work together to
prove, with practical and pragmatic business cases, that DT is fundamental for
an organisation to enhance customer service and experience.

MITT and its agencies, in collaboration with other relevant Ministries and
Agencies, are undertaking various outreach programmes to increase public,
industry, academia, and training institute’s awareness on IR4.0. Targeted incen-
tives and funding are provided to promote the adoption of IR4.0 under the
Technical Working Groups (TWG) for Incentives and Funding.
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The private sector industry is also being urged to invest in their own
digitalisation efforts. Many are already putting in effort in implementing IR4.0;
however, more concerted efforts from industry leaders need to be seen. There
are organisations from the electrical and electronics (E&E), acrospace, and the
automotive sectors that are more advanced in terms of IR4.0 adoption. These
success stories by industry captains can then be set as a benchmark for others to
emulate moving forward.

Engaging a DT consultant can enable greater understanding of the context
and better insight into enterprise’s operation as well as connect the company
with the niche specialists and technology partners that are the best fit for the
company’s business needs. It is very important to engage a consultant with a
combination of technical knowledge, business knowledge, change management
skills, and implementation experience.

The DT consultant plays an important role to assist the company to create
a clear strategy and roadmap of enterprise’s DT journey. The DT consultant
is able to identify any gaps in the enterprise’s DT process as well as being an
integral part of the DT process. A DT consultant understands both the current
traditional and the desired digital side of the business and can assist with change
management in the company by designing a tailored strategy. A good DT con-
sultant can formulate cost-effective solutions, solve complex business challenges,
and drive continuous improvement in the company.

Stimulating the Diffusion of IR4.0

Pacing automation and robotics into the seams of a manufacturing foundation is
crucial in the elimination of human errors and enables businesses to refocus their
effort in areas which drives revenue for the company. It drives and encourages
greater enhancements in manufacturing processes and sets local market bench-
marks in attaining quality production output, efficient practice, and better prof-
it-gaining opportunities for businesses.

Rising global competition has driven the intensification of technologi-
cal change in the manufacturing sector, but the proliferation of IR4.0 has
imposed epochal changes that necessitate revolutional transformations for
firms to compete in the new economy (see Yeap & Rasiah, 2023). Businesses
have been changing dramatically over a short period of time and exposed to
uncertainty, complexity, and risks that influenced by technological innova-
tion. Additionally, IR4.0, which is rapidly approaching, has created massive,
unprecedented change and barriers across the manufacturing sector. Employ-
ment disruptions, high implementation cost, organisational and process
changes, security and privacy issues, regulatory compliance issues, and lack
of data management are few barriers that are required to cope up with the
upcoming emerging technologies. The growing global competition especially
adopting IR4.0 into the manufacturing sector has mounting challenges to the
business world.
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National Policy on Industry 4.0 Technologies
for Manufacturing

National Policy on Industry 4.0 is a national policy that aims to change or
transform the manufacturing sector and related services through 13 strate-
gies and 38 action plans. The policy outlines five national strategies, including
finance, infrastructure, legislation, skills and talent, and innovations, with the
aim of attracting stakeholders to Industry 4.0 technologies and processes while
also increasing Malaysia’s attractiveness as a preferred manufacturing location.
This strategy is expected to build the right environment for Industry 4.0 to take
hold, as well as align current and future growth initiatives, resulting in a com-
prehensive and rapid transformation of Malaysia’s manufacturing capabilities.

The manufacturing industry that made up of a large number of SM Es, approx-
imately 99 percent of the manufacturing firm, has contributed to 22 percent of
Malaysian gross domestic product (GDP) in the past five years. The period of
this policy is effective from 2018 to 2025, demonstrating Malaysia’s contribu-
tion to the United Nation’s Sustainable Development Goals (SDGs), specifically
in support of Goal #9 Industry, innovation and infrastructure and Goal #12
Responsible Consumption and Production. This policy consists of three visions
in making Malaysia as:

e strategic partner for smart manufacturing and related services in the
Asia-Pacific;

e primary destination for investment in the high technology industry; and

e a total solutions provider for cutting-edge technology.

Recent data of Global Innovation Index 2020 by Cornell University shows that
Malaysia has risen to 33rd place, up from 35th place previously. To achieve the
goals, the enabling technologies introduced and nine described by this policy
known as artificial intelligence, big data analytics, augmented reality, additive
manufacturing, cybersecurity, simulation, advanced material, system integra-
tion, autonomous robotics, internet of things (IoT'), and cloud computing intro-
duce a new dimension to the manufacturing landscape, resulting in a significant
increase in industrial productivity.

The foundation of the nation to achieve a fully developed country is by trans-
forming itself into export-led growth. The importance of the export-led growth
to Malaysia is directly linked to the development of its manufacturing industry.
The innovation and creativity of the manufacturing industry in Malaysia to cater
the demand of other countries open external trades that heavily contribute to its
economic growth.

According to McKinsey Industry 4.0 ASEAN Survey 2017, the percentage
of TR4.0 awareness among companies still low with the implementation of
IR4.0-related technologies in their business. The survey highlighted top-five
reasons that holding back the IR4.0 implementation. Firstly, problems to define
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clear business plan. Secondly, a very huge data is not integrated across business
units. Thirdly, there is no digital talent that able to execute the IR4.0 roadmap.
Fourthly, organisations are very concerns on cyber security risks. Lastly, there is
no coordination across business units.

Enterprise Resilience through Digitalisation
and Innovation

Key to sustaining a business is productivity. It is about achieving maximum effi-
ciency and effectiveness through creating higher value products to customers. As
productivity needs to be embedded into day-to-day work culture, enterprises in
manufacturing sectors need to know how to improve their business operations.
Digitalisation and innovation are crucial for enterprise to survive and sustain
in this new norm in managing business. To spearhead the growth of the industry
and adoption of technology in wider perspective, enterprises need to optimise the
utilisation of digital in holistic manner coupled with continuous innovation and
creativity. In 2020, a total of 11,322 organisations have benefited from various
programmes organised by MPC. The programmes covered wide scope ranging
from assessment, intervention, best practices documentation to sharing session.

Productivity Improvement Programmes

Productivity improvement programme (PIP) is a programme conducted by
MPC to improve efficiency and effectiveness of production or services. The over-
all impact of PIP programme is increase productivity and competitiveness of
the company. By participating in this programme, the company will implement
a continuous improvement programme starting from the diagnostic process,
training, intervention (identifying the root cause of the problem, improvement
solutions, implementation of improvement solution and monitoring the new
process), and subsequently measure the impact.

Upon completion, MPC will measure the outcome achieved by the enterprises
such as productivity improvement, waste elimination, reject rate, delivery, cost
saving, and customer satisfaction. The overall impact achieved by the enterprises
in these programmes such as waste reduction came to about 60-90 percent by
climinating non-value- added processes in production or services, increase cffi-
ciency in the production time of a product or services by 50-70 percent, and
quality improvement of 50-90 percent by reducing the reject rate of product
damage and improving the quality of the product or service. The impact of the
programme is cost and time saving, elimination of unnecessary wastes, delivery
within the promised time and high-product quality. This outcome will lead to
assist on increasing customer satisfaction and increasing organisational profita-
bility with profit rate increased by 30-50 percent.

On a global scale, Malaysia has a reasonably good and competitive role in both
manufacturing and technology use. Malaysia was ranked 17th out of 40 coun-
tries in the Global Manufacturing Competitiveness Index 2016 (by Deloitte
Touche Tohmatsu). According to the report, Malaysia will rise four places to
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13th by 2020. In view of technology and innovation, the Global Innovation
Index 2017 (conducted by Cornell University, INSEAD, and WIPO) ranked
Malaysia 35th out of 127 countries and eighth in Asia. Furthermore, the previ-
ous report by the World Economic Forum (WEF) and A.T. Kearney Readiness
for the Future of Production Report 2018 shows that Malaysia is well-positioned
to benefit from the future of Industry 4.0.

This report has highlighted Malaysia in the “Leader” quadrant. These are
countries that have a “strong current output base” and are “well positioned for
the future”. It is also worth noting that Malaysia and China are the only two
upper-middle-income countries in the “Leader” quadrant, with the rest coming
from high-income countries, nonetheless, it is important to note that the major-
ity of high-income countries have ambitious plans and are moving rapidly to
implement them but this country still experienced this significant gap.

According to the WEF’s report, the main drivers of development for Indus-
try 4.0 are technology, human resources, global trade and networks, and insti-
tutional structures. Malaysia ranks 21st to 30th out of 100 countries in each
of these drivers, emphasising priorities in technology, human resources, and
institutional structures. Initiated by the strong report justification, Malaysia has
designed the Industry4WRD Readiness Assessment programme to assess an
organisation’s level of readiness to transition to Industry 4.0. The main objec-
tives of this program are to:

e create guidelines on the level of organisational readiness in the use of
Industry 4.0 elements;

e identify areas of improvement in each dimension measured;

e recommend further action to improve efficiency and productivity; and

e develop a foundation for industry adoption Productivity Nexus Digital
Initiatives.

MPC Productivity Nexus to Boost Manufacturing
Initiatives

MPB has identified the challenges faced by different sectors and industries in
Malaysia. The challengers provide a strong justification for establishing addi-
tional sector-specific initiatives to unlock the potential of productivity in differ-
ent sectors and industries. Therefore, Sector Productivity Nexus that cover nine
subsectors are led by industry champions from the sectors or industries. The
nexus has been formed and led by industry champions to drive the implementa-
tion of the initiatives of the nexus.

Under Productivity Nexus, industry associations and enterprise champions
are empowered to leverage on their strong connections and networks to engage
with sector players. The objective of the nexus is to materialise the intended
impacts of the MPB through well-designed implementation of the programmes.
For the past years since its launch in 2017, these nine Productivity Nexus have
organised programmes under the stated initiatives by utilising the public-private
partnership governance model.
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We examine below six government initiatives to promote the adoption of
digitalisation under the Productivity Nexus and Manufacturing sub-sectors in
Malaysia. Although it is still early to assess the impact of these initiatives, the
direction has been set and MITI is eager to see the successful execution of these
initiatives for maximum impact on manufacturing firms.

Agro-food Productivity Nexus

The agro-food sub-sector is undergoing a transformation driven by new technolo-
gies that enable this primary sector to uplift its productivity and profitability. The
significant benefits of adopting this ever-evolving digital agriculture include lower
consumption of water, nutrients, and fertiliser, better decision-making through
data science, along with the less detrimental impact on the surrounding ecosystem,
thus making farming business more cost-effective, innovative, and sustainable.

In this regard, Agro-food Productivity Nexus (AFPN) has developed a com-
pendium of agro-food technology in 2020 that offers in-depth, reliable, and
valuable information regarding up-to-date knowledge and existing technol-
ogy in the market. It covers the sub-sector supply chain, namely production,
post-harvest handling, processing, distribution, and retail. The foundation of
this compendium also brings the upstream and downstream stakeholders of the
agro-food value chain together in a single platform.

To date, there are about 618 visitors who have already reaped the benefits
of rich information possessed by this database. Sufficient access to information
through this compendium will empower the farmers to bring the full benefits of
technology for supporting productive and sustainable farming practices. It will
also help them to transform the existing land into more modern and competitive
farms with the purpose of maintaining viable food production while improving
the competitiveness of the entire agro-food value chain.

Chemical Productivity Nexus Digital Initiatives

Chemical Productivity Nexus (CPN) has successfully conducted the initial pilot
project on Chemical Virtual Advisory Clinics (CHEM-VAC), which is a part of
Business Virtual Advisory Services. Thirty virtual clinics were conducted last year
involving ten chemical industrial experts act as advisor that provide assistant, advice,
and recommendation to 30 chemical SMEs effected by the COVID-19 pandemic.
More than 100 recommendations gather focusing on financial consultation, inno-
vation business operation, supply chain management, and intelligence manufac-
turing solution, which intend to assist the Chemical industry players to recalibrate
the industry for a stronger comeback once the impact of COVID-19 is contained.

Digital Productivity Nexus Digital Initiatives

The Digital Productivity Nexus (DPN) has taken lead to promote the effective
use of digital technology through its “Go BIG with Digital” initiative under the
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Malaysian Productivity Blueprint. Go B.I.G with Digital focuses on catalysing
productivity growth for Breakthrough results, strengthening Integrity and
empowering best practices and Good values to increase productivity growth or
“Go B.I1.G with Digital”. This will be done through the adoption of IR4.0, pro-
ducing stronger connectivity and innovation of technology.

Digital STARS Programme

In the world of MSME:s, being resilient to uphold the business can easily be
distracted by employee performance issues. The profound challenges in dealing
with staft turnover and acquiring high-quality employees may halt the effort
towards digitalising the business operation in response to the COVID-19 pan-
demic. This alarming circumstance is why DPN has developed a Quadruple
Helix Framework-Digital STARS Internship Framework, a digital platform to
address a shortage of digital technology talents and strengthen the collaboration
among industry, academia, government, and community.

Electrical and Electvonics Productivity Nexus

The Electrical and Electronics Productivity Nexus (EEPN) has the charter of
enhancing the competitiveness of the E&E industry, particularly in increas-
ing the productivity, capability, and competency of the E&E subsector. One
of EEPN’s flagship initiatives is the Plugfest workshop that aims to accelerate
Industry 4.0 among the local industries. This programme aims to train and
reskill the workforce, especially those affected by the pandemic, to stay relevant
in the industry. This programme consists of six to seven half-day hands-on work-
shop and the Proof-of-Concept (PoC) project within three to six weeks after the
workshop.

Plugfest 2.0

In 2020, EEPN has kickstarted Plugfest 2.0 programme after successful imple-
mentation of the previous Plugfest 1.0 programme. Plugfest 2.0 programme
generally focuses on harnessing the benefits of artificial intelligence-based
(Al-based) machine vision system compared to Plugfest 1.0, which emphasises
the application of the IoT. The primary objectives of Plugfest 2.0 are to promote
Al-based machine vision technology, which is a critical element of Industry 4.0,
and empower the participants to be able to embed machine vision system in their
work environment.

EEPN, together with its technology partners, provides coaching to partici-
pants during the workshop session. The participants can test and use necessary
Al-based machine vision system-related starter kits (e.g., Machine Vision Sys-
tem with Integrated high- performance Intel Core i7 processor, system memory,
storage, camera, and deep learning software). Upon completing the workshop,
participants will bring back the kits for carrying out the PoC project at their
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company. Forty-five engineers from 25 companies have participated in this
programme from August to October 2020. EEPN is currently devising a plan to
proliferate this programme to a larger scale.

Machinery and Equipment Productivity and
Digitalisation Nexus

The Machinery and Equipment Productivity Nexus (MEPN) has conducted a
Machinery & Equipment Virtual Advisory Clinic (MEVAC), with 43 companies
during the MCO and provided recommendation reports to them to assist in
mitigating the impact of COVID-19 and to further improve companies’ produc-
tivity. The one-to-one consultations via an online platform were assisted by eight
Industry Productivity Specialists as advisors. MEVAC has identified 123 issues
and business concerns, and four programmes have been designed to address
these issues namely Business Financial Dialogue Session, Productivity 1010, and
Trade Coordination with MATRADE.

Realising the importance of digitalisation to improve productivity, the
MEPN, with the support of the Malaysia Automation Technology Association
(MATA) and the Malaysia Industry 4.0 System Integrator Association (Misi4.0),
has developed Digitisation Self-diagnostic Tool and Digitisation Prioritisation
Matrix to help manufacturing companies to strategise their individual digitisa-
tion plans and kick-start their digitisation journey.

This module encompassed a digitisation self-diagnostic tool and a virtual
mentoring session. The programme, known as Productivity 1010, targeted
providing assistance to 1000 manufacturing companies, with the ultimate
output being an Individual Digitisation Blueprint, and with the help of 20
qualified industry experts as mentors. To date, 79 companies have used the
digitisation self-diagnostic tool and 37 companies have assisted via virtual
mentoring session.

Retail and Food and Beverage Productivity Nexus

The Retail and F&B Productivity Nexus (RFBPN) has successfully conducted
281 clinics for previous REBVAC 2020, which involved 39 retail and food and
beverage (F&B) industrial experts act as advisor to assist 281 retail and F&B
SMEs effected by the COVID-19 pandemic. Area of advisory focus on brand-
ing and marketing strategy, supply chain management, business digitalisation,
business operation and standard operating procedure (SOP), human resource
management, and business funding which intend to assist the retail and F&B
industry players to recalibrate the industry for a stronger comeback once the
impact of COVID-10 is contained. With positive feedback from the industry,
REBPN feels this effort should be carry on gathering more business concerns
and provided hands on guidance through direct recommendation from the
industry expert. Future RFBPN initiatives can be derived from the outcome of
this programme.
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Certificate in Food and Beverage Operations

F&B enterprises recognise the importance of investing in and developing their
human capital that motivates employees to provide high-quality customer service
and improve efficiency. Adequate training and growth opportunities can signif-
icantly boost employee satisfaction and loyalty. The combination of high service
efficiency and low turnover can potentially increase the subsector productivity.
Highly skilled employees operating the F&B enterprises is also crucial to cater
for the uprising expectation of the customers resulting from extensive utilisation
of social media.

Therefore, the REBPN has developed a certification programme in F&B oper-
ations to upraise the standard of service delivery in the F&B industry. This pro-
gramme covers eight days of skill-based and management competency aspects
comprising five modules:

e Food and Beverage Service Operations
e Service Excellence

e Food Safety Programme

e Food and Beverage Management

e  Effective Leadership Skills

By completing this certification programme, the participants will be able to raise
their service standards to be at par with international standard, understand the
culture of service excellence and obtain knowledge on food and beverage opera-
tion in a range of establishments.

Conclusions

Given the critical role governments play in addressing market failure in promot-
ing manufacturing, this chapter examined the important initiatives undertaken
by the Malaysian government to promote the diffusion of IR4.0 technologies
in the sector. Although the TR4.0 and digitalisation policy blueprints were only
launched in 2019 and 2020, respectively, the government had already initiated
these developments through ad hoc policies from 2010. Following the launching
of the blueprints and the Twelfth Malaysia Plan, the government consolidated
these programmes and started to offer the incentives and the institutional devel-
opment to support the adoption of IR4.0 technologies.

MITT in particular has embarked on both monitoring and promoting the
adoption of IR4.0 technologies in Malaysia. A wide range of programmes have
been adopted by MITT to strengthen the ecosystem to quicken the absorption of
IR4.0 technologies in manufacturing, which has been driven by both interactive
sessions with end-users and adaptation of best practices across the world. In the
process of its facilitative role, MITI has supported not only the introduction
of the new requisite skills that are essential to stimulate the growth of digital-
isation and IR4.0 technologies but also the certification for them. Indeed, the
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government did not only earmark, but has also been actively interacting with
both multinational companies and domestic small and medium companies to
quicken the absorption of IR4.0 technologies in the country.
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14 Addressing Cybersecurity
Issues

Maslina Dand and Rajah Rasiab

Introduction

The adoption of digital technologies has become a national agenda in Malaysia,
where the Fourth Industrial Revolution (IR4.0) technologies are increasingly
promoted to contribute positively to the digital economy (Economic Planning
Unit, 2021a). The complexity of IR4.0 with various advanced technologies that
introduce new security threats demands organizations to have a change of mind-
set and strategically plan on risk mitigation while doing the transformation. It
involves not only challenges in investment in the technologies but also the capac-
ity and capability of the workforce in ensuring that deployment is successful to
eventually meet the business’s objectives (Rasiah, 2019).

Regardless of the components and features that characterize IR4.0 systems,
data need to be protected throughout its lifecycle, which can be challenging due
to the massive amount of data involved, its heterogeneity, variety of sources, and
the nature of its storage and transmission in multiple platforms from physical
to the cloud environment. Despite its complexities, the data owners have the
responsibility to ensure data security objectives in the IR4.0 system are met
with protection and preservation of confidentiality, integrity, and availability.
In doing so, the government becomes a central organization in providing the
regulatory environment to install and manage a safe cybersecurity system for the
active deployment and maintenance of IR4.0 technologies in individual coun-
tries. However, given the need for cooperation among the actors and consumers
involved, such a regulatory body must have strong representation from the crit-
ical stakeholders.

Consequently, this chapter seeks to evaluate the components of the embed-
ding ecosystem to assess the developments and readiness of the cybersecurity
environment in Malaysia. The rest of the chapter is organized as follows. The
next section looks at the national cybersecurity policies in Malaysia, which is
followed by a discussion on cybersecurity issues arising from the main technol-
ogy domains in the country. The subsequent section addresses the cybersecurity
concerns associated with the deployment of IR4.0 technologies in Malaysia. The
final section finishes with the conclusions.
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National Policies on Cybersecurity

It is always difficult to see clear trends on cybersecurity breaches owing to
reporting problems as several ends up not being reported. Figure 14.1 shows
the total reported cybersecurity incidents in Malaysia. The reported incidents
rose initially from 2006 until 2011, and sharply from 2009 until 2011 before
showing a trend fall until 2017. It rose again in 2018 and plateaued since 2021.
Within the breaches, fraud has continued to show a massive rise over the period
2006-2021 (Figure 14.2).

According to IoT analytics, the connected IoT devices globally are expected
to grow at an annual average rate of 9 percent to reach 12.3 billion active con-
nections. Malaysia’s Digital Economy Blueprint is the umbrella policy that spear-
heads the country’s move into the digital economy. This blueprint underlined
a number of strategies to usher in the digital economy in Malaysia through a
secure ecosystem with cybersecurity strategies drawn up to complement the pol-
icies. Two specific policies in the blueprint address IR4 proliferation, Industry-
4WRD focuses on the manufacturing sector (Ministry of International Trade
and Industry, 2018) and the IR4.0 policy encompasses almost every industry
and all aspects of human life (Economic Planning Unit, 2021b).

The three sectors that were deliberated in the National Digital Blueprint are
manufacturing, agriculture and services which are the focus of this chapter.
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Figure 14.1 Total Reported Cybersecurity Breaches, Malaysia, 2006-2021.
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Figure 14.2 Cybersecurity Breaches Report by Category, 2006-2021.

Specifically, Thrust six focuses on cybersecurity that aims to create a trusted,
secure and ethical digital environment (Economic Planning Unit, 2021a). Four
strategies were formulated under this thrust, viz., first, strengthening safety and
cthics in digital activities, second, enhancing institutions’ commitment to data
protection and privacy, thirdly, cross-border data transfer improvements, and
finally, increasing cybersecurity uptake among businesses.

The smartification of manufacturing through the introduction of IR4.0 pro-
grammes requires improvements in data integrity, security standards and com-
pliance to provide a seamless integration platform to raise problem-free and
continuous upgrading of coordination between different actors in manufac-
turing value chains (Ministry of International Trade and Industry, 2018). The
National TR4.0 policy emphasizes the legal framework that governs personal
data management and cybersecurity to boost trust in online activities (Economic
Planning Unit, 2021b). The national IR4.0 policy was established to enhance
Malaysia’s existing cybersecurity framework by incorporating safeguards for the
smooth implementation and operationalization of such technologies across the
public sector, with a focus on internet of things (IoT) (Economic Planning Unit,
2021b). In addition, cybersecurity strategies under the Malaysia Cyber Security
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Strategy (MCSS) were crafted to embrace IR4.0, but these strategies are meant
to be adopted only until the year 2024, which is a short-term initiative (National
Security Council, 2020). It will also require the need to consider open innova-
tion systems to address intellectual property issues without compromising on
cybersecurity (Rasiah, 2019). The focus on short-term measures takes account
of the fast unfolding nature of the technologies involved that demands frequent
recalibration of strategies to absorb the changes necessitated. Thus, in spear-
heading the digital economy, long-term strategies are expected to be developed
in addressing cybersecurity concerns so that the regulatory bodies can stay agile
to adapt quickly to adjust to technological change.

Technology Domains in IR4.0 Ecosystems

The adoption of IR4 technologies requires organizations to deploy advanced
technologies that the organizations can use to customize their operating envi-
ronment. The technologies that are pillars for its deployment include the IoT,
robotic process automation (RPA), artificial intelligence (AI), and big data ana-
lytics, which is more complex in manufacturing where the convergence of oper-
ational technology (OT) and conventional information technology (IT) systems
already face a challenging operational environment due to security threats and
vulnerabilities.

Apart from security threats involving traditional IT systems, IR4.0 encom-
passes technologies that introduce security risks due to its distinct characteristics.
The following sub-sections will discuss some of the threats involving innovative
technologies deployed in IR4.0 systems, including IoT, RPA, A, and big data.

Internet of Things

The prevalence of IoT devices or sensors demands increased interconnectivities
to allow data to be gathered and transmitted not only to other devices but also
to other systems that process data. According to IoT analytics, the connected
IoT devices globally are expected to grow at an annual average rate of 9 percent
to reach 12.3 billion active connections and 27 billion active connections by
2025 (Sinha, 2021). IoT is meant for consumers’ convenience in the domestic
environment, while industrial internet of thing (IIoT) refers to an expansion of
the usage of IoT devices linked and connected to a network with sensors and
other equipment that is typically applied in industrial sectors, such as in smart
manufacturing (Javaid et al., 2021).

IoT devices extended into manufacturing to provide remote access, effective
monitoring, and better predictive analytics (Javaid et al., 2021), where the inte-
gration of information processing facilities and physical devices generates data
through activities related to real-time sensing and communication. It is crucial
to understand how the collected and stored data is preserved throughout this
process. IoI' devices are known to lack embedded security features due to its
design, which focus on convenience rather than security features. IoT devices



Addressing Cybersecurity Issues 247

are normally not well-equipped with authentication or encryption features that
provide data confidentiality capability. Worst still, users are often ignorant that
not changing factory or default passwords exposes them to casy attacks. In the
case of the Mirai attack, the malware infection turned into a bot that infected
other similar devices (Krebs, 2016).

Most IoT devices are highly constrained with limited memory and processing
power that do not offer security patches and update capabilities, which lead to
security and privacy issues (Obaidat et al., 2020). One of the most noticeable
aspects of IR4 is the convergence of technologies through the integration of
processes. In a cps environment, components with intelligence embedded in sen-
sors may be exposed to perpetrators if they are not configured securely. Since
processes will be automated allowing the device with embedded intelligence to
perform their tasks, its security will be overruled by the efficiency of the usage
of the devices. The situation will be riskier when data produced by these devices
are sent to the cloud environment.

Avrtificial Intelligence

For organizations where their businesses are data-driven and using an AI model
is critical, security should be their top priority. According to Dror (2022), two
main assets of the organizations are big data that is collected to learn and train
for prediction purposes, while another is the data model arising from the train-
ing of the AI. Thus, these are the main assets that need to be protected to ensure
they remain at the competitive edge.

Al is frequently deployed for monitoring and surveillance of systems where
potential threats can be flagged when a defined threshold is met. Traffic patterns
can be analysed to detect an activity that characterizes an attack (Kuzlu et al.,
2021). Due to its capabilities, Al is considered one of the promising methods
that are able to address cybersecurity threats. In IoT or Industrial environment,
AT protects the systems by commonly used for intrusion detection, where it will
notify possible attacks through anomaly detection on network activities in the
systems. On the side of cyber attackers, AI has been increasingly used to thwart
algorithms that perform this function (Kuzlu et al., 2021). Cyber perpetrators
also use malicious Al to aid cyber-attacks or make the AT attack its own system.

Security threats on Al are mainly related to inputs of Al systems which can
have adverse impacts on the integrity of the Al system. The wrong output will be
produced by an AI system through data alteration, dataset poisoning, algorithm
poisoning and model poisoning attacks (Kuzlu et al., 2021). In certain areas where
Al is used, human intervention is still required. For instance, in doing software
testing, a software specialist needs to review the findings of the software testing to
ensure its accuracy. In a similar analogy, a medical doctor still needs to review and
interpret lab diagnosis results. AI could also pose privacy risks when a comprehen-
sive data collection and monitoring process outweighs the benefits the consumers
may get. Through biometric profiles generated through these activities, consumers
will feel threatened by this type of surveillance (Nematollahi & Khorasani, n.d.).
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Robotics Process Automation

Moving towards IR4.0, RPA technology is deployed in businesses with the aim
to improve efficiency. RPA programme allows a bot to be created to automate
a manual repetitive process without human involvement. Despite the functions
demonstrated by RPA, there are several security concerns that organizations
need to be aware of. In IR4.0, full automation of processes is deployed, and
the use of robotics particularly in manufacturing allows critical processes to be
automated.

However, misconfiguration of a robot presents risks of stolen data, damaged
end products and process disruptions to organizations and businesses (Gautam,
2022). Thus, Gautam (2022) further suggests countermeasures including; mul-
tifactor authentication, comprehensive access controls, application security and
end-to-end encryption. However, these measures may not be sufficient. Appro-
priate risk assessment should be conducted to understand risks that may present
in the business environment.

Embedding AI onto the design not only increases efficiencies but also the
quality of the processes. The use of robotics controlled by Al in the automa-
tion process is capable of sending data to the cloud. However, if the integrity
of AI modules is compromised, it will affect the processes and eventually the
end-product particularly when RPA is implemented in a smart manufacturing
environment.

Big Data

Big data has characteristics of a variety of data types and sources, velocity, vol-
atility, and value to name a few, which introduces risks. Data variety leads to
challenges and complexity in data management which subsequently introduces
vulnerabilities. The volatility of data can cause challenges in keeping the audit
trail and in managing it. The usage of smart devices has led to the increase of
data exponentially. With the IR4 in the pipeline, more data is to be collected in
various forms from different sources of both digital and physical environments.
This data is generated by traditional means of digital platforms and through
sensors and IoT" devices embedded in the physical environment such as critical
infrastructures and smart cities.

Due to this, its collection and processing face challenges, as it is not inherent
in the normal digital setting. Chaudhari and Srivastava (2017) argue that with
the huge amount of data using current technologies and efficient cryptography
algorithms, the processing to encrypt database is slow; thus affecting the data
processing time and results. It is very challenging to segregate data based on its
importance and determine its ownership when the volume is massive (Chaudhari &
Srivastava, 2017). Data is protected in accordance with its classification. The
higher its classification level, the higher the budget required to protect them are.
Thus, it is unnecessary to implement countermeasures when the data does not
need one.



Addressing Cybersecurity Issues 249
Cybersecurity Concerns

The increasing interdependencies on technologies and cyberspace have caused
users’ adoption of technologies but it is not aligned with the security counter-
measures in place, particularly with the usage of advanced technologies as in
IR4.0. The issue is that there is an insufficient workforce that has relevant capa-
bilities to deal with the security of the technologies. It is estimated that the cost
of cybercrime globally will reach USD 10.5 trillion annually by the year 2025
(Morgan, 2020). The following sub-sections discuss the security concerns in
manufacturing, agriculture and services.

Manufactuving

The evolution of digital technologies has changed the way manufacturing plants
operate. IR4.0 has led to increased smart manufacturing where conventional
manufacturing which typically uses industrial control system (ICS) is converged
with the production line using IP communication. Smart manufacturing or also
referred to as Industry 4.0 provides the ecosystem with advanced technology
architecture such as IoT, robotic and Al. Naturally, the manufacturing environ-
ment provides the usage of OT and IT systems. ICS which is part of OT is used
not only in the manufacturing environment but also in other environments such
as in power plant, water, petroleum and nuclear plant. The exploitation of OT
systems does not only affect the integrity of safety systems but can cause physical
effects (Copic et al., 2019) that may implicate the public.

In a manufacturing plant, the production line may start using machine-to-
machine, IoTs and sensors for data collection purposes. However, increasing
interconnectivity due to interconnected devices in the manufacturing plants has
increased security risks, which can pave the way for cyber perpetrators to exploit
any vulnerability in the plant’s environment.

This is due to ICS being designed as a closed system and developed without
built-in security (Mirian et al., 2016). Previously, the manufacturing environ-
ment was secure due to its physical access restriction where they are isolated from
other parts of the system. But when systems are interconnected with devices and
connected to a wider corporate network that provides a gateway to the public
network, the risks of being exposed increased, thus, making the network envi-
ronment less secure.

With IR4.0 deployment, manufacturers are exposing themselves to new tech-
nologies in an interconnected environment (Copic et al., 2019). The complexities
are intensified with the adoption of advanced technologies which the environ-
ment has to be customized to. Shifting from mass production to mass customi-
zation may require the integration of new technologies with legacy systems that
may expose security weaknesses in various parts of the ecosystem.

The need for monitoring and controlling processes in an ICS requires sensors
and devices to allow data to be acquired and transmitted from the sensors to
the Supervisory Control and Data Acquisition (SCADA) where the monitoring
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of the systems will be performed. In increasing the production performance,
sensors of the plants are sent directly to the cloud.

ICS in the OT environment has a lack of security features (Mirian et al.,
2016). Increasing sensors and IoT devices in the IR4.0 technology architecture
will intensity the complexity of the environment. Thus, it is imperative to estab-
lish a dedicated security team to understand the architecture and the communi-
cation of various protocols and components in this environment. Using robotics
that automatically transmit data to the cloud platform can elevate further risks if
communications are not configured securely.

In making a better-controlled environment, the usage of IoT and sensors that
gather different types of data (i.e., humidity, temperature and carbon dioxide) in
real-time is part of the whole system architecture. Thus, data accuracy is critical
and the integrity and confidentiality of collected data should not be compro-
mised at any cost.

IR4.0 provides a platform that allows manufacturing processes to be operated
in an automated manner in a hyperconnected environment through smart com-
ponents and devices that are connected to the cloud platform. The challenges
will be increased with the adoption of a 5G environment that allows more IoT
devices to be deployed since it provides a faster network with low latency. This
smart manufacturing environment requires smart devices that have sensor abil-
ities for automation in processes. If they are not properly secured, they will be
exposed to vulnerabilities.

In providing communication on TCP/IP platform, the IEC-60870-5-104
standard protocol used in the SCADA system (which is a subset of the ICS
system) can be exploited; thus, eventually disrupting the normal operation of
critical infrastructures. In an experiment conducted by Qassim et al. (2018),
insufficient security protection and attack prevention mechanisms at the applica-
tion and data link layers of this protocol have an impact on the implementation
of SCADA systems. Based on this evidence, similar systems using the same pro-
tocol including those of manufacturers can experience the same security risk.

Agricultuve

The deployment of sensors in the agricultural sector in gathering and transmit-
ting data through wireless sensor networks using secure mechanisms is noth-
ing new in many countries. Despite the agriculture sector being able to obtain
insights for better farming through data-driven technologies, Malaysia faces
many challenges in adopting digital technologies. Apart from the lack of a relia-
ble internet connectivity in rural areas, skilled workers who are able to interpret
and make use of the data are scarce (Tompkins, 2020).

In responding to IR4, relevant technological skill sets such as those per-
taining to IoT, Al and big data analytic capabilities are important to be devel-
oped in deploying the technologies and interpreting the data collected. Data
collection and monitoring for the agriculture sector is very specific to its geo-
graphical location, weather, and climate for analytical purposes to get the
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best results for productions. Other data collected includes data to understand
infrastructure or transportation, as well as storage and market proximity
(Prodanovi¢ et al., 2020). Security threats in agriculture are very much simi-
lar to other sectors where various mechanisms were deployed to address mali-
cious adversaries.

A security model developed by Prodanovi¢ et al. (2020) that is independent
of network topology and infrastructure provides data protection from sensors
to wireless networks using encryption capabilities such as public key infrastruc-
ture (PKI). In the facilitations of various data sources for remote access, satellite
functionalities are used. Although this model is able to fulfil data protection in
its ecosystem in an efficient manner, the drawback is that it increases energy con-
sumption due to the frequent exchanges of the secret key during the encryption
process between the receiver and sender.

Services

The increase of data-driven services such as digital education, digital trade and
e-commerce require a large pool of data transmitted across borders (Aaronson,
2019). E-commerce activities involve the transmission of personal data with credit
card details for a transaction to take place. Customers risk their data when pur-
chasing goods over the internet as there is no assurance that security measures
have been adopted in their infrastructure. Digital trade is defined as the digital
transactions of goods and services involving cross-border transactions which are
digitally ordered, facilitated or delivered (OECD-IMF, 2018), where three parties
are heavily participating; consumers, firms and governments. On the other hand,
e-commerce is categorized as a type of digital trade (ESCAP, 2021).

Apart from security risks, there are also great concerns about digital trade and
cross-border data which are expected to grow exponentially with the increasing
use of mobile devices and usage of social media. E-commerce activities and busi-
ness transactions are now increasingly performed on the go. This has also raised
concerns by how companies with big names regulate these services and their asso-
ciated data. The use of public and commercial cloud computing services has cre-
ated more cross border challenges for some jurisdictions (Abed & Chavan, 2019).

Cybersecurity has been identified as one of the most significant challenges
for online communities to use digital technology platforms including for
e-commerce activities. Bartczak (2021) argues that the digital platform can be
an obstacle to the effectiveness of e-commerce due to security threats. The dig-
ital platform which enables buyers and suppliers to trade requires trust for the
exchange of product (from supplier) with money and personal data (from cus-
tomer). Thus, security measures that enable this trust and confidence should be
provided while the transaction occurs while the personally identifiable informa-
tion (PIT) should be well-protected. Personal data analysis is crucial to under-
standing purchasing patterns of individuals for marketing purposes. However,
not ensuring privacy measures are in place can cause problems for businesses
(Venturini & Rogers, 2019).



252 Maslina Daud and Rajah Rasiah

Other Security Concerns

Apart from existing features highlighted in previous sections, there are other
aspects such as 5G technologies and legacy systems that are worth considering
due to the implications of their deployment.

Transition to 5G

The current infrastructure of the 4G network is already overloaded with sub-
scribers’” usage of communication and data transmission, particularly in major
cities, where the population density is high. This has caused regular slowdowns
of data rates transmission occurring commonly during peak hours that demand
larger network capacity. On the contrary, 5G will be able to better meet the new
demands and needs of faster connectivity to allow massive data transmission
from one point to many points, whilst at the same time allowing massive data
processing at the other ends of the destination, either as devices or systems.
Due to its hyper network connectivity, faster-speed transmission and low latency
(Kubota, 2020), 5G technology will be a critical enabler of new business ser-
vices and products that will drive companies forward in terms of efficiency and
innovation.

5@ has a direct influence on IR4.0 ecosystem including cloud computing, IoT,
robotics and automation processes that trigger better manufacturing routines,
telemedicine and the evolution of transportation industries. As the industries are
moving towards IR4.0, automated systems and devices via Al will be preferred,
where data is transmitted from one point to many destination points instead of
on a one-way traffic. Kubota (2020) posits that the adoption of 5G networks will
be dominated by IoT devices instead of consumers. This indicated autonomous
devices will be dominating the network. However, the number of cyber-attacks
is increasing on these devices due to poor protection.

One of the main purposes of 5G technology development is to resolve cyber-
security issues known to its predecessors. Thus, 5G has incorporated security
controls that address many cybersecurity threats faced in the previous infrastruc-
ture networks. These controls include new mutual authentication capabilities,
enhanced subscriber identity protection and other additional security mech-
anisms in the communication protocols (Kubota, 2020). However, there are
still security concerns in 5G that were raised by security researchers. Substantial
known security threats in the 5G ecosystem can affect the 5G telecommunica-
tion infrastructure due to improper implementation as it can open more poten-
tial entry points to hackers.

Legacy System

The continuous usage of legacy systems makes the environment more complex
as there is less support and available technical expertise to work on the pro-
gramming code of these systems. Legacy systems are known for the absence of
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security features. Even if the systems have such security features, they are no
longer supported by vendors. Despite being used in isolation, which is a popular
approach in ensuring legacy systems are protected, there are potential security
risks when removable disks such as USB flash drives are used as a medium of data
transfer within the environment.

In transforming into Industry 4.0, older systems which are not sophisticated
can be a barrier where these systems are unable to handle huge data processing.
This could lead to the unavailability of services (Tay et al., 2021). Not only that, it
can also pose security risks that are not only caused by the new technologies being
implemented but also due to the interactions between new and legacy systems
(Copic et al., 2019). Organizations have their own reasons for keeping their legacy
systems. Apart from a massive cost that can be incurred from moving into new
platforms where new technologies are readily available for adoption (e.g. cloud and
IoT), there are other aspects that hinder the transformation including a shortage
of skilled workers that are capable in translating the old programming code.

Although legacy owners tend to move into modernization that integrates the
legacy systems with new technologies, the main challenge is to ensure the integ-
rity, confidentiality and available data is not compromised as the integration pro-
cess takes place. However, there has been a lack of framework in addressing such
security concerns despite the modernization processes that have taken place. Fre-
quently, security aspects are due to oversights that contribute to vulnerabilities
against cybercrimes.

Addressing Cybersecurity Concerns

A holistic mechanism is crucial in approaching the issue to address the gap effec-
tively. This comprises three main pillars in addressing cybersecurity namely,
people, process and technology. Due to the nature of cybersecurity as a public
good, cooperation can be the salient element in binding the pillars with relevant
stakeholders and regulatory bodies to assure that required steps are taken to
protect the digitized ecosystem (Daud, 2017). The increase of connectivity and
interdependencies along with new technologies demand a holistic approach to
increase functions and efficiency in organizations and businesses. In order to
have a secure IR4 environment, security countermeasures should be considered
at various levels, including both national and organizational levels.

Cybersecurity Readiness in IR4.0

The readiness of organizations in their cybersecurity measures provides an indi-
cator on how organizations can overcome security challenges in their business
environment particularly when organizations are very dependent on ICT and
internet connection. Similarly, security researchers have emphasized significant
security challenges for organizations to embrace IR4 (Tay et al., 2021). Berli-
lana et al. (2021) asserts how cybersecurity readiness affects the performance
of organizations. A pilot study amongst 100 technology companies in Malaysia
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show their readiness to adopt Industry 4.0 and that they have the necessary
knowledge to embrace it (Soomro et al., 2021). However, security was not a part
of the study. In comparison to a study conducted by Tay et al. (2021) amongst
SMEs in Malaysia, the findings conclude that Malaysian manufacturing com-
panies are at its early stage of transforming from existing manufacturing to
Industry 4.0. This is due to challenges faced by the businesses including lack
of technology, competent and knowledgeable workers, as well as the need to
change mindsets. Another challenge faced in adopting Industry 4.0 is data man-
agement and integration due to increasing data that is and needs to be collected.

Technology readiness is another challenge companies face in embracing
IR4.0, not only due to the high-capital investment that is required to provide
the technologies, but also the complex integration necessary in transforming
existing manufacturing into smart manufacturing. This also requires skilled
workers with the right talent which are in short supply (Tay et al., 2021). This
is supported by Javaid et al. (2021) where one of technological challenges arose
from the integration process of IIoT connectivity, where it is not cost effective
for transformation to take place in small scale industries. This finding is impor-
tant since technology readiness is directly related to security readiness (Berlilana
etal., 2021).

Increasing of platforms through expansion of technology infrastructure with
different protocols for data communication can lead to security and privacy
issues when skilled workers are not available to perform the transformation pro-
cess. Incompatibility of protocols and improper use of application programming
interfaces (APIs) can lead to unnecessary data exposure. In the case of the Face-
book and Cambridge Analytica scandal, prior to changing the API in restricting
data access, data profiles from the social media (Facebook) were retrieved and
accessed by other applications which had implications on the US presidential
campaign in 2018 (Venturini & Rogers, 2019). Having legacy systems in place
will complicate things although enterprises have their reasons for keeping their
legacy systems. Apart from cost-effectiveness, a lack of those who are able to
deal with old programming codes and systems can be challenging. Although
cybersecurity is not considered one of the critical challenges, data management
issues can eventually lead to security implications if not tackled prudently (Tay
etal., 2021).

Thus, a central monitoring programme can be developed to gauge the level
of security readiness in facing cybersecurity threats when embracing IR4. The
security-readiness can be measured from the readiness of people, processes and
technology in managing the security of the equipment and environment. Iden-
tifying the gaps will help organizations to focus on areas they are lacking; thus,
necessary funds can be allocated, and specific programmes can be driven to nar-
row the gap.

Developing relevant skills is important to embrace the future workforce in
IR4. In realizing the IR4 agenda, technical and vocational education and train-
ing (TVET) have been identified as an important factor where the Ministry of
Human Resources and the Ministry of Education Malaysia have developed a
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policy for implementing the TVET agenda (Mohd Ishar et al., 2020). Similarly,
the National IR4.0 policy also put forward the agenda for developing talents
to address current and future needs in IR4. The role of the Human Resources
Development Fund has been identified to drive the initiative (Economic Plan-
ning Unit, 2021b).

In addition to this, through pillar four of the MCSS, Malaysia Digital
Economy Corporation (MDEC) will spearhead initiatives to increase skilled
workers in cybersecurity, while CyberSecurity Malaysia through Global Accred-
ited Cybersecurity Education (ACE) has implemented people certification ini-
tiatives associated with certain security domains (National Security Council,
2020). In preparation to mitigate cybersecurity risks, training and educating of
future knowledgeable workers means instilling cybersecurity education at the
primary, secondary and tertiary education levels.

Security by Design

Due to its complexities, organizations that wish to move to IR4 should be estab-
lishing a security architecture framework which ensures that the infrastructure
the organization will be operating on is safe. Frequently, security is implemented
as an afterthought. Rightfully, it should be embedded at the design stage of the
systems’ development right from the beginning. The design should incorporate
as security requirements and these should be defined and incorporated as part
of the procurement process. Getting vendors to develop systems with security
features right from the beginning of the systems’ development cycle is more
cost-effective than fixing security issues when development has been completed.

For instance, for organizations that consider deploying RPA technology, the
nature of RPA should be well understood. By understanding RPA in depths, its
risks can be minimized. Since RPA is a type of software, its security threats are
no different from other software. For instance, organizations should be consid-
ering security controls that are related to software such as multi-factor authen-
tication, a comprehensive access control, application security, and end-to-end
encryption when deploying RPA (Gautam, 2022). It is evident that the way
RPA is implemented requires a secure environment it can operate. Less privilege
access should be allowed for bots to perform their assigned tasks (Kosi, 2019).
Bad programming can also cause the systems’ resources to be over consumed
and this could lead to the unavailability of services.

In the context of huge data being processed, understanding the effects of
security practices for businesses needs to be understood. For example, huge
data can cause systems to become slower while being processed, not to men-
tion implementing encryption on the database to protect data confidentiality
could do the same as well. Instead of encrypting the whole database that can
slow down the processing time, Chaudhari and Srivastava, (2017) suggest sys-
tematically encrypting individual parts of the data to allow a certain level of
flexibility in the processing. However, this approach can cause security to be
compromised.
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Companies should ensure that when producers implement cryptographic
algorithm on products and services, reference is made to the list of National
Trusted Cryptographic Algorithm that is based on existing cryptography algo-
rithms (CyberSecurity Malaysia, 2020). This is the list of trusted existing cryp-
tographic algorithms for implementation that has gone through evaluation and
testing by cryptographic experts in Malaysia.

Organizations should produce the security requirements for any systems to
be developed apart from the system’s functionalities. These requirements should
be embedded as part of the procurement process as this is a more cost-effective
approach than trying to fix the systems after bugs are found when a vulnerabili-
ties assessment is performed.

Structured Security Processes

This section looks at several available structured security processes. Information
security is defined as the preservation of the availability and integrity of informa-
tion regardless if the information is in the digital or non-digital format (Interna-
tional Standard Organisation, 2013). Cybersecurity is defined as the safeguarding
of society, people, organizations and nations from cyber risks and keeping cyber
risk at a tolerable level (International Standard Organisation, 2020).

Security is a process. Due to the interconnectivity and interdependencies in an
IR4.0 environment, security should be managed in a comprehensive approach
that is proactive and responsive (Daud, 2017). The proactive domain requires
security processes to be implemented with the intention to prevent security
breaches which includes having risk assessment and security assurance. This is
discussed further in the next sub-section. Although in the responsive domain,
an incident management is invoked upon security incidents occurring, relevant
plan should be developed and tested.

The information security management system (ISMS) which is based on ISO/
IEC 27001:2013 is considered the de facto standard in managing security in
organizations as its main objective is to protect information assets. It provides
a holistic approach which is risk-centric. It is a wise approach for organizations
to perform a risk assessment before embarking on new systems or technologies
deployment, thus prudent critical decisions can be made. Security is best managed
by implementing security controls derived from a security risk assessment exercise.

Security risk assessment is considered the basis for making decisions where
security controls can be identified much earlier before performing the cost-
benefit analysis. For instance, organizations frequently utilize cloud storage for
cost-efficiency purposes. One of the important critical decisions is the identifi-
cation of security controls to protect sensitive data such as personal data in the
cloud environment. Without conducting a proper risk assessment, the risk in of
security breaches happening eventually defeats the whole purpose of deploy-
ment. In understanding the risks that organizations face, risk assessment is a
brilliant approach to decide what security countermeasures should be imple-
mented while minimizing any risks that materialize.
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Several standards are related to risk management such as ISO/IEC31010 and
ISO/IEC 27005. The former discusses all types of risks while the latter is spe-
cifically developed to manage risks in information security. In a manufacturing
environment, the quality of implemented ISMS is significant to ensure the secu-
rity of IT and OT in the manufacturing industry is monitored and continually
improved as the adoption of IEC 62443 standard used in the industry is based
on the ISMS series (Kosmowski et al., 2019). For industries that deploy ICS,
relevant standards and guidelines that are typically used to secure ICS operat-
ing environment include ISO 27019, IEC/ISA 62,443 and NIST SP 800-82
(Maesschalck et al., 2022).

Apart from ISMS, another important security process is the business con-
tinuity management (BCM). Not only it is capable of increasing resiliency in
organizations, but it also provides data recovery strategies as the continuity
plan is developed. Since data is the lifeblood of businesses, assuring that data
and information are available in the event of a crisis or disaster is fundamental.
Responding to security incidents should always start with consistent performing
of security logs analysis that monitors security events. Understanding patterns
means being able to detect impending attacks. When the security threshold is
met, the incident management team, through its process, will handle such inci-
dents and assume recovery processes. Through this process, businesses are able
to identity if data recovery is required. Thus, having a tested business continuity
plan in place can be a significant safeguard.

Additionally, organizations may also need its workforce to have some data
forensic capabilities to ensure data collected or acquired from the systems upon
security incidents are preserved in accordance with international best practices;
thus, to be acceptable in any court of law. Since an IR4 ecosystem provides
a variety of data sources, understanding the right method to identify infected
devices and collect data is crucial. So is the ability to provide relevant analysis
in understanding the root cause of security breaches. This provides the lessons
learnt to prevent future security breaches.

Security Assurance on Products and Platforms

Security assurance on products and services is significant to generate trust
and confidence in users who are using them. IR4.0 device manufacturers are
expected to implement security functionalities in their products that will enable
security to function appropriately (ENISA, 2019). Devices should allow the sys-
tems to be updated accordingly. This feature is important as one of the vulnera-
bilities that can be easily exploited is when devices are not patched or updated to
manage known vulnerabilities. Device manufacturers that claim their products
are secure should be sending their products for security evaluation performed by
accredited laboratories. This is supported by Tay et al. (2021), wherein a man-
ufacturing environment, there are always risks when compromised devices are
connected to the network. These devices may not seem to be vulnerable at one
point, but they might be exploited later in the future. Thus, the responsibility of
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connected devices should not only fall on the users of the device but also should
be shared with the device manufacturers.

In relation to this concern, it is imperative for device manufacturer or develop-
ers to go through product security evaluation process and later also go through
a certification process. Product certification that is internationally acknowledged
is a Common Criteria which is based on the international ISO/TEC 15408
scheme. This evaluation covers all aspects of security including systems, data-
bases, applications, devices, as well as network etc.

For e-commerce entities, having a certification that signifies them as a trusted
website is imperative to demonstrate the trustworthiness of their business platform
over the internet. Web application attacks can cause data to be stolen from the
database through cross-site scripting or SQL injection; thus, can cause a business
to lose market shares due to the loss of reputation and trust. In building global
trust and confidence for businesses on an e-commerce platform, World Trustmark
and Trade Alliance through its country representatives offers a mechanism to vali-
date that a website is secure as well as conform with good practices and standards.

Although the transition to 5G is gradual, the stakeholders in the ecosystem
should be prepared. The distinct characteristic of 5G is “network slicing”, a
software-based prominent feature that allows virtual network implementation
with the aim to create subnets in meeting specific needs. Security evaluation and
testing of this platform and 5G telecommunication devices and applications are
imperative to provide trust and assurance of the network. As part of the prepara-
tion towards a 5G security ecosystem, Malaysia through CyberSecurity Malaysia
has established 5G security test lab to meet this purpose (Bernama, 2021).

Identifying security threats and managing security vulnerabilities are impor-
tant. A consistent vulnerabilities management programme is fundamental to
detect security vulnerabilities and avoid them from being exploited by perform-
ing periodic vulnerabilities and penetration testing (VAPT). Any changes in
security configuration and implementation should be appropriately documented
to trace problem when security events occur. Apart from assessing infrastruc-
tures such as servers, hosts and security devices, web applications and databases
should not be left out.

Due to the increasing use of software, source code review is another area to
be looked at. This is critical to ensure that there are no coding weaknesses such
as hard-coded password or a backdoor left opened by the developer. As for enti-
ties that use cloud platform as part of their business operation, going through
a cloud security audit is wise to ensure that their data hosted on the cloud are
secure and protected. Using the ISO/IEC 27017 as a guide, cloud subscribers
are able to implement security controls which are based on the security catalogue
listed in ISO/IEC 27002 (International Standard Organisation, 2015).

Skilled Wovkers, Talents and Awarveness

Creating talented and skilled workers with a diverse skill set has been identified
as an urgent need for the manufacturing sector and in e-commerce (Ministry
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of International Trade and Industry, 2018). This is particularly challenging as
businesses learn how challenging it can be for employees to respond to security
incidents. Even hiring and retaining these cybersecurity talents can be difficult
and that can be a major threat to businesses (World Economic Forum, 2022).
Thus, relevant programmes should be established focusing on developing new
skills, up-skilling and re-skilling to increase workers with cybersecurity knowl-
edge. Although some entities are comfortable with the adoption, the lack of readi-
ness due to shortage of skilled workforce should not hinder businesses particularly
SMEs to adopt IR4 technologies (Tay et al., 2021). This is to prevent a wider gap
in the adoption that can cause Malaysia to be left behind in the world economy.

For organizations to plan on ensuring workers with skills and competencies, it
has to be prioritized and built around the business focus. Advanced technologies
such as RPA, Al and 5G are software driven; thus, competencies and relevant
skills on software security should be enhanced in preparation to adopt these
technologies.

While manufacturers have been adopting IT with less emphasis on security
in previous manufacturing environment, it is timely for them to establish a
dedicated security team that will oversee the security implementation, integra-
tion, and monitoring of various technologies. Since cybersecurity is everyone’s
responsibilities, a comprehensive awareness programmes should be developed
targeting various categories of audiences depending on their role in the organi-
zations. Not only for those who will be responsible in handling security, but also
for typical IT and internet users in organizations. Ransomware through social
engineering attack still dominates the list of attacks regardless of the industries
and this demonstrates the weaknesses of users in dealing with daily operational
activities (World Economic Forum, 2022).

Security Governance

IR4.0 involves various owners and stakeholders through several national policies
that were established in addressing IR4.0 initiatives for the country. Security
aspects were addressed through these policies in different platforms. Thus, a
centralized platform or an agency with a regulatory role in cybersecurity can be
seen as an approach that is able to govern and monitor the implementation of
these security initiatives in a more effective manner.

Cybersecurity can be a significant contributing factor to the success of the IR4.0
implementation in Malaysia. With the 5G deployment in Malaysia, it is antici-
pated that there will be an exponential growth of mobile devices, sensors or IoT
devices usage in business operations as well as the public at large. However, with-
out security countermeasures and strategies in place, the massive deployment of
these devices can be turned into a platform for possible attacks to take place. Thus,
the regulatory role is crucial to secure devices to be used, as well as the platform
and environment within the ecosystem for a safe and secure computing.

Since the spread of IR4.0 through the national economy requires mas-
sive data collection, it is possible for regulatory bodies to effectively govern
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information exchange and operations, particularly when it involves cross-border
data transmission related to personal data. Data protection should be strength-
ened where data collection from personal mobile devices and heavy usage of
social media is observed. Cross-border data flows should be governed by policy
makers by considering approaches at both national and international levels.

Atthe nationallevel, Malaysia through the Personal Data Protection Act (PDPA)
has delineated personal data between the commercial and non-commercial enti-
ties. Although data privacy protection is regulated for commercial entities, it is
not the same with government data. It is important to note that trade data does
not only involve commercial data. At international levels, policy makers should
be heavily involved in public forums and also make collaborative efforts to have
the voices of people in the country be heard and for citizens to have better con-
trol over their own data (Aaronson, 2019).

Conclusion

In realizing the nation’s aspirations, not only does the government and intermedi-
ary organizations play an important role to support the development of the digital
infrastructure and regulate its activities, but they also need to ensure that the online
platforms are secure for all stakeholders to serve their intended purposes. IR4.0 is a
mechanism that encompasses various technologies with a blend of advanced tech-
nologies and legacy systems, which require several shared operations from strong
embedding ecosystem support. These technologies require security measures and
strategies on the massive data produced, and hence, a new paradigm of collective
and collaborative coordination between users and producers is needed.

To achieve such a harmonious network of connectivity and coordination,
security readiness of IR4.0 components in relevant industries and sectors need
to be thoroughly understood. For businesses to embark into this complex plat-
form, the workforce who will be implementing, integrating and monitoring the
systems should be well equipped with relevant skills, knowledge and expertise.
Thus, the need of a workforce in the cybersecurity domain should not be taken
lightly. To fully benefit from the transformation in an effective manner, hav-
ing security features embedded in every part of systems and processes in IR4.0
ecosystem right from the beginning is imperative, and should not be an after-
thought. There is also a need for co-operation among all national cybersecurity
organizations to strengthen protection and privacy of users and producers as
cyber-attacks are borderless.
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