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PREPARING FOR HYBRID
THREATS TO SECURITY

This book examines hybrid threats within the broader context of a security
crisis in Europe.

As geopolitical tensions increase and great power rivalries intensify, can states
protect their communities? While conventional wars are fought, parallel battles
take place through more subtle and non-violent means. This multidisciplinary
book examines how hybrid threats undermine political governance and social
stability in liberal democracies, covering aggressors, targeted states, and
victimized communities. It seeks to address how aggressor states undermine
liberal democracies under the threshold of conflict and the role played by hybrid
threats as aggressor states prepare for full-scale war. The chapters also explore
how liberal democracies organize and interact to detect hybrid threats, arguing
that, in order to increase resilience, politicians and government agencies must
involve the private sector and citizens in threat-reduction policies. The analysis
builds upon the latest research in the international crisis management literature.

This book will be of interest to students of security studies, hybrid warfare,
defence studies, and international relations, as well as professional practitioners.

Odd Jarl Borch is a professor of Strategy at the Nord University Business School,
Bodo, Norway. He is the author of more than 150 scientific publications. He has
served on several government committees within industry development, safety,
and preparedness, including the Norwegian Total Preparedness Commission.

Tormod Heier is a professor of Military Strategy and Operations at the
Norwegian Defence University College, Norway. He has edited or authored
14 books on crisis management, security and defence policy, and military
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PREFACE

This book is directed towards students, scholars, and leaders with an interest
in the complicated field of hybrid threats.

The aim is to illuminate how hybrid threats may challenge political gov-
ernance and social stability in Western societies. We reflect upon aggressors,
their motivations, and their instruments used against a target state in peace
time and full-scale war. We describe and explore the development over time,
where both aggressors and target states adjust to a context of increased inter-
dependency in crisis, and as a prelude to war. Empirical examples are derived
from Australia, Estonia, Ukraine, Croatia, Sweden, and Norway.

The main purpose is to gain more knowledge. Not least about how West-
ern liberal states may enhance resilience. The method we use is to encourage
our fellow coauthors to reflect and discuss, partly on how preparedness and
response tools unfold in a security context characterized by hybrid threats
and partly on how cooperation may proceed to detect and respond effectively
to this kind of malign activity. In this book, we show how a range of institu-
tions must interact closely facing hybrid threats. This includes politicians and
government officials at all levels, crises response institutions, companies, and
organizations, as well as the single inhabitant. For early-warning and con-
tinuous resilience building, we are dependent on the agility and joint efforts
of the inhabitants of every community. The study illuminates how society
may build a total defense or comprehensive security approach that may deter
the aggressor from attacking. This also includes measures for counterattacks

if needed.
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UNDERSTANDING HYBRID THREATS

An introduction

Odd Jarl Borch and Tormod Heier

This book seeks answers to questions such as: How do aggressors undermine
liberal democracies under the threshold of war? And what role has hybrid
threats as aggressor states prepares for full-scale war? Can targeted states in
a world of interconnectivity protect their transparent communities against
such malign activities? If so, how may liberal and transparent democracies
respond and increase their resilience as civic vulnerabilities are targeted by
external aggressors?

These questions have become increasingly important. As Europe’s post—
Cold War security architecture unravels, a timeless characteristic in inter-
national politics emerges: While conventional wars are fought, numerous
parallel battles are also waged; not with brute force but with other, more
subtle, and non-violent means. The threat comes from political instruments
of a non-kinetic character. Whether you live in metropolis like London, Ber-
lin, or Paris, or in tiny communities in the Lapland or the Orkney Islands,
decision-makers are constantly targeted by subversion, cyberattacks, and
various kinds of information operations. Their purpose is, as always, to
exploit the adversary’s critical vulnerabilities. Most often, this is to achieve
a political outcome. Among the most exposed targets are national cohesion,
political trust, and societal resilience. Together, these targets constitute key
ingredients in national models: the confidence-based contract between the
citizens and the state; the social glue that keeps governed and governance
together; the cohesive unit that allows democracies to be a beacon for rule by
law and individual liberty.

The non-military target list illustrates a paradox in contemporary politics.
While many democracies possess some of the most sophisticated military
forces the world has witnessed, the same countries are also “the type of states
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most frequently targeted by hybrid measures”; they are even some of the
most vulnerable entities in the global community of states (Nilsson et al.,
2021, p. 2). Constrained by the same values that most citizens adhere to,
like rule of law and individual liberty—democracies are nevertheless more
likely to be confronted by non-kinetic means. For any inferior rival, an indi-
rect approach towards a liberal democracy is more rational than risking a
full-scale conventional or nuclear war. Allied nations’ collaborative prepar-
edness and response options are thereby tied to a paradigm consisting of
opposing societies, not opposing combatants (Treverton, 2021, p. 38).

This again allows us to explore more comprehensively how security and
safety are amalgamated in an era of global political competition but also
interdependency and dense interconnectivity. Aggressors’ courses of action
seem increasingly to manifest themselves in the internal space: a malign
threat operating from the inside rather than from the outside of the state
border. Bridging the gap between external and internal security means that a
broader range of actors must be involved—in response, in research, as well as
in training and exercises. Not least, there have to be a focus on how democra-
cies organise themselves to prepare for, and counter, so-called hybrid threats.
Crisis management below the threshold of war therefore demands a research
field that builds upon a comprehensive theoretical platform—an analytical
framework enabling modern states to organise and interpret a broad variety
of complex empirical variations systematically and coherently.

Aim and purpose

The aim of this book is to provide students, researchers, politicians, and
civil servants with different perspectives on hybrid threats and adjoining
response measures. We illuminate the wide range of malign activities, such
as fake news, harassment, election tampering, cyberattacks, and sabotage,
directed towards critical infrastructure. These actions are often synchronised
and coordinated, partly to undermine the social contract that ties citizens to
their political constituencies, but also, in a narrower operational context, to
prepare for large-scale wars.

The book’s aim also serves a broader purpose: to enhance the readers’
competence, skills, and awareness as more societies are faced with a more
unpredictable security environment. Deeper insights contribute to mitigate
political, societal, and institutional vulnerabilities flourishing within trans-
parent communities. Stakeholders from public or private sectors may thereby
more coherently take steps to mobilise adequate response measures.

The hybrid threat concept

The empirical complexity of this research field rests on contemporary threat
perceptions. Throughout this volume, therefore, ‘hybrid threat’ is used as
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a concept of analysis. Using the term, however, is not without problems.
Being a contested expression for malign activities with security implications,
often below the threshold of war, hybrid threats have since its 2006 incep-
tion (Hoffman, 2007) flourished within academic and policy-oriented circles.
Clearly, the concept has its advantages. Hybrid threat is a catchy phrase
encapsulating numerous large and small unwanted operations. Ranging from
synchronised manipulation and dissemination of information to coordinated
subversion and coercion, with violent and non-violent methods for the pur-
pose of policy—hybrid threats are a relevant and comprehensive expression
of a 21st-century security context.

Hybrid threats are also associated with “grey zones”. These are blurred
arenas that are hard to delineate, largely because global digitalization perme-
ates the way modern societies, and their inhabitants, chose to organise their
lives. Clearly defined actors, intentions, and capabilities, the key ingredients
in any threat assessment is therefore difficult to accurately identify or meas-
ure objectively. The same goes to what is, and what is not, a clearly defined
battlefield. This again opens a new Pandora’s box. Not least when it comes
to define who is in charge when huge state bureaucracies and numerous local
municipals are soaked into complex crisis management operations. These
entities are states; political and administrative agencies trying to cooperate
within an operational framework where roles, responsibilities, and authori-
ties have been separated and delegated throughout a hierarchical and parlia-
mentary chain-of-command.

This is a code of conduct that for centuries have thrived inside fragmented
and sector-oriented state apparatuses; it has thus fostered numerous small
and large subcultures that “. . . form a backdrop for action” (Smircich,
1983, p. 58). The numerous grey zones even rise epistemological questions of
whether nations live in a time of peace or in a time of perpetual war (Gale-
otti, 2022). Maybe we live in a time where war and peace are surpassed by
a perennial struggle, or a constant shift, in and out of war (Kennan, 1948)?
In a digital age of interdependence and interconnectivity between global,
national, regional, and local levels, the hybrid threat concept is regarded use-
ful and has thus thrived enormously.

But as more and more meaning is put into the concept, hybrid threat also
loses some of its analytical clout. As pointed out by Rob Johnson (2018),
the concept’s versality makes the concept useful inside political and strategic
circles. But as guidance for operational and tactical planning and execut-
ing responses, utility is limited. For scholarly purposes, the implications are
grave. This is because hybrid threats easily end up as a highly politicised
concept; a trendy and politically correct label used to stamp opposing states
or non-state actors one personally disguises. This leaves the entire field of
research on hybrid threats highly biased. Driven by emotions and prejudice
towards authoritarian rivals that undermine democracy, human rights, and
rule by law, the liberal belief and value system preferred by Western scholars
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may easily challenge scientific criteria like balance, objectivity, and critical
thinking towards own practice. Using Alexander Wendt’s constructivist dual-
ism Self and Others (Wendt, 2012), hybrid threats are something allotted to
Others, while Self belongs to a more legitimate liberal security community
reigning the moral high ground. Scrutinising the related concept of hybrid
warfare, Friedman’s (2018, p. 1) phenomenological study finds the following:

A concept that had initially been intended to offer a better understanding
of the nature of the contemporary conflicts has been weaponised, becom-
ing a tool in internal manoeuvring for finance, public opinion and political
power in Russia and the West, as well as a means of intimidation in rela-
tions between the two.

Friedman’s argument visualises a deeper problem related to hybrid threats:
different regions across the globe tend to develop different meanings and
perceptions of what hybrid threats are. Different regions also develop differ-
ent strategies or courses of action regarding how hybrid threats should be
addressed. As hybrid threats are analysed, the primary frame of analytical
reference has been inside hostile environments where military rather than
civilian authorities have been in charge. This leaves the field of research with
a slightly combatant and militarised varnish.

Hybrid threats are thereby more easily confined to “different modes of
warfare including conventional capabilities, irregular tactics, terrorism, and
criminal behaviour in the battlespace to obtain its political objectives” (Hoff-
man, 2010, p. 443). This approach is useful for military commanders oper-
ating in a hostile environment where civilian authorities are subordinated
“wing-mates” rather than leading the crisis management operation. The
chapters in this book, however, scrutinises hybrid threats inside civic socie-
ties; these are operational arenas governed by civilian rather than military
agencies. Hybrid threats are as such seen as a broader societal and judicial
concern; a challenge addressed under the auspices of civilian institutions.
The military role is to be the supporting rather than the supported element.
However, as the Ukrainian and Croatian experiences illustrate in this book,
hybrid threats below the threshold of war are also used as a prelude to some-
thing larger—a full-scale war for national existence. In Europe’s contempo-
rary security environment, more research and discussion on hybrid threats
have become even more pertinent.

Hybrid threats and strategy

Despite its vagueness, the hybrid threat concept nevertheless entails the
essence of strategy. As pointed out by Edwards M. Earle in the classical
anthology Makers of Modern Strategy from 1971: strategy is not confined to
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wartime issues; on the contrary, war is an “inherent part of society”, defined
as the coordination of all instruments of power towards the attainment of a
specific political objective (Earle, 1971, p. viii). This logic resembles warn-
ings voiced by the American diplomat and strategist, George Kennan. Writ-
ing The Long Telegram in 1948-post-war Moscow, on the eve of the Cold
War, Kennan warned his fellow Americans in the state department: inter-state
relations are always characterised by “the perpetual rhythm of struggle, in
and out of war” (Kennan, 1948). Hybrid threats go to the core of Earls’
1971 description and Kennan’s warning from the late 1940s: The synchro-
nised influencing of political decision-making processes—preferably so by
non-violent means that are hard to attribute. Retaliation may thereby be
avoided, and this again may challenge a population’s perception of war.

Hybrid threats towards civic communities, at local, regional, and national
levels, therefore, demand us to scrutinise more thoroughly, more systemati-
cally, and more analytically, the many grey zones embodied inside modern
states. Modern states are often seen as more effective and legitimate than less
advanced states, among other things due to increased specialisation. But spe-
cialisation also leads to more delegation of roles, responsibilities, and author-
ities, which again makes seamless coordination and effective responses more
difficult (Cohen et al., 1972). In a crisis short of war, these institutional grey
zones may easily become a strategic impediment. Organizational ambigui-
ties within our own state structure thereby contribute to blur the boundaries
between us and them, between peace and war, between friends and foes, or
between internal and external security, or even between security and safety,
the absence of a clearly defined chain-of-command also means absence of
control.

This vulnerability may again undermine public support and legitimacy,
because trust and confidence are dwindling. Particularly so if public agen-
cies display a tardy, inefficient, or indecisive response to crisis where public
expectations are high. As pointed out by former U.S. Secretary of Defense,
James Mattis, the hybrid ambiguity constitutes one of the most “demanding
operational environments” (Mattis, 2009). This is probably true beyond U.S.
battlefields in Central Asia or in the Middle East. No matter where targeted
victims are forced to respond, on behalf of a governmental agency, a military
unit, or a small local community: organising and synchronising resources at
the right time, at the right place, is an operational art as relevant to mayors,
police chiefs, state administrators and ministers as it is to generals.

Addressing hybrid threats therefore requires us to think in terms of grand
strategy. This thinking builds on essential ideas codified by the British strate-
gist, Sir Basil Liddell Hart, almost 60 years ago (1967, pp. 222-223). Any
response requires a tight coordination of all instruments of power towards
the attainment of a specific political objective. In this anthology, the specific
objective is not to enhance the state’s survival against an existential military
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threat. The scope is on building resilience, as well as responding effectively
towards the more likely threats: challenges stemming from non-violent,
non-kinetic, or non-military-means, but which may undermine public safety
and national security. Particularly so within the numerous smaller and larger
civic communities that all strive for political and social order as heads of state
prepare for a more unpredictable future.

Focusing on most likely scenarios rather than worst-case scenarios is
important. It allows us to scrutinize the concerted and often destructive
employment of political, economic, civil, and information activities. In sum,
this orchestration may easily undermine the social stability and the political
order in which any liberal state needs for effective governance. The book’s
argument is that democracies’ first line of defence is not the military but the
resilience located inside the individual nations’ civic communities.

A multi-disciplinary field of research

We interpret hybrid threats as part of a broader and more complex phenom-
enon. This is a phenomenon where states and non-state actors are pitted
against each other, preferably below the threshold of conventional war. Com-
petition between contenders, large and small, is therefore a key characteris-
tic: a quest where opposing parties seek mutually incompatible objectives in a
continuous struggle for more power, more influence, and ultimately survival.
The complexity has increased even more as a myriad of public and private
entities vigilantly are tied to the phenomenon, most notably diverse civic
societies that all seek adequate responses to hybrid threats.

Understanding the threat picture, and the social and political context in
which the threats derive from, is important. This understanding is crucial
to comprehend the aggressors’ intentions and capacities. But also, for the
target state’s precise estimation of the risk potential. Often, it is opposite
value-systems with rivalling ideologies and interests that fill the context; a
context operationalized by courses of action containing judicial, economic,
ethnic, territorial, and military components. This context drives hybrid threat
assessments into multi-disciplinary processes. Knowledge-based insight, that
is, from political scientists, social anthropologists, lawyers, economists, mili-
tary strategists, and tacticians, is therefore needed. Not least to protect vul-
nerable municipals by means of research- and experience-based knowledge;
deeper insight that allows mayors, police chiefs, and citizens to comprehend
and discuss what is a malign actor’s “most dangerous” and “most likely”
course of action in our community.

The classical intelligence approach still represents a necessary platform,
especially so as situation awareness and decision-making processes inside
a state apparatus takes place. Intelligence failures, that is, in sensing criti-
cal societal currents, nevertheless calls for a broader set of analytical tools.
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This may include “strange bed fellows”: new partners with new perspectives;
multi-disciplined collaborators with a broader register of analytical ideas;
private entities, that is, from international finance or emerging markets. They
are all needed to fuel a deeper, more nuanced, and diverse understanding of
aggressors, their intentions, and capabilities (Treverton, 2021).

The multi-disciplinary approach reflects a 21st-century context where
aggressors are weaponized by a broad range of instruments. This is particu-
larly so in the cyber domain, where millions of citizens can be easily reached
with a minimum of costs, that is, through social media and cell phones. This
calls for a broad understanding of technological trends. Partly so from a
user perspective, but also from a technical perspective so that future are-
nas of potential aggression can be prepared. The “internet of things”, arti-
ficial intelligence, and machine learning technologies empower aggressors
with an even more potent toolbox. These digital instruments have become
increasingly user friendly, cheap to purchase, and sophisticated in their
technological output. For intelligence services worldwide, there is a need to
significantly broaden the information and knowledge domain into a truly
multi-disciplinary profession.

Of particular concern is states that deliberately seek ambiguity through a
broad range of destructive instruments (Cullen, 2018). The blurred characteris-
tics and uncertainty about target groups call for a broad mobilization to create
situational awareness. “Intelligence crowd sourcing” (CROSINT) has, among
others, been launched as a domain expanding and innovative tool (Treverton,
2021). A widening of the intelligence and situational awareness response set
may imply an inclusion of the whole society. To understand the tradecraft of
this toolset, inter-disciplinary research extracts new insight from a range of
social science disciplines as well as the humanistic disciplines.

Hence, as response measures are discussed, all the political and admin-
istrative levels inside the civic community must be engaged. Encapsulating
local, regional, and national levels simultaneously allow response measures
to thrive inside a truly multi-disciplinary framework. For any targeted com-
munity, this is of strategic importance. Particularly so when it comes to com-
prehend and exploit the potential trust, goodwill, and positive attitude that
lies inside millions of citizens that want to support its own local community.
Public administration, management theory, and an even broader institutional
theory perspective gives us the necessary understanding of how to deal with
a wicked, transboundary phenomenon like hybrid threats in a coordinated,
resilient way. By this, we mean a broad range of civilian and military, public
and private, as well as informal community volunteers’ institutions; together,
they form resilient building blocks in local municipals. How they organize
themselves, how they are activated and intertwined, is key to understand
how small, transparent, and often vulnerable communities seek to mitigate
and respond to hybrid threats.
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Finally, there is also a need to scrutinize hybrid threats from a humani-
tarian perspective. The Ukraine war clearly illustrates how aggressor moti-
vation and choice of tools deliberately target the most vulnerable groups
inside a civic society. Perspectives that allow us to comprehend hybrid threats
through the lenses of historical, religious, ethical, and linguistic perspectives
are prerequisites for a deeper inter-disciplinary acknowledgement of how
hybrid threats unfold in the 21st century.

Book structure

The 17 chapters are organised into five parts. Following this introduc-
tion, Part I: The Threat describes the hybrid threat phenomenon. First, in
Chapter 2, Nina Bjorge and Marte Haiby explore the status and future
avenues of contemporary research. Thereafter, in Chapter 3, Tanja Ellingsen
describes how hybrid threats undermine Western liberal democracies. Part I
ends with Chapter 4, where Patrick Cullen concretizes the threat by explor-
ing China’s modus operandi towards Australian communities.

On this basis, Part II: Ukrainian Experiences delves deeper into Europe’s
security context. Chapter 5 by Mass Soldal Lund analyses the role that Rus-
sia’s cyberoperations played in the Ukraine war. Thereafter, in Chapter 6,
Yevhen Mahda and Viacheslav Semenenko explore how Russia transformed
its hybrid modus operandi into a full-scale war during the invasion phase.
Part IT ends with Chapter 7, where Valerii Hordiichuk, Andrii Ivashchenko
and Nina Andriianova describe how Ukraine’s state structure improved its
resilience as Russia’s war unfolded.

The empirical descriptions from contemporary Europe serve as a basis
for Part I11: Response Strategies. In Chapter 8, Tormod Heier first outlines
why European civilian communities rather than NATO’s military forces are
a top priority for Russia. Jannicke Thinn Fiskvik and Tormod Heier there-
after explore how European municipals more effectively may address such a
situation by systematically exploiting military experiences to improve com-
munal resilience in Chapter 9. Joakim Berndtsson follows up in Chapter 10
by exploring how Sweden prepares for hybrid threats with its “Total Defence
Concept”. The analytical focus thereafter changes to Norway. Partly in
Chapter 11, as Line Sandbakken and @rjan Nordhus Karlsson describe how
governmental agencies have reorganised across sectors and domains for bet-
ter information sharing, and partly in Chapter 12, where Odd Jarl Borch
explores how network entrepreneurs in local communities play a significant
role to mitigate hybrid threats.

Having analysed various response strategies, Part IV: Knowledge and
Resilience dwells on targeted states. How do they address the problem and
prepare themselves? In Chapter 13, Kairi Kasearu, Tiia-Triin Truusa, and
Liina-Mai Tooding scrutinize Estonian experiences with its Russian diaspora.
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In Chapter 14, Gordan Akrap and Maksym Kamenetskyi highlight the impor-
tance of a common national identity by comparing hybrid threats in Croa-
tia and Ukraine. In Chapter 15, Bjorn Bakken, Thorvald Haerem, and Inger
Lund-Kordahl analyse methods of training and exercise is a hybrid threat
environment. Part IV ends with a pedagogical perspective; in Chapter 16,
Leif Inge Magnussen, Glenn-Egil Torgersen, Ole Boe, and Herner Saeverot
propose a development model that may improve strategic skills related to
hybrid threat mitigation.

Part V: Conclusions ends with Chapter 17, where the volume editors Odd
Jarl Borch and Tormod Heier compile the findings presented throughout the
book and deduce a hybrid threat-response model.
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CONTEMPORARY RESEARCH ON
HYBRID THREATS

Status and future avenues

Nina M. Bjerge and Marte Hoiby

Introduction

Hybrid threats (HT) and hybrid warfare (HW) are modern academic concepts
referring to a combination of actions targeting adversary states, including actions
below threshold of conventional warfare. The concepts were introduced to the
academic literature by Hoffman in 2007, who emphasized the blurring effect of
different levels of warfare (Hoffman, 2007), but became wider used in academia
after NATO introduced a definition during the Wales Summit in 2014. The contri-
bution of HT and HW academic literature may add value to policy development
and recommendations to state officials and practitioners, and widen the general
understanding of modern threats (Libiseller, 2023). It is useful to understand HT
and HW through the social sciences because their malicious acts mainly target
civil society and can easily exploit the openness and transparency of democratic
governance. This means that the concepts should be investigated through several
social science fields to be fully understood, such as political science and interna-
tional relations, military and strategic studies, the societal security field, media
studies, and the psychological field. All depending on which domain the mali-
cious acts are targeting. The social science field might come short to explain all
components of HT and HW, such as technological aspects of the cyber domain
and critical infrastructure, and subjects of the economic domain.
NATO defines hybrid threats as

combine[d] military and non-military as well as covert and overt means,
including disinformation, cyber-attacks, economic pressure, deployment of
irregular armed groups and use of regular forces. Hybrid methods are used
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to blur the lines between war and peace and attempt to sow doubt in the
minds of target populations. They aim to destabilise and undermine societies.
(NATO, n.d.)

The hybrid warfare concept also attempts to grasp the complex actions of
modern warfare, involving several actors, blurring the traditional peace-war
dichotomy, and mixing conventional and irregular means of conflict. The
term hybrid warfare is in English academic literature often illustrated with
the example of Russia’s combined traditional and irregular techniques against
Ukraine starting 2014. Military Balance 20135, as explained by Wither (2020),
provided a complex definition of hybrid warfare and defines it as

the use of military and nonmilitary tools in an integrated campaign,
designed to achieve surprise, seize the initiative and gain psychological as
well as physical advantages utilizing diplomatic means; sophisticated and
rapid information, electronic and cyber operations; covert and occasion-
ally overt military and intelligence action; and economic pressure.
(Wither, 2020, p. 8)

The definitions of HT and HW demonstrate a difference between the two in
which HT applies to contexts where malicious actors target populations to
spread confusion and conflict level remains below threshold of war, while
HW refers stricter to the use of military and non-military means in more
specific and integrated campaigns or operations. A further difference between
the two inevitably lies in the difference between threats and war given that
hybrid remains the same. In this chapter, we assume that HW can indicate
a combined use of different forces, such as ground forces and marine (see
Hoffman, 2010), and such forces used in combination with non-conventional
strategies such as weaponizing insurgency groups or other as proxies. The
term hybrid interference was introduced by Wigell (2019) to distinguish
hybrid threats from hybrid warfare, however, without significant impact.

To classify actions as warfare has judicial, political, cultural, and other
implications. If favourable, actors may deliberately stay below threshold of
war, in which terminology such as hybrid threats can alleviate pressure in
political discourse. HT can apply to contexts in which war is not explicitly
declared, accused of, or labelled by a considerable unit in international soci-
ety and thus remains vague and open to interpretation. It may be exploited
by those who direct the theatre—or aims to control the narrative. This chap-
ter investigates both the concepts of HT and HW since they seem to be used
somewhat interchangeably (i.e. HT can be part of HW) and possibly incon-
sistent despite the potentially serious implications of using the word war.
The most important reason to include both in literature searches is that we
wanted to understand their prominence and significance in the scholarship.

This chapter provides in-depth insight into the scholarship on hybrid
threats and warfare within social science, presenting an overview of topics,
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perspectives, and approaches. The current hybrid security landscape calls for
increased attention to scholars’ understanding and interpretation of these
concepts and lays the foundation for this chapter. This chapter therefore
investigates the following question: How are hybrid threats and warfare pre-
sented in English language peer-reviewed research literature?

Meta-narratives and fuzzy problems

One of the challenges of conducting meta studies is that concepts and phe-
nomena are understood differently by different fields of study (Greenhalgh
et al.,, 2005). Traditional research disciplinary organization has divided
thoughts, ideas, and findings of scientists into fields that do not necessarily
intersect. These fields of study further apply and develop terms and definitions
to describe such concepts and phenomena and reinforce the closed system
surrounding them. Thomas Kuhn’s structure of scientific revolutions pointed
at this in 1962, suggesting that science often is based on a set of rules and
standards that have developed uniquely within a field of study and that most
scientists thus approach their subjects though a paradigmatic lens that they
themselves are accustomed to and perhaps unaware of, but which may not be
universally accepted (Kuhn, 2012). Kuhn claimed that while this may grant
scholars the necessary freedom to approach fuzzy problems in most construc-
tive ways, it at the same time limits our knowledge to segmented pieces of
understanding even of complex phenomena. It is necessary in this respect to
acknowledge that threats and wars are defined by the parties involved, and
that narratives are constructed from their interests which usually differ. We
assume that no scientific institution or individual can be entirely unattached
the political, popular, legal, or religious tractions of their surrounding society.
A fuzzy problem can be described as a poorly defined problem without a clear
goal or path to solution, stemming from “fuzzy logic”, a mathematical term
representing vagueness, imprecise information, or partial truth. The broad and
all-encompassing nature of concepts like hybrid threats and warfare may con-
test traditional organization of science and unidisciplinary lenses and challenge
what Kuhn describes as “conceptual boxes supplied by professional education”
(2012, p. 5). It can however explain why defining the concepts and acknowl-
edging their complexity appear to be a popular exercise in the literature. First,
the word hybrid invites a plethora of possible ingredients to any attempted defi-
nition. Second, the concept of war is contested not only within its field of study,
but as well by political, judiciary, cultural, religious, and historical perspec-
tives—perspectives that are further obscured every day by cutting-edge military
technology. It is suggested in more recent literature that hybrid threats and
warfare demand a whole-of-government approach while pointing at the risks of
seeing the issue through a military prism (Lawson, 2021). The question is per-
haps if such strive for conceptual frames and attempts of trajectory “boxing” at
all benefit our knowledge about hybrid threats and warfare, or if these concepts
quest for more disciplinary freedom and dynamic interpretation altogether.
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Methodology

This study is a systematic mapping study (SMS) that aims to map research
trends in the HT and HW field and detect gaps in research literature. In
this way, it differs from systematic literature reviews that aim to synthesize
information from the research literature (Page et al., 2021). The literature
was obtained through Boolean searches in four large databases for social
science literature: SAGE Journals, Taylor Francis, Science Direct (Elsevier),
and Wiley. These databases were chosen for their international relevancy
and strong social science profile. The terms HT and HW became increas-
ingly used in explaining the changing security situation in Europe after the
Russian annexation of Crimea in 2014 (Lawson, 2021; Libiseller, 2023), and
as a result, the focus is on research articles published during 2014-2022. The
data was collected in September 2022.

The terms used in searches are “hybrid threats”, “hybrid warfare”, and
“hybrid war” in title, abstract, or keywords. All articles were collected from
each search. The first step of the data collection was conducting searches and
download results into Zotero. After removing duplicates, our sample con-
tained 193 articles (see Table 2.1).

TABLE 2.1 Overview of search engines, search words, and hits.

Ovwerview of searches

Search engine Time period Search words Specification ~ Number
of hits
SAGE Journals 2014-2022 “hybrid threats” OR  Title 6
“hybrid warfare” Abstract 13
OR “hybrid war” Keyword 15
Wiley Online 2014-2022 “hybrid threats” OR  Title 6
Library “hybrid warfare” Abstract 10
OR “hybrid war” Keyword 7
Taylor and Francis 2014-2022 “hybrid threats” OR  Title 78
Online “hybrid warfare” Abstract 85
OR “hybrid war” Keyword 68
Science Direct 2014-2022 “hybrid threats” OR  Abstract, title, 9
“hybrid warfare” keyword
OR “hybrid war” (together)
Number of articles 217
collected
After removing 193
duplicates

Source: created by the authors
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Table 2.1 shows an overview of search engines, search words, and hits.
The combination “hybrid threats” OR “hybrid warfare” OR “hybrid war”
has been used for searches in the title, abstract and keywords in the SAGE
Journal, Wiley Online Library, Taylor and Francis Online, and Science Direct
search engines. The searches were limited to articles published between 2014
and 2022. Two hundred and seventeen articles were collected in the initial
searches, and after removing duplicates, the data collection consisted of 193
articles.

When conducting a qualitative assessment of each abstract to ensure rel-
evance to the study, following exclusion criterions applied: missing con-
tent; absent abstracts, or other important information. Use of non-English
language, prominence of hybrid threats or hybrid warfare. If the HT or
HW was only cited, lack of the prominence of the theme was regarded
insufficient.

All abstracts were reviewed by two researchers and categorised on
the basis of the main topic of focus, research perspective, and approach
(see Table 2.2). The categorization used is composed and piloted by the
researchers before coding and largely based on NATO’s concept (NATO,
n.d.). Thematic domains included are military, disinformation, cyberat-
tacks, economic pressure, CBRN, as well as those considered important to
civil institutions such as democratic institutions (political) and civil soci-
ety (civil). We also added critical infrastructure, as this is also commonly
targeted by adversary states. Generic and other where added last, generic
being articles that covers the concept in a general manner, while other
meaning that article had different main topic than the aforementioned
domains.

The perspectives were chosen based on the level of society each author
sees HT/HW, and to cover all relevant perspectives, we included perspec-
tives reaching from the international level, down to more human level. The
article’s perspectives were classified in seven different distinctions; extra state
(i.e. involving two or more states), holistic (sees the concept holistically),
human/individual (i.e. the cognitive), organizational (such as NATO or the
EU), national and technical perspectives, or other.

Different scholarly approaches towards HT and HW were categorised based
on the article’s structure, and how data is collected. Analytical or empiri-
cal means that the article analyses empirical data. A conceptual approach
discusses the HT and HW concepts, a policy-oriented/normative approach
is developing guidelines or recommendations for policy makers, and theo-
retical approaches are assessing the concept in a mere theoretical matter. If
disagreements on relevancy or categorizations occurred between researchers,
the decisions on whether to keep or dismiss an article were based on plenary
discussions.
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TABLE 2.2 Overview of characterization

Main theme Topic Perspective Approach
Hybrid threats CBRN extra-state analytical/empirical
Hybrid war civil holistic conceptual
critical infrastructure human/individual  policy-oriented/
normative
cyber organizational other
economic national theoretical

generic (general article  other
about the subject)

information technical

military

other

political

Source: created by the authors

Table 2.2 shows an overview of the characterization applied to all articles
in the survey process. The articles are surveyed based on four parameters:
main theme, topic, perspective, and approach. The subcategories of main
themes are hybrid threats and hybrid war. The subcategories of the topic
are CBRN, civil, critical infrastructure, cyber, economic, generic (general
article about the subject), information, military, other, and political. The
subcategories of the perspectives are extra-state, holistic, human/individual,
organizational, national, other, and technical. The subcategories of approach
are analytical/empirical, conceptual, policy-oriented/normative, other, and
theoretical.

This study is limited to investigate research published in English language
journals, which may cause an inherited bias towards Western perceptions and
framing of the concepts. Much of the literature is centered around Europe
and the USA, and we are lacking a broader perspective on the concepts, such
as Asian or African perspectives.

Descriptive results

After completing the categorization and screening of articles, the sample
encompassed 123 articles about HT and HW. Descriptive statistics of this
sample show that 83 focus on HW, 17 on HT, and 23 on both. A timeline
in Figure 2.1 shows an increase in publications in 2016, continuing a steady
growth afterwards. Twenty-two of the articles were published in 2022, even
though the sample was collected in September, meaning that this number is
higher by the end of year.
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FIGURE 2.1 Year distribution of the articles.

Source: Created by the authors

The most prevalent topics are within the military (35), generic (31),
information (19), and political (17) domain. Other categorizations are less
mentioned, such as cyber (4), critical infrastructure (3), CBRN (2), civil
issues (1), and economics (2). The other (9) section was a collective term
for all articles that did not fit into the respective topics. The most used per-
spective is an extra-state point of view—discussing two countries or more
(50), the second most used is a national perspective (27), and the third on
the list is holistic (16). The less-mentioned perspectives are human/indi-
vidual (7), organizational (11), technical (3), and other (9) domain.

Investigating topics and perspective combined, there are most articles with
a Generic focus and an Extra-state perspective (17), while military (12),
information (7), and politics (5) are the other topics prevalent in combina-
tion with an extra state perspective.

The most prevalent scientific approaches taken are the analytical/empirical
(67), conceptual (25), and policy-oriented/normative (24), while very few use
a theoretical approach (6). Most using analytical or empirical approach com-
bined it with a thematic focus on military (18), generic (16), and information
(14) (see Table 2.3).

Table 2.3 shows an overview of topics combined with perspectives and
approaches applied by the authors while surveying abstracts. Each column
has different shades of grey, and a number based on how often the combina-
tions are applied. CBRN are combined once with the perspectives extra-state
and other, as well as once with the approaches analytical/empirical and
policy-oriented/normative. The civilian topic is applied once with the national
perspective and once with analytical/empirical approach. The critical infra-
structure topic is applied once with extra-state, holistic, and human/individ-
ual perspectives, and three times with the analytical/empirical approach. The
cyber topic is applied once with extra-state, national, technical, and other



TABLE 2.3 Topics combined with research perspective and approach.

Topics combined with perspective and approach

Perspective CBRN  Civil Critical Cyber Economic Generic Information Military Politics Other Total
infrastructure

Extra-state 1 1 1 1 17 7 12 S S 50
Holistic 1 S 2 3 S 16
National 1 1 4 8 5 2 27
Human/individual 1 1 4 1 7
Organizational 1 2 5 2 1 11
Technical 1 1 1 3
Other 1 1 2 5 9
Total 2 1 3 4 2 31 19 35 17 9 123
Approaches

Analytical/empirical 1 1 3 1 2 16 14 18 6 S 67
Conceptual 1 12 8 4 25
Policy-oriented/normative 1 2 3 2 6 3 24
Theoretical 2 2 1 1 6
Other 1 1
Total 2 1 3 4 2 31 19 35 17 9 123

Source: created by the authors

Key: 1 combination = white

2 combinations = light grey

Between 3 and 10 combinations = medium grey
Above 10 combinations = dark grey

AqieH a1eN pue sbiglg |\ BUIN 0T
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perspectives; once with analytical/empirical and conceptual approaches; and
twice with policy-oriented/normative approaches. The economic approach is
applied once with extra-state and human/individual perspectives, and twice
with an analytical/empirical approach.

The generic topic is combined with the extra-state 17 times, the holis-
tic five times, the national six times, the organizational one times, and the
other perspective two times. Generic is combined 16 times with an ana-
lytical/empirical approach, 12 times with conceptual, and three times with
policy-oriented/normative. The information topic is applied with the per-
spectives extra-state seven times, holistic two times, national four times,
human/individual four times, and organizational two times. The information
topic is combined 14 times with analytical/empirical approaches, two times
with policy-oriented/normative and theoretical, and one time with other
as approach. The military topic is presented 12 times with an extra-state
perspective, three times with a holistic, eight times with a national, one
time with a human/individual, five times with an organizational, one time
with technical, and five times with other as perspectives. Military is also
combined 18 times with analytical/empirical approaches, eight times with
conceptual, seven times with policy/normative, and two times with theoreti-
cal approaches. The political topic is combined five times with extra-state
perspectives, holistic, and national, and two times with organizational. It
is also combined six times with the analytical/empirical approaches, four
times with conceptual, six times with policy-oriented/normative, and one
time with theoretical approaches. The other topic is combined five times
with extra-state, twice with national, and once with organizational and
technical perspective. Regarding approaches, other is combined five times
with analytical/empirical, three times with policy-oriented/normative, and
one time with theoretical.

Extra searches through the abstracts show that emphasis is put on Russia,
which is mentioned in 62 of the 123 articles. China is mentioned in eight,
Iran and North Korea in two, and Turkey in one.

Due to the frequent use of some combinations, we decided to qualitatively
assess each abstract with the specific combinations presented in “Summary
of findings”.

Quality

This study has a strong methodological setup, covering great amounts of
social science research on hybrid threats and hybrid warfare, and offers a
systematic mapping of the field, conveyed through tables and figures, and
textual examples. The study presents a thorough discussion of Western con-
cepts of HT and HW within English language literature. A limitation is the
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lack of non-western perspectives, such as from Russia, China, the Middle
East, or other. Due to the nature of an SMS, this study also just scratches the
surface, in which an SLR would go deeper into the literature and synthesize
results.

Articles that explicitly use hybrid threats and hybrid warfare are covered;
the study does not include the uses of cyber warfare or hybrid interference.
This is a weakness and might exclude important aspects or perspectives from
the field.

The studies investigated further are based on the combination of categories
and topics largely covered, providing thorough insight into the field.

Summary of findings

This section presents findings from the articles that use the most regular com-
binations of characteristics. The subchapter titles are named after each topic
and approach applied and are largely based on Table 2.3.

Generic domain

The field of study is itself engaged in the task of conceptualizing the term hybrid
warfare. Articles within the generic domain are characterised by presenting
general observations and discusses the nature of HT and HW. Thirty-one
articles had a generic main topic, in which 12 took a conceptual approach, 16
an analytical/empirical approach, and 17 a extra-state perspective.

Generic topic and conceptual approach

Articles focusing on conceptualization outline contemporary understand-
ings, often with comparative reference to a historical, traditional, or cultural
manifest. Mumford (2020) outlines an ongoing discussion of the concepts
HT and HW. Here, HW is conceptualised with five prevalent features: syn-
ergy, ambiguity, asymmetry, innovative disruption, and psychological features
(Yan, 2020). The term “hybrid” in HW is problematised in this part of the
sample and questioned whether it is the most appropriate term for study-
ing the topic (Seely, 2017). Another issue discussed relates to the use of the
concepts on different activities that are part of regular statecraft which are
coercive in nature (Lawson, 2021). The Russian HW is presented with the
aim of delimiting the foreign policy manoeuvres of the former Soviet repub-
lics (Muradov, 2022). HW and HT are repeatedly argued to be new terms
deriving from old military tactics and war philosophy and linked to doctrines
and actions from the Cold War (Muradov, 2022; Veljovski et al., 2017). It is
also argued to be “self-defeating, normatively problematic, and strategically
impractical” (Eberle & Daniel, 2022, p. 1), because the discourse portrays HW
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to be something too mysterious, hidden, and shifting to be solved (Eberle &
Daniel, 2022). State rivalry and conflict are argued to be investigated through
a broader lens than the traditional peace-war dichotomy (Eberle & Daniel,
2022). And measures to fight HW are argued to lay within strategic and politi-
cal domains rather than in the operational or tactical spheres (Johnson, 2018).

Generic topic and analytic approach

In this section, contextual factors are emphasized as important to how the
conflicting partners conceptualize occurring events (Alming, 2019). It is also
questioned whether HT and HW as analytical framework have any value at
all (Bressan & Sulg, 2020).

The section on Russian HW ranges widely in topics. In an analysis of
Kreml’s strategy of brute force and HW, it is argued that Russia is experiencing
defensive inferiority (Boulegue, 2017). How neighbouring states and former
Soviet countries react to Russia’s HW actions are analysed (Ambrosio, 2016;
Ploumis, 2022; Polese et al., 2016), and scholars propose strategies for
countering Russian aggression (Ploumis, 2022). Belarus’ and Kazakhstan’s
responses are investigated by analysing their national security documents
before and after Russia’s annexation of Crimea (Ambrosio, 2016). Russian
activities are argued to contribute to internal uprisings and insurgencies in
the affected countries (Polese et al., 2016). With Ukraine as a case, strategies
for countering Russian HW are proposed in relation to the country’s specific
context (Ploumis, 2022). Means used by Russia in Bulgaria are argued to
prevent the strengthening of NATO’s position in the Black Sea, sabotaging
a new defence reform (Naydenov, 2018). The literature also covers Russian
activities in the Middle East and is suggested to have negative effects on the
vulnerable security structure, contributing to higher levels of conflict and
insurgency (Zhou, 2019). Russian conceptual and theoretical publications
and political documents suggest that there are conceptual differences between
the Western and Russian understandings of hybrid warfare (Fridman, 2017).
The HW “strategy” used by Russia is put forward as a Western myth rather
than a formal Russian strategic concept (Fabian, 2019).

The literature focuses on other countries’ use of HW, for instance Iran’s use
of military and paramilitary tools, like proxy forces, cyber tools, maritime
force, and information operations, and how the U.S. military is countering
these threats (Dalton, 2017). The literature also covers how HW is used by
China in the Asia Pacific region (Ong, 2018).

Generic and extra-state perspective

Seventeen articles used a generic topic, and the perspective on extra-state rela-
tions, in which 14 focused directly or indirectly on Russia as a threat towards
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other countries. HT and HW are referred to as cultural statecraft, urban
warfare, and grey zone conflicts (Forsberg & Smith, 2016; Ploumis, 2022),
and are conceptualised into two different concepts linked to each of the most
prominent countries: China’s offensive hybridism and Russia’s hybridism in
retreat (Belo, 2020). China’s offensive hybridism refers to their approach on
achieving power and influence through a combination of economic, military,
and diplomatic measures. Russian hybridism in retreat refers to the Russian
way of HW has lost effectiveness (Belo, 2020). It is emphasised that hybrid
conflicts should not be treated as homogenous phenomena, and that they dif-
fer based on contextual factors (Belo, 2020).

Russia is presented as a threat towards NATO and EU countries (Ambrosio,
2022; Boulegue, 2017), Ukraine, Belarus, Bulgaria, and Kazakhstan (Ambro-
sio, 2022; Ploumis, 2022), and Syria in the Middle East (Zhou, 2019). Due
to escalation and outbreak of war in Eastern Ukraine in 2014, many articles
focus on hybrid measures used by Russia in this conflict (Freudenstein, 2014;
Kormych & Malyarenko, 2022; Mastriano, 2017; Muradov, 2022; Zhou,
2019). China’s threat towards other countries is main area of study in 4 out
of 17 articles in this category. China was presented as a threat towards their
geographic interest sphere such as the Asian Pacific areas (Ong, 2018), but
also towards the United States (Mittelmark, 2021). The threat from North
Korea, Turkey, and Iran was also brought up in the literature, although they
were less prominent (Dalton, 2017; Ong, 2018; Ploumis, 2022).

Military domain

Articles within the military domain are characterised by having their focus
on different perspectives of military, defence, and armed forces. This was a
large category in the material, counting 35 articles in total. Hereby, the com-
bination of military and extra-state was used in 12 articles, and military and
analytical approach 18 times.

Military topic and extra-state perspective

Articles in this section focus on military elements, invasions and statecraft
(Halas, 2019; Lanoszka, 2016; Schroefl & Kaufman, 2014), armed forces
(Englund, 2019), and the use of conventional force (Fox, 2022). Military
thinking, doctrines (Thomas, 2016), and discourses (Jani¢atova & Mlejnk-
ovda, 2021) are also covered.

Regular and irregular warfare methods by Russian proxy forces (Fox,
2022) and ISIS are often referred to in this section (Batyuk, 2017; Beccaro,
2018, 2022). The deployment of U.S. Special Operation Forces in Russia’s
neighbouring countries is also drawn upon as a response to Russian hybrid
measures (Thompson, 2020). It is also argued that Russia’s hostile activities
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does not reflect a specific definition or concept of HW (Jani¢atova & Mle-
jnkova, 2021). The threat relations between Russia and NATO (Halas,
2019), Russia and the United States (Thompson, 2020), and Russia and
Ukraine are frequently mentioned in the literature (Batyuk, 2017; Fox, 2022;
Janicatova & Mlejnkova, 2021; Lanoszka, 2016; Thomas, 2016). The arti-
cles in this category also focus on extra state relations, such as actions by
Iran in Iraq and Syria, the U.S. counter-terrorism actions in Afghanistan
(Englund, 2019), and ISIS warfare techniques in Syria, Libya Iraq, and the
Levant (Batyuk, 2017; Beccaro, 2022).

Military topic and analytical approach

The content in this section is wide and covers general articles about HT and
HW, Russian HW, insurgency and terrorist actions and on military force
itself. Articles covering general perspectives on HT and HW propose several
measures to address the issue. The wagers of HW are often discussed as revi-
sionist powers, more powerful than their targeted states. The targeted states
also often have cultural or ethnic ties towards the subversive power, which
is easy to exploit (Lanoszka, 2016). HW is also put forward as measures for
state and non-state actors that can be used to bypass deterrent threats and
change the status quo into the best for their situation (Wirtz, 2017).

Deterrence itself is argued to be an efficient tool to tackle HT and HW. It
is argued that states should deter hybrid actions that are below the threshold
of war (Leimbach & Levine, 2021). Military countermeasures are also put
forward as measures to counter HT and HW but should be applied in com-
bination with civilian measures (Lanoszka, 2016). Military air power is also
regarded as a countermeasure and is required to be affordable and accessible
for such use (Blount, 2018). NATO has invested in its Response Force and
Special Operation Force to support the European collective defence towards
HW (Oren, 2016). The UK’s political and military understanding and dis-
course of HW has direct implications for policymaking (Janiatovd & Mle-
jnkova, 2021).

This section also covers information on Russian HW and HT covering the
use of proxy actors (Fox, 2022; Ostensen & Bukkvoll, 2022), and how proxy
forces have forced Kyiv into negotiations with Moscow (Fox, 2022). Analy-
sis of Russian military literature compared to actual tactics used in Ukraine
states that Russia has developed military theories on HW (Berzina, 2020).
HW has also through the Russian strategic discourse become embedded in
elite thinking and is visible in policy making (Suchkov, 2021). Other arti-
cles show insight into soldiers’ motivation for serving in Ukraine’s National
Guard, and the most common motives revolve around the preservation of
professional military dignity and enhance the states military abilities because
of professional responsibilities (Prykhodko et al., 2019).
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How insurgency groups take part of HW is also covered by a civil war
perspective, which argues that a certain structure of organization contrib-
utes to enable the use of HW and strengthen rebel groups. The structures
needed for a safe space are a centralized command and unity across social
and political issues (Hartwig, 2020). The use of HW tactics by non-state
actors such as ISIS, Boko Haram, and Houthi Movement is covered in the
literature (Stoddard, 2020), and their activities in different regions, in which
North Africa is often struck (Beccaro, 2018, 2022). How to develop coun-
termeasures for these groups is also covered, in which it is brought up that
Poland has a key focus in their defence strategy on developing anti-terror
instruments (Gasztold & Gasztold, 2022), and that the United States has
practiced counter-terrorist measures in Afghanistan (Englund, 2019).

Information domain

The articles within the information domain primarily cover topics such as influence
operations and disinformation campaigns, and the more traditional field of study
on propaganda, psychological operations, and the role of media in war and con-
flict. The information domain is combined with an analytical approach 14 times.

Information and analytical approach

The focus on disinformation campaigns has evolved in Western countries,
and one article analyses the EU’s resilience towards hybrid threats, consider-
ing the Russian influence operation towards the U.S. presidential elections
(Kalniete & Pildegovics, 2021). Anti-feminist movements with roots in the
USA, Russia, and Europe are brought up, and discourses are argued to be
shaped by strong, global forces (Slavova, 2022). Fake news and disinforma-
tion as threats towards democracy are studied in the United States, Germany,
and Czechia. With perspectives of media literacy and hybrid warfare in mind,
one author argues that attention needs to be drawn to why people share
fake news (Monsees, 2021). Another study on Russian disinformation in the
Czech Republic explains how embedding narratives in a broad cultural con-
text makes them more efficient (Eberle & Daniel, 2019).

Responses and countermeasures towards influence and information cam-
paigns are also a topic covered (Dorosh et al., 2022), including Canadian
response to influence and disinformation regarding security and foreign pol-
icy issues. Findings suggest that understanding and defining disinformation
are among main issues (Jackson, 2021). Media literacy and education receive
growing attention in the Czech Republic and are linked to the risk of HT
information campaigns, disinformation, and fake news (Supa et al., 2020).

Russian domestic disinformation is addressed, in which authorities tar-
get its own populations through different narratives and campaigns in
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state-owned media channels (Ambrosio, 2016; Lupion, 2018; Watanabe,
2017). From 2008 to 2014, Russian state-owned media increased influ-
ence due to unrestricted publication space in the Russian public sphere, and
the content is argued to have become more persuasive since 2014 (Lupion,
2018). The Kremlin’s influence campaigns are argued to set the agenda for
domestic debate and promote foreign policy narratives to legitimate the war
in Eastern Ukraine (Ambrosio, 2016; Pasitselska, 2017). Influence opera-
tions are spread not only through national television (Pasitselska, 2017)
but also through international media to spread propaganda abroad (Watan-
abe, 2017). Digital activities of certain individuals close to the Russian state
apparatus (i.e. Yevgeny Prigozhin, Konstantin Malofeev, Alexander Yonov,
Alexander Malkevich, and Luc Michel) are analysed to see if they promote
Russian state ideologies. Their activities are steered by their agenda and inter-
est, rather than Russian state ideology (Laruelle & Limonier, 2021). Russia is
also argued to wage a strategic information war against Ukraine (Sopilko et
al., 2022), and evidence from Donetsk, Luhansk, and Crimea shows that lev-
els of political and social trust were lower after the outbreak of war in 2014
than before. Inhabitants perceived a higher degree of economic instability in
these regions compared to the rest of Ukraine (Hoyle et al., 2022). In-depth
analyses of regulatory instruments for countering information warfare are
presented with action recommendations for the case of Ukraine (Sopilko
et al., 2022).

Discussion

The heritage of military doctrines

Results from our sample suggest that the peer-reviewed articles on HT and
HW focus heavily on military issues while civil perspectives are nearly absent.
Without paying much attention to neither the cyber domain nor critical infra-
structure, the scholarship is occupied with entangling concepts and terminol-
ogy in light of military and political issues. The information domain receives
some but limited attention, and within this part of the scholarship, we find
attempts to address impacts of HT and HW on civil society—while merely
from a state and media political point of view. Civil and societal resilience to
HT and HW strategies, and how cyberattacks, espionage, and critical infra-
structure sabotage affect civil society and ideas of civil-military cooperation,
are issues that receive little to no attention at all. A missing economic point
of view suggests that the literature does not fully reflect recent developments
in international relations below the threshold of war such as sanctions in
the U.S.-China relationship or in the context of international response to
Russia’s invasion of Ukraine. Global infrastructure developments (such as
China’s One Belt One Road) and international business initiatives are other
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accelerating trends that affect international relations, which could have been
discussed within the influence and economic soft power perspectives but
were not.

The lack of research on CBRN, civil society, critical infrastructure, cyber,
and economics within the HT/HW frame can be explained by the fact that
these fields of study traditionally belong to other subject areas, and that
researchers may not use (or be familiar with) the HT and HW terms. The
data was collected from social science publishers, which may have contrib-
uted to the fact that some of these topics are left out. The sample of literature
that we have studied was not selected with a premise of HT and HW focus,
given that the terms were only instructed to be included in the sample. The
research gaps suggest that the investigated HT/HW scholarship may not be
entirely up to date or in line with the most recent development.

What the body of literature analysed in this study does pay considerable
attention to is the general nature and conceptualization of hybrid threats
and warfare and how these materialise in today’s military and geopolitical
context. Argued to be new terms deriving from old military tactics and war
philosophy, HT and HW are largely linked to doctrines and actions from the
Cold War. Whether the terminology is suited to cover today’s wars, to what
extent new warfare is any different from earlier wars, and discussions about
understandings of hybrid measures and their included tactics are main issues.

With new technology and fast-growing, far-reaching digitalization, we
argue that hybrid strategies and tactics enable power projection below the
threshold of war to a far greater extent than before. Critical infrastructure dis-
ruption, energy supply cuts, and cyberattacks on private companies or public
institutions such as media, police, or government networks are examples of
such tactics. These acts can be carried out by state or proxy actors or criminal
groups, but attribution is usually difficult because of the asynchronicity in
time and space that is particular to cyberspace. Moreover, examples of grey
zone activity, such as those mentioned earlier, mainly target civil society. It is
thus concerning that civil perspectives receive so little attention in this field of
war and conflict scholarship. Cyber tactics also enable the intelligence trade-
craft to gain new opportunities (Stenslie et al., 2019) in a way that nations can
gain substantial information about critical parts of modern societies.

Scholars focus largely on extra-state relations and national perspectives
when investigating HT and HW, by either focusing on foreign policy threats,
coercion and force or preparing national or military policies for countering
these threats.

Russia as the main wager of hybrid war

Russia is dominantly presented as a wager of HT and HW, mentioned in 62
of 123 articles to different degrees. The focus on Russia is prominent in all
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combinations of topic, perspective, and approach, and particularly in the
articles with an extra-state perspective. Here, Russia is presented as a threat
to multiple countries (i.e., Ambrosio, 2022; Freudenstein, 2014; Kormych &
Malyarenko, 2022; Mastriano, 2017; Muradov, 2022; Ploumis, 2022; Vel-
jovski et al., 2017; Zhou, 2019). There may be several reasons for this, such
as a reference to the Gerasimov doctrine (Bartles, 2016) and U.S.-led and
-oriented discourse in Western military and political studies.

Scholarship on Russia as a wager of HT and HW may as well have
increased because their hybrid approach iz fact has increased. After the dis-
solution of the Soviet Union and privatization of property in Russia in the
1990s, the country experienced a period of insecurity and loss of influence
in the international system. In the 2010s and 2020s, this changed, and the
Kremlin showed force in Georgia in 2008 and in Crimea in 2014 (Matlary &
Heier, 2016). Along with these military operations came the increased use of
hybrid measures to destabilise and undermine regions using psychological
warfare and decreasing political trust (Hoyle et al., 2022), influence opera-
tions in the United States (Mueller, 2019) and economic coercion in Ukraine
(Balcaen et al., 2022).

Scholars’ interest in Russian HT and HW is also centered on the under-
standing or misunderstanding of the Gerasimov Doctrine, interpreted by
Western actors as a recipe to how Russia would wage future wars. The docu-
ment was launched one year before the Maidan revolution, eventually lead-
ing to Russian annexation of Crimea (Bartles, 2016). Many Western military
thinkers and scholars related the document to Russian aggression and thus
interpreted it as a military doctrine. But the so-called Gerasimov Doctrine
was instead an analysis of the Russian security landscape, with a focus on the
United States (Bartles, 2016).

The geopolitical rivalry tradition between USSR and the United States dat-
ing back to the Cold War (McGlinchey, 2022) appears to still affect West-
ern military discourse and research. Literature much cited in this research
is founded in Western military thought (Fridman, 2017; Hoffman, 2007).
Historically, the USSR has been perceived as a threat and enemy of the
West/U.S., based on ideological differences and rivalry for global hegemony
(McGlinchey, 2022). Similar notions of rivalry may be drawn to the current
literature on HT and HW, in which conflicting interests between Western
countries/NATO allies and Russia are quite prominent. In some cases, Rus-
sia is presented as an enemy with malicious intentions (Thompson, 2020).
Despite of an asymmetric competition, with the Western countries/NATO
allies having the largest military, economic, and diplomatic weight, the com-
petition with Russia is yet of large interest for scholars in this field.

The second most frequently discussed country is China, which is mentioned
in eight articles. It was put relatively little focus on China as a threat towards
Western countries/NATO allies, compared to the Russian threat. Instead,
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China was presented as a regional hegemon in the Southeast Asian Sea, and a
potential regional threat (Ong, 2018; Patalano, 2018; Takahashi, 2018). That
China receives such modest attention in the HT and HW literature is unex-
pected, due to the country’s dominant role in geopolitics and vast span of soft
power advantages, particularly within economic and diplomatic relations.
China has purchased ports and telecommunication infrastructure in the Faroe
Islands (Poulsen, 2020), engaged in building rail and roads infrastructure in
Africa and Asia through the One Belt One Road Initiative (Huang, 2016), and
are developing the Polar Silk Road along the Arctic coast, which will have
considerable impact on the Arctic region (Lim, 2018). All these actions com-
bined, China is a dominant force in large parts of the world, and researchers
should indeed increase their focus on China as an executor of HT and HW. In
addition to infrastructure and trade initiatives and activities across the world,
China has large cyber capabilities and ranges second after the United States at
Belfers Centre’s Cyber Power Index (Voo et al., 2022). This itself argues for
increased scholarly attention to China’s use of hybrid tactics beyond concep-
tual discussions and the origin of military philosophy.

Conclusion

The willingness to wage or participate in war would by logic have an impact
on the extent to which a nation or cross-national alliance resort to covert
methods and tactics below threshold. This is an aspect that does not appear
to be clearly addressed either in the literature or in definitions of the con-
cepts. Given their concealing capacities, our findings suggest that the extent
to which hybrid measures are used will depend on whether it is gainful to
openly project power or not and whether attribution is desirable. A consid-
erable novelty of HT and HW lays in the opportunity for grey zone activ-
ity brought by with spread and reach of cheaper, more sophisticated, and
user-friendly information and communication technology. The notion held
by some scholars that HT/HW is merely “old wine in new bottles” thereby
falls short. Based on these findings, we suggest future research on HT and HW
to further consider a broader aspect of civil society issues and civil-military
cooperation, total defence, critical infrastructure, and societal consequences
of digitalization, automatization, IoT, and cybertechnology. These sugges-
tions serve as a rationale for the remainder of this volume.

It appears that knowledge of both HT and HW suffers from academic
disciplinary encapsulation and benefits from efforts to grapple with them.
But repeated attempts to settle an understanding of what they may or may
not contain seem deemed to fail. This, we suggest, is because the concepts are
ambiguous, subtle, and compound in nature, and their advantage lays in the
changing landscape surrounding them and what is yet unknown, unexpected,
or extraordinary. Scholarly effort that may instead contribute to expand our
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knowledge of these concepts should rather investigate other fields of study
and move around the prism. Acknowledging that the focal point of our study
in fact is limited to investigate concepts within this prism, we also believe it
contributes with an important empirical argument for recommending new
strains of future research. Future mapping studies should also include a wider
span of search words, such as cyber warfare and hybrid interference or irreg-
ular tactics. More focus on China as a dominant actor and Chinese capacities
to project power below threshold would add insight to the general HT/HW
field of study, while cultural structural issues linked to hybrid threats and
warfare, the global economic system, and trade infrastructure and diplomacy
are all aspects that would add value to Western scholarship in this field.
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HYBRID THREATS AS A THREAT TO
DEMOCRACY

Soft and smart tactics and three dimensions of
democracy

Tanja Ellingsen

Introduction

Fukuyama's (1989) optimistic scenario of “the End of History” and the tri-
umph of liberal democracy has been put on hold as democracy seems to be
in retreat across much of the world (Papada et al., 2023). Although there are
various explanations to the democratic decline (Levitsky & Ziblatt, 2018),
involving both internal and external factors, it is fair to say that hybrid threat
is a major obstacle to liberal democracies (Wigell, 2021). Free media, plural-
ism, and economic openness—some of the core characteristics of Western
democracies—have become opportunities for foreign and hostile non-state
actors to undermine political trust, social cohesion, and with that potentially
democracy itself.

NATO Secretary General Jens Stoltenberg stated in an address in 20135,
“Of course, hybrid warfare is not new. It is as old as the Trojan Horse. What
is different is its scale, its speed and its intensity. And that it is right at our
borders” (Stoltenberg, 2015). Also, the European Union (EU) has put hybrid
threats as a serious challenge to democracies that needs to be countered,
and in 2016, NATO and the EU formed a Joint Framework for Countering
Hybrid Threats. Increased global interdependencies and geopolitical turmoil
have magnified the need for more knowledge and increased understanding of
these threats.

The purpose of this chapter is to give an overview of how hybrid threats
to democracy can be described. By separating between electoral, liberal and
deliberative aspects of democracies, and how hybrid threats target these,
the main contribution of the chapter is to give a more comprehensive and
systematic understanding of how and why hybrid threats constitute such

DOI: 10.4324/9781032617916-4
This chapter has been made available under a CC-BY 4.0 license.


https://doi.org/10.4324/9781032617916-4

Hybrid threats as a threat to democracy 37

a detrimental threat to the very core of democracies. As the potential list
of hybrid threat instruments is exhaustive, I have here limited the analysis
to soft (and smart) power tactics targeting democracies in Europa and the
United States in the last decade or so. This includes factors such as disinfor-
mation campaigns, election interference, conspiracy theories, cyberattacks,
fake news, and exacerbating ethnic and religious differences, but excludes
economic (i.e. sanctions, corruption) and military factors (i.e. physical
attacks or interference). The chapter is organized as follows. First, a theoreti-
cal framework for democratic features is described. The framework is then
used to organize a three-fold description of hybrid threats to democracy.
Finally, conclusions are deduced by summing up threats and proposing plau-
sible remedies for further research.

Theory: democratic features and potential hybrid threat tactics
Democracy

The term “democracy” comes from the combination of two Greek words:
demos (people) and kratos (rule). Democracy is a form of government in
which the people rule. However, this definition raises several questions like:
who are “the people”? and what is meant by “rule”? This is probably the
reason why one finds that there are almost as many definitions of democracy
as there are articles on democratization (Knutsen et al., 2023). Nevertheless,
there are certain features of democracy around which there are significant
consensus and are thus oftentimes used as reference points.

Within the democratic theory literature, it is common to distinguish between
a “narrow” (thin) and a “comprehensive” (thick) conception of democ-
racy—or what Diamond (1996) has referred to as a distinction between elec-
toral and liberal definitions of democracy. Adherents of the narrow notion
define democracy according to factors like voting rights and party competi-
tion in elections (Schumpeter, 1942). The more comprehensive conception of
democracy is found in Dahl (1971). He emphasizes the responsiveness of the
government to the preferences of its citizens, considered as political equals, as
a key characteristic of democracy. This in turn relies on various institutional
guarantees; most importantly, freedom of expression, alternative sources of
information, free and fair elections, and institutions that are dependent upon
votes and the expression of preferences. Thus, in Dahl’s (ibid.) view, a central
quality of democracy is enabling minorities to organize and lobby as well as
the presence of elected representatives responding to them. Thus, Dahl adds
a liberal aspect to the definition of democracy.

Another common distinction is found between what is oftentimes referred
to as minimalist versus maximalist definitions of democracy, where the
minimalist definition is parallel to the narrow definition of democracy
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(Schumpeter, 1942) and liberal democracy, and the focus on political rights
and civil liberties is typically placed in the middle, while the maximalist
definitions of democracy (Habermas, 1991; Pateman, 1971) consider civic
participation and political deliberation to be essential (Beetham, 1999).
Moreover, for participation to be real, resources have to be allocated equally
(Knutsen, 2021). V-Dem’s classification of central dimensions of democracy
(Coppedge et al., 2023) thus distinguishes between all five dimensions of
democracy, namely electoral democracy, liberal democracy, participatory
democracy, deliberative democracy, and egalitarian democracy. Although
I agree with all these dimensions being aspects of a democracy, some of these
dimensions are partly in contrast to one another, so no country has a full
score in all five of them. In particular, the participatory (channels for direct
democracy and civil society) and egalitarian aspects (all social groups equal
power and resources) vary across democracies (Knutsen, 2021). I therefore
limit my focus to three dimensions: electoral democracy, liberal democracy,
and deliberative democracy.

Electoral democracy deals with the existence of elections between at least
two parties or candidates for all important political positions, at different lev-
els of governance, as well as the securing of participation rights for the entire
adult population in these elections. Furthermore, the elections should open
up real competition between different parties and candidates, in the sense
that different participants, also in practice, have an opportunity to win the
positions that are up for election. The election should also be free and fair.

The central cornerstones of a liberal democracy are, as already mentioned,
the protection of various individual rights and freedoms, as well as political
institutions that limit the power of the executive. The rights not only are
limited to political rights such as freedom of speech and assembly but also
include minority rights such as freedom of religion and freedom of move-
ment, as well as a free press.

Finally, deliberative democracy refers to reasoned discussion, which pro-
motes social cohesion in political life. Thus, the use of logic and reason as
opposed to power-struggle is central. This means, among other things, that
both traditional media (such as newspapers and TV) and social media facili-
tate a free, critical, factual, and constructive discussion, where citizens have
access to varied information. Group decisions are generally made after delib-
eration through a vote or consensus of those involved (Knutsen, 2021).

Hybrid threats—and how they target the democratic dimensions

As Chapter 2 of Bjerge and Heiby has shown, the concept of “hybrid threats”
has become a buzzword of our times, in particular after the Russian inva-
sion of Crimea in 2014. Although definitions vary, most scholars agree that
the phenomena are exacerbated as a result of globalizations, technological
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innovations, and digitalization (Giannopoulos et al., 2020). Moreover, they all
describe hybrid threats as a combined use of military and non-military means
with malicious intents to weaken and undermine societies actors (Fiott &
Parkes, 2019; Szymanski, 2020, p. 2; Heap, 2019, p. 18). For my purpose,
I will rely on the European Centre of Excellence for Countering Hybrid Threats
in Helsinki, who defines hybrid threats as follows (Hybrid CoE, 2019, p. 10):

Coordinated and synchronized action that deliberately targets democratic
states’ and institutions’ systemic vulnerabilities through a wide range of
means; Activities that exploit the thresholds of detection and attribution,
as well as the different interfaces (war-peace, internal-external security,
local-state, and national-international); Activities aimed at influencing dif-
ferent forms of decision-making at the local (regional), state, or institu-
tional level, and designed to further and/or fulfil the agent’s strategic goals
while undermining and/or hurting the target.

These actions can include disinformation campaigns, election interference,
conspiracy-theories, manipulating ethnic, religious, cultural, or other social
cleavages including diasporas, cyberattacks, inducing political or economic
corruption, infiltrating agents of influence, media control or media interfer-
ence, as well as economic sanctions, clandestine and paramilitary operations,
airspace violations, military exercises, weapons proliferation, attacks on crit-
ical infrastructure, etc. This is also further elaborated upon in Chapter 14 by
Akrap and Kamenetskyi.

Although many of the tactics used are considered typical soft power and/or
foreign power instruments (Nye, 1990), its malicious intent separates hybrid
threats from typical soft power politics. Some scholars have thus referred to
hybrid threats as a combination of hard power, soft power, and smart power
(Schmid, 2022). This chapter focuses mainly on soft (or smart)-power instru-
ments targeting the political, societal, cultural, and information domain (i.e.
disinformation, electoral interference, conspiracy-theories).

Methods

To investigate how hybrid threats are a threat to democracy, I rely on a num-
ber of published reports and known examples of hybrid threat tactics that
have been used throughout the last ten-year period. I then show how each
of them is a threat to the three dimensions associated with democracy—elec-
toral, liberal, and deliberative democracy—and their main characteristics.
In this sense, my methodological approach is best described as a literature
review anchored in a theoretical framework (Hart, 1998). Often, a theoreti-
cal framework can be used as a guide for logically developing and under-
standing the different, yet interconnected, parts of the literature review. The
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theoretical framework and literature can develop synchronically and then be
used to support the data, interpret the findings, and underlie the recommen-
dations (Grant & Osanloo, 2014). In this chapter, the theory is used as a way
to organize the empirical cases between tactics (independent variable), what
dimensions of democracy they stir/target (intermediate variable), and their
anticipated effects/implications (dependent variable).

Describing hybrid threats to democracy

Most scholars would agree that hybrid threats pose a challenge to democra-
cies; however, systematic knowledge about how and what parts of democ-
racy are targeted is less common. In the following section of this chapter,
I separate between hybrid threat tactics targeting electoral democracy, liberal
democracy, and finally deliberative democracy.

Tactics targeting electoral democracy

Tactics within the realm of hybrid threats that undermine electoral democ-
racy can all be labeled as “election interference”. This includes interfering
with the actual result of the election, either directly or indirectly through the
aspect of competition. Both instances undermine free and fair elections.

An early example of this took place in Estonia in 2007, where the websites
of the Estonian Prime Minister, President and Parliament were repeatedly
attacked over three weeks. As a result, the political system of the country had
limited function ability, thereby depriving Estonia of its right to exercise its
sovereign functions (Haataja, 2017).

Another example is Ukraine in the final days before the 2014 election,
when the central election system was infiltrated, and the vote-counting sys-
tem was left out of function. Malicious software was installed, which ensured
that the election results would make the ultra-nationalist candidate Dmytro
Yarosh the winner. Finally, the website of the Central Election Commission
was also shut down.

Then in 2015, the German Bundestag became the target of a massive
cyberattack, data was again stolen, including from the computers of Chan-
cellor Angela Merkel and numerous other members of parliament. Again
Russia, in particular the intelligence service GRU, was quickly suspected as
the perpetrator (Fischer, 2019). An additional element to the German elec-
tion was that Russia used its own state-controlled media to intensify con-
flicts between the German right-wing and left-wing radical groups. At the
same time, right-wing radical groups within Germany were also supported
by international right-wing radical networks (Martin et al., 2019).

Despite these early examples, it is however the US presidential 2016 elec-
tion that have gained the most attention, where Russian actors associated
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with the Russian Intelligence Service (GRU) infiltrated the information and
e-mail systems of the Democratic National Committee (DNC) and the Clin-
ton campaign. Politically damaging information was then released on the
internet and spread propaganda on Twitter, Facebook, YouTube, and Insta-
gram through thousands of fake accounts linked to the Russian troll-farm—
the Internet Research Agency (IRA) (Gadde & Roth, 2018). Typically, these
bots were purporting as supporting radical political groups within the United
States planned or promoted events in support of Trump and against Clinton.
It reached millions of social media users between 2013 and 2017, with the
goals of harming the campaign of Hillary Clinton, boosting the candidacy of
Donald Trump and increasing political and social discord in the United States
(US Senate Select Committee on Intelligence, 2020). The extent to which
these bots actually did boost the votes for Trump is unclear though—some
arguing that it had a small but decisive effect (Gorodnichenko et al., 2018),
while other studies (Eady et al., 2023) conclude that the exposure to Russian
coordinated influence accounts was heavily concentrated among a small por-
tion of the electorate.

Many analysts and experts also argue that Russia attempted to help influ-
ence public opinion in the 2016 British Brexit referendum to swing the Brexit
vote in favor of the “Leave” campaign (Mackinnon, 2020; Gorodnichenko et
al., 2018). However, these allegations are still unproven, but an independent
committee—Ferr’s Intelligence and Security Committee—concluded in 2020
that although Russia probably did not have a direct involvement in the voting
process, it is certainly possible that Russia indirectly may have been a signifi-
cant factor. Moscow-based information operations through social media and
Russian state-funded broadcasters, like Sputnik and RT, backed up by tar-
geted support to influential voices within UK politics are potential aspects to
consider. The report specifically addresses the amount of Russian donations
and other economic ties to various political candidates and criticizes the UK
government for not having taken steps to investigate the allegations properly.
Further, that the influence of Russian business was so deeply embedded in
the British financial system that it “cannot be untangled” (Intelligence and
Security Committee of Parliament, 2020). This is particularly evident in the
city of London, which has resulted in some referring to it as “Londongrad”.

Also, in the French election in 2017, there were signs of election inter-
ference. Very similar to what happened during the U.S. election in 2016,
the headquarters of presidential candidate Emmanuel Macron’s campaign in
France was hacked and data and e-mails were stolen. Together with a wide-
spread disinformation campaign, consisting of a bogus website resembling
the site of Belgian newspaper Le Soir reporting that Saudi Arabia was financ-
ing his campaign, this hack formed the basis of the Russian influence opera-
tion (Kranefeld, 2023). An interesting case is also Germany, where Turkish
President Erdogan in 2017 urged German voters of Turkish background not
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to vote for Angela Merkel (Deutsche Welle, 2017). The electoral interferences
failed, though, as both Macron and Merkel won the ballot.

In Sweden the same year—2017—the number of automated Twitter
accounts supporting the populist anti-immigration Sweden Democrats had
surged as the election got closer, pushing anti-immigrant rhetoric’s which
allegedly boosted the votes of Sweden Democrats (Fernquist et al., 2018). In
search of foreign influence in the Norwegian elections, SINTEF carried out
an analysis of the Norwegian municipal council and county council elections
in 2019, followed by a new report related to the governmental election in
2021. Both concluded, however, that no clear signs of foreign influence were
found (Gretan et al., 2020; Sivertsen et al., 2021, 2022).

The U.S. presidential election in 2020, on the other hand, was again victim
of electoral interference from Russia (National Intelligence Council, 2021).
Ironically, some of the actions of President Trump himself were probably
more worrisome with regard to interfering the election (Ferrara et al., 2020).
Being responsible for dozens of false and misleading claims about the preva-
lence of election fraud in the United States and the outcome of the 2020
election (Funke, 2021; Kessler et al., 2020), Trump targeted citizens’ trust
with the electoral system itself. According to Pennycook and Rand (2021),
examples included false claims that voting machines fraudulently switched
votes to Biden, that large numbers of Trump ballots were destroyed, and that
Republican election officials were unduly restricted from observing polling
stations. These claims were also parroted by a number of media outlets (e.g.,
Breitbart, Newsmax, One America News Network), including some of the
hosts on Fox News (Darcy, 2020). The claim that the election was “stolen”
is a claim that has persisted even long after the 2020 election (Wang & van
Prooijen, 2023). In addition, right-wing advocates within U.S. programmed
numerous false robocalls to intimidate people from voting with the mes-
sage “Stay safe, stay home”. Given that the election took place during the
Covid-19 pandemic, it multiplied its potential effect on voter turnout.

The German election of 2021 was also victim to at least three cyberattacks
on parliamentarians at the federal and state levels, as well as on the office of
the Federal Election Commissioner and civil society organizations. In addi-
tion, the disinformation spread by Russian state media “RT DE” was primar-
ily directed against the Green Party and its candidate Annalena Baerbock.
These narratives referred in particular to Covid-19, the legitimacy of postal
voting, and a major flood in the summer of 2021. Much of the content would
also classify as “misogyny”—including fake nude photos and hate speech
directed towards Baerbock. In general, this type of tactic—also referred to as
“gendered disinformation”—seems to have become increasingly popular and
target in particular young women running for office (Judson et al., 2020).

The 2023 election in Slovakia (September 2023) and Poland (October 2023)
was also flooded by disinformation: about NATO/EU, the “election being
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stolen”, what started the war in Ukraine in 2014, anti-immigrant and
anti-LGBTQ rhetoric, etc. (CEDMO, 2023). For instance, a London-based
non-profit organization Reset claims to have recorded more than 365,000
election-related disinformation messages on Slovak social networks in the
first two weeks of September. In many cases, it has been the politicians them-
selves who are spreading the disinformation (CEDMO, 2023).

Obviously, despite not all countries being subject to electoral interference,
the examples are many. Numbers from the Oxford Internet Institute indicate
that in 2020 alone, the spread of political propaganda and disinformation
was mapped in 81 countries (Bradshaw et al., 2021, pp. 1-5). In the case of
Europe and the United States, Russia is behind a majority of them (Martin
et al., 2023), and many of the operations have been going on since 2014
(Aleksejeva et al., 2019, p. 3). This clearly affects the right to hold opinions
without interference; and saps trust in democratic institutions and distorts
electoral processes (Colomina et al., 2021).

As pointed out in Chapter 6 by Mahda and Semenenko and Chapter 8 by
Heier, there is a reason to believe that hybrid attacks will continue as Rus-
sia does not have the military means to go to direct warfare with more than
Ukraine. The tactics used for election interference seem to include everything
from hacking/cyberattacks, bribing, pressure/intimidation, false claims, bots,
pages and videos, playing on diasporic ethnic or religious identities, nurtur-
ing ethnic and religious differences, or issues regarding migration, climate,
vaccines, gender, and sexuality. NATO/EU, as well as war in Ukraine and
between Israel and Gaza, also seem to polarize.

Tactics targeting liberal democracy

Pressure/intimidation, playing on diasporic identities (ethnic and/or religious
minorities who maintain connections with their place of origin) or nurturing
ethnic and religious differences, and disinformation campaigns also target the
dimension of liberal democracy, such as freedom of speech, minority rights/
freedom of religion, pluralism, and a free and independent press.

A prominent example of how freedom of speech is under attack is the issue
of Quran burnings, which received special attention after the Danish-Swedish
right-wing extremist Rasmus Paludan went on a tour to Sweden to burn the
Quran. Over time, it became obvious that the act was not only an expres-
sion of freedom but also a strong igniter of social unrest as the burnings
led to riots in several Swedish cities. Anger was also directed towards the
police who protected the right of Paludan to burn the Quran due to the
freedom of expression in Sweden (Boxerman & Kwai, 2023). Since then,
the number of Quran burnings has increased in Sweden (and Denmark), and
in particular after the Russian military intervention in Ukraine 2022 and
the following application of NATO membership for Sweden (and Finland).
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Being condemned by Turkish President Erdogan and receiving massive atten-
tion through social media have in turn enraged much of the Muslim world,
resulting in protests outside the Swedish embassy among others in Iraq and
in Tehran, Iran, burning the Swedish flag. Iran also argued that Sweden, with
the Quran burning, waged a war against the whole Muslim world. As a
result, the security situation within Sweden has deteriorated, and in Belgium
on October 16, 2023, two Swedish football fans were killed and a third was
injured. Sweden is currently considering changing their laws so that Quran
burnings become illegal, like in Finland, a decision Denmark recently also
reached. Freedom-of-speech contenders within the Nordic countries warn
against this, seeing it as a way of giving in to dictators and decreasing free-
dom of expression. Freedom of expression itself is thus potentially used by
actors as a tactic to weaken it.

Turning to liberal aspects that are specifically related to individual/minority
rights—such as freedom of religion or sexuality, as well as non-discrimination
against ethnic, religious or other political minorities)—the spread of con-
spiracy theories is considered a major threat. Ren et al. (2022), for instance,
argue that conspiracy theories legitimize false narratives about power-
ful elites as well as outgroups fueling prejudice towards minority groups.
Although conspiracy theories used to be something that only a few people
would adhere to, the spread of Internet and social media has brought them
to everyone’s doorstep. The most obvious and prominent example of this
is of course the riots of January 6, 2021, at the U.S. Capitol. Many in the
mob on January 6, 2021, believed that there was a “deep state” in control
of their country, which had taken over powerful positions and were making
decisions. Similar narratives are found within the Reichbiirger movement,
an anti-constitutional revisionist group in Germany, several facing arrest in
2022 and later in October 2023 for having planned a coup. Theories such as
“Eurabia” and “the Great Replacement” are also a threat to liberal democ-
racy, as they insist that entire categories of human beings (oftentimes Mus-
lims, blacks, Jews, but also women and LGBTQ) can or should be excluded
from democratic rights and protections. The fact that these types of ideas
have also been an inspiration for solo-terrorists and attacks such as Anders
Behring Breivik on July 22, 2011, Brenton Tarrant in Churchill, New Zea-
land, 2019, and Payton Gendron in Buffalo, New York, 2022, to mention a
few, a bare witness of its violent and discriminate potential.

A free and independent media is a third key feature of liberal democracy.
The spread of disinformation and fake news leads to the information envi-
ronment becoming toxic, and people struggle to separate facts from fiction
and malicious lies, leading to mistrust to media (Kalniete, & Pildegovics,
2021). Moreover, several media outlets and various social media platforms,
such as Tik Tok or Twitter (X), are owned and controlled by authoritarian
governments (China) or individuals (i.e. Elon Musk). What kind of news
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and ideas are spread through these platforms is hard to control. Elon Musk
has, for instance, been accused of tweeting conspiracy theories on Twit-
ter (X) (Hickey et al., 2023; Washington Post, November 28, 2023). The
fact that there are 96.5 million TikTok users in Europe and 80 million in
the United States, of which around 71% are between the ages of 18 and
34 or even younger, gives food for thought with regard to potential effects
(Pew Research Center, 2024), especially as the younger generation seems
to be more likely to believe in conspiracy theories than elders (Weimann &
Masri, 2023).

Tactics targeting deliberative democracy

A hybrid tactic that seems to be commonly exploited is to exacerbate existing
ethnic, religious, political, or economic fault-lines, thereby undermining soci-
etal cohesion. Once social cohesion is undermined, the stage is set for further
hybrid activities to deteriorate the lack of unity and thus democracy even
more (Kalniete & Pildegovics, 2021). According to Wigell (2019, p. 270), this
tactic is aimed at fomenting polarization and radicalization to the point that
the principles of democratic societies are stretched to their extremes. Accord-
ing to EEAS (2020), this was particularly evident during the COVID-19 pan-
demic as a reaction to various governments’ crisis response, exemplified by
large demonstrations opposing government restrictions throughout most of
Europe as well as vaccination skepticism among certain parts of the popula-
tion. Other examples of exacerbating ethnic, religious, political, or economic
fault lines are for instance Georgia 2008. Russia’s forces invaded Georgia in
August 2008. Before the attack, Russia had falsely accused the Georgian gov-
ernment of committing grave crimes against citizens. Moscow said Russians
were living in Georgia’s South Ossetia region. Moscow said it was interven-
ing to prevent genocide (Allison, 2009). Other examples of incidents where
cultural, political, or economic differences have been exploited to damage
social cohesion are Brexit, where Russian media outlets pushed hard to
weaken the EU within the British population (Kirkpatrick, 2016). Also, the
situations with the Yellow Vests in France in 2018 (Chamorel, 2019) and the
Spanish Constitutional Crisis (Catalonian Crisis) in 2017-2018 (Casafi et al.,
2022) have been argued to have been influenced by media outlets and various
actors and parties exacerbating differences, resulting in further polarization
and social unrest.

Moreover, certain media outlets and webpages have become deemed as
spreading false propaganda. Fox news (in the United States), Tsar TV (in
Russia), and Steigan (in Norway) are some examples of this (Stelter, 2020;
Bonde, 2021). Although media awareness is an important countermeasure
against disinformation and fake news, in the end, it can also end up in a
situation where citizens only adhere to various echo-chambers, thus putting



46 Tanja Ellingsen

an end to public deliberation. According to Furman and Tunc (2020), an
uninhibited exchange of information and ideas leads to reasoned assessment,
both of the multi-faceted complexity of the social issue(s) and their poten-
tial solutions. Without this, decisions rest upon emotions and partisan issues
(ibid., 2020), which threaten the deliberative aspect of democracy.

Anticipated effects (implications) and protective measures

In sum, by distorting electoral processes, put pressure on individual and
minority rights such as freedom of thought and minority protection, fostering
polarization and conspiracy theories, these different tactics are able to erode
political trust—the very core element that well-functioning democracies rests
upon (Warren, 2017). Studies by the OECD (2022) show that trust in gov-
ernments has declined in most OECD countries in the last decade. In 2021,
only 49% of people, on average, trusted their governments (OECD, 2022).
Further deterioration of political trust can be detrimental as lack of politi-
cal trust, combined with polarization and “scapegoating, eventually also can
become a formula for social unrest and political violence. The turmoil during
the US election 2020 and aspirations of social unrest across Europe during
the Covid-19 pandemic are examples of this. The war between Russia and
Ukraine as well as between Israel and Gaza could potentially also ignite the
fire again, especially as social inequality throughout Europe and the United
States is increasing (World Bank, 2023). So how can viable democracies
defend themselves towards these types of hybrid threats?

Based on the review, three factors seem particularly important. First and
foremost, there is a need to strengthen public vigilance on hybrid threats.
A critical and educated population that can distinguish fact from fiction is
an extremely important protection mechanism. Investing in civic awareness
and media literacy through education is thus key. Finland—ranked no. 1 in
Media-literacy Index 2023—has a long history of promoting media literacy
as a critical tool for a stable democracy and a healthy society, starting in
kindergarten.

Second, there is a need to strengthen judicial agility by broadening the
mandate of the EU Disinformation Act, which allows for investigations of
foreign political funding and close relations between businesses and politics,
as well as mapping cultural and social ties to political candidates. Moreover,
developing laws and finding methods for deterring and sanctioning this type
of behaviour are important. In this regard, demanding greater transparency
and accountability within the digital and economic-political domain is key.

Third, ensuring media safety and empowering a quality and independent
media are also detrimental. Journalists and the news media play a critical
role in ensuring the integrity and operational capacity of democratic institu-
tions and processes. A stronger emphasis on editor-controlled media is thus
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key, along with increasing the number of fact-finding media and journalism.
There is also a need to take more control over the content—and the num-
ber of—actual social media platforms available. This can involve everything
from prohibiting or warning about certain platforms, debunking disinforma-
tion, to monitoring social media.

However, increased monitoring, mass surveillance, stricter laws, and even
fact-finding, as suggested earlier, might interfere with individual freedoms
and freedoms of speech, which are crucial for democracies. Extending state
control over civil society is thus not a viable liberal democratic strategy (Wig-
ell, 2021) and should thus be used with caution. A more democratic method
would thus be to enhance social cohesion by limiting social and economic
grievances.

Conclusion

The aim of this chapter has been to contribute to our understanding of hybrid
threats to democracy. This has been done through a comprehensive review
of hybrid threats to countries in Europe and the United States of how they
target three core democratic dimensions—electoral, liberal, and deliberative
democracy. While the discussion is limited to the use of soft (or smart) hybrid
threat tactics within Europe and the United States and should not be gen-
eralized, a few observations are worth mentioning. First of all, foreign and
hostile actors use a variety of soft power tactics against democracies. While
some of the tactics aim at targeting the election results directly or indirectly
(electoral democracy), others put pressure on the civil liberties of individuals
and minorities (liberal democracy). This, combined with exacerbation and
manipulation of ethnic, religious, racial, and/or other differences, restrains
the deliberative discussion that democracies are dependent upon and, in the
end, also political trust. In a worst-case scenario, this leads to democratic
decline and social unrest. Building resilience towards these types of tactics
is thus important and demands measures both within the educational, judi-
cial, and media-oriented sectors of society but should be carefully consid-
ered. Raising this discussion not only within but also across these sectors is
a first step in the right direction. Preventing a hostile actor from exploiting
European democratic pluralism involves taking a whole-of-society approach
to security. Creating a forum where media companies, first responders, and
teachers can meet and discuss these issues and develop educational programs
and public campaigns is thus important. Ensuring and broadening social
cohesion through integration and welfare, in particular towards diasporas
and ethnic and religious minorities, are even more important. At the moment,
however, there is only a limited amount of knowledge and research on which
individuals, groups, local communities, and nations are particularly vulner-
able and/or resilient to the various tactics. Comparative and large N-studies
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across countries, groups, and individuals and counter-measures should thus
be a particular priority for future studies of hybrid threats.
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IDENTIFYING HYBRID THREATS FROM A
NATIONAL SECURITY PERSPECTIVE

The case of Chinese hybrid threats in Australia

Patrick Cullen

Introduction

Hybrid threats against other nations are part of a larger design to gain influ-
ence and achieve favourable economic, military, and political objectives. An
example is China’s use of hybrid threats as a part of its international economic
strategy within the Belt and Road initiative (Hybrid COE Expert Pool, 2020).
In Australia, evidence indicates that CCP hybrid threat operations have been
designed to achieve a series of overlapping objectives. First, Beijing has sought
to control the Chinese-Australian community in such a way that it aligns with
and supports CCP positions and marginalizes opinions hostile to CCP goals.
Indeed, the targeting of the ethnic Chinese diaspora living in Australia by Bei-
jing is being replicated worldwide, as Beijing seeks to become the sole arbiter
of what it means to be “Chinese”, collapsing the categories CCP, China, and
Chinese into a single organic whole (Aukia, 2023). The mere existence of an
Australian Chinese diaspora whose actions (or lack of action) fail to meet Bei-
jing’s criteria of a loyal member of the Chinese Party State is viewed as a seri-
ous ideational threat to the CCP simply by virtue of demonstrating a Chinese
alternative to active membership and loyalty to the CCP. To this end, Beijing
has directly used its own operatives and local proxies in Australia to befriend,
influence, monitor, infiltrate, and co-opt wide swathes of Australian Chinese
society that do not belong to or fail to demonstrate fealty the Chinese Com-
munist Party State (see “Operation Fox Hunt” discussed later). Failing this,
Beijing has used various mechanisms, including threats against family mem-
bers living in the China, to coerce Chinese-Australian and other overseas ethic
Chinese critics of the CCP into compliance while labelling them as unpatri-
otic (Human Rights Watch, 2021; ASIO, 2019; Whitehouse, 2023; Hamilton,
2018a, July 26; Mahnken et al., 2018; Resnick, 2020).
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Another objective of Beijing’s Australian hybrid influence campaigns is
more recent, ambitious, and long-term. Its goal has been to co-opt and culti-
vate Australian elites and control the mainstream domestic Australian public
discourse on China (Zhang et al., 2023). The purpose is to gradually realign
Australia towards Beijing and absorb it into its sphere of influence, while
weakening Australia’s alliance with the United States. One piece of evidence
of this alleged formal strategic objective can be traced to a 2004 decision
by the Central Committee of the Party to include Australia in its “overall
periphery”—in other words, to treat Australia like it has a land border
with China and that it therefore needs to be controlled (Hamilton, 2018b,
November). These above political goals aimed at shaping the ideational space
in Australia—for example Australian mass and elite opinion, media, edu-
cational space, and public discourse—are connected to a much wider CCP
effort of human and cyber intelligence collection and penetration of Austral-
ian society and government that will be examined later.

The remainder of this chapter is organized as follows. The following section
offers a brief discussion of the chapter’s theoretical framework and how it is
applied. Next, Australian efforts to identify and respond to Chinese hybrid
threats are discussed. The next section provides examples of how Chinese
strategic culture and CCP political philosophy lend themselves to the use of
hybrid threats. Next, the chapter provides an overview of the Chinese security
apparatus that conducts hybrid threat operations, followed by examples of
how China uses various tools to target Australia across the whole of society.

Theory

The theoretical framework used in this chapter is derived from the author’s
previous work on the abstract modelling of hybrid threats that has been
instrumental in informing counter-hybrid threat efforts at the European
Centre of Excellence for Countering Hybrid Threats (Hybrid COE), the
European Commission, and various national counter-HT efforts (Cullen &
Reichborn-Kjennerud, 2016, 2017; Cullen, 2018; Cullen et al., 2019). Build-
ing on this theoretical work, this chapter contextualizes empirical examples
of China’s hybrid threat campaign as one comprised of the coordinated use
of non-military and non-kinetic tools against Australian society at large. For
hybrid threats, this “expansion of the battlespace” involves the synchronized
use of a wider set of military, political, economic, civil, and informational
(MPECI) tools and actors across political, military, economic, social, infor-
mation, and infrastructure (PMESII) whole-of-society to achieve effects across
multiple domains of a target state (Cullen & Reichborn-Kjennerud, 2017).
Crucially, by emphasizing the use of these non-military means and actors,
hybrid threats are intentionally designed to operate below and outside of the
traditional response and detection thresholds of a state’s national security
establishment (Cullen, 2018). The intended effect of such persistent low-scale
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hybrid threats is non-linear and cumulative, creating a net effect of a “death
by a thousand cuts”. For instance, the cumulative negative effect of university
professors self-censoring their research on China for fear of Beijing’s finan-
cial reprisals against their university has historically fallen below (in terms
of traditionally perceived significance and intensity) and outside (in terms of
what is monitored) the scope of professional interest by national intelligence
services. This example illustrates another component of hybrid threats—their
ability to hide in plain sight while damaging national security because they
may operate legally—exploiting and manipulating “gaps” within the culture,
norms, and laws of liberal democratic societies. As we shall see, this aspect
of hybrid threats compromised early efforts of the Australian intelligence
community and government to see and understand the problem of Chinese
hybrid threats and to correctly gauge their size and scope, thus hampering
their response efforts.

Part | Describing the Chinese threat and Australian perceptions

¢ Australian recognition of Chinese hybrid threats

¢ Chinese and Chinese Communist Strategic Culture informs Chinese hybrid
threats

¢ Chinese hybrid threat actors

Australian recognition of Chinese the hybrid threats

In the past five years, Australia has emerged on the frontlines of an emerging
debate on how China is attempting to use a raft of mechanisms to covertly
manipulate and undermine democratic processes and societies worldwide.
Indeed, the former Director General of the Australian Security Intelligence
Organization (ASIO), Duncan Lewis, has claimed that this interference threat
is greater in the last few years than at any time during the Cold War, due to
a greater number (and informal civilian types of) intelligence actors operat-
ing in Australia, as well as the new role of cyber-technologies in such hybrid
interference campaigns. While not naming and shaming Beijing directly, he
described foreign interference as “a foreign power using local Australians to
observe and harass its diaspora community here in our country through to
the recruitment and co-opting of influential and powerful Australian voices
to lobby our decision-makers” (Diamond & Schell, 2019, p. 147). The Austral-
ian intelligence agency ASIO argued that although the harm from such hybrid
threat activities may not be immediately apparent or overt, the consequences
are far-reaching and serious. Such consequences include (ASIO, 2019):

¢ undermining Australia’s national security and sovereignty,
¢ damaging Australia’s international reputation and relationships,
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e degrading Australia’s diplomatic and trade relations,
¢ inflicting substantial economic damage, and
e compromising nationally vital assets and critical infrastructure.

Australia’s Turnbull Government recognized and addressed this problem
head-on as early as 2018 by explaining to the Australian public how this
(Chinese) hybrid threat was carefully tailored to exploit gaps in Austral-
ian law. These gaps allowed it to legally engage in a series of malign influ-
ence actions across the whole of society that “falls short of espionage but is
intended to harm Australia’s national security or influence Australia’s politi-
cal or governmental processes” (Hamilton, Foreign Affairs, 2018a).

Chinese and Chinese communist strategic culture informs
Chinese hybrid threats

Hybrid threats involve, among other things, an emphasis on the utility of
non-violent and non-kinetic means, asymmetry, the use of indirect methods,
exploitation of the “gray zone” between peace and war, and a long-term
targeting of an adversary’s society as an extended battlespace. The Chinese
philosopher Sun Tzu’s classic war treatise The Art of War, with its emphasis
on “doing the unexpected and pursuing an indirect approach” (Griffith &
Sun, 2005, p. 9) and winning without resorting to the use of arms aligns
perfectly with the contemporary Chinese use of hybrid threats. So, too, does
the CCP’s intellectual Leninist and Maoist roots emphasizing the permanence
of the political struggle between communism and capitalism. More recent
CCP writings on warfare interpreted as relevant for Chinese hybrid threats
are the late 1990s text Unrestricted Warfare, which heavily emphasized the
role of non-military tools (e.g. trade, media, finance, crime, psychology, law,
economic aid) to attack enemy societies in ways that collapse the distinction
between “battlefield and non-battlefield, warfare and non-warfare, military
and non-military” (Wang, 1999, p. 120).

A more authoritative contemporary Chinese military concept related to
hybrid threats that has been built into the People’s Liberation Army’s (PLA’)
doctrine is the Three Warfares that was made official in the PLA revisions
of the Political Work Regulations in 2003. Three Warfares is comprised of
psychological warfare, public opinion warfare, and legal warfare, and each
operates during peacetime to achieve effects in the society of other states.
For Dean Cheng, peacetime applications of Psychological Warfare “involve
influencing and altering an opponent’s unconscious, implicit views in order
to make that opponent more susceptible to coercion” while increasing sym-
pathy for one’s own national objectives and creating negative perceptions
of one’s adversaries (Cheng, 2013). PLA National Defence University texts
describe Public Opinion Warfare as “using public opinion as a weapon by



56 Patrick Cullen

propagandizing through various forms of media in order to weaken the
adversary’s ‘will to fight’. . . while ensuring strength of will and unity among
civilian and military views on one’s own side” (Gershaneck, 2020). Legal
Warfare is used to describe the technique of manoeuvring to gain legal supe-
riority by using or modifying all forms of law—domestic, foreign, and inter-
national—for one’s own geostrategic advantage. Rather than viewing law as
a method of rational order-making, legal warfare looks for ways to use legal
advantage to influence targets by delivering the effects of defeat, deterrence,
or defence via legal means. The legal protections of citizens against the state
common in democratic societies are viewed as opportunities for hybrid threat
exploitation by Beijing.

Chinese hybrid threat actors

Today, almost all the functions that are central to Chinese overseas political
warfare operations sit at the core of the Communist Party’s operating struc-
ture (Mahnken et al., 2018). President Xi Jinping chairs all the key functions
of the CCP-controlled Chinese state. He is also at the center of the Chinese
political warfare apparatus and has direct strategic control over its use. China
analysts also point to a speech President Xi gave in September 2014, using
Mao’s term “Magic Weapon” to describe United Front Work, as evidence of
Xi’s interest in expanding Chinese influence operations (Groot, 2017). Per-
haps for these reasons, President Xi is partly responsible for the increase in
current Chinese hybrid influence operations, acting as an advocate for its use
and politically elevating the political status of the organizations responsible
for its implementation.

Beijing uses a wide range of party, state, and non-state proxy actors in pur-
suit of its hybrid operations, and no single institution in China’s party-state is
wholly responsible for carrying out its hybrid activities. Different actors and
organizations responsible for carrying out overseas influence operations—
referred to as “United Front Work” that is carried out by the eponymous
United Front Work Department as well as other organizations—each have
varying levels of affiliation to the PRC. In the words of a U.S. Congressional
report, “it is precisely the nature of United Front work to seek influence
through connections that are difficult to publicly prove and to gain influence
that is interwoven with sensitive issues such as ethnic, political, and national
identity” (Bowe, 2018, p. 3).

A non-exhaustive list of the main agencies responsible for foreign influence
operations include:

¢ United Front Work Department
¢ Central Propaganda Department
¢ International Liaison Department
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e State Council Information Office
e All-China Federation of Overseas Chinese
¢ Chinese People’s Association for Friendship with Foreign Countries.

These organizations and others are bolstered by various state agencies such
as the Ministry of Foreign Affairs and the PLA—the latter of which is respon-
sible for conducting the Three Warfares. The fact that United Front activi-
ties may only take up a portion of the work conducted by various Chinese
organizations—as opposed to a Western intelligence office solely dedicated to
its intelligence portfolio—is another aspect of the ambiguous nature of this
hybrid threat. These state agencies are also bolstered by organizations like
the Chinese Students and Scholars Associations that have a much more indi-
rect connection to the Beijing party-state. Various CCP-affiliated organiza-
tions that operate overseas may be given various strategic communications,
surveillance, and collection tasks and are provided with access to local net-
works and intelligence in support of their United Front Work (Christodoulou
etal., 2019). Due to the multitude of organizations that conduct United Front
Work—and the differing levels of formal affiliation to Beijing’s party-state, it
is difficult to find accurate figures relating to the size of Chinese overseas
hybrid influence operations—or their operations in any country specifically.
However, it is instructive to note the following:

e The Ministry of State Security alone is funded at level comparable to the
PLA (Mahnken et al., 2018).

e In 2014, a retired spy stated the PLA had “at least 200,000 agents abroad”
(Brady, 2017).

e In 2005, defecting former Chinese diplomat Chen Yonglin said “China
had more than 1000 agents in Australia” (Wallace, 2017).

In sum, the Chinese conduct of hybrid threat operations is not a small effort.
Under President Xi, the CCP has put tremendous resources into its interfer-
ence and influence activities overseas, with one estimate placing the cost of
such operations at 10 billion USD per year (Shambaugh, 2015).

Part Il How can China's hybrid threats be comprehended?
Examining CCP hybrid threats across the Australian whole-of-society

Asdiscussed earlier, Beijing uses a wide variety of institutionalized non-military
tools within the MPECI conceptual toolbox to influence and/or interfere with
a wide variety of targets across Australian PMESII whole-of-society. This
chapter has also described how these tools have been designed to operate in
an ambiguous space that is neither peaceful nor warlike and how as a result
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have fallen below Australia’s traditional detection and political response
thresholds. Borrowing from the theoretical observations that hybrid threats
use MPECI tools to inflict damage on the PMESII whole-of-society, the fol-
lowing section offers a series of empirical examples of how Beijing is reported
to have used a variety of tools—organized below into the ideal types politi-
cal, legal, media, economic, and educational categories—in pursuit of its
objectives across Australian society.

Political

Plausible Chinese cyber “priming” operations targeting Australian
political parties

The Australian government is reluctant to engage in the attribution of hostile
cyber activities to foreign governments. However, scholars from the Austral-
ian Political Science Institute have recently suggested that an unattributed—
though likely Chinese—2019 hacking of Australia’s political parties months
before an election may be tied to preparing the groundwork for future inter-
ference and influence operations—what the Hybrid Centre of Excellence for
Countering Hybrid Threats refers to as “priming”. Speculating on the pur-
pose behind the cyber-attack, Cave and Uren write:

It is worrying, however, that the Liberal, Labor and National parties were
targeted. The more that intelligence-gathering extends beyond govern-
ment and parliament, the less likely it is that any intelligence gained will
provide any insight into official government positions, and the more useful
it would be for interference activities

(Cave & Uren, 2019).

They speculated that this type of priming activity could provide Beijing with
stolen emails and other confidential information that could be used in a
timed release to impact Australian elections—mirroring Russian interference
operations in the 2016 U.S. election. The authors also speculated that the
stolen information could be used to identify politicians and staffers who may
be susceptible to influence, to assist United Front Work assets to create future
relationships with them, and to find points of leverage that might convince,
cajole, or coerce them into a supportive position. The in-depth understanding
of Australian political parties and the machinations of parliament—the exact
targets of this hack—would be far more helpful in enabling this kind of inter-
ference than it would be in illuminating Australia’s official decision-making
and policy-making processes.

Recent evidence suggests that this type of intelligence collection is indeed
occurring and even expanding through the use of Chinese private sector
companies using artificial intelligence to engage in mass profile-building of
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Australian (and other) national citizens of potential interest to the CCP. One
such company, Zhenhua Data, with links to Chinese military and intelli-
gence, was exposed in a data leak showing it had collected data on 35,000
Australians—including prominent and influential figures—with 656 Austral-
ians being labelled as “special interest” or “politically exposed” (Probyn &
Doran, 2020).

“Astro-turfing” grassroots political movements

Beijing has been accused of “astro-turfing” various Australian grassroots
political protests by surreptitiously using its influence to organize individuals
to drown out opposition voices and artificially inflate perceptions of eth-
nic Chinese-Australian support for Beijing’s policies. Much of this behavior
occurs online, but street protests are also organized. In 2008, the Chinese
embassy and CCP-affiliated organizations helped mobilize thousands of Chi-
nese in Canberra via online/letter campaigns to stop Falung Gong, free-Tibet,
and other protesters from interfering with the Olympic torch as it passed on
its way to the Beijing-hosted Olympics. One group of Australian researchers
has recently released a report detailing allegations of a “CCP cyber enabled
influence operation” tied to the “Spamoflauge network” using fake personas
in an instance of digital astroturfing to push misinformation about the United
States to foster anti-American sentiment in the Indo-Pacific. APSI researchers
geolocated the operators of this operation to Yancheng in Jiangsu Province,
arguing some members were plausibly linked to the Yancheng Public Security
Bureau (Zhang et al., 2023).

CCP-linked money tied to Australian politicians

Lax Australian campaign finance regulations that have allowed foreigners
to donate to Australian political campaigns have created many opportuni-
ties for Beijing to gain influence in Australian politics. In 2015, Australian
intelligence reached out to Australia’s largest political parties to warn them
that two of the country’s most generous political donors had strong links
to CCP and that accepting these donations could make them vulnerable to
undue political influence. One of these donors, Chinese Billionaire Huang
Xiangmo, threatened to cancel a pledged a 400,000-dollar donation in an
alleged effort to influence the Labor Party’s position on the South China Sea
in Beijing’s favour. Huang was the chair of Australian Council for the Pro-
motion of Peaceful Reunification of China, an organization connected to
the United Front Work Department, and whose leadership and activity are
closely guided by the Chinese embassy in Canberra (Joske, 2020).

Perhaps the most high-profile example of alleged Huang’s influence in Aus-
tralian politics comes from the 2016 case of the former Australian Labor
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Party Senator Sam Dastyari who was standing next to Huang when he was
caught on tape reciting CCP talking points at a public event on the South
China Sea that ran counter to the foreign policy position of his own nation
and party. Later, he was also recorded giving counter-surveillance advice to
Huang, telling him his phone was likely tapped (McKenzie et al., 2017).

United Front efforts to place individuals in key political positions

Chinese influence operations aimed at Australian politics have allegedly
included attempts by United Front organizations grooming members to par-
ticipate in Australian politics both by running for office and by becoming
political staffers in influential positions. Corroborating evidence for this claim
came in late 2017 when Australian newspapers reported that the Australian
Security Intelligence Organization had identified at least ten political candi-
dates in state and local elections that had close ties to Chinese intelligence
services. This was viewed as “a deliberate strategy by Beijing to wield influ-
ence through Australian politics” (Maley & Berkovic, 2017). These concerns
are bolstered by the case of Yang Jian, a Chinese-born MP of the New Zea-
land Parliament until 2020, who spent 15 years working in China’s military
intelligence sector training Chinese spies before becoming a citizen of New
Zealand, and who had hid his PLA affiliations on his permanent residence
and employment applications. (Grossman, 2022).

China's threats to influence Australian elections used
as diplomatic leverage

In 2017, the Australian opposition leader Bill Shorten received a veiled threat
from Beijing that it would use its influence to make sure Mr. Shorten’s Labor
Party would lose votes from Australia’s Chinese community if Labor did not
support a controversial extradition treaty that Beijing wanted with Australia.
This occurred during a meeting where the former Chinese Minister of Pub-
lic Security Meng Jianzhu reportedly told a Labor Party delegation that “it
would be a shame if Chinese government representatives had to tell the Chi-
nese community in Australia that Labor did not support the relationship
between Australia and China” (The Australian, 2017).

Legal
Extra-judicial enforcement of Chinese law in Australia

President Xi Jinping has launched an initiative called “Operation Fox
Hunt” to use Chinese security agencies to pursue and prosecute Chinese
individuals—many former government and business officials believed to be
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seeking refuge in Australia—deemed criminal by Beijing. Australian media
reports revealed that there may be as many as 100 such individuals and per-
haps ten of Beijing’s highest priority targets identified as residing in Aus-
tralia, and that many had returned to China after being located and having
come under pressure from Beijing. Although Beijing has given some names to
Australian authorities and has asked for their cooperation in tracking them
down, Australian intelligence sources have told media that China’s Ministry
of State Security (MSS) hides the full list of Chinese they are targeting because
Beijing does not want Australia tracking contact between Beijing’s agents and
those they want to convince to return (Riordan, 2018). In other words, there
have been incidents where Chinese MSS agents have come to Australia (often
on tourist visas) without knowledge of the Australian government to help
“persuade” these suspects to return to China. This practice has since been
revealed to operate globally, involving the use of informal Chinese “police
stations” in various cities around the world. For example, charges have been
brought against two Chinese defendants for operating such a “police sta-
tion” for a provincial branch of the CCP’s Ministry of Public Security out of
a clandestine location in lower Manhattan to harass and intimidate Chinese
political dissidents (Thomas & Barr, 2023).

Media

Australian Chinese language newspapers and radio
dominated by pro-Beijing interests

In Australia, it is reported that nearly 95% of Chinese language newspapers
are controlled by pro-Beijing entities. The Sydney Morning Herald explains
the carrots and sticks that Beijing wields in extending its reach in Austral-
ian Chinese language media thusly: “it can come in the form of an admon-
ishing phone call, blocking reporters from a public event, via directives for
mainland-linked businesses to pull advertising, or even direct investment
from Chinese government bodies.” As a result, Beijing controls editorial con-
tent coverage of China.

Reports indicate that Beijing also now owns and tightly controls almost
all Chinese language radio in Australia, which is being bought up by China
Radio International (CRI) or its affiliated companies across most major Aus-
tralian cities. And when the Australian Broadcasting Corporation began pull-
ing out from broadcasting via shortwave in the Pacific region in 2017, CRI
wasted little time taking over those very same frequencies to broadcast its
own news. According to Peter Cai at Australia’s Lowry Institute, CRI “is
even using a Melbourne Chinese community radio station CAMG as a front
to set up an extensive international network of Chinese and foreign language
propaganda outfits”.
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Opagque pro-Beijing control of wider media

An investigation conducted by Reuters has identified at least 33 radio sta-
tions in 14 countries that are part of a global radio web structured in a way
that obscures its majority shareholder: state-run China Radio International,
or CRIL This use of corporate subsidiaries has obscured their connection to
the CCP party-state and has shielded these radio stations from regulatory
oversight. The head of CRI Wang Gengnian has described Beijing’s media
influencing efforts as the “borrowed boat™ strategy of using existing media
outlets in foreign nations to promote China’s narrative (Qing & Shiffman,
2015).

Economic
Leveraging trade and investment dependencies to coerce partners

The CCP’s ability to control access to its economy provides Beijing with
opportunities to coerce foreign governments and commercial actors into
policies they would not otherwise support. This tool can be used at the
macro-economic level to threaten large segments of a nation’s economy,
or used as a tailored tool to target specific corporations or individuals. On
numerous occasions, Chinese officials have threatened the Australian govern-
ment with Chinese faux “consumer-led” boycotts—boycotts clearly incited
by Beijing—targeting Australian goods following Canberra’s announcements
of policies found objectionable in Beijing.

In an example how highly tailored acts of coercion can work at the
micro-level, Beijing has used its economic clout to pressure a French hotel
chain to cancel its subscription to an independent (i.e. non-Beijing-controlled)
Chinese language newspaper at one of its Sydney-based hotels. This occurred
two weeks after the independent newspaper published an investigative piece
with content considered negative by Beijing. According to a paper spokes-
person, “Sofitel received a call from the Chinese Consulate asking them to
remove our newspaper or face financial consequences. Sofitel does a lot of
business with China” (Munro & Wen, 2016).

Educational

Chinese influence in Australian universities

Some critics have argued that the Australian university funding model is
over-reliant on the generation of private donations and grants (and full-fee
paying overseas Chinese university students numbering 152,000), which has
created a structural weakness that can be exploited by the PRC. The contro-
versial growth of Confucius Institutes in Western universities is a prominent
case in point. Although their primary mission is the promotion of Chinese
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language and culture, various Australian research institutes, civil society
watchdog organizations, and members of Australian university faculty have
expressed concerns that Confucius Institutes also serve a secondary function
of co-opting Australian universities as vehicles for pro-Beijing propaganda
and to give Beijing an advocate within these institutions. Beyond their official
status as a body of the Ministry of Education, and their ties to the External
Propaganda Leading Group of the CCP Central Committee, these concerns
are based on a number of observations: the exclusive use of PRC classroom
materials and promotion of Beijing viewpoints; their silence on controversial
human rights issues such as Tibet, Tiananmen Square, the Uighurs, or Falun
Gong; and an overall undermining of Western standards of politically inde-
pendent university curricula.

Australian university leadership has publicly downplayed concerns about
inappropriate Chinese influence on Australian campuses—including concerns
raised by their own faculty members—while also engaging in simultaneous
public relations missions to mitigate the Beijing-backed economic retaliation
that they anticipate as a result of these public faculty complaints. Australian
Intelligence has privately reached out to Australian University administrators
to address the problem of CCP influence and collection activities on campus
(confidential interview, Melbourne).

Encouraging ethnic Chinese students in Australia to
suppress anti-Beijing views

In 2016, the Chinese Ministry of Education issued a directive to its over-
seas employees emphasizing an increased engagement with Chinese students
studying abroad. It required them to “build a multidimensional contact net-
work linking home and abroad—the motherland, embassies and consulates,
overseas student groups, and the broad number of students abroad—so that
they fully feel that the motherland cares” (Garnaut, 2017). In an Australian
context, this applies to approximately 152,000 Chinese students studying in
Australia in 2023. As a result, with direct support from Chinese embassies,
Chinese students and Chinese Students and Scholars Associations (CSSAs)
have reported on, intimidated, and undermined the academic freedom of
other Chinese students as well as Australian university faculty (Christodou-
lou et al., 2019). While it is obvious that not all Chinese students engage
in such activity, and may do so out of patriotism, the fact remains they are
encouraged to do so by their government, with both carrots and sticks, and
examples are easy to find (Resnick, 2020).

Australia has seen multiple instances of Chinese students recording profes-
sors’ lectures seen as critical of the PRC, and then uploading them onto the
internet, resulting in harassment of these academics on social media. Under
these circumstances, the on-campus presence of student organizations like
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the CSSA that are linked to and funded by Chinese embassies creates an
understandable concern that faculty lecturing on topics sensitive to Beijing
might fear that their lectures are being monitored, leading to self-censorship.
This risk is even greater considering it may involve a faculty member who
needs to travel to China for research purposes.

Conclusion

This chapter has shown how China aggressively uses hybrid threats as part
of a larger economic and political strategy to increase its power and influ-
ence within another nation. The sheer scale and scope of the use of hybrid
threats by Beijing against Australia—coupled with Australia’s commitment
to publicly address and counter this threat—has made it a canary in the
coal mine for states dealing with the CCP’s global hybrid threat campaigns.
Although such threats can and do have effects in the military domain, this
chapter emphasizes the wider society-centric (PMESII) targets of Chinese
hybrid threats, and the non-military and non-state/CCP Party-State proxy
tools (MPECI) used to carry them out. This chapter has also illuminated the
tools used by the target country to detect and defy political and economic
threats. To date, Australia has made progress in identifying and advertising
the increasing role played by Chinese hybrid threats. It has also made gains by
updating its legislation to close legal spaces for some opaque hybrid influence
campaigns to exist. However, care must be taken to ensure that Australian
counter-hybrid threat activities do not become a legal “box ticking” exercise,
without enforcement or follow-up, as some critics suggest (Blackwell, 2023).
Countering Beijing’s hybrid threat campaigns must be as comprehensive as
the threat itself.

Finally, although this case study is narrowly focused on Chinese hybrid
threats in Australia, the fact that China deploys these same hybrid threat
actors, using the same techniques, targeting the same places across the
whole-of-society, for the same political objectives, demonstrates that Aus-
tralia’s experience provides a template for other states to detect, deter, and
respond to hybrid threats in their own countries.
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HYBRID THREATS IN CYBERSPACE

What do Russia’s cyberspace operations in Ukraine
tell us?

Mass Soldal Lund

Introduction

Cyberspace operations have, over the last decade, become associated with
hybrid threats. Scholars such as Rob Johnsen and Mikael Weissmann extend
the “the usual ‘DIME’ elements of strategy (diplomatic, informational, mili-
tary, and economic)” (Johnson, 2021, p. 234) with “cyber” in their under-
standing of hybrid threats and hybrid warfare. Mark Galeotti is less explicit
but often refers to cyberattacks in his descriptions of political warfare and
“the new way of war” (Johnson, 2021, pp. 231-234; Weissmann, 2021,
pp. 63-67; Galeotti, 2019, 2022).

The Russian full-scale invasion of Ukraine on February 24, 2022, was
accompanied by what can best be described as a massive campaign of cyber-
attacks directed toward Ukrainian society, and possibly one of the largest
cases of the use of cyberspace operations in conflict to date. The chapter’s
purpose is to scrutinize the role of cyberspace operations in conflict—and
their relation to hybrid threats—using cyber warfare in the first year of the
Russian full-scale invasion of Ukraine as the empirical basis. The problem
statement is as follows: What characterize Russian cyberspace operations in
the Russo-Ukrainian War, how can the operations be interpreted in a hybrid
threat context, and what are the implications for national preparedness and
response in cyberspace?

The main argument is that both offensive and defensive actors in cyber-
space operate—despite the conventional nature of the Russo-Ukrainian
war—in a gray zone between war and peace. This is seen best by the con-
tinuity of cyberspace operations in the temporal dimension, the crossing of
geographical borders, and the blurring of military/civilian and governmental/
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private distinctions. This also seems to support a view of cyberspace as a par-
allel battlefield only loosely related to—though interacting with—the physi-
cal battlefield. This loose coupling seems to imply that conventional war like
the one experienced in Ukraine is not a necessary condition for the parallel
hostilities in cyberspace.

The chapter starts by elaborating the theoretical basis for this argument,
as well as methodological considerations. In the chapter’s empirical part,
Russia’s offensive use of cyberspace operations in Ukraine is first described,
before Ukraine’s countermeasures are explored. Some comparative glimpses
of how Estonia, Lithuania, and Norway have been affected by the cyber war-
fare are also given. Finally, in the chapter’s last part, conclusions are deduced.

Theory

As a result of the ever-increasing digitalization of the last decades, critical
infrastructure and essential functions of the society are managed by com-
puterized systems. With the realization that inherent vulnerabilities enable
attacks on such systems—remotely through computer networks and with
potential catastrophic consequences—theories of cyber warfare emerged.
Writers such as Clarke and Knake (2010) posit that in future conflict, cyber-
space operations—the exploitation of vulnerabilities in computerized sys-
tems for the purpose of degrading or manipulating them—will be decisive.
By remotely controlling or disabling the computer systems managing your
opponent’s critical infrastructure, you will be able to destroy his ability and
will to fight.

This view has rightly been criticized. From a theoretical point of view,
it has been argued that while cyberspace operations certainly can sabotage
systems that have computerized components, it will never be possible to fight
a war through cyberspace. Because most systems are not made to kill, it is
at best very difficult to make them into weapons, even with control over the
processes directing them. All damage caused by degrading or manipulating
the computer components of a system will be either indirect or on the system
itself (Rid, 2013). Furthermore, the empirical evidence shows that hostilities
in cyberspace do not take the form of decisive battles but rather attempts
at disruptions and subversion (Valeriano & Maness, 20135; Valeriano et al.,
2019; Lonergan et al., 2022).

However, both camps of the “cyber war”-debate may perhaps be said to
operate with too narrow views of war and warfare. Modern conflicts are not
necessarily resolved by decisive battles or strategic attacks on civilian infra-
structure, and wars are not fought merely with bullets, bombs, and grenades
(Galeotti, 2022). War is conducted by many means, of which not all are vio-
lent. With a more pragmatic approach, the dispute may be solved by viewing
cyberspace operations used as means in the context of an armed conflict. An
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example of this is Richards (2014), which—within the context of conflict—
characterizes cyber warfare as information operations, tactically enabling
operations, and destructive cyber-attacks that are in themselves acts of war.

Known examples of tactically enabling cyberspace operations are few, and
examples of cyberspace operations that are independent acts of war are even
fewer. The reason for this, Smeets (2022, pp. 7-9) argues, is that to achieve
operational goals, cyberspace operation must create effects that are suitable,
precise, and timely. This requires that cyber capabilities are developed specif-
ically for their intended targets and effects—but, at the same time, they may
be rendered useless by changes or updates to the targets. Thus, succeeding
with cyberspace operations is difficult, and maintaining a cyber capability is
a costly and intelligence intensive process of continual development.

The idea of tactically enabling cyberspace operations is related to princi-
ples of joint operations and combined arms. As such, they can be seen as a
“Western” concept. In contrast to this, information operations may be seen
as the frame for the “Russian way” of thinking about cyberspace opera-
tions (Galeotti, 2019, p. 35). Blank (2017, pp. 81-85), and Lilly and Cher-
avitch (2020, pp. 133-139) show how information warfare has become an
integral part of the Russian government’s view of conflict. Information war-
fare is a continuous battle for domination in the information sphere though
technical and psychological means. Cyberspace operations are the technical
means to dominate the information sphere by manipulating information
systems, while influence operations use psychological means to manipulate
public opinion.

How does cyber warfare relate to hybrid threats? On the one hand, it is
possible to adopt the view that, in modern warfare, states will utilize any
means available that serves to force their will upon their opponents. Offen-
sive cyberspace operations are then one such means, comparable to other
“unconventional” means as, for example, deception, sabotage, or stirring
of public unrest. Such a view can be developed into a notion of hybrid or
unconventional warfare in line with Hoffman’s (2010) definition, where
cyberspace operations find their place as an unconventional element of war-
fare. Within such a frame, the rather trivial extrapolation can be made that in
future conflict involving states with sufficient “cyber capabilities”—such as
Russia—offensive cyberspace operations targeting the infrastructure of the
warring parties should be expected. For reasons like this, Galeotti (2019) has
criticized the concept of hybrid warfare as encompassing anything and every-
thing, and thus of lacking in explanatory power. On the other hand, hybrid
threats signify means below the threshold of war. A way to reconcile this with
the use of cyberspace operations in an actual shooting war may be to perceive
hostilities in cyberspace as “parallel battles . . . with other, more subtle, and
non-violent means” (see introductory chapter of this book). In any case, in
order to extract more than trivial observations, it seems necessary to delve
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into the characteristics of the cyberspace operations in the context of the
concrete conflicts.

Methodology

The ongoing conflict in Ukraine and the relatively short time span between the
events and the time of writing, combined with the general secrecy surround-
ing both warfare and cyberspace operations, undeniably present a challenge
for this study. However, cyberspace is continually monitored by governmen-
tal bodies (such as national cybersecurity centers), security companies, soft-
ware companies, and NGOs. Many of these organizations regularly publish
reports on observed cyberspace operations. The main source for the empiri-
cal evidence presented in this chapter is the systematic reading of such report
detailing offensive cyberspace operations and defensive countermeasures in
the context of war in Ukraine (CISA, 2022; Economic Security Council of
Ukraine, 2023; Google, 2023; Information System Authority, 2023; Micro-
soft 2022a, 2022b, 2023; Ministry of National Defence of the Republic of
Lithuania, 2023; NSM, 2022, 2023; RCDC, 2022a, 2022b, 2022c, 2023a,
2023b, 2023c; Recorded Future, 2023; SSSCIP, 2023; Thales, 2023).

While the reports included in this study provide much data, using them
as the main source in the study is not entirely unproblematic. Several of the
organizations behind the reports make independent investigations, but still,
several of the reports are partly dependent on open-source intelligence, in
particular on media reports. Furthermore, whether the reports come from
governmental bodies, private companies, or NGOs, they are not devoid of
agenda. A limited number of academic studies and research reports are avail-
able (see, e.g., Bateman, 2022; Beecroft, 2022; Mueller et al., 2023; Wilde,
2022). With some exceptions, these tend to be based on the same kind of
reports and news stories, and thus provide little independent evidence. To
supplement the study, an interview with a Ukrainian subject matter expert
(SME) has been made. In addition, minutes from meetings of the Ukrainian
National Cybersecurity Cluster have been a useful source (National Cyberse-
curity Cluster, 2021a, 2021b, 2021c, 2022a, 2022b, 2023).

The reports included in the study cover the period January 2022-
March 2023, thus covering roughly the first year of the invasion. Further-
more, the data and analysis are limited to offences perpetrated by actors
related to Russia or its ally Belarus, and the defense made by Ukraine and
supporting states. However, providing a coherent picture of a year of offen-
sive actions in cyberspace is not easy. The number of offensive cyberspace
operations experienced in Ukraine over the course of the invasion is too
large to make timelines of operations practical and useful, and details of the
events are often unknown or suppressed. Aggregating the data into statis-
tics suffers under the notorious difficulty of counting cyberspace operations
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(see, e.g., Mueller et al., 2023, n. 52). Several of the reports included in the
study provide timelines, aggregated statistics, or both, but the challenge is
apparent in that different choices are made as to which operations to include
in the timelines, and that different ways of counting the operations are
applied. Furthermore, there are different ways in which we may categorize the
operations—by target or victim, by perpetrator, by method or tactics, by
intentions, or by effects. In our presentation and analysis of the data, our
approach has been to identify and describe broad categories of operations
and trends, without attempting any rigorous analytical framework of cyber-
space operations and the actors behind them.

Data and analysis

From the data, a picture can be formed of Russia’s hostilities in cyber-
space against Ukraine and supporting countries, and of Ukraine’s defensive
response to these hostilities. In the following, these two aspects of the conflict
are presented and analyzed in two main sections.

Russia's offence in cyberspace

In the study, three broad categories of offences in cyberspace emerge: destruc-
tive cyberattacks, cyber espionage, and hacktivist attacks. Destructive cyber-
attacks are cyberspace operations where malware is used to cause damage
to ICT or computerized systems. Cyber espionage is operations where mal-
ware is used to gather intelligence from such systems. Hacktivists attacks
or hacktivism—described in more detail below—are primitive cyberattacks
carried out by more or less organized private citizens for political, patriotic,
or nationalist reasons.

In most cases observed in Ukraine, destructive cyberattacks have utilized
a type of malware referred to as wipers, because they wipe data and soft-
ware from the affected computers, making them unusable. In cyber espionage
operations, usually malware called rats (short for Remote Access Trojans or
Remote Access Tools) are used for intelligence gathering, such as exfiltration
of electronic documents. However, because destructive operations and intel-
ligence gathering operations in many cases share the means of obtaining the
initial access to computer systems, and because destructive operations also
may utilize rats, the initial stages of destructive operations and intelligence
gathering operations cannot always be distinguished. Thus, when an offen-
sive cyberspace operation is detected and averted in its early stages, the goals
of the operation—whether it is destruction or espionage—cannot always be
decided. Operations may even have several or shifting goals, so that what
starts out as an espionage operation may change objectives to become a
destructive attack.
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During the initial phases of the Russian invasion, Ukraine saw an unprec-
edented wave of destructive cyberattacks. According to Microsoft, “40 dis-
crete destructive attacks” (Microsoft, 2022b, p. 3) used “at least nine new
wiper families and two types of ransomwares against more than 100 Ukrain-
ian organizations” (Microsoft, 2023, p. 5) to “permanently destroyed files
in hundreds of systems across dozens of organizations in Ukraine” (Micro-
soft, 2022b), with most of these attacks occurring within the first couple of
weeks. The details are sparse, but other reports have similar assessments. It
is assumed that GRU affiliated groups are behind most of these attacks (e.g.,
Microsoft (2022b, 2023, p. 5); see also section on actors below). Of par-
ticular interest is an attack on the communication services of the American
satellite communication company ViaSat in the early hours on the day of the
invasion. In the attack, wiper malware (AcidRain) destroyed ViaSat modems,
“disrupting broadband service to tens of thousands of users in Ukraine and
throughout Europe” (Microsoft, 2022b, p. 7). In addition to this being char-
acterized as a sophisticated attack which must have required careful plan-
ning and preparations, attention is given to the attack because the services of
ViaSat was used by the Ukrainian defense forces, and because of spill-over to
other countries, in particular Germany, France, Hungary, Greece, Italy, Hun-
gary, and Poland. It should also be observed that the first of the wiper attacks
(WhisperGate) occurred on January 13, in other words before the invasion.

There have been observed destructive cyber-attacks also after the ini-
tial wave, but nothing that can compare in numbers. Some of the security
and software companies (Microsoft, 2023; Google, 2023) assert that they
observed a second wave of destructive attacks in the autumn of 2022, but this
seems to be funded on rather few occurrences of such attacks. An assumption
made is that the initial wave was based on access to systems obtained before
the invasion, and when these were “used up,” the Russian actors had to
gain new accesses in new phishing campaigns (see section on access below).
The Ukrainian government, on the other hand, assert that there was a shift
from destructive attacks to intelligence gathering operations, with the main
trend in the second half of 2022 being “sophisticated spear phishing cam-
paigns with the objective of data exfiltration and cyber espionage” (SSSCIP,
2023, p. 9). The reports agree, however, that there was a shift in the sectors
targeted, from governmental entities, media, and telecommunications in the
initial phase of the invasion, to critical infrastructure, especially energy, logis-
tics, and transportation in the later phases of the war. Of notice are attacks
with a ransomware (Prestige) against the transportation sectors in Poland
and Ukraine in October 2022. The attacks are attributed to GRU affiliated
actors and are seen in relation to transport of Western supplies to Ukraine
(SSSCIP, 2023, pp. 27-28; Microsoft, 2023, p. 13).

Some of the reports try to establish correlations between actions seen in
cyberspace and on the ground, as this will be evidence for close coordination
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of cyberattacks with the other fronts of the war (e.g. Economic Security
Council of Ukraine, 2023; Microsoft, 2022a, pp. 7-8). At a strategic level,
the correlation is obvious: the initial surge of destructive cyberattacks coin-
cides with the initial phase of the invasion, and there seems to be a shift in
goals and targets of the cyberattacks as the Russian strategic goals changes.
However, on any tactical or operational level, the evidence seems to be anec-
dotal and spurious. A notable exception is the ViaSat attack on the night on
the invasion, which targeted a communication platform used by the Ukrain-
ian defense forces.

The only cyberspace operations targeting military systems reported are
unsuccessful attacks targeting two Internet exposed command and con-
trol systems. Related to the military sector, there are also reports of both
destructive attacks and intelligence gathering operations directed at admin-
istrative systems in the Ministry of Defense and military commissariats, and
operations targeting logistics companies. Furthermore, there are reports of
phishing campaigns targeting military and security personnel, for example
“Gamaredon . . . constantly going after the Security Service of Ukraine (SBU)
personnel, to compromise Signal messenger accounts” (SSSCIP, 2023, p. 18).

An element of surprise is often assumed to be an essential part of a suc-
cessful cyberattack. However, both reports and our informant emphasize the
predictability of the Russian cyberspace operations. Closer inspection of the
operations reveals that most of them are similar to earlier attacks, using the
same techniques and in some cases variants of the same malware. Again, the
ViaSat attack is a notable exception. Cyberspace operations after the inva-
sion in February 2022 is therefore best seen as a continuation of cyberspace
operations during the years leading up to the invasion, with cyberattacks in
2022 copying cyberattack going as far back as 2015.

Access

Five methods for gaining initial access and delivering malware to computer
systems—shared by destructive and espionage operations—are observed in
Ukraine: Exploitation of technical security vulnerabilities, spreading of mal-
ware through email (usually in email attachments; often called phishing), cre-
dential harvesting through email (tricking people to give up their usernames
and passwords; another form of phishing), spreading of malware through
pirated software (free downloads of licensed software), and through supply
chains (attacking ICT providers and planting malware in their products or
services to target their customers). Google (2023, p. 10) observed a “steady
drumbeat” of phishing campaigns targeting Ukrainians, presumed to be the
main method for the actors to gain access to target systems, with a signif-
icant increase before the invasion, and several peaks during the first year
after the invasion. Our informant points to phishing campaigns following
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kinetic attacks on Ukrainian infrastructure, exploiting (by pretending to be
related to) the relief efforts, and emphasizing an opportunistic aspect of the
campaigns.

Actors

The reports points to Russian so-called “Advanced Persistent Threats
(APTs)” or “nation-state actors” as the adversaries behind the attacks.
These actors are usually assumed to be units within the Russian secret
services FSB, GRU, and SVR; however, they are given various identifiers
or monikers by security and software companies. The most prominent
actors observed in Ukraine are Gamaredon (FSB), Turla (FSB), Dragon-
Fly (FSB), Sandworm (GRU), APT28/Fancy Bear (GRU), and APT29/Cozy
Bear (SVR). In addition, a group assumed to be associated with the Belaru-
sian government, often identified as GhostWriter, has been observed. It is
assumed that these groups have different specialties: DragonFly and Sand-
worm specializing in destructive attacks, Turla and APT29/Cozy Bear spe-
cializing in sophisticated cyber espionage, Gamaredon specializing in mass
phishing campaigns, and so forth. Most of the actors’ ties to Russian secret
services are confirmed by Western intelligence agencies (e.g., CISA, 2022).
However, the attribution of concrete cyberattacks to actors seems in most
cases to be technical, that is, by matching technical indicators (such as char-
acteristics of malware or use of hacking techniques) to what is previously
known about the actors.

Hacktivism

Hostilities in cyberspace have also taken the form of persistent Distributed
Denial of Service (DDoS) attacks (and to a lesser degree cyberattacks referred
to as website defacement and hack and leak), targeting Ukraine and support-
ing countries. Despite the unprecedented number of destructive cyberattacks
of Russian governmental agencies, by far the largest volume of cyberattacks
observed during the war are these kinds of simpler attack. A few of these,
especially some of the earlier ones, are attributed to nation-state actors.
GhostWriter is assumed to be behind the defacement of 70 Ukrainian web-
sites on February 14, while DDoS attack on February 15-16 and 23 are
assumed to be of Russian “nation-state” origin. However, the overwhelming
majority of the attacks were carried out by “hacktivists,” that is, groups of
activists with political, patriotic, or nationalist motives, but with seemingly
only loose relations to the government.

Reports list up to 70 pro-Russian hacktivist groups (and also a large num-
ber of pro-Ukrainian groups targeting Russia and Belarus). In contrast to
the so-called nation-state actors, attribution seems mostly to be based on
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the hacktivists’ declarations of responsibility for (or bragging about) the
attacks on Telegram and other social media. One of the most active and vis-
ible groups has been Killnet. The group came to prominence in March 2022
and communicates through Telegram channels. The reports indicate that
over the first year of the invasion, Killnet started functioning as a hub for the
consolidation of hacktivist groups, with other groups starting to act as sub-
sidiaries of Killnet. In the same period, an increased sophistication of attacks
attributed to Killnet was observed, which was connected to observations that
Killnet seems to have established contact with Russian secret services. Killnet
conducted DDoS attacks in Ukraine but is notoriously known for its “dec-
laration of cyber war” and launch of DDoS attacks on countries supporting
Ukraine (RCDC, 2022b, p. 7).

Lithuania and Estonia were among the most targeted countries. Lithu-
ania reported “a huge wave of DDoS attacks against the public and private
sectors . . . aimed at 130 public accessible websites” in June 2022, but that
“[t]he attacks did not damage the companies’ information systems” (Min-
istry of National Defence of the Republic of Lithuania, 2023, p. 9). On the
other hand, Lithuania experienced fewer incidents by other types of cyberat-
tacks than previous years, assumed to be because “most such attacks targeted
Ukrainian state institutions” (p. 11). Estonia reported “an unprecedented
number of denial-of-service attacks” in 2022, four times more than in 2021,
with “volumes . .. a hundred times higher than [the infamous DDoS attacks]
in 2007” (Information System Authority, 2023, p. 8). However, as in Lithua-
nia, the consequences of the attacks were negligible. Norway was less affected,
but a wave of DDoS attacks in June and July 2022 made “a large number of
Norwegian organizations” [authors translation] (NSM, 2022, p. 16) experi-
ence downtime on their webpages and the second half of 2022 saw “six-fold
the number of DDoS attacks compared with the three preceding years com-
bined” [authors translation] (NSM, 2023, p. 10). The Norwegian reporting
emphasizes that the attacks did not have serious consequences, and that the
attention given to the DDoS attack, and thus the effect in the form of unease
in the population, was unproportional compared to the consequences of the
attacks. In both Estonia and Norway, DDoS attacks have been observed to
respond to political decisions, such as the webpages of the Estonian parlia-
ment being attacked after the parliament condemned the Russian annexation
of eastern Ukraine.

Ukraine's defensive response

Brantly (2022) describes how the Ukrainian cyber defenses in 2014 was in a
sorry state. In the aftermaths of the Euromaidan revolution, “Ukraine was in
political and bureaucratic disarray” (p. 159), and the governmental organi-
zations responsible for cybersecurity and cyber defense, as other parts of the
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Ukrainian government, were plagued by corruption, bureaucratic infighting,
fragmentation, underfunding, and Russian infiltration. From 2015, how-
ever, systematic efforts to strengthen national cyber capabilities were started.
Overall directions for the efforts were laid out in the country’s first national
cybersecurity strategy, approved by presidential decree in 2016. A revised
cybersecurity strategy was approved in 2021 (Brantly, 2022; Shypilova,
2019; Streltsov, 2017; President of Ukraine, 2021).

Over the period from 2014 to 2022, Ukraine has experienced a large num-
ber of cyber-attacks attributed to Russian actors, to the degree that the coun-
try has been described as “Russia’s test lab for cyberwar” (Greenberg, 2017;
see also Greenberg, 2019). The national cybersecurity strategy cites “hybrid
aggression of the Russian Federation against Ukraine in cyberspace” (Presi-
dent of Ukraine, 2021) as a dimensioning threat, and clearly this has been
one of the drivers in the establishment of functioning cyber defense capabili-
ties from 2016 onward. Furthermore, it has enabled Ukrainian cyber defend-
ers to observe and learn Russian tactics.

At the strategic level, cybersecurity is recognized as a part of national secu-
rity, and the national cybersecurity strategy thus follows the national security
strategy. Furthermore, cybersecurity at the strategic level is coordinated by
the National Cybersecurity Coordination Center (NCCC), which lies under
the National Security and Defense Council (NSDC) led by the Ukrainian
president. As the head of the National Security and Defense Council, the con-
stitution of Ukraine gives the president decisive influence over national secu-
rity. On the other hand, his power is limited by the Ukrainian constitution
demanding that all powers and responsibilities given to governmental agen-
cies must be assigned and regulated by legislation. Thus, the 2016 national
cyber strategy followed the 2017 Law on cybersecurity, regulating the roles
and powers of agencies involved in national cybersecurity and cyber defense
(Brantly, 2022; Shypilova, 2019; Streltsov, 2017).

At the operational level, the State Service of Special Communication and
Information Protection of Ukraine (SSSCIP) is the coordinator of the Ukrain-
ian national cyber capabilities. The agency reports to and advice the president,
the cabinet, and the parliament; coordinates capabilities; and coordinates
with governmental agencies, local authorities, and public and private sector.
Furthermore, SSSCIP is responsible for detecting, preventing, and responding
to cyberattacks through its operation of the State Cyber Protection Centre
(SCPC) and the Computer Emergency Response Team of Ukraine (CERT-UA).
During the first year of the invasion, SSSCIP had a particular responsibility
for Ukraine’s critical infrastructure and telecommunication networks. The
Security Service of Ukraine (SSU) has a double role as a counter-intelligence
agency and a specialized law-enforcement agency. In these two capacities it
has the responsibility of combating cyber-espionage and sabotage of critical
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infrastructure, as well as investigating incidents involving key information
infrastructure (Streltsov, 2017, pp. 158-161; SCPC, n.d.).

Ukraine's international support

The establishment, modernization, and professionalization of the cyber defense
structures has been helped by substantial support, both financially and in the
form of training, from USA, NATO, and EU countries. An example of this is
the formation in February 2021 of the National Cybersecurity Cluster as a
cooperative effort of NSDC and the NGO U.S. Civilian Research and Devel-
opment Foundation (CRDF Global), and with support of the U.S. Depart-
ment of State. The goal of the National Cybersecurity Cluster is to strengthen
cybersecurity in Ukraine by activities, such as policy development and aware-
ness training, and by coordination between governmental institutions, inter-
national partners, and the private sector. Another example is the activation
of EU’s Cyber Rapid Response Teams in support of Ukraine on February 22,
2022—two days before the invasion. Support from other nations, in the form
of training, analysis and information sharing, continued after the invasion.
In Lithuanian reporting, for example, there are more emphasis on support of
Ukraine than measures taken in Lithuania in response to the invasion.

The establishment of public-private partnerships within cybersecurity has,
for several years, been an ambition but also a challenge for the Ukrainian
government. The Ukrainian cybersecurity strategy of 2021 emphasized that
“an effective model of public-private partnership remains unresolved” (Presi-
dent of Ukraine, 2021), and the International Foundation for Electoral Sys-
tems reported in 2019 that “[r|epresentatives of the SSSCIP acknowledged
that private companies are not eager to cooperate with the state authorities
predominantly because they do not see the benefits of such cooperation”
(Shypilova, 2019, p. 17; see also Streltsov, 2017, p. 161).

However, with the invasion in 2022, this seemed to change. A central ele-
ment in “NCCC’s response to the escalation in cyberspace” was that “private
sector quickly became involved” (National Cybersecurity Cluster, 2022b).
Furthermore, reports are asserting that substantial support from interna-
tional private companies strengthened Ukrainian cyber defense capabilities.
Large cooperations like Microsoft and Google, as well as smaller cybersecu-
rity companies, have provided licenses to cybersecurity software, cloud ser-
vices, and detection and analysis of cyberattacks. In March 2022, the Cyber
Defense Assistance Collaborative (CDAC) was established on initiative of
CRDF Global and independent U.S. cybersecurity experts. CDAC organ-
ized support of NCCC with threat intelligence and cybersecurity technolo-
gies and services from a number of international cybersecurity companies
(CDAC, 2024). By the reports of this study, this international support may
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have been a decisive factor in the relative success of the defense of the Ukrain-
ian cyberspace. Beecroft (2022) has made similar observations based on
interviews with a number of stakeholders.

Conclusion

This chapter has described Russia’s cyber offensive during the 2022 full-scale
invasion of Ukraine and scrutinized the Ukrainian countermeasures. Based
on this, both theoretical and empirical considerations can be made.

Theoretically, cyberspace operations may figure as an integral part of a
broader military assault, but only in a supporting capacity. Hostilities in
cyberspace may be seen as part of a strategic effort to undermine and disrupt
the civil society that, as often postulated, resides in a gray zone between
peace and war. As shown in this study, this is true even when cyberspace
operations and cyber warfare are conducted in the context of a conventional
war. Hostilities in cyberspace are only loosely connected to the military cam-
paign, and not necessarily confined to the hot conflict, neither in time nor in
space. Thus, a picture emerges of cyberspace as a parallel battlefield to the
war “on the ground.” Mueller et al. (2023), though their goal is to counter
the idea of decisive cyber-attacks, reach a similar conclusion.

Empirically, as cyberspace operations and cyber warfare blur the distinc-
tion between peace and war, there are no fundamental differences in the
preparations needed to defend against peacetime cyberspace operations
and against cyberspace operations in war. The ability to scale up the cyber
defense capacities as conflicts escalate, however, is essential. Without utilizing
the capacities of supporting nations and international technology corpora-
tions, such a rapid scaling up is not possible. Efficient and effective cyber
defense is dependent on threat intelligence, and not the least access to tech-
nologies provided by private companies. The implication is twofold. First,
national preparedness in cyberspace requires good international relations
and mechanisms for coordinating with the private sector. Second, not only
the offensive side of cyber warfare but also the cyber defenses contribute to
blurring the boundaries and creating a gray zone around the measures taken
in cyberspace.

In the analysis of the empirical data, the perhaps most striking observa-
tion is the opportunistic and predictable nature of the Russian cyberspace
operations. These are contrary to common perceptions about the “advanced
and persistent nation-state actors” and unpredictable and surprising cyberat-
tacks. Opportunistic and predictable are traits more often associated with
cyber criminals. These two properties are not unrelated, however. The oppor-
tunistic nature of the Russian cyber-attacks may at least partly explain their
predictability: If the attackers can spot opportunities, then defenders should
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be able to spot them as well. For the development of defenses against cyber
and hybrid threats, this is perhaps where we may find the greatest potential
for lessons learned.
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THE TRANSFORMATION OF HYBRID
THREATS INTO FULL-SCALE WAR

The case of Ukraine, 2014—-2022

Yevhen Mahda and Viacheslav Semenenko

Introduction

The level of conflict may influence on an aggressor’s use of hybrid threat instru-
ments (see Heier, ch. 8). The unleashing of the large-scale Russian-Ukrainian
War caused a new era of geopolitical challenges and served as a push for
transformative dynamics as to hybrid threats. In this chapter, the following
question is addressed: How have the instruments and targets of hybrid threats
evolved over time during Russia’s war against Ukraine, especially in response
to the increasing intensity of the conflict? What lessons can be drawn for
the future? The chapter first describes the methods and targets of hybrid
threat used by Russia before the 2022 full-scale invasion, and how the hybrid
techniques changed after the full-scale invasion. By analysing the facts and
drawing the logical chain between them, the chapter presents a nuanced pic-
ture of Russia’s operations against Ukrainian sovereignty and independence;
first, through an operational phase characterised by hybrid threat techniques;
thereafter, by a more conventional modus operandi. Through an examina-
tion of the Russia’s actions, the analysis deduce key lessons on how civilian
and military authorities may address hybrid threats in a war-torn European
theatre.

More knowledge on how Russia’s hybrid operations against Ukraine’s
sovereignty unfolded is important. This is because such threats represent a
contemporary and multifaceted challenge to global security. The blending
of conventional military actions, cyber operations, and information warfare
defies traditional paradigms of conflict analysis. Understanding the dynam-
ics of hybrid threats in relation to conventional war is crucial for shaping
effective counteracting strategies, safeguarding national and international
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security, and responding diplomatically to the evolving geopolitical land-
scape (Weissman et al., 2021).

How did Russia employ hybrid threats before full-scale invasion?

The Russian Federation’s large-scale invasion of Ukraine, which began on
February 24, 2022, demonstrated that the Kremlin’s arsenal of hybrid threat
tools was tried out without the expected effect. During 2014-2022, Russia’s
Armed Forces failed to gain operational control over Ukraine despite the sei-
zure of Crimea, the instigation of the war in Donbas, and the various actions
aimed at destabilizing the situation inside Ukraine. Instead, Ukraine’s inter-
nal stability grew significantly and took numerous important domestic and
foreign policy steps to stabilise the situation. The occupation of Crimea and
the low-intensity hostilities in the east of Ukraine (however, according to the
UN, at least 13,000 people became their victims [1]) paradoxically influenced
the strengthening of Ukraine’s ability to resist. The Kremlin’s choice of hybrid
threat tools should be analysed in the following context:

Political speculations on the Minsk Agreements

First, several factors shaped public attitudes. The very fact of the existence
of agreements of the Ukrainian political leadership with the Kremlin, despite
the presence of mediators, was perceived ambiguously, as well as Russia’s
desire to hide from responsibility for its own actions behind puppets repre-
senting the self-proclaimed Donetsk People Republic (DPR) and Luhansk
People Republic (LPR). Both agreements were reached after dramatic events
for the Ukrainian Armed Forces—the tragedy near Ilovaisk [2, 3] and fierce
battles for Debaltseve [4]. The interest of the European leaders of that time—
German Chancellor Angela Merkel and French President Francois Hollande—
in minimising hostilities was perceived by Ukrainian society as aiding the
Kremlin.

Resource support for pro-Russian politicians, public opinion leaders,
and journalists

After Ukraine’s independence in 1991, the Russian political management tried
to establish effective control over the political development of Ukraine. Rus-
sian political technologists—people who organise political processes in the
society and organise communication between authorities and people—took
an active part in election campaigns in Ukraine, filling them with the Krem-
lin narratives. The situation did not change radically after the 2004-Orange
Revolution challenged the Kremlin’s dominance in the post-Soviet space.
Viktor Yanukovych’s rather quick return to power (first as prime minister
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in 2006, and then elected president in the democratic presidential elections
of 2010) demonstrated the effectiveness of Russian instruments of influence.
Actually, only the 2014-Revolution of Dignity in extremely dramatic condi-
tions changed the paradigm of Ukrainian political development, but it did
not manage to finally throw pro-Russian politicians out of Ukrainian politi-
cal life. The Ukrainian efforts to break out of Russia’s sphere of influence
accelerated significantly by Russia’s full-scale invasion.

Several pro-Russian parliamentarians and officials were active in trying
to influence the Ukrainian political system and were regarded as political
collaborators. Some pro-Russian Ukrainian politicians consistently brought
disruption to American-Ukrainian relations on the eve of the large-scale inva-
sion of Russia [5]. [Title and forename or former position, so that the reader
understands what you are elaborating on] A politician like Viktor Medved-
chuk has been accused of being one of the main ideologists behind the inva-
sion of Ukraine by Russian forces [6].

Creating a parallel information reality through TV channels and internet

Use of media played an important role in facilitating hybrid threats by sup-
porting TV channels controlled by pro-Russian forces and strengthening the
information influence on the Ukrainian agenda of anonymous telegram chan-
nels controlled by Russian special services.

The creation of the conditional “TV holding of Medvedchuk” on the basis
of the TV channels “112. Ukraine”, ZIK, and NewsOne created opportuni-
ties for conveying the ideological position of the Kremlin not only to the
citizens of Ukraine but also to representatives of the political establishment
of the Ukrainian state. The studio of the TV channel seems to be an almost
ideal platform for this because it allowed the use of the principle of freedom
of speech and regulated competition between various actors in the political
process. The decision of the National Security Council to ban the broadcast-
ing of these TV channels [7] is viewed by some researchers as a catalyst for
a large-scale Russian invasion of Ukraine, as it marked the collapse of a
significant segment of the Kremlin’s hybrid technologies used in relation to
Ukraine.

At the same time, it can be argued that the promotion of the Telegram
messenger in the Ukrainian information field, the use of which was charac-
teristic mainly of representatives of the post-Soviet space, allowed Russia
to solve several important tasks. Among them is the formation of a parallel
information reality using anonymous Telegram channels and the replace-
ment of influential television channels with Telegram channels, which are
able to convey information to the information consumer faster. This com-
munication activity testifies to the strategic importance of the information
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field in modern wars, and the transformation of the methods of influence
allows us to talk about Russia’s ability to adjust the mechanisms of influ-
ence to current tasks.

Consistent dehumanisation of Ukrainians, and creation of an image of
Ukraine as a failed state

A range of tools were employed to undermine the Ukrainian state and the
image of the Ukrainian population. A textbook example was the “cruci-
fied boy from Sloviansk” [8], which became a fake that operated in the
information space for a long time. The case of the crucified boy is a mes-
sage which was broadly spread via Russian media. The information source
referred to someone named Galina Pushnyak. The message talked about a
small boy from Slavyansk who was crucified by Ukrainian soldiers. This
fake is the most famous fake of the hybrid war of Russia against Ukraine.
It became an effective example of using stereotypes to mobilise human
resources.

Rejecting the very possibility of Ukraine functioning as an independent
state is inherent in the Kremlin’s policy, despite the recognition of the invio-
lability of Ukrainian borders in the Treaty of Friendship and Partnership
[9], which was signed on May 31, 1997, by Russia’s President Boris Yeltsin
and Ukraine’s President Leonid Kuchma. In the practical sphere, this caused
Russian propaganda to use the phrase “Kyiv regime” from the first half of
2014, to promote the thesis about a coup d’état in Kyiv through all possible
information channels, which resulted in the overthrow of Viktor Yanuko-
vych’s power. Russia made maximum diplomatic and informational efforts to
reduce Ukraine’s weight in the international arena for obvious reasons: Mos-
cow is aware of Ukraine’s potential and its ability to become a counterweight
to Russian influence, at least in the post-Soviet space.

Discrediting Ukraine in the eyes of the world community

Among the advantages of the Kremlin is their understanding of the function-
ing of Western institutions and the perception by the local elites (politicians,
businessmen, and leaders of public opinion) of the situation in the surround-
ing world. Therefore, the Russian information triad, created on the basis of
a private-state partnership (Russia Today—Sputnik Media—troll factory in
Olhino), consistently tried to discredit both the independence of Ukraine and
the prospects for its development. Critical assessments of the situation in
Ukraine invented problems, and sometimes, elements of a parallel informa-
tion reality were reflected in the information activities of the Russian propa-
ganda machine [10].
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The consistent discrediting of the “Azov” regiment in the eyes of the West-
ern community can be called one of the revealing points in this matter. Rus-
sian propagandists accused this unit of the Defence Forces of Ukraine of “all
mortal sins”, but reality proves that these insinuations are far-fetched [11].
The use of provocation with the symbol of “Azov” during the referendum
in the Netherlands on the ratification of the Association Agreement between
Ukraine and the EU is an example [12]. Maybe brightest example of such
provocation—the active naming of Azov as “neo-nazis” in USA [13].

Efforts to use energy leverage to ensure the realization of one's own
interests in Russian-Ukrainian relations

An important part of the Russian threat picture was the control of energy
resources.

The occupation of the Crimean Peninsula was accompanied by the seizure by
Russian troops of drilling rigs on the Black Sea shelf, known in the Ukrainian
information space as “Boyko Towers” [14]. (In September 2023, the Defence
Forces of Ukraine regained control over these facilities [15].) With the capture
of a part of the Donetsk and Luhansk regions, Ukraine began to experience a
shortage of coking coal, necessary for metallurgical production, which con-
tributed to the filling of the State Budget of Ukraine. The successful Ukraine
consideration of the dispute between Naftogaz of Ukraine and Gazprom in the
Stockholm arbitration [16] became the latest example of a review by the coun-
terparties of the Russian energy monopoly of the terms of supply of energy
resources. The “Kremlin’s gas weapon” was discharged, so Putin switched to
other methods of influencing the situation in Ukraine.

Obstruction of efficient logistics of goods of Ukrainian origin

Several tools for obstructing transport were employed. The Kerch (Crimea)
Bridge, completed in 2018, is perceived as a symbol of Putin’s ambitions for
the occupied Ukrainian peninsula. It also connected the occupied Crimea
with the Russian mainland, simplifying the transhipment of cargo, and lim-
ited the deadweight of ships that took grain, ore, and other export products
from Ukrainian Azov ports. This was critical for maintaining the normal
functioning of the Ukrainian economy [17].

At the beginning of the conflict on the territory of Ukraine, Russia aimed
to create a chain of self-proclaimed “people’s republics” that could destroy
economic contacts and logistics inside Ukraine. In this context of the events
of the spring of 2014, not only the self-proclaimed DPR and LPR but also
the unsuccessful attempts to seize power by pro-Russian forces in Kharkiv
and Odesa are important [18]. These failures forced Russia to implement an
expensive and rather risky project to build the Kerch Bridge.
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Search and recruitment of agents of Russian special services in the
interests of future Russian aggression

An example of the continuous search and recruitment of agents of Russian
special services was the continuous work of the representative office of “Ros-
sotrudnichestvo”. This is an organization that takes care of building relations
with Russian compatriots (read—forms the structures of the “Russian world”
in the post-Soviet space) for a long time, had the status of a diplomatic institu-
tion in Ukraine, continued to work even after the annexation of Crimea, and
carried out subversive actions, essentially measures against Ukrainian state-
hood. Only in the spring of 2021, did this organization cease its operation in
Ukraine, thereby eliminating the legal channel for promoting the Kremlin nar-
ratives. The main target group for the recruitment is the people who actively
demonstrated interest in and support for the “Russian world” values and ideas.

Using problems in Ukraine's relations with other neighbouring states in
one's own interests

The lack of a consistent policy of official Kyiv to build good-neighbourly rela-
tions created a specific environment for provocations. Therefore, the echoes
of the Volyn tragedy (the ethnical cleanings, organised by Ukrainian rebels in
1942-1943) were reflected, in particular, in the grenade attack on the build-
ing of the Consulate General of the Republic of Poland in Lutsk ([19], the
crisis in relations with Hungary—in the burning of the building of the Society
of the Hungarian Language and Culture (this crime was discovered by the
Polish special services) [20], in the legislation of Ukraine there is a concept
“Moldovan language”, although it itself is artificial [21]. The activities that
were targeted at the sensitive for Ukraine’s neighbours’ topics, Kremlin cre-
ated tension along the whole Western and South borders of Ukraine. In addi-
tion, it complicated the potential process of European integration of Ukraine.

Identification of the weak points of the domestic economy, sabotage of
the implementation of defence programmes and measures to modernise
the Armed Forces

Long-term economic and political contacts allowed the Kremlin to establish
reflexive control over the development of Ukraine in certain sectors of the
economy, sabotage the necessary transformations, and inhibit the develop-
ment of promising industries. Reflexive control is the concept used by Russia,
whose main tool is the influence on the emotions of opponents and further
manipulation with the aim of controlling their further activities. All this had
a negative impact on Ukraine’s defence capabilities and its preparation for
repelling aggression. However, it should be emphasised that the Kremlin did
not manage to fully achieve its goals, which is evidenced by the destruction
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of the flagship of the Russian Black Sea Fleet, the missile cruiser Moskva by
anti-ship missiles Neptune of Ukrainian design and production [22].

Striving to use Ukraine's status as a country of transitional democracy
in one's own interests

For a long time, Russia tried to manipulate the political processes inside
Ukraine, to inhibit its socio-political development. The goal of the Krem-
lin is obvious: Ukraine should remain in the political “grey zone” for as
long as possible, and not to participate in the processes of European and
Euro-Atlantic integration. The beginning of the large-scale invasion of Russia
proved that Ukraine’s course for joining NATO and the European Union had
no alternative [23].

It should be emphasized that the Russian political leadership in the imple-
mentation of the aforementioned aspirations was distinguished not only by
the presence of a significant number of resources but also by an irrational
belief in the effectiveness of its own tools, a bet on proven personnel, and a
known pattern in the use of these measures. The system of decision-making
within the Russian system of government involves minimal discussions about
the ways of implementing the plan and, as experience shows, a lack of con-
sideration of Ukrainian realities. This significantly reduced the Kremlin’s
ability to influence the situation in Ukraine.

Apparently, in Russia, [the former Ukrainian president] Petro Poroshen-
ko’s defeat in the 2019 presidential elections [24] was considered a tac-
tical success, and they counted on a change in Ukraine’s foreign policy
course. This is evidenced, in particular, by Vladimir Putin’s agreement to
the meeting of the Normandy Four in December 2019 in France [25] and
the reaching of agreements on the transit of Russian gas through the terri-
tory of Ukraine, subject to the payment of compensation determined by the
Stockholm Arbitration in favour of Naftogaz of Ukraine [26]. However, the
Kremlin’s plans turned out to be unrealized due to the lack of proper sup-
port within Ukrainian society.

The stay of President Volodymyr Zelenskyi in power did not justify the
Kremlin’s calculations to find opportunities for dialogue with him; public curt-
seys to the President of Ukraine did not change the negative perception of the
actions of the Russian Federation. Ukraine, despite the occupation of Donetsk
and Luhansk regions by Russia in 2014-2021, did not go the way Georgia, for
example, went after Mikheil Saakashvili’s departure from power [27].

What changed after the 2022 invasion?

Even though the Russian aggression had been active long before, the
large-scale invasion has changed several significant aspects of Russian state
policy towards Ukraine. In particular, the following aspects can be defined:
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Russia moved to the use of armed forces to the maximum extent
possible and launched a military propaganda machine

At first glance, this seems completely logical and predictable, given the previ-
ous actions of the Kremlin. However, there are several factors that must be
taken into account. Although the Russian propaganda machine managed to
rebuild itself during the large-scale hostilities (for example, the case of the
speaker of the Ministry of Defence of the Russian Federation Igor Konashen-
kov ceased to be the only speaker reporting on the situation in the com-
bat zone), the effectiveness of the Kremlin’s propaganda did not increase.
As a reminder, according to the official rhetoric, military operations against
Ukraine, which became the largest war in the 21st century, are defined as
“special military operations”.

The category “war crimes” returned to widespread public use due
to the actions of the occupation forces of the Russian Federation on
Ukrainian territory

War crimes are the tool of threatening and pressure not only on the citizens of
Ukraine but also on the citizens of other countries. In such way, Russia tries
to threaten them and deprive from the will to resist.

The criminal actions of the Russian occupiers became one of the factors
that shaped approaches to the perception of this confrontation around the
world. The executions of the civilian population in Bucha [28] and other
suburbs of Kyiv, the tragedy of the siege of Mariupol [29], the actions of
the occupiers in the city of Izyum in the Kharkiv region [30] became exam-
ples of crimes against humanity. We can also mention the name of the camp
for prisoners of war Olenivka in the Donetsk region, where, in the sum-
mer of 2022, as a result of an explosion, more than 50 captured Ukrainian
defenders of “Azovstal” were killed [31]. The nature and scale of war crimes,
which are based on the dehumanization of Ukrainians as part of the state
policy of the Russian Federation, prompted the creation of the International
Group for Documenting Russian War Crimes in Ukraine, and the process of
preparing for the creation of an International Tribunal for their assessment
continues [32].

Unprecedented decision of International Criminal Court

The abduction of Ukrainian children can be interpreted as a separate trend of
the Russian occupation policy as a separate case of the large-scale migration
crisis caused by Russia’s aggression against Ukraine. This course of action by
the Kremlin was evaluated by the International Criminal Court, which on
March 17, 2023, issued an arrest warrant for the President of the Russian
Federation, Vladimir Putin, and the Children’s Ombudsman of the Russian
Federation, Mariya Lvova-Belova [33]. Although the International Criminal
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Court has previously issued arrest warrants for heads of state, the arrest war-
rant for the head of a nuclear state appears to be an unprecedented decision
that forced the Kremlin to significantly limit Putin’s international activities,
actually leading to his partial isolation. The characteristics of this crime tes-
tify to the significant attention not only of the international community but
also of lawyers to the events of the Russian-Ukrainian war.

The Nazi-labelling of opponents

With the beginning of large-scale hostilities, Russian officials and the media
used a terminology with the ideological colour of World War I[I—*“Nazis”,
“fascists”, etc. A find for Russian propaganda was the participation of Yaro-
slav Hinka, a former soldier of the Waffen SS “Halychyna” division, in the
solemn speech of the President of Ukraine Volodymyr Zelensky in the Parlia-
ment of Canada [34]. Official Russian media prefer to use the terms “mil-
itants” and “mercenaries” when talking about servicemen of the Defence
Forces of Ukraine. In this way, they actually form a parallel information
reality and try to level down the significant support of the Defence Forces of
Ukraine by the population of the country. It can be noted that the Russian
media call the drone attacks on the military infrastructure of the Russian
Federation “terrorist” [35], without giving similar assessments to the Rus-
sian attacks on residential buildings in Ukraine.

Violation of the rules of war

The Russian authorities systematically and consistently ignore the norms of
the Geneva Convention regarding the observance of the rights of prisoners
of war, in particular, by holding a show trial against the former defenders
of “Azostal” [36]. These actions can be considered as a continuation of the
policy defined earlier, aimed at discrediting the “Azov” regiment. However,
it is worth noting that Russia suffered a powerful image blow, because the
defence managers of “Azovstal” were not only exchanged for Viktor Med-
vedchuk [37] but also returned home in the summer of 2023, where they
continued to serve [38].

The desire to discredit the political leadership of Ukraine was replaced by
the Kremlin’s attempt to drive a wedge between the political and military
leadership of Ukraine and violate the integrity of state governance. Russian
propaganda tried to spread information about the serious wounding of the
commander-in-chief of the Armed Forces of Ukraine, Valery Zaluzhny, con-
stantly pedalling insinuations about the contradiction between Zelensky and
Zaluzhny in anonymous Telegram channels. Russian propagandists expect
that these messages will become the basis for contradictions within Ukrain-
ian society, but their aspirations seem futile.
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Nuclear blackmail

Nuclear blackmail in various forms (capture of the Zaporizhzhia and Chor-
nobyl NPPs by Russian troops, information operation with the participation
of the Russian leadership regarding the “dirty nuclear bomb”, mining of the
Zaporizhzhia NPP) has become one of the key areas of Russian state policy.
Russian troops seized the Chornobyl and Zaporizhzhia nuclear power plants
in the first weeks after the large-scale invasion. The first is the most famous
nuclear facility in the world, decommissioned more than 20 years ago; the
second is the most powerful nuclear power plant in Europe. In March 2022,
the occupiers were forced to leave the territory of the Chornobyl NPP; how-
ever, the Zaporizhzhya NPP became the subject of constant manipulation.
Let’s pay attention to them.

Vladimir Putin’s decree on the transfer of the Zaporizhzhia NPP to Rus-
sian ownership became an example of the world’s largest interstate theft
of an energy infrastructure object, carried out publicly. Despite the visit to
the nuclear power plant (NPP) by the International Atomic Energy Agency
(TAEA) delegation led by the president of the organization, Raphael Grossi,
TAEA observers remained at the Zaporizhzhia NPP, but this did not prevent
the occupiers from mining this energy facility [39].

Russia did not limit itself to measures of a military nature. In the fall of
2022, the Kremlin conducted a large-scale informational and psychologi-
cal operation aimed at discrediting Ukraine. Russian Defence Minister Ser-
gei Shoigu [40], Foreign Minister Sergei Lavrov, and State Duma Speaker
Vyacheslav Volodin accused the Ukrainian leadership of preparing to use a
nuclear bomb in southern Ukraine. Corresponding hints were also made by
Vladimir Putin. It can be assumed that the ideologue of this operation was
the deputy head of the Kremlin administration, Sergei Kiriyenko, who for a
long time headed the Rosatom corporation [41] and is currently responsible
for the implementation of the occupation policy in the territories of Ukraine
seized by Russia.

Although the placement of Russian tactical weapons in Belarus can obvi-
ously also represent a danger for Ukraine, it seems that the Kremlin has
chosen Lithuania and Poland as the focus of psychological pressure in this
case. The official confirmation of this step by the Kremlin came only from
the mouth of the head of the Main Intelligence Agency of the Ministry of
Defence of Ukraine Kyryl Budanov [42], and NATO representatives have
not yet voiced such information. Information manipulation around nuclear
weapons on the territory of Belarus, a combination of conventional (tactical
nuclear weapons) and non-conventional (prospects of placing units of the
“Wagner” PMC on the territory of Belarus) testify to the Kremlin’s plans to
exert psychological pressure on countries that are quite clearly aware of the
scale of the Russian threat. This is evidenced by the publications of one of the
ideologues of the current Russian government, Sergei Karaganov [43].
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Targeting critical infrastructure

The destruction of the Kakhovska hydroelectric power plant can be assessed
as an act of ecocide on the part of Russia, which generally corresponds to the
strategy of inflicting as much damage on Ukraine as possible. The destruction
of the Kakhovska hydroelectric power plant (HPP) in the Kherson region,
which occurred on the morning of June 6, 2023, was not only a large-scale
man-made disaster. The consequences of this tragedy for local residents, the
environment, and the economy can be compared to the consequences of using
a tactical nuclear charge without the direct use of weapons of mass destruc-
tion. The destruction of the Kakhovska HPP dam aggravated the problem of
nuclear safety at the Zaporizhzhia NPP because the reservoir for cooling the
reactors was fed with water from the Kakhovska reservoir.

The list of challenges is obviously not exhaustive, as the fighting, which is
the most intense in the 21st century, continues. However, it can be argued that
during the period after the beginning of the large-scale invasion of Ukraine,
Russia combined the previous developments of anti-Ukrainian policy with
the desire to react to the new situation, without going beyond the boundaries
of its own ideological paradigm.

Classification of hybrid threats

Based on the previous description of Russia’s use of hybrid techniques, and
the changing character of this employment after the 2022 invasion, the fol-
lowing question is addressed: How can the totality of the hybrid threat envi-
ronment in Ukraine be categorised? Two years into the full-scale invasion, a
complex of challenges for the Ukrainian society has emerged. Their prelimi-
nary classification is as follows:

1) Transitional operations employed in the 2014-2022 period targeting
Ukraine’s socio-political stability:

¢ Efforts to discredit the political and military leadership of Ukraine.

¢ Disinformation influence on Ukrainian society with the use of various
information dissemination technologies.

¢ Denial of Ukrainian statehood and the very possibility of the existence
of the Ukrainian state.

¢ Efforts to shake the foundations of Ukrainian statehood in order to
prevent Ukraine from winning over Russia.

2) Operations in support of Russia’s large-scale invasion, aiming to under-
score the Kremlin’s ideological rationale

¢ Creation of the format of a “special military operation” aimed at sub-
duing Ukraine by force.
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¢ Application of nuclear blackmail technologies in various manifestations.

e Formation of the image of “liberators” for servicemen of the Russian
Federation.

¢ Ideological support of the process of forceful annexation of the occu-
pied Ukrainian territories.

¢ Replacement of the Russia Today—Sputnik duo, which became the

object of Western sanctions, by the Russian state news agencies RIA
Novosti and TASS.

3) Operations targeting Ukraine’s international legitimacy

¢ Assurance that the supply of Western weapons cannot change the situ-
ation in the theatre of operations.

e The statement that the crimes of the Russian troops in the occupied ter-
ritory of Ukraine are in the nature of insinuations prepared by British
and American specialists in information and psychological operations.

¢ Broadcasting messages about the failure of the Ukrainian State to the
countries of the Global South.

Conclusion

This chapter has scrutinised the following question: How have the instru-
ments and targets of Russia’s hybrid threats towards Ukraine evolved over
time, especially in response to the increasing intensity of the conflict, and
what lessons can be drawn for the future?

According to the analysis conducted, Russia’s large-scale invasion of
Ukraine should be seen as a consequence of the failure of other attempts to
bring the Ukrainian government under control. The Kremlin grossly over-
estimated its own strength and suffered painful defeats in the first weeks of
the invasion. More than two years into the full-scale invasion, the war has
become protracted, and Russia continues to rely on a combination of mili-
tary action and measures to destabilize Ukrainian society.

The military confrontation in the 21st century has the character of the War
of Independence for Ukraine and the anti-colonial war, the result of which
should be the defragmentation of Russia. Ukraine should promote to the
world agenda the thesis on the realization of the right of the peoples of Rus-
sia to self-determination and the dismantling of Russia in its current form.
The creation of the Rammstein format gives reason to assume a possible
reformatting of the UN system after the end of the Russian-Ukrainian War.

While this study seeks to shed light on the evolving tools and objectives
of Russian hybrid aggression against Ukraine, it is important to outline cer-
tain limitations that may affect the scope and generalizability of our findings.
First, the dynamic nature of hybrid war and the ongoing nature of the conflict
can make it challenging to record events in real time. Additionally, access to
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complete and accurate data, especially on covert operations and cyber activi-
ties, may be limited due to the sensitive nature of the topic. Basing a study on
historical context and available information may introduce some retrospec-
tive bias. Despite these limitations, this study aims to provide valuable insights
into hybrid conflict dynamics, contributing to a broader understanding of
contemporary security challenges. By filling in research gaps, researchers and
policymakers can expand collective understanding and develop more tailored
strategies to counter hybrid threats in a global security landscape.
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COUNTERING RUSSIA’S HYBRID WAR

The orchestration of Ukraine’s national resilience

Valerii Hordiichuk, Nina Andriianova and
Andrii lvashchenko

Introduction

Facing a broad range of hybrid threats, it is paramount for national authori-
ties to increase their ability to sustain territorial sovereignty through national
security efforts. The concepts of national resilience and national security are
therefore inextricably linked. But, in contrast to national security, which is
more military-oriented, national resilience is a concept that encompasses
countering threats in all spheres: political, economic, military-political, infor-
mational, ethno-cultural, social, ecological, etc. (Pyrozhkov, 2022).

According to the concept of ensuring the national resilience system put
into effect by the Decree of the President of Ukraine dated September 27,
2021, No. 479/2021, national resilience is the ability of the state and soci-
ety to effectively resist threats of any origin and nature, adapt to environ-
ment changes, maintain sustainable functioning, and quickly recover to the
desired balance after crisis situations (On ensuring the national resilience
system, 2021). The national resilience system is a complex of purposeful
actions, methods, and mechanisms of state authorities’ interaction, local
self-government bodies, enterprises, institutions, organizations, and civil
society institutes, which guarantee the preservation of safety and continuity
of functioning of the main spheres of life of society and the state before, dur-
ing, and after the onset crisis (Peredrii et al., 2023).

In this chapter, the following questions will guide the analysis: What
does a national resilience mean for the national security from the Ukrain-
ian point of view, and how is it possible to identify, assess, and prioritize
between threats?
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Countering Russia’s hybrid war 101

There are three reasons why this topic is important. First, it provides new
knowledge to academics, defence officials, and policy makers throughout the
Western hemisphere as to how Russian hybrid threats have materialized inside
a conventional total war paradigm. Second, experiences gained from Ukraine
may accelerate new expertise and procedures in European civic communities
that prepare for a tenser and unpredictable security environment. Third, scru-
tinizing Russian hybrid techniques allows Western forces to comprehend more
comprehensively the close interaction between kinetic and non-kinetic instru-
ments employed by Russian authorities in times of crisis and war.

The chapter is structured as follows. First, Russian strategies employed
towards Ukrainian authorities are described. Thereafter, Ukraine’s response
to Russia’s hybrid war is discussed. Finally, conclusions are deduced. The
main argument is as follows: in the context of war and, accordingly, a signifi-
cant state budget deficit, the issue of prioritizing measures to ensure national
security and, consequently, national resilience is becoming acute. To do
this, it is necessary to identify critical areas and directions that need to be
strengthened.

Literature review

It is worth highlighting a few thorough works that describe national resil-
ience as a social phenomenon in the state in a meaningful way. In the national
report “National Resilience of Ukraine: A Strategy for Responding to Chal-
lenges and Preventing Hybrid Threats”, S. Pyrozhkov (2022) and a team of
authors in the current geopolitical environment attempt to substantiate the
concept of national resilience as the resilience of a country’s civilizational
subjectivity.

In the monograph “National Resilience in a Changing Security Environ-
ment”, O. Reznikova (2022) explores the theoretical and practical aspects of
ensuring national resilience in a changing and uncertain security environment.
The patterns for national resilience system formation and its interaction with
the national security system. The peculiarities of adaptive management and
formation of systemic links.

The anthology “Theoretical and applied aspects of the Russian-Ukrainian
war: hybrid aggression and national resilience” (Koval, 2023), prepared by
the National Defence University of Ukraine, is devoted to the analysis of
Russian hybrid aggression and searching for countermeasures to it. Authors
emphasize that resistance to the aggressor in all spheres and domains is pos-
sible only if there is an effective system of national resilience.

While the previous works, investigate national resilience as a general term
based on the experience and significance of this concept for Ukraine, the
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works of W.-D. Roepke and H. Thankey focus on the study of the concept
of resilience based on the experience of NATO (Roepke & Thankey, 2019).
This study is devoted to the analysis of NATO’s basic requirements for
strengthening resilience, identifying risks and weaknesses of modern society
where national efforts to strengthen resilience are needed, and ensuring the
consistency and sustainability of efforts to strengthen resilience.

The book by G. Rouet and G. C. Pascariu “Resilience and the EU’s East-
ern Neighborhood Countries From Theoretical Concepts to a Normative
Agenda: From Theoretical Concepts to a Normative Agenda” (Rouet & Pas-
cariu, 2019) addresses the issue of resilience as a key concept in EU foreign
policy, providing a systematic assessment of specific shocks and risks related
to internal vulnerabilities (i.e. structural economic, social, institutional, and
political instability) and their long-term and medium-term impact on stabil-
ity, security, and sustainable development in the European region.

None of these works answers the question of how to adaptively distribute
efforts to counter hybrid pressure in the conditions of ongoing armed aggres-
sion. In this work, the authors proposed an approach to solving this problem.

Methodology

This study is based on several methods of data collection and analysis:

e collection and processing of statistical and analytical information from
open sources;

¢ cluster analysis method;

e systematic analysis;

e comparative analysis;

® retrospective analysis;

¢ generalization of personal experience and experience of scientists from the
National Defence University of Ukraine;

¢ method of expert assessments of the Centre for Military and Strategic
Studies of the National Defence University of Ukraine specialists, obtained
through interviews;

e empirical analysis and synthesis of collected materials;

¢ methods of abstraction and analogy.

In order to develop ways to increase Ukraine’s national resilience, the paper
solves interrelated scientific tasks: analysis of the main legislative frame-
work for ensuring Ukraine’s national resilience; analysis of the strategy,
methods, and tools of the Russian Federation’s hybrid aggression during
the Russian-Ukrainian war; defining, classifying, and prioritization types of
hybrid influence for strengthening national resilience.
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Data and analysis

National resilience in Ukraine's defence and security strategic
documents

The primary document of the Ukraine defence review is the National Secu-
rity Strategy of Ukraine, enacted by the Decree of the President of Ukraine
of September 14, 2020, No. 392/2020 (On the National Security Strategy of
Ukraine, 2020); according to this document, resilience is one of the main pil-
lars on which the national security strategy is based, namely:

e deterrence—development of defence and security capabilities to prevent
armed aggression against Ukraine;

¢ resilience—the ability of society and the state to quickly adapt to changes
in the security environment and maintain sustainable functioning, in par-
ticular by minimizing external and internal vulnerabilities;

¢ interaction—development of strategic relations with key foreign part-
ners, primarily with the European Union and NATO and their mem-
ber states, the United States of America, pragmatic cooperation with
other states and international organizations based on Ukraine’s national
interests.

Article 47 of this strategy declares that Ukraine will introduce a national
resilience system to ensure a high level of readiness of society and the state to
respond to a wide range of threats, which will include:

e risk assessment, timely identification of threats and vulnerabilities;

e ecffective strategic planning and crisis management, including the imple-
mentation of universal protocols for crisis response and recovery, taking
into account NATO recommendations;

o effective coordination and clear interaction between the security and
defence sector, other state bodies, territorial communities, business, civil
society, and the population in preventing and responding to threats and
overcoming the consequences of emergencies;

¢ spreading the necessary knowledge and skills in this area;

¢ establishing and maintaining reliable channels of communication between
state authorities and the population throughout Ukraine.

Task 1 of the Action Plan for the Implementation of the Concept of
the National Resilience System by 2025 (Action Plan, 2023) is to imple-
ment a comprehensive system of identification, assessment, and prior-
itization of threats and risks by central and local executive authorities.
Further, in this work, an attempt to define an approach to this task will
be made.



104 Valerii Hordiichuk, Nina Andriianova and Andrii Ivashchenko

The range of hybrid threat instruments

In the work “Essential features and functional components of modern uncon-
ventional (hybrid) conflict” theatre of hybrid war is defined as a multidimen-
sional real (physical) and virtual (informational and mental) space of a state
existence (a group of states, a nation, an ethnic group, a human community,
etc.), which is purposefully transformed into a time-space for conducting a
pre-planned complex of direct and indirect (asymmetric) aggressive actions
(Viedienieiev & Semeniuk, 2021).

At the stage of the “hot” phase in a hybrid war, which involves the direct use of
armed aggression, there is a need to study the use of kinetic and non-kinetic actions
in relation to each other. Therefore, in Table 7.1, the overview of the most significant
cases of such hybrid aggression after the start of the 2022 Russian full-scale inva-
sion into Ukraine is presented. The overview rests on the following characteristics:
goals, tools (tactics, methods), operational and strategic consequences. The table
is based on empirical data from the following sources: Parakhonskyi & Yavorska,
2022; Kozubenko, 2022; Aleksejeva & Carvin, 2023; Kolesnikov, 2023; McDer-
mott & Bartles, 2022; Tatli, 2023; Frum, 2023; LaBelle, 2023; Ukrainian energy
sector evaluation, 2023; Devine & van der Merwe, 2023; Cahill & Palti-Guzman,
2023; Brusylovska, 2023; Halunko et al., 2022; Dolin & Kopylenko, 2022; Hor-
diichuk et al., 2023; Jayanti, 2022; Syrotenko et al., 2020; War Speeches, 2023;
Colibdsanu, 2023; Prokopenko, 2023; Shinkarenko & Bartalev, 2023; Vyshnevs-
kyi et al., 2023; Kupriianova & Kupriianova, 2023; Filatov, 2023; An overview of
Russia’s cyberattack, 2022; World Energy Outlook, 2022, and other.

The overview is, however, not exhaustive. The Russian Federation also uses
other tools of hybrid warfare: controlled migration and deportation of the
population; the challenge of the demographic crisis; use of all possible levers of
international law and international relations (the war in Ukraine revealed the
inefficiency of a number of international organizations and their structural divi-
sions, in particular, the UN Security Council, the International Red Cross and
Red Crescent Movement, UNICEF, OSCE, TAEA, etc.); creation and financing of
various political entities on the territory of other states, and bribery of officials;
impact on the supply chains of a number of raw materials and food (causing fluc-
tuations in prices on world markets and reducing the rate of economic growth),
the use of the church and religion in the interest of supporting aggression, etc.

Moreover, internationally legally binding rules are also bent and explicitly
violated. Examples are among other things violations of the rules of warfare
and the laws of war; the use of prohibited weapons (phosphorus, mines, and
other ammunition of prohibited principles of action), prohibited methods of
waging war (blocking international maritime routes, covert mass destruction
and torture of prisoners and civilians, use of civilians and civilian objects as
shields, use of mercenaries, etc.).

A separate case of hybrid aggression for study is “legalized” mercenaries—
the targeted use of private military companies.



TABLE 7.1 Significant Russian hybrid campaigns

Hybrid influence  Goals Tools Strategic and operational consequences
campaign
Campaign of Justification and informational sup- A system of 1. Absolute support for armed aggression by the pop-
information port for unprovoked armed aggres- narratives; ulation of the Russian Federation; partial support
and psycho- sion against Ukraine. distortion of facts; for armed aggression by the pro-Russian population
logical influ- manipulation; of Ukraine and the world.
ence “special rewriting of 2. Possibility of deploying a wide agent network on
military history; the territory of Ukraine from among supporters of
operation” propaganda, etc. Putin’s politic; weakening of international support
due to the cognitive dissonance created by the com-
mon audience; the use of conflicts and imperfections
of the norms of international law to “legitimize”
armed aggression.
Energy The political split of the EU; Blackmail with 1. Ukraine’s energy, gas and heating infrastructure
resources as Undermining of international support energy resources; exceeds $10 billion, 22 out of 36 power plants are
a weapon for Ukraine; creating an arti- damaged, destroyed or unavailable, and around
(genocide) Panic among the civilian popula- ficial shortage 50% of Ukraine’s energy facilities were damaged (as

tion of Ukraine and administrative
chaos;

Economic exhaustion;

Reduction of the defence-industrial
complex capabilities;

Reduction of the Ukrainian Armed
Forces capabilities.

of natural gas
in Europe and
increasing its
market value;
destruction of
energy infra-
structure of
Ukraine.

of April 2023).

2. The Eurozone registered an economic recession for
a certain period.

Influence on the decision of some countries to support
Ukraine partially works.

Europe is redoubling its efforts to break its depend-
ence on Russian hydrocarbons.

3. Energy continues to be a key factor in Russia’s
foreign economic and geopolitical influence.

(Continued)
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TABLE 7.1 (Continued)

Hybrid influence
campaign

Goals

Tools

Strategic and operational consequences

Nuclear intimi-
dation and
blackmail

Food as a
weapon
(holodo-
mor). “Grain
Deel”+.

Weakening of military support;

Blocking the Euro-Atlantic integration
of Ukraine;

Forcing Europe to put pressure on
Ukraine in exchange for nuclear
security;

Forcing Ukraine to “peace negotia-
tions” taking into account “territo-
rial realities”; destruction/reduction
of the Ukraine’s economic;

Using of potentially dangerous nuclear
facilities as a shield for troops;

Seizuring of infrastructure facilities for
use in one’s own interests.

Pressure on the world community in
order to unblock negotiations with
the West to obtain concessions, lift
sanctions, and promote one’s inter-
ests on the world market.

Political pressure
and blackmail;
public state-
ments and open
intimidation;
seizure and
keeping under
control of
nuclear potential
facilities;
radioactive con-
tamination of
territories;
conducting
military exercises
simulating the
use of nuclear
charges, etc.
Blackmailing the
world commu-
nity with a food
Crisis;
blocking ports,
blocking sea
trade routes;

1. Excitement among the civilian population of
Ukraine and countries bordering Russia.

2. Russia’s threats of a nuclear catastrophe allowed
to demonstrate its barbarism. This increased the
determination of some countries and international
organizations to support Ukraine.

3. Captured nuclear infrastructure, in violation of
international norms, is successfully used by the
occupying forces as a shield, which gives them cer-
tain operational and tactical advantages.

Russians have not been able to organize the production
of electricity from captured nuclear facilities in their
interests so far.

4. Given the unpredictability, defeatism and idiotic
determination of Putin, and his pocket potentates,
it is necessary to consider the fact that the order to
use nuclear weapons (tactical or even otherwise) is
unlikely, but potentially possible.

1. Russian food blackmail partially worked. Russia
and the UN continue contacts in an attempt to push
the connection to Rosselkhozbank’s SWIFT.

2. The export of agricultural products by land from
Ukraine led to political tension in the transit countries.

3. RF captured the traditional agricultural markets for
Ukrainian products.

(Continued)
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TABLE 7.1 (Continued)

Hybrid influence  Goals Tools Strategic and operational consequences
campaign
Increasing the export of Russian agri-  destroying indus- 4. Using excessive pressure, RF forced Ukraine and its
cultural products and stolen from trial facilities allies to look for ways to unblock the sea and, as a
the occupied territories. and infrastruc- result, lost dominance in the Black Sea.
ture, agricultural 5. RF dealt a tangible blow to the economy of
land. Ukraine; also it can lead to a global increase in food
prices, especially in the poorest countries.
Undermining Disruption of the counteroffensive Physical destruc- 1. Large-scale flooding of settlements significantly
the Kakhovka actions of the Ukrainian troops; tion (mining) of destabilized the situation in the region. Ukraine
Hydproelectric ~ Shifting the attention of the authori- the Kakhovka lost its annual supply of drinking water, large areas
Power Plant ties and withdrawing forces from Hydroelectric turned into a desert, etc.
(ecocide+). organizing and ensuring the conduct Power Plant; 2. Cut off the Ukrainian troops for a certain time, stop-

Cyber terrorism

of hostilities;

Reducing the energy potential of
Ukraine;

Causing a social and economic crisis
in the region.

Support and strengthening of military
operations with the use of kinetic
weapons;

Causing the greatest possible damage
to the infrastructure of Ukraine (as
a separate task).

Panic among the
population,

“Scorched earth”
tactics.

Cyber influence,
cyber-attacks,

destructive impact
on software and
information, and
cyber espionage.

ping the counteroffensive in the southern direction.

Environmental and potential threats of a nuclear
nature due to problems with cooling the reactors of
the Zaporizhzhya Nuclear Power Plant.

1. In a number of cases, cyber activities caused sig-
nificant interference in the work of information and
communication systems of Ukraine.

2. A powerful cyber campaign provoked the emer-
gence of a phenomenon of quite successful cyber
resilience thanks to the consolidation of the Ukrain-
ian and international cyber community.

3. Cyber aggression of the RF did not achieve its goals.

Source: created by the authors
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Taking into account the fact that V. Gerasimov, who is considered the
“founder” of the Russian “doctrine” of hybrid warfare, was appointed com-
mander of the occupation forces in Ukraine instead of S. Surovikin at a criti-
cal moment after the Wagner group’s rebellion, and then, after “stabilization”,
returned to the direct performance of the duties of the Chief of the General Staff
of the Russian Armed Forces, it can be fairly assumed that he is the main ideolo-
gist of Russia’s war strategy in Ukraine. Having studied his works and published
statements (Gerasimov, 2013, 2023; Sinenko, 2017), it can be expected that in
the future Russia’s war strategy in Ukraine will be based on exhaustion—or a
war by attrition. This strategy will be characterized by the following features:

1. The use of all possible instruments of hybrid warfare in various
combinations.

2. The use of armed aggression as a main type of influence along with hybrid
tools.

3. With an advance preparation usage of selected lever of hybrid warfare to
achieve a cumulative effect, while the other levers will be used in tandem
with the main one to achieve a synergistic effect.

A system of identification, assessment, and prioritization of threats

The national resilience system aims to provide protection against the widest
list of threats. This list can be determined by studying the nature and experi-
ence of hybrid warfare, hybrid threats, and challenges. However, it is unreal-
istic to protect effectively against all threats, so there is an issue of clustering
and prioritizing challenges in order to rationally allocate available resources
and build a balanced protection system—a system of national resilience.

According to the Action plan for the Implementation of the Concept of the
National Resilience System until 2025 (Action Plan, 2023), task No. 1 is to
introduce a comprehensive system of identification, assessment, and prioriti-
zation of threats and risks by central and local executive authorities.

To fulfill this task, a scientific and methodological apparatus is needed. In
Ukraine, the state standard DSTU IEC/ISO 31010:2013 “Risk Management:
Methods of general risk assessment” provides systematic methods of general
risk assessment. One of the well-known scientific methods for accomplishing
this task is cluster analysis—risk mapping.

In order to determine what types of impacts the targeted state or society
needs to analyze, a cluster analysis method can be used to identify the main
challenges. To do this, it is necessary to analyze the maximum possible set of
influence instruments and separate them into groups based on their charac-
teristic features, and build a dendrogram with using the hierarchical method.
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In this chapter, for the purpose of simplicity and clarity, several well-known
works that study hybrid warfare will be analyzed and summarized in
Table 7.2 (Expert assessments on hybrid influence); the table thus proposes
an appropriate classification of hybrid influences.

Having studied the works of international researchers, think tanks, and
research institutions (Countering hybrid threats, 2023; European External
Action Service, 2015; Horbulin, 2017; Koval, 2023; Magda, 2015; Sinenko,
2017; Syrotenko et al., 2020; Terrados, 2019), the following groups of hybrid
warfare impacts (also known as operational environments—dimensions) iden-
tified for further research: informational-cognitive; cyber; financial-economic;
international-political/diplomatic; military; special (environmental, social,
religious, etc.).

Let us prioritize them using the simplest method—the method of an expert
assessment, based on the analysis in Table 7.1 by simple arrangement.

In Table 7.2, using the method of an expert assessment (involving the
Center of Military and Strategic Studies experts, including the authors of
this research), we gave scores from 1 to 6, characterizing the intensity of
impact (by consequences) in each individual hybrid influence campaign,
where “6” is the highest score and the highest impact, and “1” is the low-
est one.

Using the data in Table 7.2, let us illustrate the percentage of each hybrid
influence in the hybrid warfare (see Figure 7.1).

The figure illustrates the percentage part of each hybrid influence in the
hybrid warfare totally.

Thus, it can be concluded that among the analyzed most significant
(according to the authors) cases, the most intensive in the hot phase of the
Russian hybrid aggression was the informational-cognitive influence, and the
hierarchical prioritization of the influences is as follows:

N1. Informational-cognitive;

N2. Military;

N3. International-political/diplomatic;

N4. Cyber and financial-economic;

NS5. Special (environmental, social, religious, etc.)

Therefore, during building a national resilience system, in accordance with
the defined hierarchy of hybrid influence, the prioritization of resource allo-
cation for ensuring national resilience spheres should be determined accord-
ingly, but it should be taken into account that this is fair while implementing
a counter-strategy for a smouldering confrontation, just such a conflict is a
war of exhaustion.



TABLE 7.2 Expert assessments on hybrid influence

Ne Hybrid influence Info-psycho Energy Nuclear Food as a Undermining Cyber Total
campaign Campaign resources as intimidation weapon hydroelectric  terrorism
Type “Special Military a weapon  and (holodomor) stations
of influence Operation”™ (genocide)  blackmail (ecocide+)
1. Informational-cognitive 6 3 6 3 4 S 27
2. Cyber 5 1 2 2 2 6 18
3. Financial-economic 1 S 1 S 3 3 18
4. International-political/diplomatic 4 4 4 6 1 4 23
5. Military 3 6 S 4 6 2 26
6. Special (environmental, social, 2 2 3 1 5 1 14

religious, etc.)

Source: created by the authors
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FIGURE 71 The Intensity of Russian aggression hybrid influences

The intensity degree of defined hybrid influence types during the Russian aggression
totally.

Source: created by the authors
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FIGURE 7.2 Impact-type intensity assessment

Graphical representation of the defined influence type intensity in different hybrid
campaigns.

Source: created by the authors

Another issue that arises is “firefighting”. It is necessary to take separate
measures to prevent the cumulative effect of hybrid influence campaigns, such
as the one observed during the blowing up of the Kakhovka Hydroelectric
Power Plant dam in June 2023. To prevent the consequences of such enemy
actions, it is necessary to protect oneself as if this act will definitely be car-
ried out. For example, having information about the possible undermining of
the Kakhovka Hydroelectric Power Plant, it is necessary to take all measures
to reduce the negative impact: evacuate the population in advance; provide
rescue services with appropriate equipment; consider redistributing energy
supply from backup sources, etc.

In Figure 7.2, the peaks (the highest score—6) of a certain type of influence in
different hybrid campaigns are exactly the “fires” that need to be prepared for.
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The Figure 7.2 demonstrates how different combinations of the hybrid
influence types can be depending on the purposes and tasks of the hybrid
strategy/campaign (we see how the graphs intersect in a quasi-chaotic man-
ner). Different hybrid campaigns has its purposes, tasks, and ways how to be
performed. That’s why in each type of hybrid campaign each type of hybrid
influence has its own role and part as well.

In the case of the “hot” phase of a hybrid war, kinetic actions serve as a
detonator to provoke a cumulative hybrid effect. Therefore, physical protec-
tion remains the number one task in a war with open armed conflict.

Conclusion

This chapter has scrutinized Russia’s hybrid war against Ukraine and the
Ukrainian response. Particular emphasis has been given to assessment and pri-
ority within the national resilience, as a defensive instrument for state survival.

As it clear from the above analysis, to organize and ensure the conduct of a
large-scale hybrid war, the Russian Federation used all executive power bod-
ies and the means by which they manage them. The range of domains and
spheres of hybrid threats is extremely broad. In order to contain such attacks
and not to violate the critically important foundations of the state function-
ing, Ukraine needs to create an effective mechanism of resilience. This mecha-
nism should involve all state authorities and relevant means.

The chapter proposes an approach to ensuring the concept of national
resilience by fulfilling task No. 1 of the Action Plan for the Implementation
of the Concept of the National Resilience System by 2025—Introduction of a
comprehensive system for identifying, assessing, and prioritizing threats and
risks.

The authors propose a prioritization of the spheres of national resilience
based on the method of cluster analysis and expert assessments. It should be
noted that it is possible to achieve a more accurate prioritization using math-
ematical analysis, but this requires working with large amounts of data and
having the appropriate statistics at your disposal.

Considering the previous one, it is necessary to narrow down the priority
of state and society activities in the course of the Ukraine’s total defence in
the war of exhaustion for the maximum resource concentration in threaten-
ing spheres. Based on the conducted analysis and empirical experience, in a
framework of further countering to Russian hybrid aggression, the authors
propose three main pillars of national resilience of Ukraine:

1. Ideology (public recognition of national identity; clearly defined tasks for the
liberation war; cognitive motivation; educative and anti-fake activities, etc.).

2. State administration system and security sector (personnel management:
selection and recruitment of personnel of state authorities, taking into
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account the requirements for competencies, including leadership skills;
building a clear structure of subordination and interaction; comprehen-
sive support of the Defence Forces of Ukraine, in particular in matters of
mobilization, training and supply).

3. Economy and infrastructure (protection of critical infrastructure facili-
ties; transition of the economy to wartime operation; broad involvement
of the private sector; monitoring, and redistribution of internal reserves,
etc.).

Proposed conclusions will suffice for making certain decisions in a time-limited
environment. The model of hybrid influences prioritizing is universal and can
be extended to a broad range of hybrid threats.
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CIVIC COMMUNITIES OR ARMED
FORCES AS FIRST LINE OF DEFENCE?

Tormod Heier

Introduction

This chapter analyses how inferior states pursue political objectives without
going to war. Staying below the threshold of war is not out of good will but
out of strategic necessity. If your political, economic, and military leverage
is curtailed, so is your freedom of action. These limitations are imperative
when states try to align ends and means into a coherent strategy. Not least if
the balance of power is uneven: For inferior states, a systematic mapping and
exploitation of opponents’ vulnerabilities are both rational and logic.

Historically, asymmetric power balances signify a broader phenomenon:
how inferior states always seek to find ways to compensate for own short-
comings (Paret, 1986; Heuser, 2010). Among realists, these strategies are
regarded as a precondition for national existence. Pursuing the right strategy
is nothing less than question of national survival in a world of anarchy and
great power rivalry (Waltz, 1979; Mearsheimer, 2001). This is why threat
assessments often tend to be non-linear, complex, and ambiguous: because it
is more rational to search for leverage along lines of least expectations in are-
nas where roles and responsibilities are blurred. Within spheres of ambiguity,
inferior parts can exploit operational advantages and roam freely within an
opponent’s grey zone. This phenomenon grasps the core of a timeless strat-
egy. As pointed out by Sir Lawrence Freedman (2013, p. xii), it is all about
“. .. getting more out of a situation than the starting balance of power would
suggest. It is the art of creating power”.

This timeless wisdom is prevalent in Europe’s post-Ukrainian landscape,
a continent where a declining power, Russia, is confronted by a mighty
U.S.-led coalition of more than 50 likeminded states. The chapter therefore
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scrutinizes Russia’s art of creating power. Suffering from military inferiority
vis-a-vis NATO, the chapter analyses the following question: What is Rus-
sia’s most likely course of action towards the Alliance in the years to come?
Is it a strategy where NATO-members should prepare for an existential war
against Russia? Or should Russia primarily, although not exclusively, be seen
as a peace-time challenge; an aggressive state assertively pursuing its’ inter-
ests, but without risking a full-scale war with NATO forces?

The puzzle is pertinent. As pointed out by Bjerge and Haiby in Chapter 2,
research on hybrid threats have traditionally been militarized. Little empha-
sis is put on civil perspectives as Europe’s most potent threat looms on the
Eastern part of the continent. Scrutinizing Russia’s most likely lines of opera-
tions, and what role civic communities may have, is therefore timely and
relevant. Russia’s 2022 invasion was also the third time in 14 years that
the Kremlin-regime violated a neighbouring states’ sovereignty. Since then,
debates on how NATO, the United States, and Europe should respond have
flourished: Should Europe’s military rapidly regain strength to prepare for
a possible new wave of Russian missiles, jets, tanks, and artillery conquer-
ing more land further West? Or should Europe be more concerned about
endemic vulnerabilities thriving within its civic communities; weak spots that
Russia exploits as affordable and less risky alternatives to nuclear escala-
tion with U.S. forces? In-depth analysis of both approaches is scrutinized by
Mahda and Semenenko in Chapter 6, by Hordiichuk et al. in Chapter 7, and
by Akrap and Kamenetskyi in Chapter 14.

The chapter first presents a theoretical framework that builds upon peren-
nial lessons from Sun Tzu and Carl von Clausewitz; the purpose is to explain
generically how strategic interaction is shaped by the inferior part’s focus on
adversary vulnerabilities. Thereafter, Russia’s room for manoeuvre vis-a-vis
NATO is described and discussed before findings are deduced.

A theory of battle avoidance

In his seminal work, The Art of War, the Chinese general and philosopher
Sun Tzu codified a timeless logic used by numerous strategists in a European,
Russian, American, and Asian context. Being essential reading in the East
since ancient times, this theory of war was introduced to Napoleon in 1792,
inspiring the Prussian Carl von Clausewitz and the Swiss Antonie-Henri de
Jomini in the 1830s. The Art of War was also used by Mao Zedong, Fidel
Castro, and Vo Ngyen Giap in guerrilla wars waged in China, Cuba, and
Vietnam in the 20® century. Even Stalin is said to have been inspired by Sun
Tzu, as well as U.S. generals preparing for Operation Desert Storm in 1991
(Cawthorne, 2020, p. 6).

In Europe’s post-Ukrainian security environment, Sun Tzu’s relevance rests
on the principle of battle avoidance. Planning and executing wars should
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emphasize the enemy’s critical vulnerabilities. This is particularly so “. . . if
the enemy is in superior strength” (Sun Tzu, 2020, p. 19). A synchronised
and well-orchestrated planning therefore needs be accomplished in secrecy. If
not, opponents may compensate for their vulnerabilities by redirecting atten-
tion and resources to mitigate the threat. The divine art of subtle and secrecy
therefore demands a modus operandi where different courses of action fol-
low different but mutually reinforcing lines of operations. Such an approach
will be hard to defend because your freedom of action allows you to operate
on arenas “where you are not expected” (ibid., p. 19). You may thus deny
the opponent the privilege of exploiting his comparative strengths; his advan-
tages become less useful against your vulnerabilities. The doctrinal impera-
tive, therefore, is “to avoid strength and attack weaknesses, always striking
the enemy where they are most vulnerable” (ibid., p. 129).

But what is an opponent’s vulnerability? According to Sun Tzu, the ene-
my’s internal cohesion should be the main target. In today’s parlour, it means
influencing the basic norms, the common values, the trust, and the confidence
that nurture solidarity and expectations of reciprocity among likeminded
states. Sun Tzu’s ideal is as simple as it is logical: “if his forces are united,
separate them” (ibid.).

The theory of divide and conquer, codified in China during the fifth century
BC, resembles with the Clausewitzian logic of 19th-century Europe. This is
because any war, according to Clausewitz, consists of three elements. If these
elements are separated rather than united, the opponent will not benefit from
the raw emotions and the psychological energy needed to exploit the war’s
full combat potential. Clausewitz claimed the first element to be violence and
passion, and this element clearly belongs to the people. The second element
consists of chance and probability. This element belongs to the commander
and his forces. The third element consists of political purpose and effect and
“is the business of government alone” (Clausewitz, 1976, p. 89). Together,
the three elements constitute the power ingrained in real war. But as Peter
Paret points out, these three elements are highly subjective:

They reveal the author of On War in his historical posture, a soldier who
regards himself as servant of the Prussian state and the protector of a soci-
ety whose raw emotions must be exploited but also controlled. In his view
it was the task of the political leadership to abstract the energies of the
society without succumbing to their irrational power: a government chan-
nels psychic energy into rational policy, which the army helps carry out.
(Paret, 1986, p. 201)

Clausewitz’ so-called “remarkable trinity” (Clausewitz, 1976, p. 89) thereby
consists of three mutually reinforcing elements: the people, the commander
and his forces, and the government. These three elements cannot be separated.



122 Tormod Heier

But what if they are, as advocated by Sun Tsu? What if the people are sepa-
rated from its government and its Armed Forces? In that case, neither the
government nor their military commanders will benefit from the raw emo-
tions and the psychic energy—or in contemporary parlour—the peoples’ will
to defend their values and interests. If legitimacy erodes, confidence evapo-
rates, and public trust dwindles, the stronger part becomes more vulnerable
and may even disintegrate from within.

For the inferior part therefore, the social fabric that keeps these three com-
ponents together as one strong, neatly balanced, and cohesive unit is of par-
ticular interest. Clausewitz’ theory rests on the rational logic of Sun Tzu:
“to fight and conquer in all your battles is not supreme excellence; supreme
excellence consists in breaking the enemy’s resistance without fighting” (Tzu,
2020, p. 28).

Methodology

Using a deductive research design, the battle-avoidance theory allows us to
deduce one empirical expectation: Russia’s courses of action will avoid a mili-
tary confrontation on NATO terms. As the empirics is described and inter-
preted below, we may expect Russian leverage along lines separating Western
citizens from their governments. As the independent variable “course of
action” is operationalized, indicators that serve as a guide for data collection go
beyond quantitative measures such as a certain number of NATO brigades, jet
fighters, or navy vessels. On the contrary, analysing Russia’s course of action,
qualitative indicators are emphasized. Examples may be the glue that keeps
liberal, transparent, and civic communities together: the confidence-based
contract between citizens and the state; the relationship between the governed
and the governance; the social fabric that provides social order and prevents
political chaos. Together, these concepts allow us to exploit a broad array of
data material retrieved from a diverse European dataset.

But are the sources reliable? The data material is mainly secondary
sources collected from written material inside Western institutions. A certain
value-based bias may therefore prevail because many European sources are
highly emotional following the Ukraine war. Frustration, anger, and anxiety
in the aftermath of Russia’s 2022 invasion have intentionally and uninten-
tionally coloured much of the retrieved data material. Governmental reports
and policy documents are also biased, politically and ideologically. This
leaves the dataset with a typical pro-Western flavour that must be considered.
Newspapers and other media articles may, therefore, at least to a certain
extent, be a useful corrective to biased estimates and assessments from think
tanks and governmental agencies; not least to reveal dilemmas and tension
arising from within Western state-driven security and defence processes deal-
ing with Russia.
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Russia's room for manoeuvre

Russia’s full-scale war in Ukraine changed the European power balance. As
Europe’s two largest states went to war, the continent witnessed the largest
armed conflict since the Second World War; a war that severely has curtailed
Russia’s room for manoeuvre. Three geopolitical and one military reality can
be used to describe Russian inferiority vis-a-vis the West.

American leadership

Russia’s full-scale invasion of Ukraine inadvertently brought the United States
back to Europe. This time, however, the World’s sole military superpower
returns with more nuclear and conventional forces than any time since the
end of the Cold War. Containing China in South-East Asia is still the most
important task. But as the United States accounts for more than 40 per cent of
the World’s total defence expenditures, Russia’s primary rival can also afford
to deploy over 100,000 troops to Europe (USA Facts, 2024). An additional
rotating nuclear and conventional force is thus patrolling the sealines of com-
munication and the airspace surrounding Russia: U.S. forces are credibly
present in the High North, in the Baltic region, in the Mediterranean, and
in the Black Sea, as well as along Russia’s Eastern coast in the Pacific (U.S.
NDS, 2022, p. 15; CRS, 2024, pp. 22-26). A permanent U.S. military pres-
ence of approximately10,000 troops in Poland was also established in 2023.
This first ever permanent garrison on NATO?s eastern flank includes subunits
from an armoured brigade combat group, a combat aviation brigade and for-
ward command elements from the U.S. Army’s V Corps (Poland Ministry of
Defence, n.d.). Supplemented by over 50 U.S. military facilities inside Russia’s
northern rim states, in the so-called Defence Cooperation Agreement-regime,
a credible force projection can rapidly deter Russian aggression.

More importantly is the firm leadership employed by U.S. defence offi-
cials in Europe. From the United States’ second largest base abroad, in Stutt-
gart, more than 300 U.S. staff officers work in The Contact Group Ukraine
(U.S. Department of State, 2023a). From here, U.S. forces lead a coalition of
more than 50 Western donor states. As seen from Europe, this is important.
Even though Europe has a population threefold the Russian, twice as many
troops and eight times Russia’s GDP (Stoltenberg, 2023; World Economics,
2024), European states cannot deter Russia without a dedicated U.S. leader-
ship. Regional powers, such as United Kingdom, France, and Poland, possess
capable tactical forces. Europe nevertheless depends upon U.S. skills, capa-
bilities, and competencies to accomplish strategic and operational planning
and execution of larger multinational campaigns for sustained operations on
the continent. As seen from a Russia, however, a credible U.S. military com-
ponent in Europe is a serious disadvantage.
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NATO cohesion

Russia’s room for manoeuvre also shrinks due to NATO’s cohesion. Having
suffered from decades of institutional rivalry and fragmentation, the 2022
invasion has, just like Soviet invasions of Hungary in 1956, Czechoslova-
kia in 1968, and Afghanistan in 1979, amalgamated the transatlantic secu-
rity community. The world’s mightiest alliance is again rearming its forces
under a firm U.S. leadership. This time, however, Western muscle flexing is
much closer to Russia’s borders than any time since NATO’s 1949 incep-
tion. The contrast to NATO’s tardy response after Russia’s Crimean annexa-
tion in 2014 is striking: While the Alliance spent more than six months to
decide whether to deploy multinational battalions to Poland and the Bal-
tic states out of fear for provoking Russia (Heier, 2019, p. 202), the 2022
response was decisive. Within hours, NATO activated its NATO Response
Force. Within one week, NATO’s decision-making bodies assembled three
times, deciding to double the number of multinational battalion groups to
the region. The subsequent weeks witnessed the deployment of 140 navy
vessels, 130 jet fighters, and 40,000 troops (Clapp, 2022, p. 2; Batchelor,
2022). According to NATO, approximately 300,000 troops are now on high
readiness, up from the 40,000 (NATO, 2023). In total, across the Alliance,
NATO possessed in 2023 and 2024 more than 20,000 aircraft, 2,150 ships,
and almost 3.5 million active troops and other personnel (Statista, 2023a).
In contrast, Russian force numbering 4,100 aircrafts, just below 600 vessels,
and only 830,000 active troops (Statista, 2023a, 2023b). Europe’s GDP in
2024 was also six times Russia’s (World Economics, 2024).

Sliding buffer states

The Ukraine war also scared Russia’s important rim states into the U.S.-fold.
This is a serious blowback for Russia’s strategic defences because buffer states
are key to keep the United States and other NATO force at an arm’s length.
As Russia’s buffer states, such as Finland and Sweden, are incorporated into
the world’s mightiest alliance, Western forces can more rapidly and decisively
deploy closer to Russia’s borders. As seen from Europe, it means that pre-
conditions for a more credible deterrence in the entire northern region, from
the Kola Peninsula to Kaliningrad, are more attainable. Not least as Finland,
Sweden and Norway alone host over 40 U.S. agreed military facilities and
areas (Finland, 2023; Sweden, 2023; Norway 2024).

As seen from Russia, its military force will have to deal with a larger and
militarily more potent adversary across all domains: at sea, in the air, on the
ground, as well as in space and the cyber domain. Russia thereby runs the
risk of being overstretched along a NATO border stretching 2,600 kilometres
from the Kola Peninsula in the High North to the Kaliningrad enclave in the
Baltic Sea. Finland alone will, with a mobilization force of approximately
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260, 000 troops, bind more than half a million Russian soldiers in the event
of a crisis (Salonius-Pasternak, 2021, p. §).

Negotiating from a position of strength with conventional and nuclear
forces will therefore be increasingly hard every time a diplomatic crisis needs
to be solved with support from Russia’s military component. Russia’s coer-
cive diplomacy is thus checked more effectively by a modern Nordic infra-
structure that can absorb large quantities of U.S. and NATO reinforcements.
The strategic depth along Russia’s North-Western front is gone, leaving the
Kremlin with a considerably shorter warning-time every time a crisis arises
on the horizon.

The Ukraine quagmire

Finally, Russia’s national pride—the World’s fifth largest force of approxi-
mately 850,000 standing troops—is severely decimated on Ukrainian fields
in Donbas. 16 months into the war, approximately 90 percent of Russia’s
land force capacity was, according to U.S. intelligence reports, destroyed in
a prolonged and highly unexpected war of attrition (Atlamazoglou, 2023;
Landay, 2023). Having suffered more than 315,000 casualties in the first 22
months and lost more than two-thirds of its tanks, a large majority of Rus-
sia’s offensive capabilities—the Battalion Tactical Groups designed to occupy
new territories further West—are destroyed (Rommen, 2023). Despite subtle
efforts to mobilise reserves and new recruits from a population of approxi-
mately 143 million people, three and a half times as large as Ukraine, the
Russian army is unlikely to pose a serious threat to European territories any-
time soon (UK Defence Intelligence, 2023).

Russian reserves also seem hard to find; not least as over 700,000 poten-
tial soldiers fled the country during the partial September 2022 mobilization
of reservists (Zakir-Hussain, 2022). According to The Danish Immigration
Service (2022), the force generation concept has so far failed to bolster the
volume needed to fill the gaps. This is because any military organization,
whether it Russian or Western, normally spends 15-20 years to educate, train,
and build a modern land military component; a competent mechanized com-
bat system with commanders possessing the skills needed to create synergy
between mechanised infantry, tanks, artillery, engineers, combat support, and
combat service support functions. It takes even more time and resources to
neatly integrate this so-called “combined arms structure” into a truly joint
force; a modern combat system that produces agility, tempo, surprise, and
manoeuvre by seamlessly integrating mutually reinforcing components from
all domains (sea, air, land, space, and cyber). Given Russia’s cultural, techno-
logical, and operative deficiencies displayed in the Ukraine war (Zabrodskyi et
al., 2022), it is reasonable to expect a relatively modest military performance
compared to U.S. and NATO counterparts in the years to come.
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This is, however, not the same as to claim Russia being militarily impotent.
Russia’s air force and navy, as well as its strategic missile forces, are by and
large intact. But as long as the General Staff suffer from a heavily decimated
land component, Russia’s Armed Forces will remain unbalanced well into
the 2030s. It means that Russian ground forces cannot exploit the potential
effects caused by strategic bombers or submarines operating with long-range
precision guided missiles in the High North or in the Black Sea. Until the
army is firmly rebuilt and neatly integrated with the other services, Rus-
sia’s military may first be seen as an instrument for coercive diplomacy. Not
towards NATO forces but towards Western capitals and local communities.
This is because the absence of a fully operational land component leaves Rus-
sia with little more than an incomplete and fragmented instrument unable to
seize geographical control over NATO territories that potentially have been
softened by missiles or cyber operations from other services.

The aforementioned empirics suggest that Europe should not expect a cal-
culated large-scale war with Russia any time soon. Europe’s security guaran-
tor is back on the continent; NATO?s institutional glue has not been stronger
since the Cold War; Russia’s buffer states in Northern Europe are tied to
NATO; and Russia’s offensive land forces are decimated for years to come.
The Kremlin’s freedom of movement is therefore limited, leaving NATO’s
rival with a few alternative courses of action. How then, may the Russian
threat unfold?

Discussing the Russia threat

Being militarily inferior, Russia’s course of action can be explored within
the battle-avoidant framework of Sun Tzu and Clausewitz. Russia may then
prefer to operate below the threshold of war. Targeting soft spots within
European communities is obviously less risky than opening new fronts with
prospects for a nuclear armageddon against a supreme western adversary.
However, if the social contract between Western states and their citizens are
weakened, or even splintered, Russia’s ambition of redefining Europe’s secu-
rity architecture may have a bigger chance to succeed. This expectation rests
on Russia’s military problems in Ukraine.

The Ukrainian battlefield

According to two independent journalists Andrei Soldatov and Irina Boro-
gan, Russia’s war in Ukraine has been a catastrophe; the Kremlin has not been
more vulnerable since the Second World War (Soldatov & Borogan, 2022).
Neither conventional nor nuclear threats seem to underscore Russia’s lever-
age against its Western rivals. This statement is underscored by former U.S.
Ambassador to NATO and Moscow, CIA-Director Nicholas Burns (2023):
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The Ukraine war has exposed Russia’s military vulnerabilities, “its military
weaknesses laid bare”. Similar statements are also echoed from military cir-
cles: Russian forces have lost “strategically, operationally and tactically” in
Ukraine and beyond (U.S. Department of State, 2023b).

The Kremlin nevertheless needs to prevail. Ukraine is Russia’s most impor-
tant borderland: a territory partly keeping U.S. forces at an arm’s length, but
also allowing Russia to thrive through linguistic, religious, and historical sen-
timents. If evicted from Ukraine, the Putin-regime will be accountable for a
geopolitical trauma deteriorating Russia’s internal stability: Russia’s heaviest
aviation losses so far comes from Wagner troops advancing towards Mos-
cow during the June 2023 insurrection. Fourteen pilots were killed, while six
helicopters and one command aircraft were downed (Horton, 2023). Loos-
ing Ukraine may as such unleash a national trauma: Western liberal ideals,
backed by a superior military force, may consolidate its foothold closer to
Russia from the Barents Sea to the Black Sea.

A feasible strategy, therefore, is to follow the logic of Sun Tzu: to tar-
get Western cohesion; the bonds of trust and confidence that binds Europe
together. These are the bonds that also tie long-standing U.S. military com-
mitments and security guaranties to a cohesive community of like-minded
states. By targeting transatlantic and European unity, Russian inferiority
is compensated though a principle devised by the Chinese general: “break-
ing the enemy’s resistance without fighting”. Such an end state may severely
undermine the West’s long-term solidarity with Ukraine. This is particularly
so when it comes to sustain critical deliveries of increasingly sophisticated
weapons; technologically advanced firepower with longer range and better
precision than Russian forces employ: F-16 jet fighters, HIMAR-artillery,
Scalp and Storm Shadow cruise missiles. Coupled with actionable intelli-
gence from U.S. satellites and SIGINT-sources, the military assistance allows
a feeble Ukrainian force to inflict grave casualties on a numerically superior
Russian counterpart.

Despite uncertainty as to how sustainable U.S. assistance will be in
the years to come, Ukrainian forces have regained half of the territory that
were occupied during the 2022-invasion phase (U.S. Department of State,
2023c). Trying to end Western assistance, the Kremlin’s most likely alter-
native therefore seems to be below the threshold of war: the non-kinetic
means aimed at degrading the bonds of trust and confidence that keep
Western state-leaders together for a steadfast Ukrainian commitment.
This is in accordance with Clausewitz’ “remarkable trinity”: to prevent
the citizens’ raw emotions and psychic energies from being channelled
into the U.S.-led coalition of state-leaders that supports Ukraine. As seen
from Russia, if the confidence-based relationship between Western citizens
and their political leaders erode, so will the Western cohesiveness and its
Ukrainian support.
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The peace-time challenge

If the reasoning above is valid, it can be claimed that Russia’s high value tar-
gets are found located within civilian rather than military circles. But what is
a peace-time challenge, and how is it operationalized? A peace-time challenge
can be defined as the range of hybrid tools employed by Russian security
services and their affiliated non-state actors. As pointed out by former Chair
of U.S. National Intelligence Council, Gregory F. Treverton (2021, p. 38),
examples are propaganda, fake news, strategic leaks, funding right/left-wing
political parties and organizations, organized protest movements, and vari-
ous cyber tools. During the first year of the Ukraine war, these challenges
were particularly prominent in Russia’s information domain. According to
the European Commission (2023, p. 7), EU citizens and their allies were
deliberately targeted with disinformation “reaching an aggregate audience of
at least 165 million and generating at least 16 billion views”.

Of particular concern are cyber tools and propaganda efforts portrayed
on social media. Along these lines of operations, entry costs are low. An
extremely large group of European citizens’ “hearts and minds” can thus be
reached and influenced. A peace-time challenge is also elusive and ambigu-
ous as it operates “outside of and below detection thresholds” (Cullen, 2018,
p. 4). But because peace-time challenges emphasize non-military tools, the
contenders are opposing social communities rather than armies (Treverton,
2021, p. 37). What is at stake, therefore, is the strategic value of the lib-
eral states’ digital infrastructure: the nerve system that keeps sophisticated
but very vulnerable public and private services alive and functioning. Exam-
ples may be Berlin’s undisturbed delivery of electricity for industry and
private homes, London’s access to drinking water, Prague’s availability of
internet services, or Rome’s functional sewage service. But it could also be a
well-functioning railroad system around Warszawa, or a stable airport traffic
management system at Schiphol Airport outside Amsterdam. Other exam-
ples may be a stable “just-in-time” provision of food to Parisian suburbs,
medicine-deliveries to Baltic hospitals, or undisturbed access to raw materials
for Germany’s industrial production. Soldal describes the cyber dimension in
more detail in chapter §.

As Russian forces are pitted against Western weapons and intelligence
in Donbas, the strategic value of Europe’s digital nerve system—as an indi-
rect approach to target Europe’s cohesion—becomes increasingly attrac-
tive. Partly because the Kremlin acknowledges that its conventional forces
are unfit to reach political goals outside the Crimea and Donbas territories.
Partly because Russia’s nuclear forces have reduced credibility when it comes
to deter the West from weaponizing Ukraine, and partly because the Krem-
lin’s inferiority leaves Russia with few other alternatives when it comes to end
Western cohesion and long-term solidarity with Ukraine.
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Europe's first line of defence

Disturbances, malfunctioning, or collapse of Europe’s digital nerve system
may easily cause anxiety, worries, or outright fear among millions of citi-
zens. This fear may again be translated into civic doubt and mistrust directed
towards their national governments. Of particular concern is public agencies’
failure to decisively protect vulnerable citizens from malicious cyberattacks.
Doubt as to whether local or national authorities have control may grind
down the confidence upon which liberal democracies build their legitimate
governance on (Wike & Fetterolf, 2018).

Adding to this is economic instability thriving in the aftermath of Russia’s
invasion. According to the European Commission (2022), economic strain
from the Ukraine war has increased citizens’ living costs throughout Europe:

The sharp rise in inflation under the pressure of energy, food and other
commodity prices is hitting a global economy that is still struggling with
the economic consequences of the pandemic crisis. The EU is among the
most exposed economies, due to its geographical proximity to the war and
heavy—albeit much diminishing—reliance on imports of fossil fuels.

In 2024, the EU economy continued on a “weaker footing than previously
expected” as a technical recession was narrowly avoided in 2023 (ibid.,
2024). The economic and social burden may nevertheless transform into
domestic resentments. As prices on food, energy, and cost of living acceler-
ate, numerous examples of mass mobilization from frustrated citizens taking
to the streets can be found in Italy, Spain, France, and Germany. In 2022,
Europe had

the third most protest events of any world region. Across the continent,
people protested the rising costs of living, notably denouncing high energy
costs. Protesters included both left-wing activists and far-right political
groups, with the latter often calling attention to government inaction on
the rising cost of living while also claiming overreach on issues like coro-
navirus restrictions

(Hossain & Hallock, 2022, p. 37).

This may again, according to the World Bank (2023, p. §), provide fertile
ground for social tension. The rise of right wing and left-wing political par-
ties undermine the stable, moderate, centre-oriented, and long-term pre-
dictability in European states’ governance. In a long-term perspective, this
challenge strikes at the core of the Clausewitzian trinity (Clausewitz, 1976,
p- 89): by separating the people from its government and armed forces, the
raw emotions and psychical energy needed to sustain a superior force may
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easily crumble. This vulnerability may more over serve as a stepping stone
for populism and right/left wing movements. Nurtured by unwanted Rus-
sian activities below the threshold of war, such as propaganda, fake news, or
strategic leaks on social media, Europe’s domestic political landscapes may
become more polarised (GEAB, 2023, pp. 14-20). A credible and long-term
commitment to Ukrainian reconstruction and development programmes, or
costly weapon deliveries, may as such be hard to sustain. Ellingsen describes
this challenge in more detail in chapter 3.

Conclusion

This chapter described and discussed Russia’s freedom of movement and its
most likely course of action towards NATO in the years to come. Two con-
clusions can be deduced. The first is that Russia, in the years to come, cannot
be defined as a military threat. Contrary to NATO, 2022 Strategic Concept
(p. 4), which claims Russia to be the “most significant and direct threat to
Allies’ security”, Russia should rather be seen as an inferior opponent; a
declining power unable to seize and control NATO territories. But Russia
can take European cities hostage with hypersonic missiles placed inside sub-
marines and aircraft in the Black Sea, the Baltic Sea, or the North Atlantic.
This may have great strategic utility during a stand-off, or a diplomatic crisis,
while U.S. and Russian decision-makers try to avoid war. But apart from this,
Russia’s military capability should instead be seen as an instrument of pub-
lic intimidation—a mafiosi tool designed to install fear, anxiety, and respect
among Western policy makers and citizens rather than a balanced instrument
for territorial conquest and geographic control.

The second conclusion builds on the first. Russia’s most likely course of
action will be of a non-kinetic character, below the threshold of war. That is
not to say that outright war is unlikely. Misinterpretations, misjudgements,
and human or technical errors may occur, that is, along Russian borders. But
by and large, Russia’s weakness is most likely advocating strategies aimed to
exploit Western vulnerabilities. Civic communities are thereby Europe’s first
line of defence, not U.S. security guaranties or NATO forces.

The two conclusions highlight a strategic dilemma. Should European
authorities prioritize the most likely peace time challenges towards its civic
communities? Or should worst-case scenarios, such as preparing for a total
war against Russian forces, have primacy? Clearly, NATO member states
must do both. But combining the two will nevertheless be demanding.
Tough priorities will have to be made across civilian and military domains.
Not least in terms of balancing who should be the supported and who
should be the supporting stakeholder? The dilemma grasps the perennial
essence codified by the American diplomat and strategist George Ken-
nan. Situated at the American embassy in Moscow in 1948, he described
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the Russian threat as a “perpetual rhythm of struggle, in and out of war”
(Kennan, 1948).

For European states to prevail in such blurred environment, civilian and
military stakeholders need to train and exercise below and above the thresh-
old of war. Trimming the crisis management organisation in this transition
phase, in and out of war, means building competence in grey zones where
inferior opponents prefer to synchronize their coercive actions. Of particular
importance is the organizational flexibility needed to respond effectively with
civilian and military resources; often through tailor-made and ad hoc-based
organizations; headquarters or centres that are neatly designed to address the
uniqueness and specific requirements needed for the unique event.
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MUNICIPAL PREPAREDNESS AGAINST
HYBRID THREATS

How can military experiences be used?

Jannicke Thinn Fiskvik and Tormod Heier

Introduction

For states that pursue their interests by means of hybrid threats, any vulner-
ability within adversary communities represents a valid target. The key point
is to combine political, economic, social, and military means in subtle and
innovative ways (NOU 2023: 17, p. 115). Of special importance is political
leverage; the malign influence imposed on adversary decision-making pro-
cesses, their strategies, and adjacent policies; efforts that otherwise would
have energised social cohesion, trust, and confidence within an adversary
community.

The subtle and unrestricted character of hybrid threats blurs the
civil-military boundary in liberal democracies. This is due to hybrid threats’
indiscriminate nature. A myriad of public and private agencies may easily be
targeted simultaneously, for example through coordinated cyberattacks (see
Chapter 5 by Lund). Such a crisis may easily exceed civil resources and com-
petence at local levels. For additional efforts, military assistance may be at
hand. Communal preparation and response plans should therefore consider
how military skills and resources could be exploited more consistently to
enhance societal resilience (NOU 2023: 17, p. 26).

Aligning scarce resources across civil-military interfaces is nevertheless
difficult—especially in war and war-like situations. This has become more
evident over the last decades. Since the 1990s and well into the 2000s, many
European states have transformed their armed forces into a more deploy-
able and usable expeditionary force. As the Soviet threat disintegrated in
1991, international operations far off own territories became a reality. Not
least for thousands of military personnel that for the next two decades were
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assigned a politically sensitive role in Central Asia and the Greater Mid-
dle East; a role that blurred the traditional civil-military interface at home:
counter-terrorist operations inside civic communities; winning the inhabit-
ants’ hearts and minds through nation- and peace-building efforts, preferably
so through corroboration with war lords and power brokers; and finally—
before a humiliating retreat from Central Asia in 2021—mentoring Afghan
officials and security forces as part of a “good governance-vision” inside
tribal communities.

For Russia’s European rim states, committing thousands of officers
and non-commissioned officers (NCOs) to a politically, culturally, and
socially complex environment was a long-term investment. With Russia’s
2014-annexation of Crimea and its full-scale invasion in 2022, Europe rebal-
anced back to territorial tasks. But this time, with a credible U.S. deterrent
posture and a cohesive NATO in back-hand. Concurrently, Russia’s inva-
sion had catastrophic consequences for its Armed Forces. Two years into
the full-scale war, Western intelligence services claim it may take 10 years or
more before Russia can rise militarily (Mehta, 2022; Nicholls et al., 2023). In
the meantime, posing hybrid threats below the threshold of war seems to be
Russia’s most likely course of action (see Chapter 8 by Heier).

For mayors, police chiefs, and councillors situated in the districts, often
far away from robust governmental agencies, mitigating such threats is not
easy. As hybrid threats strike across public and private interfaces, a myriad of
actors with different roles and responsibilities are involved. Lacking military
ethos, like unity of command or unity of purpose, a coherent alignment of
resources is difficult. This chapter, therefore, analyses the following question:
How can military experiences from international operations, such as from
Afghanistan’s politicized theatre, be utilised at home, as small and vulnerable
municipals prepare for hybrid threats?

Municipal resources in the periphery tend to be scarce, and thus thinly
spread across vast areas. Effective preparations and responses to hybrid
threats, therefore, rest on joint efforts from both civilian and military
stakeholders. This topic is explored further by Sandbakken and Karlsson
in Chapter 11, and by Borch in Chapter 12. More jointness nevertheless
requires an updated civil-military framework—a pragmatic approach that
seeks to mitigate vulnerabilities and shortcomings in the districts. But which
at the same time maintains the sensitive relationship between local mayors
and police chiefs, on the one hand, and their military subordinates, on the
other.

Second, as civic communities seek resource optimisation, military experi-
ences from foreign operations may be scrutinized. This is because hybrid threats
cannot be effectively mitigated without an integrated whole-of-government
approach (Christensen et al., 2020). Europe’s post-Ukrainian security envi-
ronment thereby coincides with key elements of the NATO Comprebensive
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Approach in international operations; a strategy designed to align three mutu-
ally reinforcing lines of operations from the civilian and military spheres:
security, governance, and reconstruction (Rynning, 2019, p. 27). This resem-
bles the whole-of-government approach that many local emergency response
actors must confront in a contemporary hybrid threat scenario at home: To
organize themselves effectively so that scarce public and private resources are
aligned towards one unifying purpose within crisis management.

To scrutinize the puzzle, the chapter proceeds as follows. First, a theo-
retical perspective of the “unequal dialogue” between civilian leaders and
military servants is outlined. Thereafter, the theory serves as a backdrop to
describe how Nordic forces accumulated valuable civil-military experiences
from Afghanistan, 2002-2021. On this basis, the strategic utility of such
experiences is discussed, but in a context where civic-led municipals at home
strive for enhanced resilience against hybrid threats. Finally, four conclusions
are made on how military experience can be used to improve civil responses
and preparations against hybrid threats.

Perspectives on civilian-military coordination and control

Civil-military relation is a perennial phenomenon encapsulating almost any
aspect of civil societies’ relationship with their Armed Forces. The scholarly
field is just as broad: Valuable insight is given by historians, sociologists,
and political scientists. The topics include themes like military coups, civilian
control of the military establishment, and soldiers’ professional and cultural
affinity with their parent society (Brooks, 2019). The key issue is the civil-
ian’s political role vis-a-vis its’ military subordinates; the timeless dilemma
of maintaining civilian control without losing military effectiveness (Feaver,
1996). While there is no question of the existence of civilian control over
armed forces in mature democracies, there are nevertheless many ways to
frustrate or even evade civilian control (Fiskvik, 2020). Civilian leaders must
therefore use every opportunity to guide military efforts into a politically
optimal end-state (Cohen, 2012).

Hence, as operational contexts change, so do civil-military relations. In
a hybrid threat context, hostile aggressors do not wage conventional wars
on a clearly defined battlefield. The enemy’s modus operandi does not allow
the military to defeat their adversaries decisively by brute force only. On
the contrary, as wars unfold inside local communities, wars become highly
politicized. The blurred interfaces between combatants and non-combatants
leave officers and their soldiers in a complex security environment, even the
smallest military action may cause profound political consequences (Simp-
son, 2012, pp. 92-100). It is not politically helpful for any civilian entity to
annihilate opponents if the violent course of action alienates local citizens or
even the entire international community. You may win the war, but you may
also loose the peace—widely defined as the broader political objective.
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According to Cohen (2012), therefore, politicians should act more pro-
actively to govern their force. Rather than presenting a clear-cut political
end state, and thereafter leave the military with planning and execution, the
opposite should happen: a detailed regulation of how the organised violence
is employed, and how this coercive action is amalgamated with other and
more complementary instruments of power, such as diplomatic, economic,
or humanitarian levers.

Cohen’s model of civil-military relations rests on the “unequal dialogue”:
a cooperative process where civilian superiors are engaged actively in mili-
tary logic. The model is not about civilian leaders dictating their subordi-
nates but rather a constructive civil-military dialogue—unequal because the
final authority rests with civilians. This is important in both wars and crisis
below the threshold of war and on battlefields where tactical and operational
manoeuvres unfold within unstable and vulnerable civic communities, and
where military action needs to be calibrated to underscore a broader set of
political objectives (Cohen, 2012, pp. 227-242). Politicians, supported by
their civil servants, should therefore “immerse themselves in the conduct of
their wars”. Whether you are a parliamentarian, a prime minister, a mayor,
or a local police chief, you should “master military briefs as thoroughly as
[you do your] civilian ones”. In other words: “Both groups must expect a
running conversation in which although civilian opinion will not usually dic-
tate, it must dominate; and that conversation will cover not only ends and
policies, but ways and means” (Cohen, 2012, p. 224).

As military force is used inside civic communities, where lines between
war and peace are blurred and political and military activities are intermin-
gled (Smith, 2007, pp. 269-271), the notion of a strict division of labour
between the civilian and military leadership is challenged. This again, Cohen
argues, has grave implications for the Huntingtonian logic, where civilians
should abstain from a too detailed interference in strictly military matters
(Huntington, 1957). Cohen, on the other hand, maintains that a separa-
tion of the two spheres is an arbitrary one. Any civilian stakeholder should
be involved meticulously in operative planning and execution; any military
activity should be scrutinized through querying, probing, and new sugges-
tions on how military skills and resources may underscore political objec-
tives. If necessary, advice from senior military advisers should be overruled
and those who fail to perform dismissed. At the same time, the civilian side
should tolerate disagreements and appreciate blunt counterarguments, even
though “the final authority of the civilian leader is unambiguous and unques-
tioned” (Cohen, 2012, p. 227).

How can “the unequal dialogue” be used to scrutinise the utility of mili-
tary experiences inside a European municipal? The proposition is that while
civilian leaders maintain superior authority over the military, officers and
NCOs also possess valuable skills and knowledge needed to enhance munici-
pals’ preparation against hybrid threats. The next section describes how
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Nordic forces gained civil-military experience from Afghanistan. Thereafter,
the relevancy of this experience is discussed within the context of Cohen’s
“unequal dialogue”.

Civil-military experiences from Afghanistan (2002—2021)

The intervention in Afghanistan involved a comprehensive civilian and mili-
tary engagement. The International Security Assistance Force (ISAF) focused
on humanitarian and stabilization operations to support the central Afghan
government in extending its authority to Afghanistan’s many provinces
(Suhrke, 2011). In this regard, the Provincial Reconstruction Teams (PRTs)
played a key role. The PRTs included both civilian and military elements
following three lines of operations: security, governance, and development
(NATO, 2010).

Embarking on an ambitious state-building project, Afghanistan became a
demanding test for the international community. For one, balancing politi-
cal objectives with military doctrines proved difficult. Moreover, civilian and
military assistance had to be more intimately aligned, an issue that blurred
their roles and responsibilities. The challenges thereby invoked valuable
experiences. Not least for a military profession that, during the Cold War,
was accustomed to a total war scenario—a situation that left the military
in charge. But political inference became more pronounced as limited wars
with limited political objectives gained momentum throughout the 1990s
and 2000s.

Here, experiences of Denmark, Finland, Norway, and Sweden are
described. The empirics emphasize the quest for better civil-military alignment
of resources, in accordance with NATO’s Comprebensive Approach-strategy
in Afghanistan. The description allows us to discuss the utility of military
experiences at home, as municipals prepare against hybrid threats.

Denmark

From an initially dispersed participation across Afghanistan, Danish efforts
took a decisive turn with the decision to join the British-led PRT Lashkar
Gah in 2006. Operating in Southern Afghanistan, Danish forces faced a trib-
ally fragmented population sceptical to foreigners and with little experience
of central government (Saikal, 2012). Additionally, there were war lords
instrumentalizing tribal rivalries and challenges with heroin production and
drug trafficking. Initially, Danish authorities issued a few national caveats
and provided a broad mandate for the military engagement (Fiskvik, 2020,
p. 215).

Although civilian authorities emphasized the comprehensive approach, the
Danish engagement was overwhelmingly military (Rynning, 2019). Situated
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in one of the toughest parts of the country, there was limited civil-military
alignment as Danish NGOs deemed the Danish area of operations too dan-
gerous for humanitarian workers (Fiskvik, 2020, p. 152). Nevertheless, as
part of Task Force Helmand, Danish forces were accompanied by stabiliza-
tion advisors appointed by the Ministry of Foreign Affairs (MFA) (Andersen
et al., 2016, pp. 34-36). Jointly they planned and initiated small reconstruc-
tion projects for areas where the security situation made the presence of
civilian organisations impossible (Danish MFA et al., 2013, p. 22). Lacking
clear directions from home, the civil-military coordination on the ground
was based on goodwill and compromises between deployed civilian and mili-
tary personnel (Andersen et al., 2016, p. 29). Experiences from Afghanistan
showed that personal relations between civilian advisors and soldiers were of
great importance. These relations functioned best when the actors had met
beforehand in Denmark with joint education and exercises (Andersen et al.,
2016, p. 73).

Many stabilization projects, however, were hindered by the grave security
situation. Ultimately, facing insurgents in a high-risk area, the Danish forces
prioritized combat operations. In this regard, military advice and force pro-
tection weighed heavily in parliamentary debates, and the military contin-
gents were reinforced (Fiskvik, 2020, pp. 146-147). Part of the British-led
PRT, Danish forces followed strategic priorities of British forces and adapted
to counterinsurgency warfare; the effort shifted from fighting the Taliban
across Helmand province to focusing on a permanent and less offensive pres-
ence in densely populated areas (Fiskvik, 2020, pp. 158-164). From 2012
onwards, the Danish forces assumed a more withdrawn role, focusing on
training and advising Afghan security forces.

As the mission grew more complex and the situation deteriorated, civil-
ian authorities became more involved in planning and operative conduct.
They began imposing stricter rules of engagement, in which Danish forces
increasingly had to consider both political and ethical consequences when
using force (Fiskvik, 2020, p. 152). The Danish Afghanistan strategy from
2008 included a realization that the notion of a process where military
forces first secure an area and then followed by development activities did
not suit the realities in Afghanistan. Instead, the strategy notes the threat
picture “conditions specific demands of an active and flexible interplay
between military and civilian efforts” (Danish MFA & Danish MoD, 2008,
p. 21). To coordinate efforts, a Danish inter-ministerial Afghanistan work-
ing group was established (Fiskvik, 2020, p. 151). In addition, the MFA
and the Ministry of Defence (MoD) began jointly to issue Helmand Plans,
outlining goals and expected effects. Based on benchmarks and progress
evaluations, plans were intended as a tool to ensure political control of the
overall effort—signifying a shift in the Danish approach to military affairs
(Fiskvik, 2020, p. 152).
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In the case of Denmark, the demanding security situation hampered a
comprehensive approach. Nevertheless, Afghanistan brought valuable expe-
riences in the use of force under complex conditions, in which Danish forces
had to learn counterinsurgency and to interact with a broad range of civilian
actors (Rynning, 2019). The experiences in Helmand come with an evolving
recognition that civil-military alignment requires trust, a mutual understand-
ing, and joint training before and during operations (Danish MFA et al.,
2013).

Finland

Mainly operating with Norwegian and later Swedish forces in Northern
Afghanistan, Finnish forces had similarly a low-key approach aiming at
gaining local trust (Mustasilta et al., 2022, p. 134). Organized in mobile
observation teams, Finnish forces conducted patrols in northern provinces
as part of the PRT’s aim to make the conditions eligible for reconstruction
(Fiskvik, 2020, pp. 183-184). Finnish forces also had to navigate according
to guidelines set by the government, such as a geographical restriction to the
north and strict rules of engagement, in which they were only to use force in
self-defence and in exceptional circumstances (Fiskvik, 2020, p. 183).

The comprehensive approach did not stray far from existing Finnish
approach to international crisis management, where Finnish soldiers in
previous peacekeeping operations have participated in larger development
projects in support of civil society (Fiskvik, 2020, pp. 175-189). This con-
tinued in Afghanistan as civilian experts operated alongside Finnish forces in
implementing smaller projects between 2004 and 2007. Compared to Nor-
way and Sweden, Finnish forces had more leeway in terms of civic financial
assistance to carry out projects (Fiskvik, 2020, p. 200). Moreover, Finland
deployed reservists, who’s versatile skills from civilian professions were con-
sidered a strength in the engagement with civilians (Mustasilta et al., 2022,
p. 192). As security deteriorated, however, it became difficult to pursue a
fully civil-military approach. Frustrated Finnish aid organizations argued
that their line of work became endangered in what they experienced as a pri-
oritization of political and military considerations over development issues
(Mustasilta et al., 2022, p. 143). The dialogue between civilian and military
spheres stumbled, and as their roles became less distinct, it became important
for civilian authorities to have a clear task allocation among the different
actors (Fiskvik, 2020, pp. 188-189).

With a more demanding security situation, the original military tasks of
stabilizing gravitated towards combat operations. Finnish forces adapted
to COIN principles alongside Swedish forces and cooperated in planning
and conducting large operations intended to remove insurgents and enable
development work (Fiskvik, 2020, p. 201). For the military leadership,
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Afghanistan served as an opportunity to test national defence capabilities,
develop interoperability, and practice NATO operations (Mustasilta et al.,
2022, p. 129).

The Finnish experiences with strategic thinking in a highly politicized secu-
rity environment are mixed. On the one hand, the decline in social stability
inside Afghan communities in Finland’s area of operations did not come as a
surprise to the military leadership, who adapted the contingents to the condi-
tions on the ground. There were necessary adaptions in rules of engagement,
heavier military equipment, and Finnish forces changed to a more traditional
military structure of platoons (Fiskvik, 2020, pp. 194-198). In these cases,
the dialogue between civilian and military spheres and routines functioned
well. Planning the involvement was considered effective and processes for
changing the rules of engagement and deploy heavier military equipment
went smoothly (Mustasilta et al., 2022, p. 132). On the other hand, when the
military leadership requested an increase in the number of troops, the Presi-
dent blocked the proposition and insisted on 195 as the maximum number
(Fiskvik, 2020, pp. 183-187). Moreover, deployed personnel perceived that
higher officials had a narrow understanding compared to how challenging
the situation really was; in this vein, there was a lack of clear strategic guide-
lines where multiple Finnish objectives, partly vague and at times conflict-
ing, hampered the implementation of a comprehensive approach (Mustasilta
et al., 2022, pp. 99-115).

Overall, the understanding of the comprehensive approach and the appli-
cation of it developed during the ISAF years (Mustasilta et al., 2022, p. 181).
There was a cumulative process of awareness of the complexity of opera-
tions, including experience with a more active use of force, and importantly
an acknowledgement that current conflicts require increased political atten-
tion (Fiskvik, 2020, pp. 205-207). Moreover, Finnish forces gained leader-
ship experience in war-like circumstances, as well as new skills in mobility,
protection, and intelligence (Mustasilta et al., 2022).

Norway

Norway’s contribution to Afghanistan gradually concentrated to the Faryab
province in Northern Afghanistan, as the country became lead nation of PRT
Meymaneh in 2005. The PRT was led by the military, while civilian efforts
were administered by the Norwegian Embassy in Kabul with a small civilian
component in Faryab (NOU 2016: 8, p. 125). While acknowledging the com-
prehensive approach as the only way of addressing the challenges, Norwe-
gian authorities interpreted the coordination of civilian and military efforts
to signify a clear separation of civilian and military tasks (NOU 2016: 8,
p. 127). Accordingly, with stabilization as the main task, Norwegian forces
were to provide security so that civilian actors could do reconstruction work.
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Although Northern Afghanistan was mostly calm initially, the Norwegian
forces had to navigate between other security problems such as managing
the relationship with local warlords and conflicts along ethnic lines (Suhrke,
2011, pp. 89-90).

Aligning civilian and military efforts into a broader comprehensive
approach challenged the military. The PRT concept was unfamiliar and
included tasks at the margins of core military activities. Furthermore,
the PRT had few available funds, and the forces were restricted in doing
civilian tasks (Fiskvik, 2020, p. 135). Significantly, the civil-military
divide was at odds with ISAF’s tight cooperation of civilian and mili-
tary resources (NOU 2016: 8, pp. 130-131). The official inquiry into
Norway’s Afghanistan engagement found that in practice, it was dif-
ficult strictly to adhere to the civil-military separation (NOU 2016: 8,
2016, pp. 121-151). Co-located in PRT Meymaneh, cooperation evolved
between Norwegian civilian advisors and military commanders; without
clear instructions for a comprehensive approach, however, this coop-
eration was largely dependent on personal relationships (NOU 2016: 8,
p. 125). Moreover, as the civil-military divide hindered effective coor-
dination with Norwegian-financed NGOs and the civilian component
remained small, Norwegian forces coordinated more closely with other
international NGOs operating in the province, as well as local authorities
when planning operations (NOU 2016: 8, pp. 130-136).

In terms of strategic thinking, Norway lacked a comprehensive strategy.
The joint effort of the MFA, the MoD, and the Ministry of Justice and Public
Security to concretise political guidelines came short, and few deployed per-
sonnel found useful in practice (NOU 2016: 8, p. 132). Recognizing the need
for improved coordination, the government established a cross-departmental
forum; however, it mainly functioned as an arena for information sharing
rather than discussing how best to integrate different elements (NOU 2016:
8, p. 31). Thus, Norwegian civilian and military personnel had to figure out
on their own how to implement a comprehensive approach. As the security
situation worsened, the government toned down its state-building ambitions,
and the PRT was made more robust with heavier equipment and more per-
sonnel following military advice (Fiskvik, 2020, pp. 148-154). As military
force commanders were left with developing and running operations in the
province, the Norwegian forces adapted to ISAF’s counterinsurgency strategy
and took initiative by seeking out troubled areas in neighbouring districts of
the PRT (Fiskvik, 2020, p. 150).

During the engagement, the civil-military dialogue matured as civilians and
military gained a better understanding of the mission’s complex and demand-
ing nature (NOU 2016: 8). There is an acknowledgement that current cri-
sis management requires short lines of command to ensure both political
control and military efficiency. Moreover, at home, an integrated political
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and military leadership is deemed important to ensure close and persistent
political-military coordination (Fiskvik, 2020, pp. 168-169).

Sweden

Assuming command of PRT Mazar-e Sharif in 2006, Sweden became respon-
sible for four northern provinces that varied in stability and economic growth
and marred by power rivalry between war lords (SOU 2017: 16, pp. 69-70).
Moreover, the PRT organization, which included both military and civilian
dimensions, was unfamiliar to the Swedish forces (Fiskvik, 2020, p. 186).
With national caveats that limited the scope of Swedish forces to use lethal
force, the Swedes had initially a light military footprint, carrying out patrols
and stabilization operations to enable development and reconstruction
(Fiskvik, 2020, p. 183).

Although Swedish authorities emphasized the comprehensive approach
when assuming PRT lead, the civil-military cooperation on the ground was
strained. The Swedish International Development Cooperation Agency did
not want to interact with military forces, and the Swedish-led PRT did not
administer development resources, which limited the coordination with aid
and development activities (SOU 2017: 16, p. 74). The aim of establishing
trust among the population through civil-military cooperation activities was
challenging as the projects created expectations among the Afghans that the
military did not have the resources to meet (Fiskvik, 2020, p. 189). By 2010,
Swedish forces began questioning the application of the PRT concept as
resources were few and with a poorly represented civilian component.

Although civilian authorities back home refrained from referring to
counterinsurgency, Swedish forces were influenced by ISAF’s counterinsur-
gency strategy, and officers were enrolled in counterinsurgency courses in
Kabul. Adopting COIN principles that signalled a more active approach to
ensure security, the Swedish-led PRT planned and conducted several large
operations intended to stop and control insurgent activity (Fiskvik, 2020,
pp- 190-191). Thus, as the situation deteriorated, the military took on a more
active approach and adapted to more demanding conditions. The PRT was
reinforced with heavier equipment, and the Chief of Defence removed Swed-
ish national caveats, expanding the possibility to use force in conflict-related
situations (SOU 2017: 16, p. 86).

In terms of strategy for the engagement, there were no clear political aims
beyond the decision to participate. At the same time, the generals at the
armed forces headquarters did not provide much direction either (Angstrom,
2020). Consequently, the Swedish force commanders had considerable dis-
cretion in interpreting the political overarching mission and defining missions
(Fiskvik, 2020, p. 185). Eventually, in 2010, the government published a
strategy for Sweden’s overall effort in Afghanistan; in essence, the strategy
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underlined the ISAF military strategy and the comprehensive approach as the
solution to an ever-more complex effort (Swedish Government, 2010). At the
same time, the strategy outlined a gradual reduction in the military effort and
underlined the necessity of keeping civilian and military roles apart. Aiming
to improve civil-military coordination, the government established in 2010 a
Senior Civilian Representative for coordinating the Swedish efforts and lead
the contact with Afghan authorities (Fiskvik, 2020, p. 189). The position was
to be an equivalent to the military force commander and had responsibility
for overall political guidance, civilian personnel, and development. In 2012,
the PRT changed to a civilian command and evolved into a Transition Sup-
port Team, with the aim of transition security responsibility to the Afghans
(Fiskvik, 2020, p. 196).

The Afghanistan engagement with PRT leadership changed the way Swe-
den use its military forces (Fiskvik, 2020). The initially perceived peacekeep-
ing operation turned into a complex mission, in which the military was forced
to familiarize themselves with a new political context and way of thinking
involving a comprehensive approach. The engagement influenced the Swed-
ish Armed Forces in several ways, including valuable experiences, defence
reform, and doctrine development that included a comprehensive approach
(Fiskvik, 2020, pp. 197-204).

Are Afghan experiences useful at home?

The Afghan war proved demanding for Nordic politicians and their mili-
tary servants. As years went by, thousands of officers and soldiers gradually
socialized into a highly politicized security environment. It was a complex
mission that challenged the use of force and various attempts at aligning
civilian and military efforts. Partly, it was challenging on the ground where
civilian and military actors had to find new solutions but without clearly
defined roles and responsibilities. Partly also at home, where political guid-
ance to military subordinates were hesitant and ambiguous. Without clear
objectives, the Nordic forces were left with figuring out how to implement
a comprehensive approach and arguably developed a stronger political sen-
sitivity. The civil-military interaction endured for almost two decades. Over
the years, the two spheres customized their perceptions and expectations. On
that basis, we return to Cohen’s theoretical framework: while final decisions
rest with civilian leaders, civilians should also engage in a detailed dialogue
with their military subordinates; not least when it comes to utilize critical
skills, knowledge, and competence. Moving from Afghanistan to a European
context where civilian leaders prepare for hybrid threats at home, how may
the “unequal dialogue” exploit the military experience?

The Nordic cases visualize a clear indication: in the strategic dialogue on
ends, ways, and means, civilian leaders should utilize military skills in holistic
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planning and rigorous execution. Throughout the Afghan war, Western forces
adjusted their military logic to a whole-of-government approach. As military
efforts were intimately tied to good governance, reconstruction, and devel-
opment, the violent execution became tamed and politicized into a broader
strategic framework. For decades, thousands of officers and NCOs gained
practical skills and knowledge. The quest for cross-sectorial, inter-agency syn-
ergy became a planning prerogative. Taking political guidelines into account,
such as strict rules of engagement inside tribal communities, contextual sen-
sitivity became a constant priority in planning and execution. Contextual
sensitivity became important not least to cope with a fragmented coopera-
tive landscape where local authorities, international aid workers, and civilian
advisors were incapable or even reluctant to align their resources.

On the one hand, comprehensive planning-experience may be a critical
asset for civilian leaders preparing for hybrid threats. This is because local
communities often are scarcely populated, and hence suffering from endemic
resource scarcity. By integrating experienced liaison officers, NCOs, officers’
advisory groups, or even military veterans with relevant experience into their
local crisis management groups, administrative councillors, mayors, and
police chiefs are energized by professional expertise. Building on politically
sensitive experience from tribal communities, military personnel can assist in
comprehensive threat assessments inside civic communities. As municipals
seek mitigate threats, military experts can be used to enhance leadership,
elaborate complex threat assessments, and produce executive orders. The
overall purpose would be to enhance a coherent unity of effort: partly by
identifying mutually reinforcing instruments of power in the wider society;
partly by organizing critical capabilities in an effectively and orderly manner;
and finally, systematically identifying critical vulnerabilities that should be
secured for effective response measures (NATO, 2019, pp. 3-5).

The operational benefits are two-fold. First, civil-military integration is
customized to a specifically tailored context inside the local community. This
is crucial to energize the vibrant link between municipals’ strategies and their
practical output vis-a-vis local citizens that are strained by fear, anxiety, and
apprehension. Second, by integrating military skills, competence, and drills
into the civilian chain-of-command, the civilian side may more easily seize
the initiative. This is because experienced staff members can streamline, and
thereby energize, decision-making processes with rigour and structure. Seiz-
ing the initiative is often seen as an important step, partly to reassure citizens
but also to prevent further damage from malign actors.

On the other hand, an “unequal dialogue” that invites militaries into a
civilian-led operation may also cause friction. Three problems may arise. First,
officers with extensive combat experience from abroad may easily be seen as
too intrusive or too influential in a civilian-led planning process. Unless per-
sonal bonds of mutual trust and confidence are thoroughly cultivated for a
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longer period, and unless the military experts behave benevolently, a sense
of institutional rivalry, personal scepticism, or even professional prejudice
may arise amid a crisis. This again may undermine the municipal’s “unity of
effort” or “unity of command”—in a critical phase where resources need to
be properly aligned at the right place, at the right time. As demonstrated by
the Nordic cases, if political objectives are not firmly anchored and contextu-
alized into a broader a whole-of-government approach, civil-military friction
will arise.

Second, friction may evolve if the civilian chain-of-command is challenged
by a numerically superior military support element. Should a local crisis
intensify to a level where civilian and military roles become blurred, an inte-
grated civil-military planning process may erode or even collapse. This is
because mayors or police chiefs may feel military professionals exceed their
supporting role by encroaching more authority than admissible or necessary.
This follows the military’s resourceful organisation: Equipped with heavy
material, such as dedicated transport companies, engineers, signal units, field
hospitals, military police, or logistics, the sheer size and volume of skilled and
experienced manpower may easily outnumber the civilian planning and exe-
cution capacity. As noted in the Nordic cases, all four states eventually ended
with a clear civil-military divide. Simultaneously, the civilian side increas-
ingly recognized the need for pragmatism and flexibility to address threats
that cut across the civil-military interface. Nurturing a healthy civil-military
dialogue arguably requires close coordination and training as to familiarize
different elements across diverging cultures.

Finally, as militaries are incorporated into the “unequal dialogue”, civil-
ians should know that military experience is not necessarily compatible to
any European context. As staff officers and NCOs are intimately tied to civil-
ian headquarters, the execution of response measures may become unneces-
sary proactive. As pointed out in the Nordic cases, the military gravitated
towards traditional combat tasks due to increased resistance from Taliban.
Seizing the initiative to gain momentum, and hence influence the opponent’s
calculus, became an operational necessity. In a European crisis management
context, a too proactive posture with armed Gendarmerie or Home Guard
soldiers may unintentionally stir local anxiety rather than reassurance. Mili-
tary support may as such undermine broader political objectives.

Conclusion

As small and vulnerable municipals prepare for hybrid threats, this chapter
discussed how military experiences from abroad could be utilized at home.
To conclude, two empirical and two theoretical findings are deduced.

First, the civilian side could be more forward leaning and take braver steps
to exploit the military experiences situated inside their local community. If
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civilian crisis-management units are invigorated with relevant military exper-
tise, civilian authorities may gradually develop a common frame of reference;
an operational approach where local civilian leaders can balance ends and
means more effectively, determine viable courses of actions, and thus orches-
trate and direct the local community’s instruments of power in an even more
coherent manner. A poorly applied operational approach may easily lead
to the opposite: A deteriorating relationship between citizens and the state
because communal response measures are deemed ineffective and inadequate
to meet inhabitants’ expectations and needs in a dire situation. Such events
may furthermore undermine legitimacy, trust and confidence.

Second, this is not the same as claiming that military expertise and per-
sonnel should dominate the civilian chain-of-command, or that civilian
side should cede roles and responsibilities over to the military. Mayors,
police chiefs, and regional councillors are still the superiors. But as scarcely
resourced districts prepare for hybrid threats, pragmatism and local adjust-
ments must prevail over institutional traditions originating from a Cold War
era where civil-military boundaries were clearer.

Third, there is no clearcut division between civilian and military roles
and responsibilities. If military resources are exploited more systemati-
cally by civilians, the two spheres will gradually coincide. This is consist-
ent with Churchill’s perennial dictum from Great Britain’s existential war
in 1941, claiming that “policy and strategy becomes one”. This conclu-
sion validates Cohen’s theoretical proposition, where civilians must be
more engaged in an operative sphere that traditionally has been domi-
nated by militaries.

Fourth, while Cohen focuses on major wars and civil-military relationships
at the national level, hybrid threats are more likely to materialize where criti-
cal vulnerabilities are most prominent. This is inside small, transparent, and
scarcely resourced municipals. Accordingly, an interesting future research
avenue is to examine how a closer integration in terms of organization and
governance can be facilitated in a hybrid threats context. In this vein, Cohens’
theory may be developed further to encapsulate regional and local levels in a
state’s chain-of-command.
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HYBRID THREATS AND THE “NEW”
TOTAL DEFENCE

The case of Sweden

Joakim Berndtsson

Introduction

To meet the challenges of complex, “non-traditional” threats and “trans-
boundary” crises (e.g. Ansell et al.,, 2010; Boin, 2019), political leaders,
national defence, and crisis management organisations are seeking ways to
strengthen capabilities, preparedness, and resilience. While strategies vary,
they often emphasise intergroup and interorganisational integration and col-
laboration across public-private, civilian-military, or national-international
boundaries (see also Chapter 11 by Karlsson and Sandbakken). Concepts
such as the “whole force” (UK), the “total force” (the United States), or the
“defence team” (Canada) capture some aspects of this move towards col-
laborative and integrated defence arrangements (Goldenberg et al., 2019;
Louth and Taylor, 2018; Berndtsson et al., 2023). In other contexts, nota-
bly in the Nordic and Baltic Sea regions, the perceived transformation and
escalation of threats have seen a revival of national defence concepts such as
“total defence” or, as in the case of Finland, “comprehensive security” (e.g.
Valtonen and Branders, 2021, see also Chapter 13 by Kasearu, Truusa and
Tooding).

The concept of total defence has been described as a “whole of society
approach to national security intended to deter a potential enemy by rais-
ing the cost of aggression and lowering the chances of its success” (Wither,
2020, p. 62). In the past, total defence arrangements were primarily designed
to meet the challenges of “total war”. Today, these and similar concepts are
being re-invented and adapted to address threats and crises across multiple
sectors and levels of society, and across the peace-war spectrum. In the pro-
cess, governments, militaries, and crisis management organisations face the
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challenge of explaining the meaning and nature of hybrid or transboundary
threats, as well as to organise robust and integrated whole-of-society and
whole-of-government responses. This chapter focuses on the case of Sweden,
and in particular the framing of emerging threats to mobilise support for, and
participation in, the “new” total defence (see also Chapter 13 by Kasearu,
Truusa and Tooding).

Swedish total defence can be traced back at least to the 1940s (Larsson, S.,
2021; Angstrom and Ljungkvist, 2023). Thus, the concept is familiar terrain
for many Swedes. What is currently emerging, however, is quite different;
society has undergone substantial changes in the last decades, as have global
and regional security landscapes. At the same time, definitions and interpre-
tations of threats have changed, and concepts such as “hybrid threats” or
“non-linear” warfare have gained considerable traction in political and mili-
tary discourse. While the meanings of such concepts remain elusive (Rinelli
and Duyvesteyn, 2018, pp. 19-23; Chapter 1 by Borch and Heier; Chapter 2
by Bjerge and Heiby), security policies in Sweden and elsewhere are char-
acterised by “entangled” security logics (e.g. territorial and societal) that
shape both understandings of, and responses to, perceived threats across the
peace-war spectrum (e.g., Wrange, 2022). Broadening definitions of threats
and security has meant increasing demands for capabilities and readiness but
also a “securitization” of a growing number of issues (Larsson, O. 2021;
Stiglund, 2021). Still, the fundamental idea of total defence remains; the con-
cept requires active participation, planning, and preparation by nearly all
parts of society—from the armed forces and crisis management institutions
to municipalities, private businesses, and individuals. Thus, state actors face
the dual challenge of explaining and communicating the nature and urgency
of potential threats and the need for preparedness to an array of audiences,
and to construct the “new” total defence as a credible response.

The aim of this chapter is to contribute to our understanding of how threat
perceptions evolve and how they are mobilised to explain and legitimise deci-
sions on defence organisation. To achieve this, the chapter asks: how have
understandings of hybrid threats by key political actors in Sweden developed
in the last decade, and how have they been communicated in the process to
re-invent total defence? Through a constructivist lens, the analysis focuses
on the framing (meaning making) of threats to national security by politi-
cal actors, using ideas about hybrid threats and transboundary crises as a
backdrop. Empirically, the analysis centres on the case of Sweden and, more
specifically, on the framing of threats by political actors and in particular
the Swedish Defence Commission (SDC). In the process, notions of societal
and national security, service, duty, preparedness, and readiness—all central
ideas for total defence—are bestowed with meaning. The ambition here is
not to explain specific decisions, nor to investigate the level of political or
popular support for specific policies, but rather to identify key shifts in the
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construction of meaning of threats and responses. Doing so will pave the
way for a better understanding of ideas and issues that underpin the ongoing
re-invention of total defence in Sweden and elsewhere.

Theory

Frame analyses have frequently been used to analyse threat perception and
policy framing in the context of defence and security (e.g. Morth, 2000;
Desrosiers, 2012; Bjornehed and Erikson, 2018; Wikman, 2021; Coetzee et
al., 2023). Frame theory—originally associated with the work of sociolo-
gist Erving Goffman (1974)—commonly adopt a constructivist approach to
social phenomena. Analyses frequently centre on sense-making processes in
communication by different actors and how issues and events are linked to
metaphors, symbols, norms, and narratives to create meaning or to mobi-
lise support (Bjornehed and Erikson, 2018). Framing is a process whereby
aspects of a perceived reality are selected and made meaningful or salient
in communication to promote a particular problem definition, causal inter-
pretation, moral assessment, or solution (e.g. Entman, 1993). Frames—as
expressed in speech, text, or images—thus seek to impose a certain logic or
interpretation on an audience and define the terms of understanding an issue.
Frames may shape public opinion and influence policymaking, and they may
legitimate certain decisions and actions (Morth, 2000, pp. 173-174). Fram-
ers commonly seek to align the public’s pre-existing expectations, ideas, and
perceptions with their views and goals (Desrosiers, 2012, p. 5).

From previous research on crisis management, we know that communica-
tion is a key challenge for authorities facing an ongoing or imminent threat.
As Ansell et al. (2010) observe, public leaders confronted with a (trans-
boundary) crisis need to be able to communicate an accurate and reliable
account of events (meaning making) and their strategies for dealing with a
situation (also Boin, 2019). The same line of thinking can be applied to the
work needed to prepare and organise for potential crises or threats; here too,
public leaders need to explain the nature and meaning of threats to various
audiences, including political allies and opponents, civil and military defence
organisations, and the public. Thus, state actors need to create an authorita-
tive and credible narrative (or frame) where the hybrid nature of threats to
society—as well as their remedies—is clearly explained. In Sweden, the main
response is the re-invention of total defence.

Total defence is a whole-of-society and whole-of-government approach to
national security. As such, it is a way to prepare and organise for potential
threats and crisis that are essentially understood transboundary in nature.
Total defence is not a formal organisation but involves myriad actors on
multiple levels and across societal sectors. We might think of it as a complex
“security network” (Whelan, 2017), organised, operated, and governed on
multiple levels and through both military and civilian centres of authority,



Hybrid threats and the “new” total defence 153

and shaped by different “strategic logics” (Angstrom and Ljungkvist, 2023).
Because of the sheer number of actors and interests involved, establishing a
common understanding of threats is vital. Only by (successfully) convinc-
ing different audiences of the meaning and gravity of potential threats can
enough political, institutional, and popular support be generated to support
decisions on, and engagement in, total defence and (war) preparedness. Thus,
investigating how threats are framed to mobilise support for the ongoing
re-invention of total defence emerges as an important undertaking.

Data and analytical approach

The Swedish Defence Commission (SDC) is described as a “forum for consul-
tations between the Government and representatives of the political parties
represented in Parliament” (Swedish Defence Commission website, April 20,
2023). The body comprises members of the parties in Parliament, representa-
tives and experts from several ministries and the Prime Minister’s Office, the
Swedish Armed Forces, the Swedish Defence Materiel Administration, and
the Swedish Civil Contingencies Agency, MSB. The stated ambition of the
SDC is “to reach a broad consensus on Sweden’s defence and security pol-
icy”, and the government frequently refers to SDC reports and analyses when
presenting proposals to Parliament (ibid.). The Commission is also tasked
with contributing to public debate on security issues, and their analyses and
findings are frequently discussed in the media. Taken together, the SDC is
an influential body when it comes to constructing meaning around security
issues in Sweden.

The SDC has released several key reports where key challenges and threats—
as well as necessary responses—are identified and discussed in some detail.
For the present study, five reports are of particular interest. First, the reports
from 2013 and 2014 are relevant as they signal a shift in threat perception,
fuelled primarily by the Russian annexation of Crimea in early 2014. Next,
the reports from 2017 and 2019 are important as they deal with the need to
adapt the total defence concept to tackle both conventional and emerging
threats to Swedish security. Finally, the report from June 2023 is important
because it covers several issues and events from the past few years, notably
the war in Ukraine and Sweden’s application to join NATO. The reports
follow a similar structure, with one or more sections devoted to national,
regional, and global security, as well as the state of Swedish security policy
and readiness.

In addition to key sections of the reports, some key government decisions
and actions are included to provide context on total defence development
since 20135. The analysis below is presented chronologically, starting with the
shift from 2013 to 2014 and moving forwards. The focus is on identifying
dominant ideas or frames in threat and security perceptions and how these
are linked to the need to re-establish and develop total defence capabilities.
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In practice, this means systematically scanning the texts for clusters of salient
messages, key themes, and recurring tropes that help illustrate how commu-
nicators or framing actors (the SDC) define and describe problems (threats),
their causes, and their remedies or solutions (see, e.g. Entman, 1993). A sim-
ple search for key words and phrases will serve to further illuminate changes
and dominant ideas, while the closer reading of key passages moves us
towards a more detailed understanding of framing processes.

Framing threats and the “new” total defence

Since the beginning of the Cold War, Swedish defence and security policies
and organisation have been closely tied to the country’s position as neu-
tral and, later, militarily non-aligned (Andrén, 1972; Kronvall and Peters-
son, 2012). Originally, total defence was built around the idea of war-time
neutrality and self-sufficiency, and included civilian organisations, military
defence, and the active participation of the civilian population (e.g., West-
berg, 2021, pp. 206-208; Larsson, O., 2021). From the early 1990s, however,
Sweden followed a wider European pattern of military downsizing, speciali-
sation, and transnationalisation (King, 2011). The policy aimed at war-time
neutrality was abandoned, but the country remained militarily non-aligned.
The mission of the Swedish Armed Forces (SAF) shifted towards interna-
tional deployments and expeditionary capabilities, and many of the previous
national and total defence plans and structures were dismantled (Angstrom
and Ljungkvist, 2023, pp. 16-18). In this period, Sweden became an active
and increasingly integrated NATO partner country (Ydén et al., 2019; Peters-
son, 2018).

Recently, however, there has been a marked territorial (re-)turn, with a
renewed focus on national defence. Following the annexation of Crimea in
2014, the Swedish Government decided in 2015 to resume its coordinated
total defence planning (Swedish Government Decision, December 10, 2015).
In addition, in May 2022, and following Russia’s invasion of Ukraine in
February the same year, Sweden applied to become a NATO member.' Thus,
the country is currently seeking to re-invent the total defence concept for a
new time while at the same time adjusting both military and civil defence
to conform to NATO standards, norms, and requirements. How have these
shifts in regional and international security been framed by the SDC, and
how have such framings helped pave the way for substantial shifts in Swedish
security thinking and organising?

2013-2014: globalisation and the quest for societal security

In the 2013 report, there are few signs of direct, conventional military threats
to Sweden. Instead, the main point of departure is the double-edged sword
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of globalisation and attendant developments in areas such as technology,
finance, science, and security politics (SDC, 2013, pp. 15-16). Globalisation
is, the Commission observes, both a source of development and a potential
cause of disruption and escalating threats:

Because the interaction between countries increases, there is also a more
pronounced spread of social change and their effects. Taken together, glo-
balisation makes it more difficult to predict developments. . . . Interde-
pendencies and factors such as technological developments means that
interruptions to energy supplies, the financial system or world trade can
have considerable and escalating effects.

(SDC, 2013, p. 21)*

From this perspective, rapid and often unpredictable changes brought about
by globalisation are a key concern. These threats are also connected to issues
of climate change and the control and supply of natural resources (SDC,
2013, pp. 24-29). In addition, international terrorism, the spread of (mainly
internal) armed conflicts, developments in the cyber domain, and issues sur-
rounding nuclear, biological, and chemical weapons are outlined and dis-
cussed (ibid., pp. 30-44). While some of these threats are well-defined in
terms of their sources, most are described as diffuse, complex, and difficult
to predict.

Discussing consequences of this development for Swedish defence and
security policy, the Commission observes:

The preconditions for Sweden’s defence and security policy have changed
fundamentally since the end of the Cold War. Globalisation has created
and will continue to create new possibilities and challenges. The global
financial centre of gravity has pivoted towards Asia. The area of secu-
rity policy changes due to technological and demographic developments,
increased demand for strategic resources, dependence and development of
flows, the consequences of migration, urbanisation and climate change.
(SDC, 2013, p. 213)

Again, globalisation is the central frame through which most other security
issues are understood. The Commission promotes a wide understanding of
security and observes that responses to potential threats need to be similarly
wide-ranging and coordinated across sectors and levels of Swedish and inter-
national society (SDC, 2013, p. 215). In terms of military defence, the Com-
mission concludes that “a military attack directly aimed at Sweden remains
unlikely for the foreseeable future” (SDC, 2013, p. 221). Instead, the Com-
mission favours continued Swedish participation in UN-led operations and
increasing defence cooperation in the Nordics and within EU frameworks
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(ibid., pp. 227-228). While potential military threats in the region are dis-
cussed—notably in relation to the conflict in Georgia in 2008—such threats
are not (yet) at the forefront.

In 2014, the pendulum begins to swing back towards territorial defence.
As before, the SDC uses globalisation as a point of entry for the strategic out-
look, but new geopolitical realities and potential military threats are placed
centre stage. The 2014 report is a direct consequence of events in the region;
in the instructions to the Commission, the Minister for Defence specifically
calls for an update of the previous analysis in view of the Russian annexa-
tion of Crimea (ibid., preamble). While the broad conception of security and
potential sources of threats remains, more focus is placed on Swedish societal
security and military defence. In addition, the Commission underlines, secu-
rity is a concern for all of society:

To strengthen societal security is a duty for several actors; individuals, com-
panies, organisations, municipalities, county administrative boards, govern-

ment and parliament. We are collectively responsible for our security.
(SDC, 2014, p. 11)

While similar formulations exist in the 2013 report, the explicit reference to
individual and collective responsibilities in the first few paragraphs signals a
shift in SDC framing. The dominant frame of globalisation is supplemented
with a more “territorial” view of Swedish security. This is evident in the
wording on the risk of military attack: the SDC maintains that an attack
remains unlikely, but the phrase “for the foreseeable future” has been taken
out (SDC, 2014, p. 35). Simultaneously, diffuse military threats have largely
been overshadowed by a clearly identified source of increased tension: Russia.

When it comes to remedies, the report mentions total defence (13 times
compared to 1 in the 2013 report), but mainly with reference to existing leg-
islation and not as a cornerstone of societal and national security. In terms
of the military, the Commission emphasises the need to increase war-fighting
capabilities and to improve recruitment and retention (SDC, 2014, Ch.
8-9). Further, the Commission notes the need to deepen bi- and multilat-
eral defence cooperation and recommends that the government should sign
the Host Nation Support Agreement with NATO (ibid., pp. 37-38).% Dis-
cussing civil defence, the report underscores the need to identify strategic
civilian assets and targets and to increase readiness as well as support capa-
bilities and coordination between authorities and organisations (SDC, 2014,
pp. 104-106). In addition, the SDC identifies a need for information and
education about crisis management and defence structures in Sweden. In this
context, the report also identifies a need to develop society’s resilience against
information and influence campaigns (SDC, 2014, p. 107).
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While many parts of the central narrative remain in place in both reports,
there are changes in terms of emphasis and tone when it comes to the nature
and meaning of threats. These changes are not surprising, but they do provide
some insight into the framing process, whereby national and territorial defence
regain prominence for the first time in several decades, and where the need
to engage more parts of society in defence and crisis management is placed at
the forefront. Ultimately, this reframing helped pave the way for several sub-
sequent changes, such as the 2015 decision to resume total defence planning
and organising (Swedish Government Decision, December 10, 2015).

2017-2019: War preparedness and total defence

In the two following SDC reports, the emphasis on territorial and national
defence becomes even more apparent, and total defence planning and organ-
ising is placed centre stage. In the 2017 report (titled “Resilience”), the
understanding of threats as hybrid is clearly conveyed:

The threats to our security can be antagonistic as well as non-antagonistic.
Typical antagonistic threats to our security can be war, influence cam-
paigns, and information warfare, network attacks in the cyber domain,
terrorism, and the use of weapons of mass destruction. In addition, there
are several challenges and threats to our security that may be both antag-
onistic and non-antagonistic, such as organised crime, disruptions vital
systems and flows, state failures, financial crises, political and religious
extremism, threats to our democracy and legal system, threats to human
freedoms and rights, social exclusion, migration flows, threats to our val-
ues, climate change, natural disasters, and pandemics.

(SDC, 2017, p. 15)

In the face of this wide range of threats, the SDC reiterates that “security
work is a task for the whole of society” (SDC, 2017, p. 16). Globalisation
still forms an important backdrop to the Commission’s understanding of the
wider security landscape and potential sources of threats, but much more
emphasis is placed on war preparedness, on the idea of rebuilding total
defence capabilities, and on the need to increase awareness and knowledge
among the Swedish population:

The lack of planning for a heightened state of alert and war has meant that
the public’s knowledge of total defence is very limited today. The favoura-
ble security situation that has dominated in Europe and the western world
has also meant that ideas of heightened states of alert and war appear
foreign to many people. Therefore, awareness and knowledge about how
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society can be affected by and armed attack and how one should act if
war comes needs to be improved. This is an important issue because total
defence capabilities to a large extent depends on the population’s willing-

ness to defend [the country].
(SDC, 2017, p. 45)

Significantly, the 2017 report has also dropped the word “unlikely” from
its assessment of the risk of war, concluding instead that “an armed attack
against Sweden cannot be ruled out” (SDC, 2017, p. 61). Further, the SDC
observes how the nature of war and warfare has changed and points to antag-
onistic tactics used in the “grey zone” between war and peace (ibid., p. 65).
The “grey zone” concept was not used in the previous two reports, but here
it serves both to define the changing nature of threats and to underscore the
need for (war) preparedness across multiple sectors (ibid., pp. 65-69, 75-77).
Following this framing of potential threats, total defence appears as the
key remedy. The report delves into several aspects of civil defence, including
organisation and governance, cyber security, shelters, law and order, supply
chain security, and the roles of volunteer organisations and businesses (SDC,
2017). Additionally, the idea of “psychological defence” re-emerges. The
concept is defined as consisting of three parts: ensuring defence willingness
among the population; maintaining the ability to communicate official infor-
mation; and identifying and countering influence campaigns (ibid., p. 106).
Discussing the importance of psychological defence, the SDC continues:

Even in peacetime, Sweden must have such individual and societal readi-
ness and capability in psychological defence that the shock of being
threatened or being attacked does not passivate decision makers or the
population. . . . [L]eading public representatives must have such insight
and ability as to be able to engage and communicate the importance of
total defence in their communication with the public.

(SDC, 2017, p. 109)

According to the SDC, responsibility rests not only with public officials but
also with individuals. This adds to previous statements about the importance
of “defence willingness” to meet increasingly complex threats, as well as
the (legal and moral) duty to participate in total defence activities. Threat
perceptions and framings not only inform the perceived need to rethink the
roles and mandates of public institutions, businesses, and civil society organi-
sations, but also emphasise the importance of the public. Even though the
population is not the primary audience of the SDC, the Commission’s status
buttresses the framing of both problems and solutions, thus paving the way
for political discussion and decisions.
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As we move to 2019, the focus shifts to Swedish military defence. The
framing of the nature of threats and the risk of war (conventional and hybrid)
largely follows the same pattern as in 2017. However, the SDC also observes
a “return” of geopolitics in international politics and places even more
emphasis on the potential threats posed by Russia (“Russia” or “Russian”
are used 384 times in the 2019 report, compared to 98 times in 2017). In
terms of Swedish security, building a credible total defence is again described
as a key part of the solution: “By making clear that an attack against Sweden
comes at a high cost, total defence, together with political, diplomatic, and
economic means, is a war deterrent” (SDC, 2019, p. 107). In addition, total
defence organising is also part of the wider effort towards building societal
security:

Assessments of what the total defence should be able to do . . . also includes
an important psychological component. To plan for a serious situation
strengthens total defence credibility internally vis-a-vis the population and
externally, internationally, vis-a-vis external actors. . . . Defence willing-
ness and public support are the basis of building a credible defence. People
and decision makers must be made aware of the demands of war. Crisis
awareness needs to be complemented with war awareness.

(SDC, 2019, p. 108, emphasis added)

The trope “war awareness” is key here; it helps underline the need to involve
the wider public in total defence and war preparedness work and serves as a
“reality check” for both political leaders and individuals.

Together, the 2017 and 2019 reports show an increasing emphasis on
the risk of war. From this vantage point, total defence is framed as a vital
part of Sweden’s response to both “conventional” threats and a complex
set of “hybrid” threats across the peace-war spectrum (see also Angstrom
and Ljungkvist, 2023, pp. 18-20). Improving total defence capabilities, the
reports conclude, strengthens peacetime crisis management capabilities and
readiness. In addition, the need to re-establish links between (total) defence
and the population is emphasised. As we move to the final report included
in this analysis, several events and decisions potentially influence the threat
perceptions of the SDC, including the Covid-19 pandemic, the invasion of
Ukraine in 2022, and the Swedish Government’s decision in May 2022 to
apply for NATO membership.

2023: The “reality of war” and the road to NATO

In June 2023, the SDC submitted their report titled “Serious Times” to the
Minister for Defence. The introductory chapter deals with Swedish security
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policy, and unsurprisingly, the point of departure is the ongoing war in
Ukraine:

Because of Russia, a large-scale war rages in Europe. The effects of war
are not limited to Ukraine. Therefore, the preconditions for Swedish secu-
rity policy have changed fundamentally. . . . Russia’s full-scale invasion
of Ukraine, along with China’s escalating territorial claims, demonstrate
that conflicts over territory [fought with] military means are, again, a real-
ity. As a consequence, Swedish security policy is currently undergoing the
greatest changes in modern times.

(SDC, 2023, p. 11)

Russia is clearly identified as the main source of the threat of war (“Russia”
or “Russian” is mentioned 784 times; “China” 397 times). It is also appar-
ent that this new reality demands dramatic changes. Even though the threat
of war has been placed centre stage, this is not the only challenge to Swed-
ish security. The SDC also observes that “[t]he antagonistic threat against
Sweden is broad and is becoming ever more complex” (SDC, 2023, p. 11).
Threats include information manipulation, disinformation, influence cam-
paigns, cyber attacks, illegal intelligence gathering, terrorism and sabotage,
threats to critical infrastructure, and exploitation of economic dependen-
cies (ibid.). Thus, the war frame is accompanied by a wide range of hybrid
and transboundary threats to Sweden and international security. This ulti-
mately leads the SDC to conclude: “Sweden is best defended within NATO.
Sweden’s NATO membership increases security for both Sweden and
NATO?” (ibid.).

After the invasion of Ukraine, the “war awareness” trope of 2019 is
placed centre stage to explain fundamental changes to Swedish security
policy and practice. At the same time, other, equally transboundary and
arguably serious challenges are pushed to the background. The 2023
report does touch upon issues of climate change, pandemics, and natural
disasters, but these are clearly not seen as equally critical—at least not at
present. In their discussion of overarching security policy assessments, the
SDC conclude:

The Defence Commission believe that Sweden’s total defence must be
developed to be able to effectively meet a military attack. Historically in
Sweden and internationally, it has proven impossible to restore acceptable
total defence capabilities only when a crisis or war strikes. The Defence
Commission want to stress that it is not the most likely turn of events that
is most important when dimensioning the total defence, but the events that
would have severe consequences should they occur.

(SDC, 2023, p. 23)
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From this perspective, speeding up total defence development is a key priority.
Although international defence cooperation and collective security have been
discussed at length in previous reports, Sweden’s NATO membership repre-
sents a break with long-standing traditions of neutrality and non-alignment.

In the report, the SDC explicitly connects total defence to Sweden’s role as
a NATO member:

Sweden’s contributions to NATO will increase the collective defence of
the Alliance. Sweden should be able to withstand an armed attack and
defend its own territory within the framework of collective defence. Thus,
the Commission asserts that Sweden has a responsibility to continue to
strengthen its national defence, including societal resilience, through a
cohesive total defence.

(SDC, 2023, p. 199)

Connecting the need to reinforce total defence to the country’s credibility
and responsibilities vis-a-vis the Alliance lends further weight (and urgency)
to established narratives about the need for “fundamental changes” to meet
a growing set of conventional and hybrid threats.

In sum, the analysis of SDC framings from 2013 and onwards reveal an
increasing focus on both “traditional” and “new” threats, and the construc-
tion of total defence as a key response. This is in line with previous findings
on the recent development of Swedish total defence strategy as based on both
a “narrow” and “broad” conception of security (Angstrom and Ljungkvist,
2023). From this perspective, the SDC gradually outlines a vision of total
defence as capable of dealing with threats across the peace-war spectrum.
This not only requires the strengthening of military capabilities or “war
awareness” among the public but also demands total defence engagement
from the whole of Swedish society, where “every public agency, private busi-
ness and even every single individual is ready to resist and defend against
hybrid attacks” (ibid., 2023, p. 20). Whether the ongoing re-invention of
Swedish total defence will deliver on its promise, and to what extent various
audiences (including the public) fully accept framings of responsibilities and
duties, remains to be seen.

Conclusion

The aim of this chapter has been to contribute to our understanding of how
perceptions and understandings of threats develop, and how they are com-
municated in the context of (total) defence organising and planning. While
the analysis is limited in terms of empirical scope, some interesting conclu-
sions can be drawn about changes in Swedish security thinking and practice
in a period shaped by ideas of “hybrid” and “transboundary” threats.
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First, the analysis shows a gradual shift towards territorial, national,
and societal security and defence, and an attendant re-emergence of war
as a dominant narrative. Over time, it is also clear that Russia is seen as
the main source of such threats. As the assessment of the risk of war shifts
from “unlikely in the foreseeable future” to “unlikely” to “cannot be ruled
out”, so the narrative gradually moves towards war preparedness and total
defence. Second, as “war awareness” emerges as a priority, understandings
of both conventional and hybrid threats grow more complex. The hybrid
nature of external, antagonistic threats necessitates responses that involve
not only the military but also wider society. After the decision in 2015 to
resume total defence planning and organising, increasing emphasis is placed
on the need for popular (and psychological) resilience, as well as the need
for a widespread willingness to defend the country. In the process, individu-
als’ duties and responsibilities are explicitly linked to the country’s readiness
and its ability to meet a wide range of perceived threats. Finally, as the “war
frame” grows more prominent, other threats (e.g. climate change) become
less visible. Facing the threat of (hybrid and conventional) war, previous
defence policies and modes of cooperation are no longer seen as sufficient.
Total defence, the SDC argue, needs to be coupled with a Swedish NATO
membership. Thus, the responsibility to continue the development of civil
and military defence capabilities is linked to the hybrid nature or increasing
complexity of threats, as well as to the future role of Sweden as a credible
NATO member.

Framing processes provide insight into the ways in which hybrid threats
are bestowed with meaning by different actors across time and space, and
how they are linked to social and historical ideas about national and inter-
national security. The ways in which key political actors frame threats, their
sources, and their remedies help us understand political decisions on defence
policy and organisation. In addition, identifying key elements and ideas in
these processes also helps us understand how they evolve, how they are com-
municated to different audiences, and how they can serve different purposes.
While the empirical focus of this chapter has been on the Swedish process
of re-invention of total defence, future research can further increase our
understanding of framing processes through comparative analyses. Expand-
ing the empirical focus and developing theoretical frameworks will further
our knowledge of perceptions, communication, and meaning making in
(total) defence and security policy processes, both within and across national
settings.
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Notes

1 Sweden became a NATO member on March 7, 2024.

2 Original in Swedish; all translations by the author unless otherwise stated.

3 The 2014 SDC report was delivered on May 15, 2014; the Host Nation Sup-
port agreement was signed in September the same year and entered into force on
July 1, 2016.
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INFORMATION SHARING IN COMPLEX
CRISES

The case of joint domain-specific centers in
Norway

Line Djernces Sandbakken and @rjan Nordhus Karlsson

Introduction

Transboundary crises cross political, geographical, and functional barriers
and could simultaneously impact multiple sectors and regions within a nation
(Ansell et al., 2010). As with the other Nordic countries, Norway’s approach
to managing such crises entail collaborative and coordinated efforts among
various actors, including governments, civil society organizations, and pri-
vate companies (Larsson & Rhinard, 2021). A concerted response is crucial
when problems are interconnected and complex, requiring crisis managers
to navigate multiple and often conflicting perspectives. In addition, it is not
always clear what the main problem is, thus making it challenging to identify
which actors need to be involved (Ansell et al., 2010; Boin, 2019). Con-
sequently, transboundary crises often present “wicked problems” for crisis
managers (Rittel & Webber, 1973).

A hybrid threat is one example of a transboundary crisis that govern-
ments must deal with. Hybrid threats are coordinated actions designed to
create confusion and dilemmas across sectorial lines of responsibility, that is,
exploit sectorial and administrative gray areas (Cullen & Wegge, 2021). The
objectives differ, but undermining decision making, creating instability, influ-
encing public opinion, and disrupting democratic processes are well-known
aims (Hybrid COE et al., 2020). Hybrid threat actors often aim at staying
below the threshold of armed conflict, and the concerted use of different
instruments of power, such as disinformation, economic pressure, diplomatic
sanctions, and/or outright sabotage of critical infrastructure, makes it chal-
lenging to measure the overall effect and complexity, in turn creating poten-
tial ambiguity on how to counter the threats (Hoffman, 2018).
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As summarized by the Finnish Hybrid Center of Excellence: “Hybrid
threat actors seek to undermine and harm the integrity and functioning of
democracies” (Jungwirth et al., 2023). As such, hybrid attacks can affect
several sectors and administrative levels simultaneously, potentially creating
a complex, transboundary crisis. In order to counter and mitigate this kind
of cross-sectorial multi-level threat, information sharing and a common situ-
ational awareness is key. See also chapters by Cullen, Berndtsson, Borch and
Heier, and by Bjerge and Haiby in this volume for in-depth discussions on
the phenomena of hybrid and ways to counteract such threats.

In Norway, ministerial rule is a key trait of the public administrative sys-
tem, which means that there is a lowered threshold for individual ministers to
intervene in tasks and priorities of line agencies (Larsson & Rhinard, 2021:
15). This tendency forms part of the backdrop that further emphasizes the
need for strong cross-sectorial collaboration in both crisis management and
information sharing, especially with regard to hybrid threats.

That said, most security services have experience with the handling of
hybrid threats, highlighted in the open security assessment for the Norwegian
Police Security Service (PST), Military Intelligence (NIS), and the National
Security Agency (NSM).

However, collaboration between different intelligence and security agen-
cies comes with its own set of challenges. This has been highlighted after
major incidents such as 9/11 2001, the London 7/7-bombings in 2005, and
more recently the multiple terror attacks in Paris in 2015 and Brussels 2016
(Argomaniz, 2009; AteS & Erkan, 2021; Boer, 2015; Bures, 2016; Thomson,
2021). For Norway, a recent example is how the fourth crisis management
principle of “cooperation” was included after July 22, 2011, terrorist attacks
(Lagreid & Rykkja, 2015).

To deal with these kinds of complex problems, some security services opt to
collaborate through joint domain-specialized centers.! However, the mandate
and operational modus might differ across sectors and countries, as high-
lighted by Van der Veer et al. (2019) in their study of six so-called “fusion
centers” working across organizations to target transboundary crises such
as terrorism. Other ways of collaborating for handling transboundary crises
might be through the set-up of ad-hoc organizations (Mintzberg, 1983), or
specific tailor-made partnerships (see Borch, this volume).

In this chapter, we will examine how three different Norwegian joint
domain-specific centers manage transboundary crises such as hybrid threats:
the Joint Cyber Coordination Center (FCKS), the National Cyber Security
Center (NCSC), and the National Intelligence and Security Center (NESS).
These three centers all belong to the same policy area of national security, deal
with transboundary crises and hybrid threats, and focus strongly on infor-
mation sharing. More specifically, we will explore how meta-organizational
design impacts information sharing. Key variables are boundary spanning
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roles, the different designs of the centers, and their mode of governance. We
believe our findings can be of interest to similar centers in other countries
as well.

The rationale for establishing joint domain-specialized centers for coordi-
nation and collaboration is often to attain a broader situational understanding
and facilitate an effective response to the challenges that may arise (Borch &
Andreassen, 2020). Well-known challenges for these organizational designs
are different goals and ways of working, which may hamper the informa-
tion sharing between organizations (Owen et al., 2013). We will study the
design of three domain specific centers, posing the following research ques-
tion: How can the organizational design of domain-specific centers facilitate
information sharing in transboundary crises?

Theory
Transboundary crises and information sharing

Covid-19 and the war in Ukraine have led to an increased focus on crisis
management in many organizations. The awareness of hybrid threats is more
acute. These threats have both an international and domestic dimensions,
and a hybrid campaign can lead to significant sectorial implications within a
country (Jungwirth et al., 2023). A key aim of a hybrid threat actor is to cre-
ate instability and confusion. Thus, information sharing across sectors and
agencies is vital to establish a common situational awareness. Poor or inef-
fective collaboration between different sectors may have a negative impact
on the crisis management effort. As such, it is important in advance to under-
stand how these kinds of threats affect society (Nilsson et al., 2021).

Inter-organizational collaboration has been seen as a panacea for respond-
ing to transboundary crises (Alford & Head, 2017; Ansell & Gash, 2008;
Boer, 2015). While there are benefits in collaborating across sectors and lev-
els of governments to manage hybrid threats, there are challenges as well, as
highlighted in the introduction.

Information sharing is key to ensure efficient collaboration during a trans-
boundary crisis (Ansell et al., 2010; Boin, 2019; Christensen et al., 2016).
Since organizations have different goals, values, structures, and ways of
working, communicating effectively across organizational borders/sectors
could be challenging (Owen et al., 2013).

Effective horizontal and vertical coordination in crises facilitates for infor-
mation sharing. When this fails it could impact the national crisis man-
agement system’s ability to handle a crisis effectively (Boin et al., 2019).
Domain-specific centers are seen as one answer to efficient information
sharing.

To achieve shared understanding in a collaborative setting, it is impor-
tant both to agree on what the information means, as well as sharing the
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information in such a way that it is understood by all partners. The former
can be achieved through written communication, while the latter is better
transmitted face to face (Dennis et al., 2008). Thus, sharing complex infor-
mation is best achieved through physical interaction, as it allows for more
rich communication (Valaker et al., 2018).

Information sharing is also about establishing situation awareness, which
is an important part of achieving successful inter-organizational collabora-
tion (O’Brien et al., 2020). In a crisis, organizations may have different goals
and priorities. This in turn makes it difficult for various actors to attain a
similar understanding of a situation or threat. At the same time, sectorial or
agency-specific situation awareness can both overlap and complement that of
other actors (Stanton et al., 2006).

Security services, both nationally and internationally, often encounter
problems that can hinder effective collaboration. Legal and jurisdictional
frameworks may be different, hampering what kind of information can be
shared. There may also be cultural and language barriers, which can lead
to misunderstandings. Moreover, these agencies sometimes have competing
priorities and objectives driven by national or agency interests (Argomaniz,
2009; AteS & Erkan, 2021; Boer, 2015; Bures, 2016; Thomson, 2021; Jansen
et al., 2023).

Inter-organizational collaboration could also be seen as challenging crisis
management principles such “sectorial responsibility”, making joint situa-
tional awareness more difficult to attain. This is true for Norway even though
the fourth crisis management principle of “Collaboration” was introduced
after the terror attacks on July 22, 2011 (NOU 2012:14, 2012; Lagreid &
Rykkja, 2015).

An uncertainty of who is the lead actor/agency might lead to underlap or
overlap of responsibility, meaning either that actors wait for someone else to
take responsibility or that several organizations take lead at the same time
(Boin et al., 2020; Christensen et al., 2016). Thus, when these mechanisms
are not working sufficiently, challenges in tackling transboundary crisis might
arise (Alford & Head, 2017).

The design of meta-organizations

To theoretically identify joint domain-specialized centers and how they are
structured, we use the concept of meta-organizations. There is a debate in the
literature between meta-organizations as formal organizations that organize
other formal organizations (Ahrne & Brunsson, 2005) and meta-organizations
as more loosely bounded networks of organizations that come together based
on shared common goals (Gulati et al., 2012). In this article, we base our
understanding on the latter definition, as meta-organizational design in this
manner is usually not bound by formal authority through employment, even
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if individual workers may have such links to their home organization. Infor-
mal authority and trust gained through long-term collaboration are cen-
tral traits (Gulati et al., 2012). However, the different design of the joint
domain-specific centers in our study may influence how the footprint of the
various “mother”-organizations materializes within each center.

Boundary spanners have a key role in securing and sharing information as
well as building trust within meta-organizations. Boundary spanning roles
are identified as central for achieving inter-organizational collaboration in
several studies (Brown et al., 2021; Curnin & Owen, 2014; Kapucu, 2006;
Kalkman, 2020). Additionally, the link between the center and its parent
organization is important for securing resources, linking personnel and activ-
ities, as well as securing decisions (Albers et al., 2016). This link is especially
important for joint domain-specific centers, as network participants must
balance the tasks and responsibilities of their parent organization with the
needs of the network.

The literature identifies a range of different boundary spanning roles, and
one person often holds several roles at the same time. Considering the data
material in this chapter, we will focus on the role of the liaison/representative,
the communicator and the organizational expert (Ancona & Caldwell, 1992;
Curnin & Owen, 2014).

As liaison, the representative retains close contact with the parent
organization.

The role of the communicator highlights the importance of vertical and
horizontal coordination, and the ability to bring important information
between the center and the parent organization, and to other partners when
relevant. The role of the organizational expert refers to having broad knowl-
edge of the priorities and capabilities of own organization, but also of the
other organizations being connected or affiliated with the center (Curnin &
Owen, 2014). Through these roles, the boundary spanners can facilitate
inter-organizational collaboration and alleviate some of the challenges that
may arise.

The way meta-organizations such as domain-specific centers are designed
and might also impact on information sharing. For instance, being co-located
as opposed to distributed when collaborating might mitigate silo-thinking
and can lead to increased understanding and communication across organi-
zational borders (Heerem et al., 2022). Another approach is to collaborate
within a common, overarching structure. This could facilitate information
sharing among members and compound long-term intelligence and analysis,
as done by the EU’s Hybrid Fusion Cell (Cullen, 2021).

Establishing permanent meta-organizations such as joint domain-specific
centers to foster collaboration across organizations is one way of dealing with
the collaboration challenges discussed earlier. The same kind of design could be
applied to an ad hoc center to deal with a time-specific problem/crisis.
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Methodology

This is a qualitative research study based on semi-structured interviews and
document studies where we compare three different joint domain-specific
centers in the Norwegian context. These centers were chosen because they
all work with topics related to national security. In addition, the center
structure is a unique form of collaboration for handling transboundary cri-
ses and therefore provides an interesting arena for research. A comparison
opens for exploration of differences and similarities, including the conditions
they appear under (Bennett, 2005). The Norwegian context is interesting
because of its small size, high degree of political trust among the popula-
tion, low degree of political conflict, and the ministerial rule that leads to a
sectorized public sector. As discussed earlier, the latter leads to an increased
need for cross-sectorial collaboration. The centers have chosen different
meta-organizational designs, in turn providing us with an opportunity to
compare these designs with regard to different modes of information sharing
and the role of boundary spanners.

The data collection focused on document studies of publicly available
documents such as White Papers, legislative proposals from the government,
and annual reports where domain-specific centers have been mentioned and
discussed (Creswell & Creswell, 2018). The interviews were conducted in
winter 2022 and spring 2023. Altogether, we did seven semi-structured inter-
views with key personnel working in or closely connected to these centers.
All the informants either held leadership positions in their respective organi-
zations or were appointed to participate by their leaders, thus being able
to provide hands-on information on the daily work within the centers as
well as collaboration with partners.> The informants represented the Nor-
wegian National Security Authority (NSM), the National Crime Investiga-
tion Service (Kripos), the Ministry of Defence, the Police Directorate, the
Directorate for Civil Protection (DSB), and the Crisis Support Unit (KSE).
The Police Security Service (PST) and the Norwegian Intelligence Service
(E) declined participation. As such, we have not interviewed representatives
from all organizations in the centers. However, since the focus is on the cent-
ers, not specific participants, this seems negligible. The main objective was to
gain insight into the formal structures, informal relations, and collaborative
mechanisms within and between the centers as well as the connection with
the parent organizations (Brinkmann & Kvale, 2015; Tjora, 2017). We chose
to specifically ask for publicly available information. In that respect, we for-
mulated a research question that would make it possible to collect, analyze,
and publish this material.

We have used reflexive thematic analysis to identify themes in the data
material (Braun & Clarke, 2022). Through an inductive approach, coding
and themes were identified through the content of the data. In addition, we
have used different sources to triangulate data, for example relating interviews
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with key personnel from different organizations and to public documents
such as White papers and Official Norwegian reports (NOU).

Empirical description

In this section, a description of the three domain-specific centers will be given,
with key points and characteristics summed up in Table 11.1. Table 11.1
also provides a comparison across central context variables (network model,

TABLE 11.1 Comparison of the domain-specific centers

Name of center The Joint cyber The National cyber  The national
coordination center  security center intelligence and
(ECKS) (NCSC) security center
(NESS)
Established 2017 2019 2022
Type of crisis/ Transboundary crisis Transboundary cri-  Cross-sectorial
delineation within specific sis within specific transboundary
sector. sector. Outreach crisis.
to public/private/
academic sector
Key National security Competent author- NSM, PST, NIS,
stakeholders authority (NSM), ity: National and Kripos
National Crimi- Security Authority
nal Investigation (NSM).
Service (KRIPOS),  Multitude of public
Norwegian Intel- sector authorities
ligence Service and private organi-
(NIS), and Norwe- zations. Academia.
gian Police Security ~ About 30 organi-
Service (PST) zations in all
Mandate/ Information sharing.  Main coordination =~ Enhance national
Main task Crisis and emergency and information ability to detect
planning. sharing hub dur- and understand
Competence develop- ing a cyber/digital hybrid threats.
ment. Development attack (also relat-  Support govern-
of incident manage- ing to an overall ment/ministerial
ment/collaboration hybrid attack) decision mak-
with partner— ing. Information
hybrid included sharing
Membership Appointed Members apply Appointed
Network model  Shared governance Lead agency (NSM)  Shared governance
Design of center Co-located Distributed Co-located
Main boundary ~ Communicator/ Organizational Communicator/
spanning roles liaison expert/liaison liaison

Source: created by the authors
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boundary spanning roles, and design of center). For clarity, the table is pre-
sented first, but will also be referred to in the discussion.

A brief outline of the Norwegian centers

The joint cyber coordination center (FCKS), the national cyber security center
(NCSC), and the National Intelligence and Security Center (NESS) have had
an evolutionary development, from informal collaborations between key
actors to formal establishments through government funding (Ministry of
Justice and Public Security, 20172, 2017b, 2018a, 2018b).

A key difference between the three centers relates to membership. With
regard to NCSC, government agencies and public and private sector actors
are free to join based on their perceived need. As for NESS and FCKS, par-
ticipation is by invitation only.

The joint cyber coordination center (FCKS) was established in 2017 as
a permanent, co-located center focusing on analysis, protection, and over-
view of cyber space. The center is mandated by the government (Ministry
of Justice and Public Security, 2017a, 2017b). The center does not have any
principal legal authority; thus, the establishment did not entail any changes
in the institutional framework related to roles, responsibilities, or legal basis.

The national cybersecurity center (NCSC) was established in 20109.
About 30 organizations from public and private sectors, academia and the
military are part of the center (NSM, 2023). The center is coordinated by
NSM. Initially the plan was to gather the members on a regular basis at the
physical office in Oslo. However, due to Covid-19, most of the meetings
have been digital, and the trend of virtual meetings, at least partial, seems
to continue.

The National Intelligence and Security Center (NESS) was established at
the end of 2022. The collaborating partners in the co-located center are NSM,
PST, NIS, and Kripos. Its predecessor NEST was established in April 2022 in
collaboration between PST and Kripos, when the government shortly after
Russia’s invasion of Ukraine granted an extra 100 million NOK to combat
foreign intelligence, hybrid threats, and increased presence in Northern Nor-
way (Ministry of Justice and Public Security, 2022).

Although hybrid threats are not a new phenomenon, the war in Ukraine
in February 2022 has been a catalyst for establishing a domain-specific
center to target hybrid threats. Several informants (#4, 5, 6) admit that they
were surprised when the news of NEST was publicized by the Minister of
Justice and Public Security in April 2022. One reason for this was that an
inter-organizational group was looking at the center’s mandate at the time.
Their task was assessing different collaboration structures best fitted to coun-
ter/mitigate hybrid threats. NEST was established before the working group
had concluded their work. However, some informants (#2, 7) argued that it
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was better to get something started and at the same time continue in paral-
lel the analysis of the future make-up of the center. Late in 2022, NESS (the
new center) was established. As exemplified with NESS, there has been an
evolution from informal collaboration between partners to increasingly more
formal structures.

Discussion

The aim of this chapter is to examine how information sharing takes place
in three joint domain-specific centers, with specific focus on the structures of
three meta-organizations, and the roles of the boundary spanners working
within the centers. The task environment itself also plays an important part.
Transboundary crises, such as hybrid threats, add complexity to the tasks
each center is supposed to deliver on (Table 11.1). Based on the rich data
from interviews with key informants, a total of 15 quotes have been selected
to reflect the aforementioned context variables. In the following, the quotes
will be referred to by the numerical (#) signifier in Table 11.2.

Information sharing in transboundary crises

As highlighted in the introduction and theory, information sharing in a trans-
boundary crisis is key both to attain the same situational understanding and
to ensure both horizontal and vertical collaboration (Alford & Head, 2017;
Ansell & Gash, 2008; Boin et al., 2019; O’Brien et al., 2020). In this context,
the informants drew attention to three major issues:

(I) The necessity for a distributed, situational awareness (#1), (II) active col-
laboration (#2& 3), and (III) how difference in the organization’s mandates
can hamper the first two activities (#3 & 4). Seen together, these challenges
entail the main reasons why these centers were established in the first place.

With regard to information sharing in a complex crisis, the centers dif-
fer. NESS and FCKS share information between the participants as part
of the task of producing common analytical- and informational products
(Table 11.1). As for NCSC, the center distributes information to its many
members to update/inform/warn on a specific or developing situation. The
information shared in FCKS and NESS is of more sensitive character, a fact
reflected in the restriction on participating members. Overall, it seems clear
that a smaller milieu of known organizations makes it easier to strengthen
personal relations (#12) as opposed to a larger center with a distributed sec-
ond tier of participants (#13).

Formal mandate also matters. For example, intelligence services are man-
dated by the Security Act on how and what kind of information they can



TABLE 11.2 Domain-specific centers: Quotes aligned by context variables.

Category Quote (informanti) Remarks #
Information  One aims to have as similar an understanding as possible of the threat and risk land- 1
exchange scape in cybersecurity across the various organizations and ensure that information
flows smoothly across them. (#1)
Information ~ We are bere to facilitate collaboration and, in some cases, to be able to compile analyti-  Specifically for NESS and
exchange cal assessments. When you look at things across all four organizations, you may get FCKS 2
something more. 4x1 is sometimes more than just 4. (#1)
Information  All security services must, in one way or another, deal with hybrid threats. But where Informant discussing 3
exchange does one’s mandate begin and the other’s end? It creates an inherent uncertainty, constraints of sharing
doesn’t it, making it difficult to take countermeasures. (#2) info.
Information  What has been very challenging with hybrid (threats) and, yes, in general, is what man-  Informant elaborating on 4
exchange date one has when working with information. (#7) restricted information
and sectorial issues
Boundary It is, in a way, one of the core tasks, that of good information sharing and being a focal ~Referring to the role of 5
spanning point within the cyber field among the various professional communities. (#1) liaison
Boundary There are different needs among the individual chiefs. The Police Director has a need The term “Chiefs” here 6
spanning for periodic reporting, either weekly or biweekly, providing a summary that goes to refers to the different
the Ministry of Justice, demonstrating the ongoing work in this area. On the other heads (Directors) of
hand, the Intelligence Services may desire a more comprebensive and finalized ana- the various collabora-
Iytical product that delves deeper into assessments and conclusions. (#2) tive services.
Boundary It can be challenging in a center to determine what can be shared when other services 7
spanning are also involved (. . .) There may be differences in the cultural emphasis placed on
what is considered most important. This can vary based on the organization one
comes from and how individuals perceive and prioritize information. (#4)
Boundary They produce common products to a greater extent, and therefore, they do more than ~ “They” referring to 8
spanning just being liaisons. The problem area they work on is more demanding and necessi- NESS.

tates a common product to a greater extent than is the case for cyber. (#5)

(Continued)
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TABLE 11.2 (Continued)

Category Quote (informanti) Remarks #
Boundary How do you know and how do you identify whether it’s one sector authority or Informant discussing the 9
spanning another that should handle an incident? And often, there’s an assumption that some- ambiguity of hybrid
one else will handle it if it’s not clearly defined, and you may risk it falling through threats and (who’s)
the cracks. (#3) lead agency
Boundary In a bybrid context, some are mostly concerned with detection and attribution, while 10
spanning there are also those who are concerned with the consequences. And that’s us. (#6)
Boundary What is important is that the analysts and coordinators in FCKS have close dialogue 11
spanning with their line environments. We work every day to ensure that we don’t develop
this, yes, the Stockholm syndrome. (#1)
Design of One advantage is that all services are co-located. (. . .) My experience is that it is easier 12
center to share information and have a lower threshold for sharing information with indi-
viduals you know, even if they are in a different organization. (#1)
Design of It is true that we have not been able to achieve the same level of trust building in one- Informant also refer- 13
center on-one interactions. It is more challenging to encourage people to interact and share ring to challenges
in a digital space where you may not have complete visibility of who is bebind the in relation to
screen. Building trust in such environments requires additional effort and strategies corona- pandemic.
to foster open communication and collaboration. (#3)
Design of The center structure can contribute to building trust and culture, as well as sharing 14
Center expertise. This comes into play automatically when people begin to work together
over time, both on a personal and organizational level. (#4)
Design of The disadvantage of that structure is the sector principle itself because you end up with 15
Center some gray areas that don’t fit perfectly. In other words, it’s not a square box you fit

inside or fall outside of. (#3)

Source: created by the authors
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share. Other organizations, such as the police or other civil agencies, oper-
ate differently and may not have access to certain information. Boer (2015)
touches upon this in his article of information sharing between intelligence
services in the EU, especially regarding problems related to oversight on own-
ership and integrity of data. The networked governance model of the FCKS
and NESS can be seen as a way of mitigating this, since all organizations are
legally autonomous, and they collaborate on an equal standing. Still, there
is a perceptive worry that gray areas still exist, leading to what Christensen
et al. (2016) calls underlap.

Information sharing and the structuring of the centers

The structuring of the joint domain-specific centers will in the context of this
article be divided into two parts: the modes of governance (Boin et al., 2014),
and whether the centers are distributed or co-located (Haerem et al., 2022).

In general, informants from or with knowledge of co-located centers put
emphasis how this meta-organizational design is positive for information
sharing (#12 and 14). Developing trust, getting to know members from other
organizations, and a common culture are specified as positives in this regard
(Gulati et al., 2012).

However, some highlight the sector principle as hindering collaboration
(Boin et al., 2020; Lagreid & Rykkja, 2015), creating uncertainty in what
kind of information that can be shared, leading to possible gray areas (#15).
This concern was also raised regarding mandate (#3), as exemplified earlier.
Here, the role of boundary spanners becomes essential (next section).

As for the only distributed center (NCSC), building trust and collabora-
tion are highlighted as areas where more effort is needed (#13). However,
the mandate and task of NCSC compared to FCKS and NESS are differ-
ent (Table 11.1). Creating an information network where distribution of
information “down the line” is the main task and is less demanding than
compiling and analyzing different information from security organizations
and producing a concerted report or give governmental advice (Van der Veer
etal., 2019).

This fact is further illustrated by the choice of governance model. NCSC
employs a lead agency-model, whereas the collaborative environment of
FCKS and NESS is reflected in their shared governance approach and close,
daily collaboration (Boin et al., 2014). In this regard, it could be argued
that both the design (co-located and distributed) and governance model (lead
agency and shared governance) seem a right fit to the center’s specific tasks
(Table 11.1).

However, in order to avoid what an informant called “The Stockholm
syndrome” (#11), and to deal with uncertainties of possible gray areas (#7),
the role of boundary spanners is key.
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Information sharing through boundary-spanning roles

Boundary spanners are identified as important for successful inter-organizational
collaboration (Brown et al., 2021; Curnin & Owen, 2014; Kapucu, 2006;
Kalkman, 2020). The role of the representative/liaison (Curnin & Owen,
2014) is identified in all the three centers (#5). In FCKS and NESS, the mem-
bers meet on daily basis and will therefore have more flexibility in how they
execute the liaison role as opposed to NCSC, which meets more infrequently.
FCKS and NESS constantly exchange information they see as relevant for the
partners. However, even if these centers have a similar design, there may still
be differences in how information is shared and utilized. One informant argued
that FCKS can be described as an arena where common challenges are dis-
cussed among permanent liaisons from each organization, while decisions and
reports are made by each individual organization. NESS, on the other hand,
seems to a larger extent to produce reports made by the center as a whole
(# 8). The informant reflected that one reason for this differentiation may be
that cybersecurity can be seen as more limited in scope, while hybrid threats
are so broad and complex that they require closer collaboration when produc-
ing analyses. This differentiation will need further looking into.

The boundary spanning role of the communicator is central for horizontal
and vertical coordination of information (Curnin & Owen, 2014; Ancona &
Caldwell, 1992). Particularly for NESS and FCKS, one of the most important
tasks is to produce relevant reports to decision makers, which require precise
information sharing and agreement on the most important focus areas. How-
ever, the mother-organizations also have their own specific expectations to
NESS. This in turn poses a problem for the center, with regard to both its pri-
orities and its output. What the Chief of Police wants is not necessarily what
the Head of military intelligence is looking for, as exemplified by an inform-
ant (#6). This illustrates some of the complexities with inter-organizational
collaboration, such as competing goals and priorities as well as cultural
barriers (Argomaniz, 2009; AteS & Erkan, 2021; Boer, 2015; Bures, 2016;
Thomson, 2021; Jansen et al., 2023).

For NCSC, the role of the communicator is at the core of the center’s man-
date, as it gathers and shares information with partners from a broad range of
sectors and levels of government. Through close communication, the centers
can avoid underlap or overlap (Boin et al., 2020; Christensen et al., 2016),
since there are many actors working on closely related topics (#9). This might
be easier in a co-located context; however, the NCSC has become quite efficient
in sharing information with its members through electronic means.

Moreover, the role of the communicator is also important for reaching out
to partners outside the meta-organization. An informant who was involved in
the initial discussions on the design and output of NESS pointed out the com-
plexity of hybrid threats. Working with hybrid threats, it’s not a given that
all the necessary information will be available when only four organizations
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are members (#10). Thus, it would be important for the core members to
include views and information from partners from outside the center as this
may present a broader scope of transboundary threats.

The role of the organizational expert is important in the center structure
because the members must represent their parent organization’s priorities
and capabilities within the center, but also due to the organization experts’
knowledge of the partner organizations. This in turn makes it easier to share
relevant information (Curnin & Owen, 2014).

One informant explained that working closely together in a co-located con-
text enables the analysts to know better what kind of information the others
need. In this way, they can move past the challenge of different cultural back-
grounds and priorities (#7). This way of working is especially evident in the
co-located settings. At the same time, keeping close relations with the parent
organization is important for maintaining one’s own ties and identity (#11),
especially since all members in the meta-organizations are employed in their
parent organizations and not in the center (Gulati et al., 2012).

Summing up, the balance between being an organizational expert of the
parent organization as well as building relations and trust through close
cooperation with the partners is both a central and challenging balancing
act. This seems more important for the distributed centers, such as NSCS,
as the outreach to different organizations is so much larger than in FSKC
and NESS.

Conclusion

This study has explored how the organizational design of three joint
domain-specific centers facilitates for information sharing in transbound-
ary crises in the Norwegian context. FCKS, NESS, and NCSC all have
information sharing as one of their core activities, but the way they have
operationalized this task differs. This also points back to the flexibility of
meta-organizational design.

For NCSC, the main task lies in the distribution of information to its
members. The information is of less sensitive character than for FCKS and
NESS, and it’s not expected that the members participate in creating new
products (although information shared by members to NSM, the network’s
lead agency, can certainly be included in the information packages). As a
lead agency model, a distributed network and a boundary-spanning role that
focuses on organizational aspects allow for expedient information sharing to
many organizations in transboundary crises.

For FCKS and NESS, the sensitivity of the information, the expecta-
tions of shared/common products, and a problem structure that could
lead to gray areas (or underlap) make for a different organizational design.
A co-located, collaborative shared governance model with few members
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allows for confidence building and information sharing, which again may
lead to more effective handling of the threat. They are also consensus-based
meta-organizations, where the boundary-spanning role of communicator,
both horizontal in the center and vertical to parent organization, is key.

However, as stated by several of the informants, producing concerted ana-
lytical reports and updates is a time-consuming process. The challenge, espe-
cially for NESS dealing with hybrid threats, is to deliver timely information
to different decision-makers trying to deal with a fast-moving, transbound-
ary crises both within their own sector and distributed. In such a scenario,
the lead agency model of NCSC would have allowed for greater speed. The
trade-off might have been that the participating organizations in both FCKS
and NESS would be less willing to share their information.

An alternative organizational design to the lead agency model and shared
governance would be for the parent organizations to give NESS and FCKS a
kind of pragmatic autonomy as discussed with Van der Veer et al. (2019) in
relation to fusion centers. In such a scenario, the boundary-spanning role of
communicator would be more focused on the horizontal effort, between the
participants in the center.

Transboundary crises in the form of hybrid threats are a global phenom-
enon. The findings in this study may therefore be of relevance to other coun-
tries, particularly to those administrative systems like that in Norway, with
a high level of trust and comparative low level of conflict within the political
system.

When designing cross-sectorial collaborative entities such as joint
domain-specific centers, the flexibility in the meta-structure means that the
organization can be tailored according to the specific needs of the coun-
try. Our research has shown that different organizational designs allow
for information sharing in different ways, and that working through joint
domain-specific centers may reinforce cross-sectorial collaboration.

All the three centers in this study are relatively new, and the participants
in NESS are still finding their role. In this respect, further research into
the role of boundary spanners in joint domain-specific centers would be of
interest.

In such an endeavor, the methodological approach of observation and
shadowing could allow for data gathering on the different roles that are pre-
sent in a work environment when managing and/or preparing for a trans-
boundary crisis.

Notes

1 This organizational design is also used in other sectors as well, for instance search
and rescue authorities.

2 See also Table 11.1.

3 All informants have been anonymized.
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HYBRID THREAT INTELLIGENCE
THROUGH VIRTUAL NETWORKS

The role of network entrepreneurs

Odd Jarl Borch

Introduction

Intelligence gathering and assessment are vital to making sense and creating a
shared threat picture (Rithle & Roberts, 2021). However, detection of activi-
ties, distribution of information about suspicious actions, and connecting of
the “dots” of information may prove challenging. Notaker (2023) highlights
how the complexity related to the number of aggressors’ building blocks, the
ambiguous nature of the links between them, and surveillance limitations
due to laws and regulations may increase the number of intelligence “blind
spots”.

To investigate hybrid threats, we need to cover a broad range of areas with
high-quality data access. Hybrid threats may be regarded as extremely intelli-
gence intensive as one has to cover a broad range of arenas, instruments, and
aggressors (Haggstrom, 2021). Keeping an intelligence capacity as a constant
team of responders or establishing a permanent organization is important
not the least at strategic, national level, as illuminated in by Sandbakken and
Karlsson (chapter 11). Building intelligence organizations covering all parts
of society at all levels may, however, prove time-consuming, inadequate, and
costly. This study illuminates how the mobilization of intelligence resources
through ad-hoc, tailor-made networks may represent a prudent alternative.
An open-source, grassroot approach is regarded as of special relevance for
intelligence at operational and tactical levels, where a vigilant population
may represent a critical asset (Treverton, 2021).

This paper focuses on the role and relationship of the network entrepre-
neur in mobilizing and running adapted grassroot networks for intelligence
gathering. A network entrepreneur is a person who establishes links to and
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between different resources and who provides the necessary governance
mechanisms. Tailor-made, ad hoc, and easy adjustable network organizations
have been named virtual networks because of their flexibility and elasticity
as to tasks, staffing, and cross-over between organizations and geographical
regions (Davidow & Malone, 1992). In this chapter, a virtual organizational
form is presented as a fast and flexible solution for integrating actors from a
wide range of civilian-military, private-government, voluntary organizations
as well as the public. How the relationship between a varied set of actors is
developed, and how these resources may be mobilized, interlinked, and gov-
erned by the network entrepreneur are illuminated.

Theory
Hybrid threats and intelligence

The composite, transboundary, often hidden, and diffuse nature of crises
such as hybrid threats call for fast detection, information gathering, and
sensemaking as a platform for appropriate response action (Boin 2019;
Cullen & Wegge, 2021; Weissmann et al., 2021). However, access to adequate
information and understanding of the crisis pattern may prove challenging.
Galeotti (2022) illuminates how antagonist countries and groups may achieve
their goals in a competitive and conflict-ridden situation through a “whole of
society” attacker approach. Such an approach may include tools such as dis-
information, falsifying narratives, and destabilization through conflict stir-
ring, crime, and sabotage. As shown in several chapters in this book, these
actions may be synchronized and appear in different habits and combinations
over time. There may be areas where we do not expect these threats, we may
not see the relations between different incidents, and we may not be able
to attribute the threats to certain groups or nations, nor reveal their short-
and long-term motives. A special challenge is present if institutional barriers
restrict intelligence activity, as seen in many Western countries. Such “blind
spots” related to cultural, legal, political, or economic aspects may severely
hamper intelligence gathering and avoid the detection of threats in time for
mobilization (Notaker, 2023).

Compared with conventional conflicts, hybrid threats may be regarded
as more intelligence intensive as they must cover a broad range of arenas,
instruments, aggressors, and have a longer time span (Haggstrom, 2021).

The term multilateral intelligence has been launched to highlight the
need for collection, protection, and analysis of both publicly available and
secret information including a broad range of sources (McGruddy, 2013).
In the NATO operational planning schemes, the comprehensive approach
framework has an emphasis on broader civilian-military cooperation and
integration in complex conflicts. This doctrine implies a need for joint knowl-
edge development processes providing a more holistic understanding of the
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operational arena in time and space, with information from a wider and
more differentiated range of sources.

Treverton (2021) claims that the challenges of hybrid threat intelligence call
for thinking creatively employing new media and networks. Crowd sourc-
ing represents an important intelligence avenue. It integrates the formalized
intelligence system with grassroot organizations, social media, the victims of
hybrid threats, and concerned citizens (Brabham, 2013). These sources may
add to the more formal systems of intelligence for the early detection of weak
signals, providing the necessary breadth of the threat picture, and improving
the validation process. With increased understanding of the threat picture, it
may provide an apparatus for horizontal scanning, providing indications of
hybrid threats as well as reflections on the logic behind an aggressor’s action
(Gill et al., 2021).

Virtual networks

Early warning intelligence from various sources, multilateral data collection,
and collective sensemaking may prove critical for providing the necessary
mobilization of information resources and adequate hybrid threat response
(Cullen & Wegge, 2021). In hybrid threat defense, the speed of action is
important. Sensemaking is a retrospective development process of plausible
images where people extract meaning from the present information, to under-
stand ambiguous, misleading, or bewildering issues or events (Weick et al.,
2005; Brown et al., 20135). Involving individuals with different backgrounds
in collecting and interpreting the data as well as information sharing activi-
ties may create a rich information space (Daily & Starbird, 2015). Within the
communities, significant persons such as municipality officials, politicians,
business leaders, journalists, and concerned citizens may assemble local data
and reflect on the information value. Internet and social media may pro-
vide both input of information and an arena for collective reflections. The
term digital volunteers have been used to describe actors in the communities
linking up to provide crowdsourced information (Chernobrov, 2018). These
digital volunteers may contribute through collecting, verifying, and mapping
updated information about a critical incident, among others using various
digital channels. Even though false information and rumors may circulate in
a situation of hybrid threats, hampering sensemaking, these crowd feeding
sources may prove valuable weak signals, especially before a broader range
of data sources can be mobilized and data triangulation performed.

One important challenge is how these resources are recognized and linked
up to a hub where the information can be critically evaluated and put together
in a sensemaking process.

However, mobilizing resources from other organizations and parts of the
society may be regarded as a challenging task due to sensitivity, security
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issues, and general risk avoidance. Intelligence officers may be reluctant to
move beyond the prevailing form of alliances and the “strategic comfort
zone” of the agency (Forte et al., 2000; Greenwood & Hinings, 1993). There
may also be fear of giving away information that may be used against you.
Creating a new network based on a patchwork of organizations and single
people may be challenging, both in finding the right persons and in gaining
the necessary trust-based links to the information gate keepers. Thus, the first
phase of developing the virtual network may be to build awareness, create
a platform of trust, and open channels for a broad range of input from the
population as well as stakeholders.

The network entrepreneur

Single people may represent a critical force within the intelligence commu-
nity. Not the least within the process of designing intelligence networks. The
concept network entrepreneur underlines the constructive capabilities of
the person building new structures. The network entrepreneur must detect
and unite various sources, reveal threat and information needs, build social
trust relations, and develop flexible collaboration structures (Larson, 1992;
Zhao & Aram, 1995).

An extra challenge as to hybrid threat intelligence is that the sources may
have a different sense of rationality linked to their thinking about threats
and information gathering (Weber, 1978; Habermas, 1985). There must be
governance mechanisms according to the motivation, strategic importance of
the relation, and the risks involved for all parties (Borch, 1992; Kapucu &
Hu, 2022). The governance mechanisms should safeguard the interests of its
members and reduce the thresholds for participation. To achieve openness
and trust, the network entrepreneur must manage several arenas of interper-
sonal action. This includes not only the instrumental systems based on for-
mal positions and authority but also social-emotional and political-strategic
elements, providing the necessary motivation and trust between the source
and the network architect (Weber, 1978; Habermas, 1985).

The governance mechanisms that serve as a starting point for the network
entrepreneur may build upon a formal institution, including formal con-
tracts and positions that may provide both professional trust and a formal
authority. Second, the administrative coordination mechanisms may have to
be developed providing joint arenas for interaction and dialogue and pre-
dictable role behaviors. Third, to achieve greater flexibility and acceptance,
a relational contract based on personal-cultural relations, common values,
norms, and emotions may allow for higher-order trust and more rich infor-
mation, an active contribution to the sensemaking process, and a predictable,
future commitment (Larson, 1992; Larson & Starr, 1993). The delicate and
subtle aspects of relational contracts depend on the network entrepreneur’s
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understanding of the social fabric in the community. Relations are rooted
in the informants’ life sphere, expressed feelings and needs, friendship, and
artistic expression. These socio-cultural and subjective-emotional relations of
a relational contract may add to both the motivation and engagement in the
collaboration (Borch, 1994; McLaughlin & Read, 2014). Through a broad
set of contracts, you may also achieve an increased level of systemic complex-
ity by adding the number of transaction partners, the range of information
flows, reducing uncertainty about future behavior, and protecting each par-
ticipant from opportunistic behavior from the others.

Methodology

This research built upon an exploratory, longitudinal study examining a
range of incidents in the Norwegian county of Finnmark over a period of
six years. Secondary data collected from written sources represented the
starting point of this study. Government evaluations and policy documents
gave further details as to threats and response measures. Newspaper and
other media articles were an important corrective and platform to reveal
the processes at the time from persons outside the process. Third, inter-
views were performed with key personnel involved in the process of gather-
ing data.

The analysis of data was characterized by an interactive dialogue between
theory, collected data from the actors, written documents, and own experi-
ence using data triangulation (Borch & Arthur, 1995; Yin, 2009). The theo-
retical framework was confronted with the empirical findings, developing a
more detailed model of the process of developing a virtual network.

To increase validity and open up other, more critical perspectives and views
of the process, transcripts of interviews, written documents, and analyses
were evaluated by independent researchers in the field. They contributed by
pointing out weaknesses in reliability and biased opinions and giving innova-
tive ideas for presentation.

Data and analysis
Context: The county

Finnmark is the northernmost and largest county in Norway by area, about
the size of Switzerland. It is also a sparsely populated region with around
75,000 inhabitants. Finnmark has the only Norwegian border to Russia. The
region also borders to the Northern part of Finland and Sweden. The sea
areas outside the county include both the Norwegian Sea and the Barents
Sea, reaching up to the Svalbard archipelago. The sea areas are important
fishing grounds and have significant oil and gas reserves. There is a strict
quota regime on fish resources in the Barents Sea, where Norway and Russia
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are the dominant stakeholders. In this sea area, the Russian Navy has most of
its second strike capacity, and sea-based nuclear deterrent capability is oper-
ating out of the Kola Peninsula from its base a few miles from the Norwegian
border. The region is multi-cultural. About one thousand inhabitants (1.4 %
of the population) have Russian background.

Especially after the Cold War, the people of the Arctic region experienced
a broad range of academic, cultural, and commercial exchange with Russia.
This also included the development of joint political fora, such as the Bar-
ents Euro-Arctic Council, Arctic Council, and Arctic Coast Guard Forum.
Within maritime preparedness, partnership agreements on search and rescue
and oil spill response went back to the Soviet area. All collaboration, except
border control, the maritime SAR partnership, and the joint fish stock gov-
ernance, ended abruptly with the Russian full-scale war against Ukraine in
February 2022.

After Russia’s annexation of Krim in 2014 and the following sanctions,
Norway experienced a range of destructive incidents from outside aggres-
sors. Norway was in 2023 on the Microsoft list of the top ten countries that
had suffered most cyberattacks, including phising, malware, and digital espi-
onage. Russian military started jamming the GPS-satellite navigation signals
over the Finnmark region in 2023 almost daily, causing navigation problems
for air passenger and medivac traffic (Forsvarets Forum, 2024). In 2015,
Russia, without further notice, sent over five thousand refugees over the
border crossing point at the small town of Kirkenes, causing severe strains
on the receiving institutions on the Norwegian side. Other issues have been
so-called memorial diplomacy with Russian liberation memorials located in
sensitive regions used for political purposes, conflicts about open harbours
for the Russian fishing fleet, and tension about the local effect of sanctions
against Russia.

Finnmark police district is responsible for the safety and security of the
population in Finnmark. The police district has approximately 600 employ-
ees. The chief of police is located in the border town of Kirkenes. The police
district is responsible for the border station between Norway and Russia at
Storskog and has authority over the border guard troops from the Norwe-
gian military along the whole Norwegian-Russian border.

The background of the network entrepreneur

The network entrepreneur has a broad background from the police and is
also born in this region. She is now serving as the head of police in Finnmark.
Her family has roots in the indigenous Sami population. In her youth, she
was active in snowmobile speed races and won medals in regional competi-
tions, a very popular sport in Finnmark. After law education, she served with
the police district in various positions before she became regional chief of
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police. She has received several awards and prizes for her contribution to a
secure society, among others from the Norwegian Army and the Finnish bor-
der guard. After managing the mass immigration crisis in Eastern Finnmark
in 2015, she was chosen by the newspapers in the region as the Person of the
Year. In March 2023, she received the reward the Preparedness prize 2022
from the Norwegian Total Defense Forum for her concern for society safety
and preparedness, for having a clear and strong voice, and for her stamina
in turbulent times.

Building virtual intelligence networks

In a sparsely populated area with long distances and a varied, multi-cultural
population, with many immigrants, building an intelligence network is a
challenging task. Both access to information and trust in the receiver are
extremely important. The network entrepreneur started out emphasizing an
open dialogue with all regions and groups. She frequently visited local com-
munities and expressed her opinions in the newspapers and other media. She
took part in both local and national debates, underlining the challenges of
the region. She was clear about the dilemmas emerging from the increased
tension that sanctions against Russia caused, the importance of building a
resilient population in the region, and the difficulties of having the national
authorities understand the local challenges.

Developing her broad regional network further through informal dialogue
and being a media person provided a platform for relation building and to
bring together resources without too much bureaucracy. The administra-
tive capacities of the local police helped in creating meeting places in local
communities and with municipality leadership. Informal networks and trust
developed served together with the formal position as regional chief of police
to facilitate information input.

During the mass immigration across the Russian border in 2015, she
profited from these efforts in the handling of approximately 5,000 refugees
arriving at the border post for two months. The mass immigration happened
suddenly with no early warning.

In the mass immigration case in 2015, we had to react quickly based on
weak signals of what may come and make sense of a chaotic situation. We
had to bring together a broad range of people to find out how to take care
of the immigrants with food and shelter, check their identity and give them
a medical check, and inform all levels. It was necessary to develop close con-
tacts with a broad range of resources and stakeholders such as the municipal-
ity leaders, hospitals, transport companies, volunteer organizations, etc.

We had to coordinate activity, create a joint situational awareness about
what was happening each day on the border, and inform both internally
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and externally. This included the higher levels of the county administra-
tion, the national police directorate, intelligence services, and the immigra-
tion authorities.

(Regional newspapers, Northern Norway, 2023)

To face the imminent crisis, different ad hoc, cross-sectoral management
teams with representatives from several institutions were developed and
authorized to work closely together.

We had to develop an ad hoc management team from the different actors
for the creation of information packages, decision-making and implemen-
tation. This went through several steps.

(Interview by author, June 6, 2023)

The mobilization role at higher levels was, however, a challenge. The net-
work entrepreneur tried to inform through several channels and to receive
more resources. However, there was a lack of understanding at higher levels
of the severeness of the crisis. There were also challenges about who should
fund the response measures introduced at local levels. Third, there were dis-
cussions about the legal aspects and the rights of the immigrants, among
other, as to their refugee status.

We received limited response from regional and national levels for a long
time. Normally, the county governor should serve as regional coordina-
tor of response and resource acquisition. But they did not respond fast
enough. We also had limited response from national levels, especially the
immigration authorities. . . . It is important to create joint situational
awareness in all channels and sectors. We maybe did not inform well and
make it formal enough.

(Interview by author, June 6, 2023)

The discussion above shows the importance of creating trust-based contacts
through an open and frank relation to communities and local institutions.
Highlighting the potential threats through her frequent media presence
increased the awareness in the population and gave the network entrepreneur
a central position as an information exchange hub. The efforts to build rela-
tions over years became an asset at local level when mobilization to a major
crisis was necessary.

The incident also shows the challenges of creating the necessary situational
awareness and mobilizing networks across all sectors and levels. This may
have to do with formal-legal mechanisms and the prepared principles of cri-
ses managed at the lowest possible level, the unwritten rules of not cross-
ing sector borders, as well as budget limitations for unforeseen expenses
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within the public administration. Thus, dealing with the national level may
rely more on the formal and administrative governance mechanisms than the
informal networks to achieve the necessary connections.

After the full-scale Russian invasion of Ukraine, the Norwegian govern-
ment acknowledged the need for strengthening the intelligence capacities of
the region.

The Ministry of Justice gave the Police Security Service (PST) increased
funding to establish more regional capacity to support the police district
and its chiefs of police. Finnmark police district received significant addi-
tional capacity. The transboundary and diffuse nature of hybrid threats also
provided challenges at national intelligence levels and ended in a new joint
hybrid threat intelligence network between the Police Security Service, the
Norwegian Intelligence Service, the National Cyber Security Center (NSM),
and the Police. The objective was to detect and analyse hybrid threats and
vulnerabilities and provide decision support among others, through joint
situational awareness reports.

The reports from the national level have now become an asset for the

regional police. The center works all right, and we contribute to their

analyses through the regional office of the Police Security Service.
(Interview by author, June 6, 2023)

The foundation of a formal joint venture between the intelligence and
security agencies showed the importance of broad networks to meet hybrid
threats, with both vertical and horizontal integration.

The level of trust between the local and national level was, however, a
challenge. In the region, there had for decades after the Cold War been
close collaboration with Russia. Over the years, several high-level meet-
ings and arrangements had taken place. Good local relations had devel-
oped with cultural co-arrangements, frequent visits over the border, and
trade relations. This changed dramatically after February 2022, with the
Russian full-scale invasion, in Ukraine. This abrupt stop in cross-border
relations was, however, difficult for the community to grasp. It took time
to understand the changes in the threat picture after 30 years of collabo-
ration. Many were reluctant to see Russia as an aggressor in a regional
context.

The Police Security Service experienced skepticism hampering coop-
eration with the local population (NRK, 2022a). In February 2020, the
Intelligence Service’s assessment of current security challenges warned that
Russia tried to stir conflict between national authorities and local interest
groups. In response, the mayor of the border town claimed that the for-
eign intelligence service in their open threat assessment tried to make the
community collaboration with Russia suspect through their statements. He



192 Odd Jarl Borch

emphasized the need for stricter control of the Norwegian intelligence ser-
vices and their activities.

It is surprising that (the director of the Intelligence Service) says this: it

means that all of us that wants a good and close collaboration with Russia

is regarded as a tool for Kremlin. I find this very regrettable.
(Klassekampen, 2020)

This was a severe attack on the authority of the national intelligence
resources. It showed the difficult balance of increasing vigilance among the
population on the one side, and not stirring antipathy and a feeling that all
cross-border contact was suspect on the other side. The network entrepreneur
as a regional chief of police was frank about this in a newspaper chronicle:

They (the intelligence services) are doing their job, telling what they expe-
rience and focus on what we must be aware of. I have served at the border
for almost 20 years and seen the change in rhetoric. Even though we live
here in in the border region we should not be naive. We may think that we
know Russia better than those in the south. But we cannot run our own
private foreign policy not being in line with the national one. We have to
believe that the national authorities have the best competence and know
things we are not aware of . . .

(Haetta, 2020)

The same type of conflicts emerged in a discussion on what was claimed
to be influence operations from Russian institutions. Researchers from the
regional university, warned against the memorial diplomacy and the cyni-
cal history-based propaganda strategy that lay behind. They claimed that
we had not been able to register, prepare for and protest this type of offen-
sive (Myklebost & Markussen, 2023; Myklebost, 2023). This stirred signifi-
cant criticism towards both the researchers and the newspaper in the border
town. The researchers were severely criticized by a local author for creating
myths about the region and creating doubts about the personal integrity of
the many who has worked with the Russians on WW2 history (Olsen, 2023).

The region was vulnerable for this kind of conflicts around the narra-
tive, both of WW?2 narratives and the threat picture of Russia. NRK—The
National Public Broadcaster claimed that there was a risk of severe tension
in this region as parts of the Russian population in the region supported Rus-
sia’s war in Ukraine (NRK, 2022b).

The cases above shows the range of challenges that were present when
it comes to sensing the incidents and create an understanding of the situa-
tion, extracting real threats from democratic expressions of different opin-
ions. Integrating different agencies, industries, and the community level to
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provide the necessary situational awareness was a challenging task with ris-
ing tensions in the population. In an interview with the national broadcasting
company, the network entrepreneur expressed that the dependency of open
borders in the region have done something about the people’s view of Russia.
She confirmed the skepticism against the security services in the region.

It is not naivety but dependency that have made us neglect breach of
human rights in Russia, for example against journalists . . . People is reluc-
tant to talk to officials from the Police Security Agency. One may think
that Russian intelligence may find out about the contact.

(NRK, 2022a).

The network entrepreneur in an interview with the leading national busi-
ness newspaper October 16, 2022, claimed that we as a nation had not given
sufficient notice to hybrid threats.

We have no tradition of thinking this way. My region may have become
a test bed for Russia where hybrid threats are evaluated for their use in
hybrid warfare. Russia is good at their job. We must respond as best we
can. The best thing would be if we could use my region as a laboratory
for testing out new response solutions, to make us capable of locating the
hybrid threats. More knowledge would be available if one dares to make
more efforts in this region.

We can now see that the people are more vigilant and report from inci-
dents. Earlier one wrote about an incident on Facebook. Now they send
messages to the police, and that is good.

(Dagens Neeringsliv, 2022)

In the neighbouring police district, the Chief of Police warned industry lead-
ers against increased security threats. Foreign spies are using honey traps and
performing influence operations. She was talking about significant increase in
intelligence threats after the full-scale war against Ukraine in 2022.

We now must be much more aware, notice suspicious activity and put
the incidents together. Recent incidents have been Russian citizens using
drones over restricted areas and simulated photo sessions close to military
installations.

(High North News, 2023)

In February 2024, the police district launched a brochure to the population
and a dialogue with the tourist industry to inform them about suspicious
behaviour that should be reported to the police. In a radio interview, the
network entrepreneur claimed that new weapons from other countries may
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be tested in her region, such as mass immigration, fake news, and illegal use
of drones close to military installations (NRK, 2024).

The network entrepreneur and the governance mechanisms

This study shows how building intelligence networks for hybrid threats
depend on a broad range of trust relations, and sensitivity as to differences in
local interests, values, and emotions in a period of increased tension. Warn-
ing against threats and efforts towards educating the population may be
regarded as a provocation. The network entrepreneur of this study had the
position as chief of police in a county bordering to Russia. This provided her
with a formal position and authority, as well as an administrative platform
through police liaisons in each municipality. However, relational contracts
with the people in her home district built over a long time served as an espe-
cially important asset.

The network entrepreneur emphasized from her start as chief of police the
importance of being frank and open in here dialogue with her constituency.
The culture of this region is very much about being outspoken and expressing
directly what one means about a case. The network entrepreneur followed
suit, and interviews and speeches were frank about the challenges present.
This also included critics of the national authorities, if necessary.

When the network entrepreneur was elected the county person of the year
by the largest newspapers in the region, she gave an interview where she
reflected about the dilemma of being open about information, and the chal-
lenges of reaching out to the national levels in a severe crisis, such as the mass
immigration across the Russian border. In an interview, she claimed:

It was extremely tough months facing the migration crisis. All employees
stood in it and managed to provide a high-quality job. Extra challenging
it was to be open about the many immigrants not being refugees crossing
the border. You must balance your message and not giving the impression
that you have prejudices. You must be objective and neutral. This was
emotionally challenging.

It took a long time before we had help from national authorities, but
this was understandable as this was a crisis they did not recognize and did
not know how to respond.

(IFinnmark, 2015)

The frank and outspoken strategy also meant that there were critics, both
at national levels and sometimes from local interest groups. As a response to
recommendations from the chief of police that all harbors should be closed
for all Russian vessels, including fish trawlers, local stakeholders responded
negatively. In one article in regional newspapers, local and regional leaders
of the labour union, local politicians, the local business association, and two
leading businesspeople expressed “concern about an isolationist policy that
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leads to closed borders, with no empathy for the people that live in the bor-
der areas”. The network entrepreneur, however, continued to present openly
the challenges:

We need to have a joint understanding of the threat situation to avoid
unnecessary fear. The Police Security Service (PST) tells us that we must
expect a more aggressive Russia. In the North, we have important val-
ues to protect. We encourage the industry to build a common situational
awareness together with the police and discuss how the society may over-
see the threat. You may invite the police to help in your threat analyses.
(Regional newspaper, 2023)

The network entrepreneur showed through several threat incidents that
she had built relations that served as fast responding and direct channels of
communication. When the Russian started jamming the GPS satellite posi-
tioning in the region in 2017, the pilots of the passenger planes contacted
her immediately directly through SMS. She was then able to use her formal
position to open a dialogue with both the aviation and Ekom authorities and
contribute to the mobilization of the Ministry of Foreign Affairs. She also
went to the media informing about the challenges present.

The discussion above shows how a combination of a trust-building, open
and frank dialogue with different groups of the population, a formal posi-
tion that gives both authority and links to all levels of government, and a
well-functioning and fine-grained, administrative platform may represent the
combination of governance mechanisms for an effective information network
to work in the local communities. The data presented also shows the strain
of “standing in the storm” in a situation where the population is moving
from an extended period of strong socio-cultural and commercial relations
with a seemingly friendly neighbour, towards national introduced sanctions
and restrictions on exchange, and a gradually and partly hidden increase in
aggressive action from a neighbor.

Conclusion

This study emphasizes the challenges of information gathering, sensemaking,
and creating joint situational awareness in a society where the threat picture
suddenly changes. It shows the challenges of building information channels in
a region with strong cultural, economic, and political tensions. Information
about threats from a neighbouring country may be met by skepticism and crit-
ics about not respecting the people-to-people collaboration. The society may
meet such allegations with skepticism and critique and refuse to contribute.

In a hybrid threat context, this study illuminates the need to both motivate
and inform the population to increase vigilance and provide the necessary
trust in authorities. This may be challenging if there is a tension between
groups, regions, and towards the national government. In many countries,
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there may be strong political voices in rural areas against the national gov-
ernment and conflict of interests between groups. These tensions may be
strengthened by the aggressor building dividing narratives, stirring up con-
flict areas, and stimulating demonstrations against the national response
measures, including national security agencies.

This study emphasizes the need for a broad range of sources to provide the
necessary intelligence related to hybrid threats. It highlights the development
of virtual context-adapted and tailor-made networks for fast and adequate
response to hybrid threats, and the role of single persons and organizations
providing the necessary foundation for information gathering. The study
shows the critical importance of a network entrepreneur in developing a net-
work based on trust. A broad set of governance mechanisms may be acti-
vated both to motivate, provide the necessary formal backing and create both
professional and personal trust within the network. To achieve this, the role
of distinct types of trust should be highlighted. The formal position of the
network entrepreneur illuminating the capacity behind the efforts may pro-
vide structural trust, showing high degree of professionalism may be an addi-
tional trust facilitator. More important is the network entrepreneur showing
strength as well as alignment with the virtues and values of the society creat-
ing personal, norm-based trust.

This study has its limitations in looking at a single network entrepreneur
in a specific region only. The data is collected mostly from local and sec-
ondary sources. Further studies should make comparative studies across
regions, illuminating the common characteristics of network entrepreneurs
and the build-up of several types of networks with adjoining governance
mechanisms. How to bridge regional and personal tensions and create trust
between different actors in information networks in turbulent times may rep-
resent a prudent avenue of research.
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HYBRID THREATS AND
COMPREHENSIVE DEFENCE IN SMALL
DIVERSE SOCIETIES

The case of Estonia

Kairi Kasearu, Tiia-Triin Truusa and Liina-Mai Tooding

Introduction

The security environment of constantly changing and evolving hybrid threats,
aimed at exploiting a country’s vulnerabilities and seeking to undermine fun-
damental democratic values and liberties (Joint Communication to the Euro-
pean Parliament and the Council. Joint Framework on Countering Hybrid
Threats a European Union Response, 2016; see also chapter 2 by Bjerge and
Hpiby, and by chapter 3 by Ellingsen in this volume), underscores impor-
tance of fostering societal resilience and cohesion. In recognition of this, our
chapter asks the question: how is ethnic diversity associated with the will to
resists threats to the state’s welfare and independence?

Front-line countries, with comparably minor territories with small yet
diverse populations, face the important question of ensuring internal social
cohesion in case of an adverse event, be it crisis or trans-boundary crisis span-
ning multiple domains of societal life, hybrid threats, or war. These events
place weighty demands on society through the need to pool resources and
engage in a joint effort. The “rally ‘round the flag” effect, bringing people
together for a cause, is short lived and not sustainable in a protracted crisis
or indeed in the near constant presence of multifarious hybrid threats. This
reinforces that societal resilience and cohesion form the bedrock of compre-
hensive defence, which in its essence is a complex network of actors across
multiple societal domains to ensure national security and well-being (see
Berndtsson, this volume).

Reckoning with hybrid threats and the targeted destabilization of the Euro-
pean security architecture evidenced in Estonia during the Bronze Soldier
crisis in 2007 (Ehala, 2009; Juurvee & Mattiisen, 2020) and continuing with
various Russian activities and attacks have led to a steady decrease of the
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sense of ontological security of European nations. Ontological security refers
to an actor’s confidence of expectations (like adherence to international law
and order) and allows for certainty of action and the sustainment of identity
(Mitzen & Schweller, 2011). Arguably states that are geopolitically situated
in a near-peer threat environment such as these in the Nordic-Baltic region
have developed defence and security models that reflect this ontological inse-
curity. Most of these countries employ a broad security concept reliant on
the whole-of-society approach. Countries in the Nordic-Baltic region all use
some form of total defence paradigm, a defence posture mostly adopted by
nations bordering on hegemonic powers (Fiala, 2019). Largely for historic
reasons, Scandinavian nations tend to use the term total defence and the
Baltic States are more inclined to use comprehensive defence, however at
the heart of it lies the need to mitigate the smallness of these nations and to
raise awareness, readiness, and resilience of the society, the will to defend
and resist.

Some countries like Finland and Estonia have adhered to total defence
principles throughout the post—-Cold War re-workings of the Western Euro-
pean military systems (Szymanski, 2020). Sweden (Objectives for Swedish
Total Defence 2021-2025—Government Bill “Totalférsvaret 2021-2025—
Government.Se, 2020) and Lithuania (National Threat Assessment, 2020)
have reestablished total defence thinking, with contemporized modifications,
aspiring to meet today’s security environment. The comprehensive defence
as a total defence concept denotes the mental, physical, economic, and other
potential of government structures, local governments, defence forces, and
the entire nation to manage a situation of crisis and to preserve the nation
(Veebel & Ploom, 2018; Wither, 2020; Lillemae et al., 2023). Thus, this
model of defence denotes a shift from state-provided security to a society
provided security approach (Chandler, 2012), accentuating that all members
of society are producers of security and defence (Truusa, 2022).

The aim of this chapter is to analyze and elaborate based on the Estonian
example on how ethnic diversity is associated with the will to resist. First,
we will frame the will to defend within the comprehensive defence paradigm
and explore the theoretical points of departure concerning social cohesion. In
the empirical section, we will focus on how different ethnic groups perceive
threats and how threat perception is associated with the will to resist. The
variation in association between threat perception, institutional trust, and
the will to defend one’s country across different social groups can be inter-
preted as an indicator of societal cohesion. We will sum up the limitations of
the study and make concluding remarks.

Theory

In the comprehensive defence context, the will to defend plays an important
role. It is a phenomenon that has been extensively studied as part of the



Hybrid threats and comprehensive defence in small diverse societies 203

European/World Value Survey and that has been one of the focuses of study
in the majority of Nordic-Baltic states. The will to defend, which means the
willingness of the population to protect their country within the limits of
their abilities, is mainly used as a substantive term in strategic documents
that determine the development directions of the defence field, such as the
Estonian Security Policy Foundations and the National Defence Develop-
ment Plan. Although the will to defend is often talked about in a military
sense—to defend one’s country with a weapon—the term holds a broader
field of meaning, especially in countries employing comprehensive defence
principles, including activities that—directly and indirectly—contribute to
the country’s defence capability. Although the terms will to defend and will
to fight are sometimes used as synonyms, the meaning and connotations dif-
fer across contexts and disciplines (Silm et al., submitted). In this chapter, we
concentrate on the will to defend and resist as a constituent part of societal
cohesion, which in turn is paramount for countering and dealing with hybrid
threats.

Although the Nordic-Baltic region has diverging historical tracks with
the Baltic states having joined the free European community only after the
dissolution of the Soviet Union, these nations are, nonetheless, similar in
that due to economic and socio-demographic processes, the societies of
the Nordic-Baltic countries have become quite diverse. This has also been
boosted by migration waves from the global south and the war in Ukraine.
However, diversity and the acceptance of diversity as one of the hallmarks
of a democratic society make for an ideal venue for employing hybrid tactics
against a nation.

In the context of intensified geopolitical risks and the decrease of ontologi-
cal security, the frontline small states struggle with existential questions, at
the same time having to balance the demand for societal cohesion that belies
the comprehensive defence concept and the democratic value base for accept-
ing diversity and personal freedoms of opinion and beliefs.

Societal cohesion is the underlying principle for a comprehensive defence
model to be effective. For example, in the Estonian policy documents, social
cohesion is seen as one of the tools for reducing security risks. Increasing the
cohesion of Estonian society means that in a crisis or armed conflict, the soci-
ety would not polarize, and inhabitants would not only trust and support the
state’s actions in resolving the situation but also understand their active roles
within the nation’s security and defence structure.

The question of how ethnic diversity is associated with social cohesion has
been a focus of interest for several decades. In 2006, Robert Putnam stated
that ethnic diversity may negatively impact social cohesion, which led to for-
mulating a constrict proposition—ethnic diversity lowers the quantity and
quality of interpersonal contacts (Putnam, 2007). However, Van der Meer
and Tolsma (2014: 474), in their review, conclude that “people in the ethni-
cally heterogeneous environments are less likely to trust their neighbors or
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to have contact with them; this does not spill over to generalized trust, to
informal help and voluntary work, or other forms of pro-social behavior
and attitudes, at least not in Europe.” However, empirical findings are highly
diverse, depending on how diversity and social cohesion are conceptualized
and operationalized. Ethnic diversity can be conceptualized and operational-
ized broadly and narrowly; the narrow approach focuses on ethnic compo-
sition and diversity as fragmentation. The broader approach considers the
concentration and polarization of ethnic groups (Dinesen et al., 2020). There
is even more vagueness with social cohesion (Friedkin, 2004; Larsen, 2013;
Schiefer & van der Noll, 2017).

Social cohesion has been applied and elaborated on individual and group
levels (Friedkin, 2004) and societal levels (Discussion Document—Resilient
Social Contracts | United Nations Development Programme, 2018). At the
individual level, social cohesion is understood as a person’s attraction or
attachment to a group and is measured by individuals’ membership attitudes
and behaviors. Group-level cohesiveness considers how group members
interact and influence each other’s membership attitudes and behaviors, how
they form social networks, and how the social processes in networks affect
individuals’ attitudes and behaviors. In the current chapter, we follow the
broader approach: social cohesion as the formal and informal ties holding
members of a society (individuals, groups, and institutions) together horizon-
tally (across citizens, between groups) and vertically (between citizens/groups
and the state) and that involve trust, belonging, identity, and participation
(Discussion Document—Resilient Social Contracts | United Nations Devel-
opment Programme, 2018). Lowe et al. (2020) emphasize that, in general,
social cohesion is high when the majority in society voluntarily follow rules
and regulations and adhere to social contracts and do not consider each other
as cultural “strangers” but as “similar” and believe that the same norms and
expectations govern everyone. Thus, social cohesion can be seen as a causal
system; the individuals and groups create social cohesion, but at the same
time, it determines individuals’ and groups’ attitudes and behaviors. In the
case of ethnic diversity and social cohesion, the main question is the inter-
play between the group and societal level cohesion. In the case of polarized
ethnic diversity, the high ethnic-based intergroup cohesion might jeopardize
societal cohesion and thus create a fertile ground for hybrid threats. It means
that societal resilience and resistance might be weaker and the risk of being
harmed by hybrid threats higher.

Nevertheless, the mechanism may work another way around as well. The
hybrid threats, for example, disinformation operations and interior conflicts,
may hinder social cohesion while magnifying intragroup cohesion and inter-
group confrontation. Thus, social cohesion, in case of intensified situations
of hybrid threats, is, on the one hand, the buffer and pillar of resistance, but
on the other hand, it is the main target of hybrid threats.
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Our analytical model relies on societal cohesion and focuses more pre-
cisely on resistance, which comprises three sub-dimensions: will to fight, will
to defend, and intention to leave the country, institutional trust, and the
threat perception. The pattern of associations between these three dimen-
sions: resistance, institutional trust, and threat perception indicate the cohe-
sion of the society. The different perceptions of threat across ethnic groups,
institutional trust, and the readiness to defend the country are indicators of
societal cohesion—the broader gap between the perceptions of ethnic groups
denotes the lower level of societal cohesion.

Empirical evidence

Our analysis uses data from the “Estonian Public Opinion on National
Defence” (National Defence and Society | Kaitseministeerium, n.d.) polls
of Estonia that have been conducted under the aegis of the Ministry of
Defence since 2000. We utilize the data from 2000 through 2021. The sam-
ple is representative of Estonia’s permanent residents aged 15 or older and
is formed based on the population proportional model. The basis of the
model is the regions and the size of the settlement (the number of inhabit-
ants). The source address selection within each region is made randomly on
the basis of the address lists of the Population Register. From 2000 to 2020,
an address-based random sample with the so-called young man’s method
was applied. 2021 was an online panel. Depending on the year, the sample
size varies between 950 and 1,250 respondents. Since November 2011, in
addition to the primary sample, an additional sample of 200 respondents
was also formed to better represent the Russian-speaking population in the
sample and to compare the different groups of population. However, in the
general overview of the distributions of opinions, the national composition
of the population is considered, and the data are weighted by increasing
the number of Estonians and reducing the over-represented Russian speak-
ers’ influence of the respondents. The surveys were conducted as personal
interviews, using paper forms until March 2014, and since October 2014
using tablets.

Resistance index

For the purpose of this study, a resistance index was created, and it measures
the intent of the individual to resist the aggressor to the best of their ability,
in other words to be an active producer of security and defence. The resist-
ance index is combined of the measures of an active will to defend (personal
contribution to military or resistance activities) and passive will to defend
(support the government’s decision for the nation to fight back), and the
decision to stay in Estonia in case of an attack. The items used were: (1) “If
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Estonia is attacked, are you ready to participate in defence efforts to the best
of your abilities and skills?” (1—yes, definitely . . . 4—definitely no); (2) “If
Estonia is attacked by any country, should we, in any case, provide armed
resistance, regardless of the attacker?” (1—yes, definitely . . . 4—definitely
no); (3) “If Estonia is attacked would you try to leave Estonia?” (1—yes,
definitely . . . 4—definitely no).

The resistance rate shows how much the value of three items tends
towards an affirmative answer on the first two characteristics (an attack on
Estonia must be resisted, I will or likely will participate in the resistance)
and on the negative side on the third characteristic (will not leave or prob-
ably will not leave Estonia). “Cannot say” and the absence of an answer
are not distinguishable in the datasets; they are counted as non-affirmative
answers (not leaving on the third characteristic, i.e., a positive answer).
Count results are 1 (0 and 1 considered together), 2, and 3. Thus, the resist-
ance rate 3 means “high resistance”—an individual is convinced that Esto-
nia must resist, he/she will participate in resistance and does not leave the
country. Score 2 denotes an “average resistance”—means that from three
items at least two have been marked positively, for instance an individual
stays in Estonia or has no opinion, thinks that Estonia should resist and be
protected (passive will to defend) but is not ready to participate in defence
(active will to defend). Score 1 marks “low resistance”—the individual
agrees only with one of the statements or does not agree with statements 1
and 2 and intends to leave Estonia. Thus, resistance rate varies from 1 to 3,
from low resistance to high resistance.

Trust in institutions

In addition to the resistance rate, we considered it important to gauge trust
in the defence institution as trust in institutions is an important tenant for
societal cohesion. This was measured through the question “To what extent
do you trust the following . . . institutions?” Estonian Defence Forces and
Estonian Defence League.! Answers ranged from 1—do not trust at all . . .
4—T have full trust.

Threat perceptions

Threat perceptions were measured with six statements: armed conflict
in East-Ukraine; Russia’s attempts to restore its influence in neighboring
countries; immigration of war refugees and illegal immigrants to Europe;
a large-scale military attack by some foreign country; cyberattacks against
national information systems, institutions, companies, or citizens; interven-
tion by a foreign country to influence Estonian politics or economy for its
own benefit (scale: 1—very likely . . . 4 not likely at all).
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Analysis and results

Institutional trust as an indicator of societal cohesion

In the case of the Estonian- and Russian-speaking population, the largest
minority of approximately 33% (Rabvaarv | Statistikaamet, n.d.), a differ-
ent attitude towards the institutions that ensure national defence is evident.
While for Estonians, both the Estonian Defence Forces (EDF) and the Esto-
nian Defence League (EDL) are undeniably institutions that ensure the safety
of society, and their trust is on the same level as the police, border guards,
and rescue service; the Russian-speaking respondents’ trust in state defence
institutions tends to remain on the same level as their trust in political institu-
tions. Likewise, this group of respondents has low trust in NATO. However,
non-Estonians are a heterogeneous group; those non-Estonians who trust the
Parliament and the government also express greater trust in the EDE and
it is another way that low trust toward political institutions is associated
with low trust towards national defence institutions. It has given reason to
conclude that for some Russian-speaking residents, the defence of the Esto-
nian state is not a matter of ensuring the safety of society but expresses a
view on the political course of the Estonian state—belonging to the so-called
collective West. As a rule, such respondents consider the threat posed by
Russia to the Estonian state to be non-existent and therefore do not under-
stand the necessity of developing national defence. The starting position of
the rating trends in 2000 was not exceptionally high. Only half of the popu-
lation trusted the EDF, but mistrust prevailed in the case of the EDL (see
Figure 13.1). In the decade after regaining independence, the EDF was still
being built up, and prejudices from the Soviet period still influenced attitudes
toward the military. However, the increase in trust in the EDF and the EDL
has become steady since 2002, when Estonia’s accession to NATO gained a
clear perspective among Estonians and non-Estonians.

On the one hand, the process of becoming a NATO member state forced
the Estonian national defence institutions to exert themselves more; on the
other hand, it also signaled to the public that our armed forces are recog-
nized as meeting Western standards. Thus, the trust of Estonians in the EDF
has remained stable at the level of 90% for a long time, but also, among
non-Estonians, trust has been earned by more than half of the respondents.
The trustworthiness of the EDL among Estonians has consistently reached
over 80 percent, while the trust of non-Estonians in this organization has
remained modest—presumably not so much because of distrust but because
of the higher proportion of “can’t say” answers due to fewer contacts that
the Russian-speaking population has with the EDL.

Looking at the time trend of institutional trust ratings of non-Estonians,
it can be seen that in periods when more severe problems have arisen in the
relations between the Western countries and Russia; the trust has declined
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(see Figure 13.1). As a result of the Bronze Night in 2007, the reliability
of the EDF in the estimations of non-Estonians dropped from a high of
75 percent to 60 percent. The Russia-Georgia War in August 2008 led to
a drop in trustworthiness to 48 percent. The subsequent decline occurred
during the Arab Spring in 2011-2012 and then in 2014, when Crimea was
annexed, and the military confrontation in Donbas began. In the case of all
these events, Russia’s and Western countries’ approaches to the nature and
causes of conflict have radically differed. Public opinion, known to be most
influenced and shaped by the information field in which the subject of the
opinion lives, clearly mirrors these processes. Thus, indications of media-
tization are visible as the Russian-speaking majority tends to follow more
the information available through the Russia-driven mass media. This makes
them also more vulnerable for influence operations, something that Mahda
and Semenenko explore in Chapter 6, Hordiichuk et al. in Chapter 7, as well
as Akrap and Kamenetskyi in Chapter 14. Figure 13.1 clearly demonstrates
the polarization trend, which has two sources: on the one hand, native Esto-
nians are demonstrating very high trust towards defence institutions, and
over the years, the trust towards EDL has increased to the same level with
trust of EDF.

In general, half of the non-Estonian population trusts defence institutions,
but we can see a tendency towards a slight decrease. Thus, the polarization is
occurring due to the very high trust of Estonians and slight decrease of trust
level among non-Estonians. It is of note that previous studies have shown
that at the individual level, the likelihood of resisting is positively associated
with the feeling of pride to live in Estonia and high trust towards defence
institutions (Berglund et al., 2022).
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FIGURE 13.1 Trust in Estonian Defence Forces (EDF) and Estonian Defence
League (EDL), %

Source: created by the authors
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Resistance

The mean rate of the resistance index of Estonians and non-Estonians has
been relatively stable over the years. The difference between Estonians and
non-Estonians in the inclination towards a stronger will to resists tends to
increase rather than decrease over time (except for the end of the period).
At the beginning of the economic depression of the first decade of 2000 and
after its end, and with the deepening of the Ukraine-Russia conflict, we see
a sharp increase in the chances of leaning towards a higher resistance rate
among Estonians compared to other nationalities. Perhaps, reflecting the
decrease in ontological security and “rally ‘round the flag’” effect. By the end
of the period, the gap had narrowed but remained double. Looking at the
individual components of the resistance index, a similar pattern emerges. In
most years, the relative empirical probability of Estonians supporting state
to resist an attack is several times higher than that of representatives of other
nationalities. However, there are also years with a similar level of attitudes.
Refusing to answer or hesitating to answer is statistically more characteristic
of representatives of other nationalities than Estonians (except for the mid-
dle years of the period, where the difference does not emerge).

In the personal contribution (defence readiness/will to fight), we see a
1.5-3.5 times statistical difference in the second half of the period towards a
higher defence readiness of Estonians compared to other nationalities. How-
ever, the difference decreases during the COVID period, but after the Rus-
sian invasion to Ukraine in February 2022, the differences increased again.
In 2022, 91% of Estonians agreed that in case of an attack, the Estonian
state has to resist and 76% were ready to individually contribute, among
non-Estonians the percentages were respectively 61% and 44%. A year later,
89% of Estonians and 71% on non-Estonians support the state’s decision to
resist, and 72% of Estonians and 48% of non-Estonians are ready to con-
tribute. Thus, the Russian large-scale attack to Ukraine directly and sharply
affected Estonians’ readiness; for non-Estonians, it took longer, and we can
see the increase in 2023.

The third component of the resistance index—leaving Estonia—varies less
among Estonians and non-Estonians. The risk of leaving Estonia is lower for
Estonians than that of representatives of other nationalities, but the discrep-
ancy based on nationality is the least important compared to the other two
characteristics.

Resistance and threat perceptions

There must be a sense of danger and threat for the readiness to resist to
arise, a sense of ontological insecurity. For resistance to occur, there must
be a motive and an opponent. Confirmation of the need to defend Estonia,
personal readiness to participate in the defence, and the intention to stay in
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Source: created by the authors

Estonia in the event of an attack as components of the resistance index
requires an aware counterparty in the face of the threat.

Resistance and threat perception can be associated in two ways. First, a
stronger will to defend is accompanied by a sharper and more diverse threat
perception and (considering the core features) an orientation towards mili-
tary threats. Second, one could think the opposite: the multiplicity of threats
makes the need for protection pointless. To explain this, we looked at each
respondent’s “threat number”, considering the threats to be conditionally
equivalent and counting the number of threats considered serious by each
respondent from a given list in a given year. Refusing to answer and being
unable to answer were not distinguished in the data, and we considered them
unaware of the danger.

Looking at the data regardless of ethnicity, in most years, we found
that a higher resistance rate is characterized by a higher “threat number”
on average. Unfortunately, in all six years from 2015 to 2020, it turned
out that Estonians brought up more threats on average than representa-
tives of other nationalities (who also had more non-responses/not know
other characteristics in the above analysis). The national groups’ total
number of threats differed only temporarily on average, according to the
core features of the will to defend and the level of resistance. This means
that the connection between the level of resistance and the highlighting of
threats that appeared at first glance may be due to ethnic differences, not
so much the level of resistance (recall that the core characteristics of the
will to defend and the level of resistance in the sense considered here vary
by nationality).
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The threats to Estonia survey block covered the following: (1) the military
conflict in Eastern Ukraine; (2) Russia’s attempts to occupy its neighbors; (3)
the arrival of war refugees in Europe; (4) the intervention of a foreign coun-
try to influence Estonian politics or economy; (5) an attack on the Estonian
information systems; and (6) a large-scale military attack by some foreign
countries. The first three are of course currently the most salient. We again
distinguish Estonians and other ethnic groups and look for a relationship
between the resistance rate and risk assessment (Figures 13.3 and 13.4).

In all years of the observed period, Estonians perceived the armed con-
flict in Eastern Ukraine as a threat statistically significantly more often than
representatives of other nationalities. In contrast, the difference in threat
assessments tends to decrease over time (the coefficient of the statistical rela-
tionship between ethnicity and threat assessment distributions based on the
chi-square statistic was 0.28 in 2015 and 0.18 in 2020).

Among Estonians’ answers, it is difficult to notice a clear connection between
the resistance rate and the considered threat assessment (in two years—2017
and 2019—the variability of the threat assessment in the levels of the resist-
ance rate turned out to be statistically significant, although the importance of
the option “definitely” shown in Figure 13.3, square 1 does not show a clear
uniform pattern from year to year). Among representatives of non-Estonians
(Figure 13.3, square 2), the picture is more uniform in different years: the
armed conflict in eastern Ukraine is perceived as a threat more often with a
high resistance rate (3) than with a low resistance rate (1).

The immigration of war refugees and refugees to Europe (Figure 13.3,
squares 5 and 6) is recognized as a threat in the observed period (choice “def-
initely”), but with a somewhat decreasing importance every year. It is impos-
sible to confirm variability in estimates of this risk by nationality. There is
also no correlation between the data and the resistance rate (with the excep-
tion of 2016).

Figure 13.4 presents analogous data on threats that could materialize in
Estonia. The probability of the threat was assessed on a four-point scale,
and the figure shows the proportion of those who tend to consider the cor-
responding threat as probable. As a statistically significant variation based
on nationality emerged for all three threats considered here, the importance
of persons considering the threat as probable is illustrated again separately
among Estonians and representatives of other nationalities. It is essential to
add that the variability by nationality decreases over time for all three threats.

A large-scale military attack is the least likely of the three threats, and
no clear relationship emerged between resistance and threat perception
(Figure 13.4, square 1 and 2). The threat of a cyberattack is probable in 80%
of Estonians and 50-60% of the rest of the population (increasingly over
time). Except for 2019, a high resistance rate among Estonians is accompa-
nied by a higher threat perception. The intervention of a foreign country to
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influence Estonia in accordance with its interests is a threat recognized as
likely by the majority of respondents, and among Estonians, a high resist-
ance rate is accompanied by a statistically higher proportion of those who
consider the threat likely in the entire period compared to persons with a low
resistance rate.

In conclusion, in the case of the threats considered here, there are examples
where the degree of resistance and the perception of danger are proportional.
It did not appear for all risk factors, but it could be considered when we
describe the will to resist in its broader sense. The awareness of the danger
triggers the will to resist it. The ability to analyze threats and their adequate
communication with the public could encourage the spread of the will to
defend and resist.

Limitations of the study

When interpreting the results, one must keep two things in mind: the
long-term trend in society and relativity. In the long term, the perception of
risks and threats is directly related to the corresponding experience, that is,
the threat background and the perception thereof at a specific moment. In
the case of hybrid threats, time sensitivity must be considered, for example,
a specific terrorist attack at the moment of time X in country Y raises the
perceived threat to a higher level in country Y for a certain period. There-
fore, for a better interpretation of trends, it is essential to look at longer-term
trends. Relativity—when evaluating the cohesion of society, the degree of
resistance, we proceed from the expected standard, we compare to some-
thing, either with previous years, other countries, or ethnic groups with each
other. Therefore, judging whether something is high or low depends on the
background or level taken as a basis for comparison. In this analysis, we
compared how the institutional trust, threat perception, and resistance readi-
ness of the country’s main ethnic group and the population with a different
ethnic background have changed.

Conclusion

In a situation where we are faced with ever-increasing hybrid threats, soci-
ety’s resilience becomes an increasingly important issue. How well can states
and societies cope with various external and internal threats that threaten
society’s resilience and the country’s independence? Front-line countries, rela-
tively small in population and territory, face the big question of ensuring
internal social cohesion in the event of an external threat. This chapter, there-
fore, analyzed what ethnic diversity means for general resistance in Estonia,
and how this diversity relates to social trust.
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Based on the Estonian case five general conclusions can be drawn: (1) there
are differences of interpretation of hybrid threats among main ethnic group
and minorities; (2) targeted communication is vital; (3) large minority groups
of aggressive neighbors might not recognize the neighbor as a threat; (4) pro-
tracted crisis can bring threat perceptions of the main ethnic group and the
large minority closer to each other; and (5) higher perception of threat also
heightens the intention to resist.

The first is perhaps quite self-evident but also hardest to tackle; different
hybrid threats and crises are interpreted differently by the main ethnic group
versus ethnic minorities. Ethnic minorities tend not to interpret possible
threats as deeply existential as members of the main ethnic group. However,
as our data showed universal threats, transcending political or strategic moti-
vators, such as the COVID pandemic can be interpreted in much the same
way by most members of society regardless of their ethnic belonging. Second,
just as Berndtsson in his chapter in this volume has stressed, communication
and messaging are of vital importance within the comprehensive defence net-
work. The messaging and targeting of the strategic narratives most probably
need to differ considering the target group. The level of mediatization in con-
temporary societies also necessitates that the appropriate channels of mass
media are exploited in order to reach the target audiences.

Third, countries with large minority groups from an unstable or aggressive
neighbor state might be faced with the dilemma that the neighbor simply is
not regarded as a threat by the large minority. Among the main ethnic group,
high existential threat perception such as threat to independent statehood has
a mobilizing effect, but not so much for the minorities. This can be explained
by different interpretations and social construction of past, present, and
future wars and their heroes (Kasearu et al., 2024). However, the data also
shows that polarization in terms of the will to defend and to resist might stem
rather from a non-alignment with the states’ political and strategic choices
on behalf of the minorities but is more similar with the majority when social
and economic welfare is threatened. Fourth, regardless, as our data indicates,
protracted, intense crises such as the war in Ukraine can mean that the large
minority can experience a rise in threat perception, though not reaching the
levels of the main ethnic group, the perception levels might become close to
each other.

Fifth, in terms of the will to defend, we found higher rates of the intention
to resist across all of the population if more threats to the state were consid-
ered as credible. Therefore, awareness of threats and adequate communica-
tion to different target groups could boost the spread of the will to defend and
resist across ethnic groups. Social studies at times suffer from the tendency
to the heterogenic nature of minorities. For example, half of non-Estonians
have similar attitudes to Estonians. However, at the same time, it also means
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that we have to be aware that there is also a risk that minority groups are
internally diverse and more vulnerable to hybrid threats.

In a situation saturated with hybrid risks, it must be taken into account that
we cannot always distinguish, so to speak, more vulnerable, risk-susceptible,
and more manipulable groups based on socio-demographic characteristics.
Instead, creating a common information field and space is becoming essential.

Note

1 The Estonian Defence League is a voluntary national defence organization oper-
ating in the area of government of the Estonian Ministry of Defence, which is
organized in accordance with military principles, possesses weapons, and holds
exercises of a military nature. The purpose of the Defence League is to enhance,
by relying on free will and self-initiative, the readiness of the nation to defend the
independence of Estonia and its constitutional order (Kaitseliit, n.d.).
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HYBRID THREATS AND THE POWER OF
IDENTITY

Comparing Croatia and Ukraine

Gordan Akrap and Maksym Kamenetskyi

Introduction

This chapter explores how a range of hybrid threats may be used to under-
mine the identity of a nation. The development of a defense system for early
recognition and warning against hybrid threats is one of the fundamental
conditions that must be met for an individual state. Respond must involve
institutional, organizational, and human knowledge, abilities, and skills. It is
necessary to work on constant analysis of existing as well as recognition of
new signs for early warning system of upcoming threats. Analysis of hybrid
threats and risks must pay special attention to rarely occurring events that
can have an extremely high level of negative consequences on the nation’s
identity.

Theoretical foundation

We describe hybrid threats as: aggregation of planned, managed, directed,
and coordinated actions that attack society/state, exploit existing, and cre-
ate new vulnerabilities of the democratic system and institutions by using
political, economic, civil, security, intelligence, energy, media, information
and communication systems and assets, military, and other attack vectors,
simultaneously or in phases.

It is common to all these attack vectors that the aggressor uses them as a
means by which he tries to impose his will on the target audience. Armed
force has been replaced by information in all its derivatives regardless of
the domain of offensive actions, content, meaning, and context come from.
Information is a key mean by which hybrid attacker attempts to influence the
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information environment of the target audience’s cognitive processes and its
decision-making process. The aggressor aims to impose some new divisions
or to deepen the existing ones on the target audience. Attempts are made to
take advantage of the vulnerabilities of democratic society in the form of
achieved levels of freedom and rights of individuals, groups, and communi-
ties. Feelings of helplessness, restlessness, anger, fear, vagueness, powerless-
ness, and insecurity are aroused. Mistrust in state institutions is encouraged.

Different situations, expressed needs, goals, and conditions influence the
diversity of the activities. In practical use, integrated action is encouraged by
using multiple attack vectors in different time intervals due to the increase of
malicious effectiveness through their cumulative, multiplicative action. For
this reason, we cannot speak of a uniform model of hybrid threats that can be
applied in all conditions and in accordance with expressed needs in the same
way. This diversity and diffusion of implementation activities significantly
complicates the processes of threat recognition, unmistakable identification
of attacks, attackers, and goals to be achieved.

Several institutions and organizations may participate in the planning,
implementation, supervision, control, and adaptation of hybrid threats on
an individual or joint level. They can use secret, covert, or open methods and
actions of civil and military institutions. One of the key features of hybrid
threats is that military means can achieve the desired results in the civil and
military domains—and vice versa. It is also important to state that with tac-
tical means, an aggressor can achieve strategically important results. With
special emphasis on operations conducted in, and coming from, cyberspace.

Methodology

This chapter is based on a comparison of hybrid threats against Ukraine
and Croatia. It compares the violent and brutal disintegration of Yugoslavia
(1990-1999) and the Russian aggressions against Ukraine (2014-2022).

The empirical background of the study was events in the two countries
over a long period. The data analysis was based on:

open-source information

personal experience in public service

research

direct participation in the decision-making process at the strategic and
tactical levels.

Each of the authors has acted as both a participant and an external observer
in each of the cases. One author is a member of the NATO SAS-161 expert
research task group directly connected with the topic of this paper.
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Croatia and Ukraine—main similarities and differences

The violent and brutal disintegration of Yugoslavia (1990-1999) and the
Russian aggressions against Ukraine (2014-2022) have numerous similari-
ties but also differences.

The Croatian case

We observe the aggression against Croatia in a period that is wider than the
kinetic, physical war (1990-1995). The kinetic aggression was preceded by
numerous offensive actions (especially emphasized during the 1980s of the
last century) using several different instruments related to influence opera-
tions. It is also important that with the cessation of kinetic aggression (in
1995) against Croatia, Serbia did not stop its offensive and malicious activi-
ties using influence operations. That part is also considered in this chapter
because it is a process that Ukraine has yet to go through after achieving
a military victory on the battlefield. Ukraine must be ready for those chal-
lenges to defend itself and not to repeat the mistakes that happened to
Croatia.

The aggression against Croatia occurred at a time of serious and power-
ful political and social changes and challenges on the international scene.
Global security architecture was changed due to the collapse of the USSR and
the communist bloc. That change led to global tectonic consequences in the,
between other areas, political, economic and security spheres, which in turn
initiated the redefinition of international relations on a global level.

At the time of the beginning of the armed aggression against Croatia
(August 1990), Croatia was de iure and de facto an integral part of the
Yugoslavia and as such had no international legitimacy or legality. Croatia
had no state institutions, no human resources at its disposal, no diplomacy,
no armed forces, no defense sector, no intelligence community, and no sup-
port from the international community to create its own state. Croatia first
organized its armed formations through the system of the Ministry of the
Interior as police units. Croatia bought weapons on the international black
market. In the economic and financial sense, Croatia had to rely on its own
emigration, which financially supported the process of independence and
defense of the state and its approach to Euro-Atlantic integration. Croatia
was not supported by international community until, almost, the end of
Homeland war.

The Ukrainian case

The Russian aggressions against Ukraine initiated (international, even global)
processes that pointed to the necessity of redefining the existing security
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architecture, in accordance with significantly changed conditions and pro-
cesses. The aggression against Croatia was a consequence of the changed
global security architecture, while the Russian aggression against Ukraine
indicates the necessity to redefine existing security architecture.

Ukraine was attacked by a global continental power. Russia is a perma-
nent member of the UN Security Council. Russian foreign policy assumes
that Russia is a global power that believes that they can act aggressively
towards other subjects of international law. Russia reserves the right to inter-
pret it and, if necessary, redefine it in accordance with its wishes. Russia is a
force that directly influences numerous processes at the global level. Russian
aggressions against Ukraine have negative consequences (of varying inten-
sity) on numerous domains of human life and activity, almost on a global
level (either directly or indirectly).

Ukraine gained its independence precisely with the collapse of the USSR
at the time when the aggression against Croatia was being prepared and
started to be carried out. Ukraine was going through a very complex political
process of transformation and numerous political changes because of strong
(pro)Russian actions directed against the key interests of Ukraine—access
to Euro-Atlantic integration. However, Ukraine had time to develop its own
state instruments, defense and security institutions and capabilities, and the
economy before the war started.

TABLE 14.1 Differences and similarities between Croatian and Ukrainian cases

CROATIA UKRAINE

International recognition in No Yes

time of aggression
Support from, and approach to, No Yes

international organizations
State institutions existed in time ~ No Yes

of aggression
Arms embargo Yes No
Aggressors advantage in human ~ Yes Yes

capital at least 3:1
Aggressors Grand Strategy Greater Serbia Greater Russia (Russian

(Serbian World) World)

Aggressor Regional power International/Global power
Nuclear potential of aggressor No YES
Consequences of the aggression  Local and regional ~ Global
Demonized by aggressor as Yes Yes

neo-Nazi state?

Source: created by the authors
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Influence operations

Identity

The identity of a group or community represents an important fact around
which population bonds are built; establishes a common system of values,
beliefs, and principles; recognizes and interprets the past; recognizes the pre-
sent and defines the future (Tudman, 2003). It acts as an integrating factor on
the community. As long as it exists, if it is clear and indubitable, it is built as
an indisputable fact in democratic processes by the joint action of the entire
society without the introduction of politicking and malicious influences.

This is precisely why identity is the most common target of malicious
activities from the spectrum of hybrid threats that attempt to influence the
cognitive and decision-making processes of the target audience. If the hybrid
attacker succeeds in his intention to shape and reduce the trust of the com-
munity in the existing paradigms on which identity is determined and on
which it rests, the attacker will create favorable conditions for further malign
activities to bring discord within the attacked audience. A hybrid attacker
often uses influence operations in which facts related to identity issues change
their real context and put them in a context that suits the attacker. In this
way, there is a change in the interpretation of the affected identity issues, and
a new information environment is created that can have a negative effect. The
disintegration of the community and the growth of distrust in the institutions
of the system built on the existing paradigm, because of the malicious actions
of the adversary, potentially lead to the growth of discontent among the
population and can lead to strong internal turmoil. These activities can also
be violent, which further weakens the attacked audience.

Croatia and Ukraine have experienced similar challenges with shaping
national identity during the time of communist regimes. National identity
issues were treated as harmful if they were not in the function of supporting
the communist authorities. The formation of national identities for Croats
and Ukrainians had similar features—they were redeveloped in the shadow
of a neighboring larger nation that had only partial commonalities with them.

The Croatian case

In numerous activities that preceded the armed aggression against Croatia,
the aggressor tried to influence the Croatian identity. History was exposed
to tendentious and inaccurate pro-communist revisionism; non-existing lan-
guage (Serbo-Croatian) was imposed (example of Novosadski dogovor in
1954); Croatian historical and cultural heritage was attributed to Serbia
(Kutlesa, 2012); songs and historical features with national content were
banned and their use was punished by imprisonment (Horvatié, 2020). The
media were under the full control of the communist party. Journalists were
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treated as “ideological and political workers” (Akrap, 2010). The Catholic
Church in Croatia, as one of the bearers of religious identity, was strongly
informationally, politically, organizationally, and financially attacked by
communists (Akmadza, 2012). However, Croatian identity was maintained,
thanks to the activities of the Catholic Church, and through the activities of
individuals and groups who were sentenced to prison terms because of their
pro-democratic activities (Knezevi¢ & Mihaljevié, 2018), and the activities
of political and economic emigration. Thanks to these activities, Croatia, in
an ideological and political sense, welcomed the collapse of the Soviet Union.
With the establishment of a new democratic government in Croatia
(May 1990), activities were intensified to re-identify the population with the
Croatian national identity and distance themselves from the artificially cre-
ated Yugoslavian nation. Communist ideology was mainly removed from
the interpretation of history and from social processes. The Catholic Church
in Croatia, like other religious communities, gained absolute freedom. An
additional integrating factor in the process of homogenization of the Croa-
tian population and strengthening of national unity was the state policy of
unity and general national reconciliation, as well as the threat to Croatian
existence that came from Yugoslav and Greater Serbian circles and ideolo-
gies. That helped Croatia to develop societal resilience against many different
influence and kinetic operations planed and conducted by aggressor.

The Ukrainian case

Like the case of Croatia, Russia used the issue of language similarities/dif-
ferences as well as issues related to the targeted selection of historical topics
and their tendentious interpretation for political purposes. Some topics were
forbidden, some were ignored, and some were deliberately repeated to shape
public knowledge in favor of Russian political, social, religious, economic,
and security interests.

Identity and information strategy

In the period from 2010 to 2013, ethnic identity issues were not as important
as those related to language. Many Ukrainians spoke Russian, followed Rus-
sian TV and radio stations, listened to Russian music, read Russian books,
and watched Russian films. In this way, numerous disinformation was also
distributed to Russian-speaking Ukrainians, especially from the domain of
history and politics. This narrative shaped and formed the information envi-
ronment in accordance with Russian plans. We will mention two important
reasons: (a) In 1991, the Ukrainian media space was divided into private
commercial media that were controlled by a few oligarchs. These media did
not have a specific policy towards the necessity to protect and strengthen
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Ukrainian identity issues, and (b) Russia acted to attract Russo linguistic
Ukrainians and citizens of other countries with a Russian population in the
interest of expanding Russian state policy. Therefore, the vacuum of the
national information policy in Ukraine was replaced by Russian information
operations of influence, which acted with the aim of replacing the Ukrainian
national identity with the Russian one.

Identity and religion

The prolonged period of Soviet rule had a significant impact on the role of
the church in the perception of the general population in the former USSR.
Confessional matters in Ukraine were only utilized as a means for political
forces to gain power. In contrast to Croatia, none of the churches in Ukraine
held any traditional authority. The Orthodox Church, based in Moscow,
historically had the most believers in Ukraine prior to the USSR’s dissolution.
However, after Ukraine gained independence, the autocephalous church of
the Kyiv Patriarchate also came into existence, albeit with a small follow-
ing. Nearly two decades later a political movement began to establish an
Orthodox Church in Ukraine that was not affiliated with the Moscow Patri-
archate. The efforts made by Petro Poroshenko, who was originally a believer
of the Moscow Patriarchate, were crucial in the formation of the Ukrainian
Orthodox Church. This process was accelerated after the Russian aggression
against Ukraine. However, it is still slow and incomplete. The issues of prop-
erty ownership of the Orthodox Church under the control of the Moscow
Patriarchate and the transition to the Ukrainian Orthodox Church are still
open and unresolved.

Identity and history interpretation

The history of Ukraine was and still is very often subject to recontextualiza-
tion in accordance with the interests of Russian influence operations. Namely,
history always contains topics that, placed in a different context, provide
an information attacker with the opportunity to plan and execute malicious
influence operations. The famine, as well as the history of the actions of the
Ukrainian armed forces in WWII, is often the subject of debate and malicious
interpretation. The Russians often use this in their actions, trying to create
and shape information environment, at the national and international level,
according to which Ukraine does not have its own history but has always
been part of Russia. The Russian claims that the Ukrainians were closely
associated with the Nazis, which is why even today they do not have the
right to their own independent state. Russian television went so far in its
manipulation that it illustrated the meeting between President Putin and the
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President of the Constitutional Court of Russia with their conversation con-
nected to a map from the 18th century, on which the name of Ukraine was
not written. They used this as an argument that Ukraine has no right to exist,
even though there is no name of the Russian Federation on that map also.
Recontextualizing information and denying the existence of other important
information related to it, is a well-known model that tries to mislead the
target audience, leading them to wrong conclusions and decisions. These
activities are an integral part of the spectrum of activities called influence
operations (Silverman & Kao, 2022).

It was the return of the Ukrainian national identity to historical narratives
through all its visible and spiritual forms that was one of the key activities
that the leadership of Ukraine had to carry out to rebuild and strengthen the
national identity. It was expected that the positive results of those activities
would prevent all the negativity that characterized Ukraine’s almost com-
pletely failed defense against the first Russian armed aggression in 2014.

Disinformation

Data and information are focal points of all influence operations, especially
those that are trying to negatively influence the system of values, beliefs, and
principles of the target audience. Until recently, following dictum was used
quite often: Information is a power. Today, this is no longer true. Modern
information and communication technologies have led to the need to inte-
grate several different processes into a harmonized and coordinated activ-
ity. Possession of quality, accurate, true, complete, and usable information
can no longer bring a decisive advantage in a conflict or war. There are two
more essential conditions that must be met for information to truly become
a powerful tool: it must be obtained in time and early enough so that it can
become intelligence and used effectively, and there must be a reliable and
secure communication channel, which will serve to distribute the same infor-
mation/intelligence content on time, in an appropriate and clear manner, and
in an integral form to the target audience.

The Croatian case

Before, during, and after the Croatian war for independence, a lot of disin-
formation was placed in the Croatian, Yugoslav/Serbian, and international
information environment. Various topics were used that were supposed to
fulfill their strategic goal: to remove the new democratically elected govern-
ment in Croatia by force and install a pro-Serbian puppet regime. In this
sense, and with the help of numerous agents of the Serbian and Yugoslav
secret services in various communication channels (printed media, radio, and
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TV stations, by distribution of leaflets), they spread numerous disinforma-
tion and created prejudices (Akrap, 2011):

¢ Demonizing and identifying Croatia with the Nazi creation during WWII
and accusing it of committing numerous fictitious crimes during the
Homeland War.

¢ Encouraging divisions within the society: by encouraging regionalism and
strengthening intolerance towards employees of the former Yugoslavian
administration on the one hand and toward returnees from emigration on
the other. That was a direct attack against on President Tudjman’s strate-
gic concept of creating national unity and reconciliation.

* Encouraging the growth of distrust of the population in state institutions
and accusing leading state representatives of corruption and crime.

¢ Equalization of guilt and division of responsibility between defender (Cro-
atia) and aggressor (Yugoslavia and Serbia).

¢ Insistence on the “fraternal and very close Slavic identity, national and
historical proximity of the two brotherhood nations.”

Fighting disinformation

Most frequently used methods were information laundering (Akrap, 2011)
and decontextualization and recontextualization. Typical examples are two
articles (Hedl, 2000). Namely, disinformation planners, with the help of their
network, first planted disinformation in some of the foreign media and then
misused that foreign media as the source (whose credibility should not have
been doubted) to share in the Serbian, Croatian, and foreign media space
(Domovié, 2019; Loncar, 2010). Croatia had to react quickly.
Disinformation began to shape the Croatian and international informa-
tion space in a negative sense. There was the emergence of internal divi-
sions, doubts about the correctness and efficiency of state decisions in the
management of defense and the international recognition of Croatia, and the
development of additional social crises. Croatia has initiated many different
activities to inform national and international auditorium through the Min-
istry of Information, Foreign affairs, other state institutions, and the media
with the aim of combating disinformation. Many were recognized as such
and publicly debunked. At the same time, the state also launched its own
repressive system (primarily the intelligence community) in identifying the
planners and perpetrators of these malicious activities, and actively fighting
against identified individuals, groups, and organizations. Intelligence com-
munity was very successful in those activities by identifying many planers
of different disinformation and communication channels that they used.
A huge number of disinformation were publicly debunked. As a result of
analyses of numerous disinformation attacks, many important and valuable
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papers, books, and dissertations were written. Disinformation continued to
be a weapon against Croatia and its interest of that time aggressor after the
Homeland war and is still active. Fight against disinformation and malicious
activities that are trying to shape information environment is 24/7 process.

The Ukrainian case
Russian disinformation activities

When Putin took the power, he initiated the process of gaining full control
over the media in Russia. The Russian information environment almost
completely falls under their control, supervision, and management. Media
continued to be used as an instrument of power in the hands of the state
(ITanosckuii, 2015). After the stabilization of the state budget, the establish-
ment of media houses that were primarily oriented towards the West (such
as Sputnik, Russia Today) was initiated. This significantly differed from the
former Soviet information policy, which was full of propaganda activities of
lower quality, not so accepted in the West, and thus with reduced effective-
ness. The information content that Russia created and distributed in the last
decade aimed to achieve the following goals:

e Shaping of public opinion in Russian society aimed at supporting the
Russian government, glorifying Putin, emphasizing the need that Russian
must become superpower again, and developing super-potent weapons
that no one (especially the United States and NATO) has anything efficient
to defend against them.

¢ Creating necessary conditions and the use of various factors that should
enable the achievement of Russia’s goals in neighboring countries.

¢ Forming a positive image of Russia among the population of foreign coun-
tries, while the actions of Russia’s opponents are interpreted as the result
of actions that do not correspond to the interests of the entire humanity
(Hinton, 2022; TTaBnosckuii, 2015; IMonskosa, 2022).

In its information aggression against Ukraine, Russia used a situation that
Ukraine did not have centralized information policy. This was a key point for
fighting against Russian aggression, especially in information domain. Before
and during the aggression on Ukraine, Russia developed and distributed a
lot of disinformation tailored to different audiences (Mandi¢ & Klarié, 2023;
Baig, 2022).

Unlike the Croatian case where the aggressor used audio, video, and
printed materials, in case of Ukraine, the Russian aggressor constantly used
the web to distribute disinformation. They often used Al to create vari-
ous disinformation messages (Euronews, 2022). As in Croatia where some
(already debunked) disinformation continues to exist in the public space,
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Russian disinformation remains to be influential in some Western countries
as well as in countries outside the EU and the NATO alliance.

Targets and goals

With the aim of shaping the information environment in Ukraine, Russia
directed its malign information activities toward two key target audiences:
the pro-Ukrainian population (by spreading defeatism and mistrust against
state institutions) and the pro-Russian population (by strengthening solidar-
ity and connection with Russia). Therefore, Russia encouraged and through
covert activities financed the “Ukrainian” media which were under the con-
trol of pro-Russian owners. Just like in a case in Croatia, Russia also used
foreign channels for “information-laundry” activities. To hide real source of
the (dis)information, it was often sent to public via different, mainly foreign
media. Then those (dis)information appeared in Russian media environment
and some other countries as an information without Russia origin. Russian
attributed those disinformations as a relevant and reliable, and the source as
unbiased (Idzelis, 2017).
The main purpose and the targets of Russian disinformation were:

¢ Discrediting the highest political and military leadership of Ukraine.

¢ Discrediting Ukraine’s cooperation with its friends and partners at the
international level.

e Justification and recontextualization for Russian military activities that
will be the basis for charges of war crimes.

¢ Equalization of guilt between aggressor and a victim (Camut, 2023;
IMonsikosa, 2022; Hinton, 2022).

As a response, Ukraine controlled its information space very well, taking care
of the information and operational security of political and military decisions
and actions. Ukraine engaged countermeasures such as strategic and crisis
communication with the aim of confusing the Russian aggressors and reduc-
ing the Russian ability of early forecasts of Ukrainian operations (Ekman &
Nilsson, 2023).

Cyberspace

Hybrid threat aggressors exploit the many advantages that modern technolo-
gies provide (see Soldal, ch. 5). Analysis of conflicts and wars in recent sev-
eral decades (especially these cases) shows that future conflicts and wars will
use cyberspace as a central battlefield. Cyberspace can be defined as a space
that exists in four different domains: (1) geographical regarding the regional
distribution of the physical parts of the system, (2) system of networks
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communication and functions that enable its functioning, (3) artificial intelli-
gence, and (4) the human factor that has both physical and cyber dimension.

Social networks, just as mobile communication applications, are very often
used as a communication channel by malicious users. Hybrid attackers use
them for rapid, intensive, anonymized, covert distribution of disinformation,
and non-knowledge aimed at influencing target audience decision-making
process. Social networks have also emerged as a productive platform for
recruiting online supporters (agents and for networking) in the enemy’s terri-
tory. It is mostly these agents who provide and continue to provide informa-
tion to launch strikes on enemy targets.

Many different target audiences can be attacked at the same time regard-
less of their physical presence. Social networks also serve for collection of
a huge amount of data and information necessary for effective planning
of influence operations. Not every audience is the same and does not react
equally to different stimuli. Therefore, it is necessary to hire own or another
intelligence and security system, or specialized companies, with the aim of
collecting required data, which in that case act as intermediaries.

The Croatian case

During the aggression of Serbia and Yugoslavia, Croatia was not faced with
threats from the cyber space. At that time (1990-1996), the Internet was still
in its early developing phase. Digital social media did not exist. Mobile phones
were very expensive and had limited availability. Instead, printed media, as
well as TV and radio, were used as channels to distribute disinformation.

The Ukrainian case

The digital space was intensively used by the Russian aggressor in times of
increasing tension, targeted at strengthening existing and creating new divi-
sions in Ukraine. Before, but also after the aggression carried out in 2014,
Russian offensive malicious operations in the cyberspace came to the focus
of experts and the public, especially before the second aggression in 2022
(Huntley, 2023; Masters, 2023; Duguin & Pavlova, 2023). The Russian
intelligence community was identified as a mastermind that stands behind
those cyberattacks. Units 26165 and 74455 from the Russian Military Intel-
ligence Service (GRU), Unit 71330 from the Russian FSB, and an unnamed
group from the Russian SVR were identified (Knapczyk, 2022).

In addition to offensive activities with the aim of disabling the operation of
Ukrainian key critical infrastructures, the cyberspace was also used to share
numerous disinformation. These instruments were targeted at reducing the
defense potential through undermining Ukrainian identity, introducing divi-
sions into society and the state, preventing the functioning of the state, and
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encouraging distrust of the population in the ability of Ukraine as a state to
defend itself against Russian aggression.

The use of social networks as well as applications for mobile communica-
tion in the spread of disinformation has shown, in this Russian aggression
against Ukraine, the range of possibilities that (totalitarian) societies can use
in attacking the democratic order (Scott & Kern, 2022). By creating a (dis)
informational environment that the attacked public would not recognize as
such, it would lead to numerous harmful consequences for the attacked tar-
get in numerous domains of activity (social, informational, security, defense,
economic, energy, financial, etc.).

It should also be noted that Ukraine learned numerous lessons after the
Russian aggression in 2014 and initiated processes of educating, training,
organizing, and institutionalizing its own defense capabilities in the period
from 2014 to 2022. One of the capabilities that Ukraine has developed,
both at the state level and at the level of private business entities, is the
ability to recognize offensive malicious activities, identify a digital attacker,
and improve their counterattack abilities. At the beginning of the Russian
aggression against Ukraine, Ukraine showed that is capable of successfully
defending itself against numerous complex digital attacks (in the digital
space as well as threats coming from the digital space) and moving into
offensive actions against the aggressor (Lambert, 2022; Badanjak, 2022;
HINA, 2022).

Conclusion

Activities from the spectrum of hybrid threats may be in the center of future
conflicts. They will, among others, be based on the planning and execution
of influence operations. Kinetic operations may represent secondary means
of imposing the attacker’s will on the target audience. The cyberspace may
represent the primary area of influence operations related to cohesive fac-
tors of society and community. This includes the identity issues, system of
principles, beliefs, and values on which the strength and unity of a certain
community rests. It may also include critical infrastructure (such as energy,
cyber, information-communication, and water-food production and distribu-
tion). The goal of attacker is to acquire a state of information supremacy in
the spectrum and domains of its activities.

In this study, we have shown how the attacked countries faced opponents
who should have won by pure mathematical calculations. In both cases,
the aggressor was stronger, more numerous, more technically equipped,
and in a situation of controlling the information and media environment
of the defenders. However, thanks to their own armed forces, unity of the
population around key national identity questions, their readiness to fight
for their families, homes, and country, and thanks to friends and partners,
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as well as the institutions of the state and society that were in the process
of being developed or were already developed, Croatia and Ukraine were
able to defend themselves. That enabled the defenders to change the initial
information advantages of the opponent and gradually transfer it to a state
of information supremacy. As it can be seen from this short overview, gen-
eral themes and goals of the aggressor’s disinformation policies were almost
the same. The essential difference was in communication channels used. In
both cases, defending societies had to work very hard to create, strengthen,
and protect their own national identity; control and monitor communica-
tion channels; take intensive counter-disinformation actions; and link the
capacities of society and the state with the leading media with the aim of
providing accurate and objective information to both the domestic and for-
eign public.

Croatia successfully fought against numerous disinformation. However,
we still occasionally see some of them in the media today. They are dis-
tributed by some circles for clear political purposes, especially during the
pre-election period. Ukraine will continue to face a lot of disinformation at
both national and international levels. Ukraine must not allow itself to con-
stantly react passively and subsequently to Russian disinformation. An active
approach should be taken together with its partners to timely and reliably
inform the target audience about Russian and pro-Russian disinformation
policies and goals so that the population can independently recognize them.
On the other hand, it is necessary to develop trust between the population
and state institutions, as this is one of the key prerequisites for an effective
fight against disinformation.

The next challenge for states and the international community today is
the definition of the rules of modern warfare. There are no rules for hybrid
threats. Where there are no rules, everything is allowed. That means that
nothing is prohibited, which opens space for unsuspected attack models and
the choice of many different targets and use of many different attack instru-
ments. Therefore, it is necessary to intensify efforts to reach a consensus on
establishing the rules of hybrid threats.
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BUILDING COMPETENCE AGAINST
HYBRID THREATS

Training and exercising hybrid command
organizations

Bjorn T. Bakken, Thorvald Heerem and
Inger Lund-Kordahl

Introduction

Training and exercises play a fundamental role in developing situational
awareness, a critical component of effective response to hybrid threats.
Equally important is decision-making at all levels (strategic, operational,
tactical) as well as communication, both within the command organization
(whether military or civilian—policing, firefighting, medical emergency) and
to the public. By providing individuals and organizations with realistic sce-
narios and hands-on experiences, training and exercise programs enable par-
ticipants to understand the complexities of hybrid threats and develop the
necessary skills to identify and respond effectively to such threats. Exercises,
for example tabletop simulations, “wargaming,” and full-scale (field) exer-
cises, allow stakeholders to test their preparedness, evaluate response strate-
gies, and identify areas for improvement. Through these activities, situation
awareness is heightened, fostering a proactive and coordinated response to
hybrid threats. By engaging in a broad spectrum of scenarios, in particular sit-
uations that can be called wicked (or VUCA—Volatile, Uncertain, Complex,
and Ambiguous) learning environments (Bakken et al., 2023), it is possible
for exercise participants to generate complex and versatile mental models
that would not be attainable in a real-life wicked learning environment.

The research question we ask is: Which parameters could be included as
command organizations pursue training and exercise programs in a bybrid
threat environment, and how are these parameters linked to optimize the
outcomes

To respond to the research question, we explore how training and exer-
cises can be effectively used by a multi-disciplinary command organization

DOI: 10.4324/9781032617916-19
This chapter has been made available under a CC-BY 4.0 license.


https://doi.org/10.4324/9781032617916-19

Building competence against hybrid threats 235

to improve situation awareness, decision-making, and communication skills
in crisis management. We build on earlier studies and observations, discuss-
ing the characteristics and merits of different organizational models—such
as centralized, distributed, and “hybrid,” that is, a mix of hierarchy and
network, when it comes to either facilitating or impeding crisis management.
We are particularly interested in the functioning and effectiveness of what
we may call multi-disciplinary, cross-functional, or inter-agency command
organizations. We will also pay attention to the impact of internal team pro-
cesses, as well as the contextual demands, the latter conceptualized as com-
plexity and dynamics of the situation (Bjurstrom & Bakken, 2022). Based on
the theoretical overview and data from a present case, we suggest effective
strategies for building, sustaining, and innovating crisis management compe-
tence in the face of hybrid threats. We also propose how to use modern tech-
nology, such as Al and VR, to effectively support crisis management training
for hybrid threats.

Theory

Hybrid threats are prevalent and may occur in the entire crisis spectrum from
peace to crisis and armed conflict (Malerud & Hennum, 2023; Mattingsdal
et al., 2023). Particularly challenging are complex threats that manifest in
the “gray zone” between peace and crisis, and that can pose a threat to both
societal and governmental security (see Ellingsen, ch. 3; Heier, ch. 8). Hybrid
threats create uncertainty and ambiguity that challenge the ability to discover,
attribute, and understand whether one is in fact subject to an attack—that
may also be the start of a longer-lasting military campaign. The uncertainty
imposed contributes to making it more difficult to identify, interpret, and
understand an enemy actor’s intentions and goals (Malerud & Hennum,
2023; see also Thiele, 2021; Cristiano et al., 2023). Overall, this vague and
unclear “threat picture” challenges the ability of a command organization to
achieve the necessary situational awareness as a basis for making good and
timely decisions. In addition, the “hybrid” concept is itself vague and much
debated regarding its usefulness and relevance for the academic study of con-
flict, crisis, and warfare (Libiseller, 2023).

Situational awareness

On a day-to-day basis, an enemy can exert long-term influence with, for
example, the use of political/diplomatic, informational, economic, and legal
instruments aimed at targets in various sectors of the society (Malerud &
Hennum, 2023; see also Thiele, 2013, 2021; Cristiano et al., 2023; Pedersen,
2023). This type of threat often represents small deviations from the normal
situation and may therefore be difficult to detect (Bakken & Haerem, 2020).
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The challenge to detect and identify (perceive) small changes in the backdrop
of an otherwise normal situation corresponds to attaining situational aware-
ness (SA) at level 1 (Endsley, 1995; see also Valaker et al., 2018; Herem et
al., 2022). Comprehension of the threat—its nature and severity in relation
to the specific context and our (relative) ability to respond—will constitute
situational awareness at level 2. Finally, and probably, the most important
and most demanding challenge will be to gain an understanding of the ene-
my’s intentions, goals, and objectives in the longer run. This long-term com-
prehension of the future developments conforms to situational awareness
at level 3. Thus, SA 3 encompasses building a dynamic mental map of the
situation and projecting future events and actions as they may unfold sub-
ject to both own and enemy actions, as well as to external events (Endsley,
1995; Valaker et al., 2018; Sztren et al., 2023). Several chapters in this book
discuss topics related to building and maintaining situational awareness; for
example, Sandbakken and Karlsson (ch. 11) on information sharing; Borch
on intelligence (ch. 12); and Magnussen et al. on strategic competence devel-
opment (ch. 16).

Decision-making

Decision-making and the decision processes during a crisis are marked by
significant time constraints, extensive uncertainty, and high stakes. Gary
Klein has formulated a model, known as the Recognition Primed Decision
(RPD) model, which effectively captures the intuitive and analytical elements
of decision-making in real-world scenarios, including operational and emer-
gency situations (Bakken & Heerem, 2011, 2020; Crichton & Flin, 2017;
Flin & Arbuthnot, 2002; Steigenberger et al., 2017; Bakken et al., 2023). It is
reasonable to anticipate that the utilization of novel technological tools, that
is, Artificial Intelligence (Al), for decision support under hybrid threats will
lead to enhancements in both the swiftness and precision of decision-making.
In the longer run, an autonomous Al agent may even run entire opera-
tions without the direct involvement of human decision-makers (Bakken,
Lund-Kordabhl et al., 2023).

Dynamic decision-making (DDM) refers to the interconnected process of
decision-making that occurs within an environment characterized by constant
changes over time. These changes can arise from either the decision-maker’s
prior actions or external events beyond their control. In such situations, the
decision-maker must be mindful of the evolving nature of the system. Berndt
Brehmer introduced another crucial element by emphasizing that decisions in
DDM scenarios need to be made in real time (Brehmer, 1992, 2000, 2009;
Brehmer & Dorner, 1993; Bjurstrom & Bakken, 2022). The time dimen-
sion adds an additional layer of complexity to dynamic decision-making, as
the decision-maker must explicitly consider not only what actions should
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be taken but also the optimal timing for those actions. It is insufficient to
solely know what needs to be done; understanding when it should be done
is equally essential.

When it comes to facing off hybrid threats, we believe that the DDM
perspective is particularly useful as a foundation for training and exercises
(Bjurstrom & Bakken, 2022; see also Bakken et al., 2017). According to
Bjurstrom and Bakken (2022), the crucial point for a crisis manager in gen-
eral (or a military commander in particular) facing a complex, dynamic,
and uncertain situation (which is the hallmark of a wicked learning envi-
ronment; Bakken et al., 2023) is that a decision-maker should be trained in
dynamic decision-making (DDM) and sensemaking (e.g., Barton et al., 20135;
Weick & Sutcliffe, 2015) to have acquired complex mental models (featuring
non-linear delayed feedback) of similar situations (e.g., Brehmer, 1992; Ster-
man, 2000). We posit that having acquired such mental models is a prereq-
uisite for successful proactive decision-making when facing a hybrid threat
environment. The basic idea is, therefore, for a decision-maker to be able to
“foresee” a threat unfolding, including any unwanted events or side-effects
that may cascade across sectors and levels, so that the threat can be neu-
tralized before it becomes too severe and complex to handle with available
resources, capabilities, and tactics (Bjurstrom & Bakken, 2022).

Communication

Effective response to hybrid threats requires robust team processes, dynamics,
and communication channels both within and between crisis management
organizations and the public. Strong interagency coordination, collabora-
tion, and information sharing enhance the overall situational awareness and
response capabilities (Valaker et al., 2018; Sandbakken & Karlsson, ch. 11).
Clear communication channels with the public, including timely dissemina-
tion of accurate information, help prevent the spread of disinformation and
maintain public trust. Furthermore, fostering a culture of trust, psychological
safety, and diversity within crisis management teams promotes effective com-
munication and decision-making and enhances overall resilience (Larsson et
al., 2021; Bakken & Larsson, 2023; Sztren et al., 2023).

Effective communication also involves considering the selection of appro-
priate communication channels (e.g., email, radio, face-to-face) and utilizing
them efficiently and effectively (Valaker et al., 2018). This applies to internal
communication within the command organization as well as communication
directed towards the media and the public. An intriguing area worth explor-
ing is whether emerging technologies like virtual reality (VR) and augmented
reality (AR) together with Al can help prevent and minimize misunderstand-
ings in tactical, operational, and strategic communication during crisis man-
agement (Cristiano et al., 2023). These novel technologies hold the potential
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to enhance communication clarity and reduce the impact of misinterpreta-
tions in critical situations (Valaker et al., 2018; Bakken et al., 2022; Bakken,
Lund-Kordahl et al., 2023).

Organization structure

The structure of a command and control (C2) organization, along with the
chain of command, pertains to the coordinated allocation of roles, tasks,
and responsibilities among its members, whether they operate individually
or in collaborative work groups and teams (e.g., Mintzberg, 1980). A cru-
cial aspect is the degree of centralization and hierarchy versus distribution
and networking within the organization (Alberts & Hayes, 2003; Bakken et
al., 2006; Sandbakken and Nordhus, ch. 11). A distributed model promotes
decentralized decision-making and empowers local entities to respond swiftly
to threats in their areas. A centralized model consolidates decision-making
authority, enabling a coordinated response at a higher level. Alternatively,
a hybrid model combines elements of both centralized and distributed
approaches, striking a balance between agility and coordination. The choice
of organizational model—for example, how tasks, roles, and responsibilities
are distributed between the three layers of command (tactical, operational,
and strategic)—will depend on the specific context and threat landscape faced
by the society (Flin, 1996; Flin & Arbuthnot, 2002; Atkinson & Moffat,
2005; Mattingsdal et al., 2023). In this book, Cullen (ch. 4), Lund (ch. 5),
Heier (ch. 8), and Kasearu et al., ch. 16) present and discuss different con-
texts that in various ways present challenges that may call for a diverse range
of organization models, depending on the nature of the conflict itself.
Another consideration is whether command decisions are issued as explicit
orders or as conceptual directives based on intentions (e.g., Builder et al.,
1999). Explicit orders provide an (illusion) of control and may be effective
in stable, risk-less environments, while directives based on intentions imply
a capacity for agility and may be effective in response to a changing, elusive
threat such as the hybrid. Both augmented reality/virtual reality (AR/VR) and
artificial intelligence (AI) technologies hold significant potential in supporting
a decentralized, networked command organization, when it comes to taking
measures against hybrid threats. These technologies can enable flexibility and
agility in responding to unforeseen threats while at the same time ensuring
efficiency in swift and resolute reactions to familiar forms of hostilities (Bak-
ken et al., 2022; Bakken, Lund-Kordahl et al., 2023; Cristiano et al., 2023).

Training and exercises

Training and exercises have long been a fundamental concern in organi-
zations that have roles and responsibilities within preparedness and crisis
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management, such as the police, the military, firefighters, and medical emer-
gency units. These organizations rely on learning strategies, advanced tech-
nology, and development efforts to prepare their workforce for adverse
scenarios. Crisis management training is intended to develop decision-makers’
capacity and skills to respond to the new and atypical demands presented
by an emergency or a disaster, as well as developing norms and routines of
carrying out a task or exercising a specific skill (Bakken et al., 2017, 2020,
2022; Magnusson et al., 2019). Eduardo Salas and colleagues have devel-
oped a methodology for effective simulation-supported education, training,
and exercises, based on a meta-analysis of training and development studies
(Salas et al., 2009; see also Salas et al., 2002). In essence, this is a feedback
process model that starts out with determining the learning needs of a par-
ticular training audience; then goes through stages of scenario development
and the training session(s) itself, including debrief(s) and evaluation; then
ends with an updated analysis of learning needs before the start of a new
cycle. According to Setren et al. (2023), effective practice-based learning
requires a focus on three areas: the individual, the learning environment, and
the participants’ experience. What separates adult, experienced exercise par-
ticipants from other, less experienced, is that they are probably more intrinsi-
cally rewarded; are more self-regulated in learning situations; and have the
benefit of previous learning experiences that makes further learning more
effective. Experienced participants will also have increased self-efficacy and
motivation for learning due to their feeling of being competent and respected
within the learning context.

Innovation is key to staying ahead of hybrid threats, and this is also true
when it comes to innovations in training and exercises for hybrid threats.
Organizations must actively explore emerging technologies, methodologies,
and best practices to adapt and enhance their competence (e.g., Seetren et
al., 2022). This includes leveraging advancements in artificial intelligence,
machine learning, and data analytics to detect and analyze hybrid threats
(Cristiano et al., 2023; Lund, ch. §5). Furthermore, fostering a culture of
innovation encourages the development of novel response strategies and the
integration of lessons learned from real-world incidents (Bakken et al., 2022;
Venemyr, in press).

Other variables

Multiple variables can influence the perception of the severity of a crisis man-
agement situation, also including hybrid threats, which subsequently impacts
the response to it. The contextual variables encompass temporal and spatial
factors, the potential magnitude and likelihood of consequences, the physical
or socio-psychological proximity, and the nature of the threat itself. Mod-
erating variables that can either mitigate or intensify the perceived severity
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include psychological, social, and organizational resources as well as time
pressure and the complexity of the situation (Hannah et al., 2009). In experi-
mental designs, these contextual variables can be controlled by deliberate
manipulation to examine the effects of systematic context variation, or by
randomization to neutralize context effects.

Moreover, it is necessary to account for individual differences by control-
ling for variables such as domain experience, cognitive ability (IQ), person-
ality traits (referred to as the “Big Five”), cognitive style (intuitive versus
analytic), as well as leadership—whether this is oriented along the traditional
pragmatic-charismatic distinction, or more in the direction of leadership for
an adaptive organization (Bakken et al., 2023; Bakken & Larsson, 2023).
“One of the biggest challenges facing leaders today is the need to position
and enable organizations and people for adaptability in the face of increas-
ingly dynamic and demanding environments” (Uhl-Bien & Arena, 2018,
p. 89). In an experimental design, effective control can be achieved through
matching or randomization (e.g., Bakken, 2013; Bakken et al., 2023); see
also our analyzed data from previous simulation-based experiments below.

Findings from earlier experimental studies

We have together with colleagues over the last 25-30 years designed, con-
ducted, and analyzed data from simulation experiments of crisis management
decision-making to explore what parameters and factors may play a role in
determining the effectiveness of organizational and individual outcomes from
training and exercises. Our approach has been to select and operationalize
key theoretical concepts (variables), such as organization structure, mode of
communication, and other contextual factors, and implement these as con-
trollable (independent) variables in a software simulation platform. In addi-
tion, we have measured individual differences in variables, such as cognitive
style, professional and educational background, personality factors, as well
as domain experience and expertise. As outcome variables, we have meas-
ured process variables related to situational awareness, decision-making, and
communication process, as well as effectiveness and outcome variables (e.g.
mission success rate). In the following, we will review some interesting find-
ings from earlier experimental studies.

Network centric versus hierarchical command structure

In environments that demand a high degree of flexibility together with rapid
and accurate decision-making, network centric command structures have
been promoted as “the” organizational solution to meet these demands. Net-
work centric command structures, arguably, enhance the situation awareness
and the understanding of the situation. However, our results show that a
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network centric organization does not necessarily lead to higher perceived
situation awareness or better understanding of the situation. In fact, we
found evidence of the opposite (Bakken et al., 2006).

Our results indicate that operational and tactical command levels tended
to perceive the success and effectiveness of the operation significantly dif-
ferent, as the structure shifted from a hierarchical structure to a network
structure (Bakken et al., 2006). We speculate that this may be due to the
abolishment of buffering and delegation principles that the hierarchical
command structure entails. In addition, the self-synchronization processes
required in the network structure seemed to place a heavy burden on the
information processing capacities of the tactical level decision-makers. While
our findings contrasted with contemporary writings on the organization of
military operations (e.g., Alberts & Hayes, 2003; Atkinson & Moffat, 2005),
they still make sense in light of the basic theories of information processing
in organizations (e.g., Tversky & Kahneman, 1981; Simon, 1987; Newell,
1990; Morgan, 1998). A main impression from this set of experiments is
that many aspects of human interaction must be managed before a network
centric structure may give a full range of benefits in operations.

Co-located versus distributed command structure

In this study, we employed a military multiteam system that prosecuted
time-sensitive targets to study how a co-located versus a distributed com-
munications setting influenced the shared situation awareness and whether
the shared situation awareness again influenced the outcome of the deci-
sion processes. We found that performance fell when the integration team
shifted from a co-located to a distributed setting (Haerem et al., 2022). The
fall in performance seemed to be mediated by a corresponding fall in situa-
tion awareness. Moreover, while the performance improved for each run in
the co-located setting, we did not see such learning in the distributed setting.
Qualitative observations revealed that misunderstandings lasted longer in a
distributed configuration than in a co-located setting. We found that situa-
tion awareness at level 3 was the only level of situation awareness significant
for predicting all dimensions of performance. In summary, our findings sug-
gest that the proximal location of the team members is favorable compared
to a more distal location. This pertains to both situational awareness and
performance, as well as learning during the task runs (Haerem et al., 2022;
see also Valaker et al., 2018).

Methodology

In the following, we present an original, experimental case study of a crisis
management exercise with a hybrid threat scenario. The exercise was set at
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the operational level, with a tactical sub-command, involving inter-agency
collaboration in a co-located setting. The participants were around 20 in
total. Both sexes were represented, and for reasons of privacy, no demo-
graphic data on the participants are reported here. The participants were all
in the final stage of a two-semester (15 ECTS) master’s level course program
in crisis management, communication, and collaboration, taking place at a
Norwegian university. The exercise, which lasted around half a day, included
both a short in-brief, and a concluding de-brief after the exercise. The par-
ticipants were not pre-selected other than that that they had passed the basic
requirements for master level studies, that is, a completed bachelor’s degree
or equivalent. In addition, the participants had to document a minimum of
two year’s relevant experience within a preparedness, emergency, or other-
wise relevant sector or agency. For example, having the role as a prepared-
ness coordinator at a municipality would qualify.

The practical arrangements were as follows: The participating students
were divided into groups of three, each of which would play a role in the com-
mand organization—as a tasks force. Three students played fire chief, three
played municipality representatives, and there were two police and health
groups with three students in each group. Beyond this, the participants had
to self-organize to solve the mission. The chosen solution was to appoint two
representatives from the police groups as leaders of the operation. A time
was then set for the first meeting, and the groups then went separately to
solve the respective tasks for this meeting. Thereafter, a representative from
each group met in “tactical command” to convey their group’s work at the
first meeting and subsequent status meetings. As a result, there was only a
need for six to eight people to attend the meetings, rather than everyone in
the class contributing. This probably led to more efficient use of time, and by
splitting into smaller groups, everyone was able to contribute.

The hybrid aspect of the scenario was constituted by a suspected nuclear
contamination incident—the source of radiation possibly carried by a civilian
unmarked vehicle parked at a local camping area within the municipality. At
the start of the exercise, there were observations of people in and around the
surrounding forestry and lake, with symptoms consistent with exposure to
nuclear substances. To simulate a search-and-rescue (SAR) capability, as well
as a tool to assist in generating the situational picture, a “drone squad” was
employed. The drone service team could be directed by the command group
to survey areas for searching, and possibly come to the rescue. This rather
novel concept for “Drone-as-a-service” (DAAS) was used to demonstrate
the increased ability to generate and sustain a common operational picture
(COP), which in turn strengthens shared situational awareness, communica-
tion, and team processes between the (simulated) tactical and operational
level of the exercise.
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Data analysis

In the following, we have summarized the student participants’ own obser-
vations and reflections, edited from submitted, self-reflection reports (“nar-
ratives”) written by the participants themselves short time after the exercise
(i.e., the reports were retrospective). Handing in the individual report was a
requirement for passing the course program and was completely anonymous,
using the Inspera Assessment examination system. Here, we use no direct
quotes from the reports, and all the reflections are translated (from Norwe-
gian) and paraphrased by us, the chapter authors. The categories below are
formed by a thematic grouping of the students’ own reflections and are both
concerned with the learning process itself, as well as factors that contribute to
enhancing (or suppressing) learning in the wicked environment the exercise
represented. In the analysis, we have attempted to follow the guidelines of
thematic analysis, as described in, e.g., Braun and Clarke (2022). This means,
among others, that the thematic categorization has not been restricted to
established theoretical concepts. Rather, we have let the categories emerge,
independently of predefined theoretical frameworks. During the categoriza-
tion process, the following themes have emerged (not in any predetermined
order):

Cross-Functional Training: With participation from several emergency ser-
vices, municipalities and the armed forces, and the participants’ relatively
long experience from their respective disciplines, they made it possible
to “mirror” the handling of a real unforeseen incident. It was a common
opinion among the participants that the way in which the course program
was designed, with both physical and digital teaching modules, including
exercise-preparing group assignments preceding the exercise itself, con-
stituted a fruitful approach to cross-functional interaction and learning.
While it is not sufficient to interact only in a single exercise run where
specific personnel are participating, the course program demonstrated that
training and exercises should be repeated several times, over a timespan,
and with the same people as participants throughout.

Awareness for the Unforeseen: Continuous and repeated exposure to the
exercise environment and practice on unfamiliar situations (Herberg &
Torgersen, 2021) will affect how we innovate and create alternative crea-
tive solutions to diverse threat challenges (Magnussen et al., ch. 13). The
individuals participated in what they perceived as a safe arena for trial
and error, as well as an arena to discuss and establish new points of view
in relation to other participants’ expertise, capacities, and capabilities. In
addition, the awareness that the unforeseen is in fact unforeseen, and that
one must face the individual incident both specifically as it evolves as a
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unique incident, while also recognizing that there may be more general
and fundamental principles to apply, regardless of the incident involved.
The participants pointed out that leadership, professional knowledge, and
collaboration competence are redemptive. This, combined with acquired
knowledge during the course program, will have made them better pre-
pared for next time the unforeseen knocks on the door.

Information Sharing: That information is collected and dissipated through-
out a command organization is essential to attain shared situational
awareness, that is, ensuring that involved actors have identical perception,
understanding, and projection of the situation (e.g., Herem et al., 2022).
It is common practice with incident and crisis management in Norway
that the police are in lead of the operation (where “life and health” is at
stake). As such, the participants in the role of police were in control of
the “big picture,” that is, they had the most recently updated situational
awareness. Other participants had to be more patient, even though the
demand for information was pressing. However, it is not always neces-
sary—or desirable—that everyone gets every detailed bit of informa-
tion at the same time. Nevertheless, to be successful at tasks that require
cooperation, it is crucial that everyone has the same (shared) situational
awareness. This requirement is demanding, and all participants had to
make decisions within their area of responsibility during the exercise. It is,
therefore, also essential that all participants contribute, by sharing the SA
they possess, as seen from their point of view, so that the overall picture
becomes as complete as possible.

Teams Familiarizing: It was considered a success factor for collaboration
that everyone in the group got to know each other during the course pro-
gram, preceding the exercise itself. It would have been a more difficult
exercise if the group had been assembled without previous knowledge or
familiarity with each other. This goes regardless of having (theoretical or
practical) knowledge of the areas of experience that were represented as
actors in the exercise. Discipline, respect, and humility for each other’s
profession are important factors, as well as being able to trust informa-
tion that is given and received. Since each of the participants initially
possessed only bits and pieces of the complete picture, interaction and
learning along the way became some of the foremost factors for a suc-
cessful exercise.

Distribution of Power: Even though the exercise scenario was unfamiliar to
the participants, they benefited greatly from others’ knowledge and will-
ingness to share, based on their previous experience of real events and
the daily professional practice from their own service. Participants who
actively took lead in the exercise had previous experience of being in
wicked situations. These participants made efforts to obtain an overview
of the situation; they ensured that there was a good division of tasks; they
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were clear on the intention of the missions; they distributed power; they
asked for help; they shared their own uncertainty; they involved actively
other actors; they asked questions and learned in the process. This kind of
behavior laid the groundwork for interaction and learning along the way.
An experienced participant that assumes a leading position creates space
to reflect and the capacity to solve other tasks such as communication and
press management, safeguarding vulnerable individuals, and the initiating
and follow-up of critical services.

Interacting with Specialists: The “learning along the way” from fellow par-
ticipants made the solving of tasks in the exercise better than it prob-
ably would have been in a real situation. For example, participants who
had not previously interacted with the municipality and therefore did not
understand the municipality’s role in the management of a critical incident,
could learn along the way from several participants working in specialized
roles, for example as leaders or coordinators in the municipality. At the
same time, the gathering of information during the incident was essential
to dealing with the incident itself. A discovery made by the participants
was how closely interwoven the different roles and responsibilities of the
actors were. Interaction and learning along the way in an incident will
make us better prepared for handling the next similar event.

Individual Traits and Factors: As a collective category, we have the elements
of trust, flexibility, perseverance, courage, mission-based leadership,
involvement, and creativity. These were pointed out by several partici-
pants as the most important success factors, when it came to extract the
potential and expertise of everyone involved in a fruitful way. In other
words, it is the interaction between the people involved, the trust we have
in each other, how we use the skills we have access to, and learn from each
other along the way, that determines how the incident is handled (e.g.,
Bakken & Larsson, 2023).

Discussion

In our treatment of the narratives collected from the participating stu-
dents, we have identified several factors or variables that contribute posi-
tively to situational awareness, communication, decision-making, and team
dynamics (the performance variables). In turn, these variables influence an
entity’s capability to respond to hybrid threats, which is the main goal of
such training and exercises. It became apparent that the factors—independ-
ent variables—we identified can be grouped in two: enabling variables and
emerging variables. The former pertain to factors specified at design-time of
an exercise, while the latter are factors that can be observed or inferred dur-
ing the “run-time” of an exercise. Causally, the enabling variables precede
the emerging variables. Figure 15.1 shows the independent and dependent
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FIGURE 15.1 Model for effective training and exercise

Source: created by the authors

variables as a causal diagram, linked to the performance variables and the
main goal (effect or outcome) variable.

While not being explicitly mentioned by the participants, it became evi-
dent that two additional factors or variables were crucial for the function-
ing of a “hybrid” command organization, namely flexible organization (an
enabling variable) and emergent leadership (an emerging variable). These
variables were also over-arching when it came to understanding the mecha-
nisms underlying a well-functioning command organization that is capable
of detecting, identifying, and managing hybrid threats.

An overall impression we as researchers and instructors got when observ-
ing the exercise, and later when reading the participants’ own retrospective
reports, was that the lines of communication were well designed “ad hoc” by
the participants themselves, so that information could quickly and correctly
be passed on to and shared with the right recipient(s). Various subgroups
and individuals anticipated the information needs of others before they were
requested, in a proactive manner, which was both time-saving and reduced
confusion and uncertainty (Espevik, 2011; Barton et al., 2015; Bakken et al.,
2017). A success factor appeared to be that participants shared their estab-
lished tactical routines with surrounding participants, and working in a trans-
parent manner overall made it easy to communicate and share questions and
information. An example of this was the use of a whiteboard, where par-
ticipants noted key points they deemed important for further work, so that
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everyone would have easy access and an opportunity to use this information
in their work in between regular, joint briefing meetings. The importance of
a flexible command organization when communicating in wicked contexts is
emphasized by several researchers, e.g., Atkinson and Moffat (2005), Alberts
and Hayes (2003), Flin (1996), Flin and Arbuthnot (2002), and Valaker et al.
(2016). In a recent study, Mattingsdal et al. (2023) found that, in a hybrid
warfare scenario, commanders’ preferences for either unilateral or interagency
forces depended on whether their decisions were made before (in peacetime),
during, or after the conflict. They also found that commanders’ preferences
for interagency forces increased with their level of operational experience.

A phenomenon that is also enabled by flexible organization is emergent
leadership. This is the notion that the best leader “in situ” is not necessarily
a formally appointed leader within a strict hierarchical structure, but instead
a leader that “rises to the occasion” and takes charge when the problem at
hand falls within that person’s area of expertise (Nesse, 2017, 2022; Nesse &
Stensaker, 2021). For this to work, it is essential that the emergent, informal
leader has the necessary trust and confidence within the organization (e.g.,
Bakken & Larsson, 2023). Notably, this informal, emergent approach to
leadership enables mutual monitoring (Salas et al., 2005), a mechanism that
could help “bringing order onto chaos.”

Conclusion

The research question we asked was the following: Which parameters could
be included as command organizations pursue training and exercise pro-
grams in a hybrid threat environment, and how are these parameters linked
to optimize the outcome?

As hybrid threats continue to pose challenges to civic societies, building
competence and enhancing societal resilience becomes increasingly important.
This study has shown that training and exercises may contribute significantly
to improving situational awareness, decision-making, communication, and
other response capabilities. It will be vital to use innovative approaches and
organizational models tailored to the very demanding contexts that hybrid
threats pose to society. Importantly, we have found that a flexible organiza-
tion structure, which enables emergent leadership, is crucial. Furthermore,
fostering information sharing, distribution of power, and an awareness for
the unforeseen are conducive to ensure cohesive and coordinated responses
within and between crisis management organizations and the public. By col-
lectively building competence against hybrid threats, societies can strengthen
their resilience and be better prepared for an uncertain future. Advances in
technology, such as Al offer the potential for autonomy and adaptability in
dynamic decision-making environments, but more development and rigorous
testing are needed in this respect.
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COMPETENCE FOR HYBRID THREATS

A strategic competitive development model

Leif Inge Magnussen, Glenn-Egil Torgersen,
Ole Boe and Herner Saeverot

Introduction

Our key question in this research chapter: Is it possible to develop competen-
cies to become better at dealing with hybrid threats (HT)—events that, due
to their hybrid nature, are not always yet directly known or visible? And if
the nature of HTs is shifty and multifaceted, there is a need to monitor the
relevance of the detection tools. Hence, there is still a need for new research
measuring the levels of HT across sectors and society, which may build on
the foundations of the realms of the unforeseen (Torgersen et al., 2024) that
relates to the known-unknown dimensions of meaning-making and learning
processes. We ask whether traditional strategic (didactic) planning models
for such training may be used, or is a new, more tailored one needed to
embrace the characteristics of HT. We will discuss how existential threats
and its relation to pedagogy can be analyzed and suggest prophylactic action
based on education theory. The intent of hybrid threats, can be perceived as
unforseen and unplanned, but in reality it can be orchestrated and planned in
minute detail and demand new educational practices.

“Bricoleurs” in the total defense as a barrier

The effects of HT can be found not only at the individual level but also at
all organization levels and globally (Rawat et al., 2020). The intent was to
construct a practical model that can function as an aid to all actors that
works with competence development related to HT and to build the relevant
competence to be a horse’s head so to speak in front of the attackers. It means
that the educational model proposed will not only be of interest to leaders
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of military units or emergency response organizations, but it may also be
relevant to leaders of all organizations, plus the individual citizens.

With such an understanding of preparedness, where the entire society is
included, so-called “Total defence,” all actors will need a common insight
and training related to what HT can be, and what should be done when
attacks occur. To build a common resilience, it will also be necessary to have
good and effective interaction, not only between emergency services and the
Armed Forces but also between the agencies and the individual citizen. This
will not happen by itself; training is needed, which in turn requires adapted
pedagogical thinking and didactic models for planning and implementing
training at all levels and parts of society, where there is a high degree of
recognizability in both the pedagogy and the content, so that they do not
diverge or work against each other. Similarly, because there is no set for-
mula when it comes to HT, it will be important to develop competence to
learn as you go, and to be able to innovate and improvise within a given
framework. This kind of general total defense competence, whereas many
people as possible become a “bricoleur” (Lévi-Strauss, 1966), who both
individually and collectively can constitute the preparedness against HT.
“Bricolage” refers to skills and mindsets that can put pieces together and
solve unforeseen challenges in new ways with resources available at the
time (Weick, 1993). Preparedness for HT will require such skills at all levels
of society. Pedagogy must thus take the nature of HT and this competence
requirement seriously.

Competence development models

A traditional model of didactic planning consists of questions like what’s
to be done, how to do it, when to do it, and why do it and is an educator’s
tool of implementing a pre-defined outcome (Forsvarsmakten, 2000). Let’s
start with models of how skills development has traditionally been planned.
Didactic models-practical application models related to teaching and learn-
ings processes (Tobias & Fletcher, 2000), are used as strategic planning tools
that show the overall process and what should be considered when planning
education and training programs for the development of competence for spe-
cific tasks and challenges (Torgersen, 2015). One of the most used, especially
in operational professions such as emergency preparedness and defense, is
the instrumental so-called “goal-means” model (Figure 16.6, only the factors
from competence needs to evaluation), or “Instructional Systems Develop-
ment/Design (ISD) models” (Tennyson & Foshay, 2000).

Central to this model is identifying competence needs and then planning
training on this basis. The different parts of the model are referred to as didac-
tic phases. First, learning objectives are formulated, then teaching methods
and scenarios to be practiced are determined, then this is carried out for the
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target group, and finally, learning outcomes and the learning process are evalu-
ated. This — New formulation: Such educational practice works where there
are clear and easily identifiable types of competence to be trained; the content
of what is trained is well known; the context for both the learning and where
the competence is to be exercised in practice is stable, clear, controllable, and
predictable over time; and not least, solutions and procedures are known in
advance. Such didactic models can also work if the topic or threat is reduced
to something very specific, such as specific software sequences in cyber threats,
or other specific technical systems that can be maintained and adjusted with
simple measures if previous versions do not meet the need. The focus is on the
content. For example, Steingartner et al. (2021) use such “goal-means” models
in their development of what the content should be in educational programs
for cyber deception provided in an HT context.

However, “goal-means models” will be dependent on the time aspect with
regard to the validity of the knowledge over time. As soon as new types of
specific threats are identified, the content of the training must change. In an
educational context, an unforeseen event and HT as a phenomenon foster the
need for alternatives to educationally recommended “smart goals” used in
emergency preparedness training (Kristiansen et al., 2017). Such a “direct”
approach is dependent on the ability to foresee what is necessary to train on
beforehand and set learning objectives in measurable, realistic, specific, moti-
vating, and time defined. Such training frameworks relate to past experiences
and ensure that the planners are updated on the current status of HT. A model
will also not work where the model is to cover all training for different types
of HT, or HT in general, and in particular not from a strategic (long-term) per-
spective. In such cases, other types of models are needed. These are so-called
relational didactic models, which are more general and contain selected gen-
eral characteristics of the challenges to be solved. Here, these characteristics
are seen in relation to various didactic phases given in the goal-means model.

In order to develop such a model, it is necessary to identify important char-
acteristics of the phenomenon to be handled, and the development of these
characteristics is both flexible and as time-independent as possible, while at
the same time touching the core or depth of the nature of the phenomenon.
We will do this by drawing on other relational training models that have
been developed for similar phenomena, which are characterized by a high
degree of unpredictability and require complex competence in order to be
managed. Through these, we also derive the characteristics of HT that should
be included in a strategic didactic model for HT in general, but which can
also be applied to specific HT threats. Such a model will require a relational
understanding of the factors involved, and that all choices made in connec-
tion with the planning, implementation, and evaluation of training measures
must be matched against these characteristics to ensure that the competence
developed is sufficiently adequate to deal with HT.
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In these relational models, we see that the direct-indirect relationship will
be of importance in regard to how learning processes should be understood
and facilitated, including the planning and evaluation of competence meas-
ures, given the context of the nature of HT, which is characterized by a high
degree of unpredictability. Thus, our main question will be guided by this
relationship as well via the following questions: Can hybrid threats, as an
indirect cause of unforeseen events in society, make the nature of the unfore-
seen itself indirect, as countermeasures to planned operations?

This opens for a counter-oriented Bow-tie analysis. We do not intend to cross
the borders of counterintelligence; rather, we wish to argue that the public
should recognize the options given by foundational theories related to basic
research on The unforeseen and Indirect pedagogy (Torgersen, 2015; Saeverot,
2022). This will develop competencies needed to reduce the effects of hybrid
threat, and by that become a countermeasure. The unforeseen can be defined
as a relatively unknown event or situation that occurs relatively unexpectedly
and with relatively low probability or predictability to the individual, group, or
community that experience and handle the event (Translated from Torgersen,
2015, p. 30). A discussion of what is the dependent and independent variable
in this chapter about the nature of the phenomena of HT and hybrid warfare
(HW) can be problematic. We agree that this line of thinking can be fruitful in
some methodologies like in measuring the effects of interventions. However,
we perceive the phenomena of HT as more complex and a field where the
orderliness of causation may be blurred and even chaotic. We thus wish to
conceptualize basic strategic competences for formative and summative evalu-
ation practices as a possible detection tool of HT. To counter HT with the
competence needed, we need to recognize some of the patterns or nature of HT.

The challenges of hybrid threats to learning

To gain more insight into the nature of HT, more systematic research is
needed, in particular regarding the characteristics of HT. This means not only
to define the term more precisely and comprehensively, but also to be able to
prevent and develop preparedness and measures to reduce damage, as well
as being able to develop the legal systems related to HT. There is also need
for developing adequate pedagogical learning designs to develop and convey
such competence across society. Such needed set competencies are also dis-
cussed in Chapter 15 by Bakken et al. A pivotal point of this chapter is one of
the basic models in military pedagogy, didactics for the demands of war, first
developed by the Finnish military educationist Jarmio Toiskallio (2006). In
the light of the nature of HT, the model will be further developed, including
new research findings and perspectives from existential threats (Saeverot &
Torgersen, 2022a) showing how pedagogy can pave the way for interorgani-
zational learning at both a societal and personal levels.
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Here it must be added that modern education, especially the kind of educa-
tion developed by politicians with a basis in New Public Management think-
ing and the OECD’s economically based education policy of human capital
optimisation, is not suitable when it comes to the complexity of HT. The
main reason is that this politicized education is too direct and linear, where-
upon it will block that which is unforeseen and therefore overlook opportu-
nities for new knowledge and learning. Therefore, we would like to propose
a different form of education, which is free from political and ideological
undertones. We are thinking of indirect pedagogy.

Direct versus indirect pedagogy

Indirect pedagogy opposes the smart goals strategy and the direct instruction
that these goals presume. The reason being that indirect pedagogy does not
follow a linear or teleological time pattern. While direct instruction is about
someone pointing out directly, as clearly as possible, what the recipients should
do and how they should do it, often with a clear goal in advance, indirect peda-
gogy is characterized by ethical communication and dissemination of thoughts,
both verbally and non-verbally, in a way that to varying degrees deliberately
obscures, hides or “wraps” the message through intermediaries, such as met-
aphors, symbols, allusions, silence, and irony (Saeverot, 2013, 2022). Such
intermediaries can be used as pedagogical tools for teaching and learning, for
example, in such a way that they make room for productive moments that may
lead to new learning and knowledge. In direct instruction, the recipients must
achieve a predetermined goal. In this way, time is perceived as homogeneous
and chronological, like the arrangement of a clock or calendar.

In Greek antiquity, this kind of time was referred to as Khronos. Khronos,
or the mechanical structure of homogeneous time, forces us to perceive real-
ity in a predetermined way. Thus, we end up with a predetermined and fixed
structure that lacks the conditions for opening to the unforeseen where the
recipients are given opportunities to make their own choices and reflect and
think independently. Instead, the recipients are trapped in a pattern charac-
terized by habits and mechanical actions. Indirect pedagogy, on the other
hand, creates space for a different time perspective, which the ancient Greeks
referred to as Kairos. The Greeks saw Kairos as a God, more specifically the
God of the fleeting moment. It is all about seizing time, the moment, which
is coming toward us, in unbeknownst manners. We must so to speak catch
Kairos as he comes at us, in order to seize time. If not, time will pass by,
and we will miss time altogether. Once time has passed, it never comes back.
One must therefore react quickly, so as not to miss a golden opportunity;
namely, time itself. Unlike Khronos, Kairos cannot be predicted in advance,
other than through certain preordained signals. Kairos is a metaphor for a
temporal perception that can open the door to what is genuinely new.
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We find traces of a linear thinking of time in the Bow-tie model (Figure 16.1)
in which a linear timespan from threat (pre-event), occurrence (present), and
recovery (post-event) (Torgersen, 20135). It belongs to the sphere of Chronos.
The individual perception of time in the phase of occurrence can upheave the
sense of chronology. There is a sensation of time stopping, and it can create
situations of super-memory and distorted sense of time. It is the experience of
Kairos where the situation dictates the response. The concept of Kairos rep-
resents the situation that dictates the learner or response but also the oppor-
tunity to step-up and grow. It represents a learning opportunity.

Bow-tie model thinking (Torgersen, 2015) is also traditionally linked to
a pathway from threat, through incident and on to recovery. Unforeseen
events materialize in UN-0 (the UNforeseen zero) and are relative. It can
be unforeseen to some actors; to others, it can be something that has been
foreseen. In addition, it can even be an event that is planned for. This is
also the nature of HTs and events; some are planned like terrorism or mili-
tary operations, but others can occur at random. Furthermore, the chapter
conceptualizes how HT can be measured, interpreted, and communicated as
training for HT. Multi-threats and their cascading effects may also represent
warning signs in the Bow-tie model (Torgersen, 2015), which can be at least
partly revealed through monitoring systems like UN-meth, but adjusted to
different realms. An unforeseen event (Figure 16.1) is divided into five main
categories—within a degree of: (1) relevance (to the target audience),
(2) possibility (of occurrence), (3) how known (in advance by the target audi-
ence), (4) warning signs (scope/number), and (5) warning time (for given/
identified warning signs and exercises, e.g. unannounced exercises).

UN-0 = The moment of occurrence of HT actions, which have a tangible
impact and are experienced by individuals, groups, organizations, or society
in general. In and just after UN-0, the event may have a high or low degree of
unpredictability, depending on the degree of danger signals and whether they
are identified or ignored, and how suddenly and clearly, they appear. Over
time, the situation will become more familiar, and the degree of unpredict-
ability will decrease. However, there may be unforeseen consequences of the
events (in UN-0 or new ones along the way), which are then referred to as
sidewinders. Sidewinders carry resemblances with “cascading effects” found
in HT theories.

Jarmio Toiskallio launched an educational model at a strategic level, with
the intent to make the demands of war more clearly in educational mod-
els at military academies at all levels (Toiskallio, 2006, p. 63). Traditional
educational models for learning, with civilian origin, do not consider the
demands of war in specific manners. Toiskallio (2006) called the model as the
hermeneutical military-pedagogical planning model. The apex of the model
is about the conceptions and the nature of war, battle, and crisis, connoted
as “the demands of war.” The demands of war can be seen as essential in
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military training and of the learning processes, emphasizing the utility of
the competence rather than the subject discipline. In our opinion, the model
represents a form of pragmatism, meaning that it is useful related to training
for real situations.

The Toiskallio-model and the thinking behind it also raise the question of
who decides what is important to learn and how to learn it in the best pos-
sible manner. We will return to this question at the end of the paper when
discussing how we know what sort of competences are needed to reduce the
effects of HT and offer strengthened resilience. The unpredictability of the
unforeseen and the complexity of HT contribute to a new understanding
of the military educational foundations of “the demands of war.” We will
promote a new model of educational planning, which embraces HT and the
unforeseen.

A revised model—the hermeneutical hybrid threat
pedagogical planning model

Based on the foregoing discussion and Toiskallio (2006) educational model
our new model represents a novel and practical tool of developing compe-
tences to handle HT. We will argue that the different conceptions inform
educators at strategic, tactical and operational levels. With other words a



258 Leif Inge Magnussen, Glenn-Egil Torgersen, Ole Boe and Herner Saeverot

counter-oriented Bow-tie analysis. We do not wish to cross the borders of
counterintelligence but move close. Hence, we will argue that the public
should re-cognize the options given by basic theories knitted to the basic
research on the unforeseen and indirect pedagogy. This will form compe-
tencies to reduce the development of hybrid threat processes, and by that
become a counter measure. Through an educational perspective HT and ped-
agogy, a broad societal approach to resilience can strengthen stability. The
suggested pedagogical approach (Figure 16.6) is indirect (Saeverot, 2013;
Saeverot & Torgersen, 2020), and use of “invisible methods”, implying a
minimum use of defined blueprint solutions, and a conscious use of unclear
learning content.

We have developed the hermeneutical hybrid threat pedagogical plan-
ning model HE-HYB-PEP (Figure 16.2), and will explain the elements of the
model before we enter a discussion towards the end of the chapter. In the
deliberative practice (Degenhart, 1982) suggested there is a dialectical rela-
tionship with HT-sympathy formation, that is, the battle of HT narratives—
HT expression and public opinion (national and international) sympathy.

The model (see Figure 16.2) “starts” with the actors’ current concep-
tions of the HT. How manifest the threats are informs the educators on their
conceptions of time and situation. Predictions of the futures by providing
and hypothesis (and mental simulations) stimulate the thoughts and deci-
sions on how to educate. Such processes are influenced by current objec-
tives and the fostering of an experimental learning environment and mindset.
Meta-evaluations of the objectives and methodological choices adapts to the
conceptions at hand, influenced by the views of education and humans.

In Toiskallio (2006) didactic model there is a perspective of growth learn-
ing environment. We put weight on the learning environment but understand
it more as situations where the teacher tries new ways of teaching, and the
student are allowed to make errors (Forsvarsmakten, 2001). If learning goals
due to the unforeseen (Torgersen, 2015) and HT and its cascading effects are
of less importance, there is a need of being dynamic in relation to the didactic
relevance of training.

Learning and the unforeseen

Learning related to the unforeseen in organizations and society, together with
strategic competence management, form the baseline in the development of
curricula and competence development schemes at all levels and in all types
of organizations in society. Furthermore, it can contribute to the formation
of authorities and governments, not only nationally but also globally. A key
feature is the collaboration between different actors, where an international
perspective is added as a basis. Such collaboration efforts were one of the
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learning aspects given after the struggle with Covid-19, another unforeseen
event that provided unexpected consequences to all of society, nationally and
globally (Torgersen, 2018; Rawat et al., 2020; Saeverot & Torgersen, 2022a).

From the basic research competence and learning connoted by unforeseen
events (Torgersen, 2015, 2018; Herberg, 2022; Saeverot & Torgersen 2022a),
Torgersen et al. (2020) developed an extended hermeneutical and strength-
ened societal model. The model is based on the principles given by Toiskallio
(2006), together with new tools for the construction of educational theories
(Kvernbekk, 2005; Suppe, 1989), that include experiences from the Covid-19
pandemic and civilian and military perspectives.

The pedagogical preparation model

Figure 16.3 visualizes a pedagogical preparation didactic-model (PED-PREP),
where the new central aspects in relation to Toiskallios (2006) basic models
are essentially the evaluation processes, that is, learning from events, both in
prevention while they happen and in the aftermath. In particular, the model
emphasizes underveislering (concurrent learning and evaluation), which
both contains formative and summative principles of evaluation. Managerial
or leadership competence during complex and time-sensitive situations are
core objectives of learning processes.
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The PED-PREP model represents a concrete didactic tool for all organiza-
tions and societies through competence development in the challenges found
in meeting with larger unforeseen events. In relation to pandemics, Torger-
sen et al. (2020) identified 22 competence structures or descriptors, which
ought to be developed to be prepared for such types of challenges and divided
them into three main categories of competence: mental and emotional resil-
ience, relational resilience, and society resilience. “Resilience” in this context
means resilience and endurance—that a system, group, or individual has the
skills, routines and leadership to withstand the impact and preferably beat
or manage the situation (Herberg, 2022). On a principal level, the apex of
the PED-PREP-model (conceptions of the nature of virus, handling, and cri-
sis) is similar to the demands of war in Toiskallios (2006) model and can
be used as a didactic tool to develop identified competence needs, given the
PED-PREP-model’s left column (CS-PAN) (Torgersen et al., 2020).

The conception, nature, and basic competence structures
on hybrid threats

We will now sketch out the competence structures that educators should con-
sider when dealing with the demands of war, which originate from HT. We do
this with perspectives that challenges the relevance of the perceived compe-
tence demands and the evaluative: are we asking the right questions? Further,
thus, to handle HT and prevent effects of HT by pro-active use of evaluation
theory (Stufflebeam, 2000), investigating the relevance of the measurement
tools used to “detect” HT is of importance.

HT and competence structures

Based on pandemic research (Torgersen et al., 2020), we suggest that there
is a need of understanding HT cascading effects through an educational per-
spective on resilience addressing factors of mental and emotional resilience,
relational resilience, and societal resilience in the terms the competence to
meet a pandemic situation (CS-PAN as seen in Figure 16.3).

The CS-PAN and the 22 resilience factors can all be targeted by HT-actors
and can again be met by competence structures. To facilitate the learning
and understanding of HT as different fields of competence, we can look to
how different subjects can be organized to best inform learning processes
and communicated. We will outline how CS-PAN, as a further tool of com-
munication, can be learned (also indirect) through the principles laid out by
Phenix (1964). Through analytic simplification—targeted communication of
phenomena throughout the life-cycle, dynamism—the content is presented at
increasing complexity at different stages and synthetic coordination—how
the subjects relate to other subjects. The principles laid out aims to facilitate
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learning and communicate findings in a way that fosters understanding and
clarity. Synthetic coordination is about the organization of disciplinary con-
cepts and “logic,” and the relationships between such constructs and taxono-
mies. The cascading effects of HT can be understood through the different
realms or fields of science to use Phenix, that is, HT can be seen or expe-
rienced differently in different sectors and levels of society, that is, educa-
tional systems, politics, computer sciences, emergency agencies, electricity
supply and at the individual sphere affecting beliefs and disbeliefs. To shape
up the fuzzy field of HT the different realms can be seen as multiple and with
some overlaps. Three levels/spheres of resilience can be addressed: mental
and emotional, relational, and societal resilience, and discussed in the light
of competence levels, formation, and action levels (Torgersen et al., 2020).

Pro-evaluations—basis for educational action

Educational theory may enhance action competence to meet the demands
of HT and suggest prophylactic action based on education theory. We make
the connotation that if the nature of HT is shifty and multifaceted, there is a
need to monitor the relevance of the competence detection tools. As for the
Toiskallio (2006) model, this can help to determine the individual, organi-
zational, and societal needs of competence based on the demands from HW.
Hence, there is a need for meta-tools measuring the levels of HT across sec-
tors, in which learning needs competence levels and the HT action level can
form learning processes proactively, concurrently, or reactively.

Scriven (1969) launched the perspectives on meta-evaluations, evaluations
of evaluations, evaluation system, or evaluation devices. The partly tacit
nature of HT strengthens a societal need of multi-faceted evaluative tools
and educational learning and/or communicative systems. Stufflebeam (2000)
developed a toolkit for developing a systematic meta-evaluation, addressing
the realms of utility, feasibility, propriety, and accuracy, on which we build
our methodologies on. This resonates with Evans (2020) and his work on
hypothetical thinking—how can we be asserted that our perceptions of the
future, (present and past) are the informed ones.

If HT carries four basic structures in its nature, it (i) is progressively com-
plex, (ii) is grey zone oriented, (iii) is existential, and (iv) carries a high degree
of the unforeseen. This forms four realms in the PHL-model apex—the
demands of war or HT. At the same time, there is also a need to bring in the
attacker perspective: Who is behind the threats? What is the motive? Are
the actions planned and a collaborative project, or is another unforeseen or
spontaneous event, such as rapidly occurring conflicts, terrorism, natural dis-
asters, or accidents, supplemented by deliberate HT? The attacker perspec-
tive is necessary to include in competence development for HT. This should
also be seen in the context of social context and socially oriented sympathy
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assessments, that is, how the actions of the attackers are perceived in public
opinion, together with countermeasures from those exposed to HT. This will
always influence national and international political assessments, and thus
affect civil society to a large extent with unforeseen consequences.

Didactic relevance and applied training methods are key. To approach HT
conceptions of humans and education will form the deliberation backdrop.

The link between conceptions of HT and educational decisions

We suggest in the core of educator’s decision-making lies an awareness of
the current conceptions of time past (historicity), present (Kairos), and the
future. Further, the understanding of the in-direct education might foster
alternatives ways of being a “teacher.” Self-knowledge is about the process
of constantly questioning what we know, how we know it, and what we still
don’t know (Figure 16.5).

Objectives of learning Experimental mindset
Didactic relevance: Training methods:

*  What is the overall purpose *  What kind of educational principles will fit best? Le.
of the learming and research based teaching, trial-error, hypothesis testing,
formation measures and case-based, discourse/dialogue-based, discovery-based,
plans — based on competence problem-based, unforeseen, and innovative based)
challenges that the nature of *  What kind of educational methodology is available and
HT provides? needed? Ie. traditional lectures, simulation (ICT/AI),

*  Who are we training, their Sull-low scale (including notified — unannounced)
prerequisites and where do exercises, knowledge/skills  methods —(mastery of
they come from? procedures/routines/  equipment/technology, societal

e What are the relevant mindset, interaction, existential and ethical, innovative
objectives? (Or, not having thinking/bricolage)
specific learming goals — *  How to evaluate and facilitate? Le. observations, forms,
unforeseen, imply generic video, solution-focused, formative (during the learning
competence structures) process), summative (final assessment), metacognitive

(reflection), lessons learned-focused)

Conceptions of humans Conceptions of education

FIGURE 16.4 Didactical relationships on competence challenges

Source: created by the authors



264 Leif Inge Magnussen, Glenn-Egil Torgersen, Ole Boe and Herner Saeverot

Conceptions of time

Conceptions of futures
Indirect education
Self knowledge

Concepts of
competence
structures DU-INN

Decisions on competence
development

FIGURE 16.5 Conceptions on HT and education.

Source: created by the authors

The inner logic of how, what, and why of competence development, in
the unclear and unpredictable of world of HT/HW, can require questioning
about the learning contents (Figure 16.5). Questioning what one knows and
how one knows it, understanding history, and the current learning culture
are then of importance.

The core of a new competence development model

First, conceptual training will be required in the model itself, and often also
the background to it, as we have derived it in this chapter. The target group
for such training will be military education, civilian emergency preparedness
environments, and higher education subjects that deal with emergency pre-
paredness and international cooperation. It will also be necessary to intro-
duce HT as a topic in schools, especially at upper secondary level.

In Norway, there are currently no guidelines in the official curricula for
HT as a teaching topic. This will be a political issue, which our model also
includes, especially in relation to the factors “Leadership & Interaction” and
HT Sympathy formation (in A Global/Social context). If the understanding
of HT is not built into society’s educational systems, measures that will have
to be taken to prevent HT and its management will not be a matter solely for
military units and emergency response organizations. In addition, any inva-
sive measures, such as the internet, strict ICT security, exercises, and general
vigilance, will be something that civil society will not accept or will be seen
as unnecessary.

Through a combination of unforeseen methodology (UN-meth) (Torgersen,
2018) and globCuret (Saeverot & Torgersen, 2022b)—a global curriculum
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aimed at existential threats, we conceptualize how HT can be measured and
communicated. Bow-tie model thinking is traditionally connected to threats,
through incidents and recovery from the impact of threats. While certain
incidents can be experienced as unforeseen to some people, others may expe-
rience the same incident as foreseen. Furthermore, certain incidents can even
be planned beforehand. Predictability can also be in the nature of HT and
events, some events are planned, like terrorism or military operations, but
others can occur at random.

Meeting HT through educational planning may represent educational
chaos, if everyone formulates their own learning paths. However, by using
the validation methodologies by Stufflebeam (2000), we can ask us are we
providing the right education to demands of war or our conceptions of HT
and by that establish a more unified understanding of the how’s, what’s,
and why’s of teaching. The methodologies at hand can be direct or indirect.
A growth learning environment with the belief that we can be a cause in the
matter is of importance together with the understanding that objectives of
learning is also a set hypothesis, which we need to constantly monitor and
ask if they are the right ones. Generic competence structures to meet the
unforeseen and innovation play a key part in the decisions on how to educate
and train (NIFU/USN, 2021).

In the professional education of personnel in defense and emergency
response agencies, interaction between the various agencies will be a key
competence component in general, but in light of the nature of HT, there will
be an additional need for interaction in a wide range of infrastructural areas,
which will ultimately also apply to private individuals in their own homes.
This is also covered in the HE-HYB-PEP model (Figure 16.2), via “Leader-
ship & Interaction.”

The dynamism of time, objectives, learning environments, competence
forms the why’s, how’s, and what’s of the educational decisions. The com-
plexity of training for the HT demands new ways of practicing educational
planning. When decisions on what to teach are clear, educators can be in a
dialectical relationship with the classic models of teaching (Figure 16.6).

The core of the holistic HT didactic planning model for competence devel-
opment to handle HT model (Figure 16.6) is that educational planning for HT
must include specific learning objectives that focus on both concrete threats
that one already knows (history), unforeseen situations (the unthinkable and
flexibility), and the whole, including the formation of society. This combi-
nation is not easy but will emerge as the only and best solution for build-
ing holistic resilience against HT. The holistic HT didactic planning model
for competence (Figure 16.6) with the learning topics established within the
HE-HYB-PEP model (Figure 16.2) can be straightforward and a matter of
educational execution based on the ever-ongoing process of establishing the
learning content based on the “demands of HT”. One solution and topic to
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HYBRID THREATS
Unforeseen context and
attack/attackers

COMPETENCE NEEDS
(and targets groups for the
training)

COMPETENCE GOALS
(Learning objectives)

CONTENT
(Learning materials)

METHODS
(Learning methods/ fasilitation)

EXECUTION
(Learning process)

EVALUATION
(Lessons learned)

3

The HE-HYB-PEP-model
(Basic pedagogicalview and factors for strategic competence development in HT)

FIGURE 16.6 A holistic HT didactic planning model for competence development
to handle HT, where all didactic phases must be matched against the
HE-HYB-PEP model.

Source: created by the authors

more research would be to introduce templates for the development of learn-
ing objectives for increased resilience, which can be used in the development
of exercises and scenarios for emergency response agencies, the armed forces,
and civilian educational institutions.

Conclusion

In this chapter, we have asked whether traditional strategic (didactic) plan-
ning models for HT/HW training may be used to embrace the characteristics
of HT. We have analyzed how existential threats and its relation to peda-
gogy can be met through a hermeneutical approach and suggest prophylactic
action based on education theory. If a hermeneutical perspective on learning
is the way forward in the encounter with HT and HW, the question is how
such a complicated competence development model can be used in prac-
tice. For that more research is needed, conveying the dynamism of piloting
through testing and training.



Competence for hybrid threats 267

In this chapter, we have also shown that the general planning models for
training and competence development will be too rough and unvarnished
when developing competence for HT. It is, therefore, necessary for the model
to contain an adapted pedagogical philosophy (views) and factors that show
the specific and distinctive characteristics of HT/unforeseen contexts and
attackers. We have shown that all planning, implementation, and evaluation
(didactic phases) of such training must be sparred, challenged, and prepared
against the factors given in the HE-HYB-PEP model (Figure 16.2), in order to
ensure precise and relevant competence development for handling HT in the
present and future. Organizations and learning cultures that align with new
public management, will probably oppose the suggested advanced didactical
model, when they constrained by accountability and time, becomes an HT
themselves. An empirical testing of the suggested model is therefore of high
importance.
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TOWARD A HYBRID THREAT RESPONSE
MODEL

Odd Jarl Borch and Tormod Heier

Introduction

Throughout this volume, our team of researchers has pursued one overarch-
ing aim: to describe hybrid threats and the tools needed to mitigate them. The
purpose has been to provide research-based knowledge to a new generation
of students, researchers, and civil servants; practical skills and insights that
incentivizes public and private stakeholders to take bolder steps for collabo-
rative action. Not least to thwart the countless avenues of malign activities
that exploit liberal communities’ transparent nature.

This chapter compiles the knowledge presented throughout the chapters.
The aim is to deduce and suggest a model of explanation: a Hybrid Threat
Response Model. This is a model that seeks to explain the contextual rela-
tionship between aggressors and their targets, and how a victimized com-
munity may organize a robust response. Effective response revolves around
three mutually reinforcing lines of operations: Strategic Planning, Operational
Execution, and Knowledge Development. To explain the model, the chapter is
organized as follows: First, the generic interplay between aggressor states and
their target audience are described. Thereafter, we discuss how targeted states
may protect themselves by aligning material and non-material resources along
the three aforementioned lines of operations. The chapter concludes by deduc-
ing the Hybrid Threat Response Model and synthesize the book’s key findings.

Inter-connectivity between aggressors and target states

In the previous chapters, we have claimed that in a globalized world of
mutual dependency, preparedness against hybrid threats does not evolve in
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a vacuum. Robust welfare state rests on a broad array of interconnectivi-
ties, politically, economically, and technologically. Incidents far away may
easily have local implications and cause popular anxiety, just as local activi-
ties easily may escalate, spiral out of control, and cause grave international
repercussions.

Responses to hybrid threats thereby evolve within a dynamic context.
Within a world of inter-connectivity and mutual dependencies, reactions and
counterreactions are constantly pitted against each other. Perpetrators and
responders are both energized by a broad register of digital, financial, judi-
cial, and physical instruments; these are operational arenas where a diverse
conglomerate of state and non-state actors is weaponized (Galeotti, 2022).
A dialectic tit-for-tat logic, spurred by mutually opposing wills, characterizes
the operational context between aggressors and targeted states.

The aggressor's perspective

As the first part of the book points out, aggressors have few limitations in
their code of conduct. Except for the perpetrator, no one knows for sure
what the aggressor’s avenue of least resistance will look like. The employ-
ment of a neatly orchestrated course of action, therefore, allows the aggres-
sor to take the initiative, define the tempo, display agility, and thus impact
the calculus of targeted communities. Operating in a global, transparent, and
interconnected environment, it is only the perpetrator’s cynicism, creativity,
resources, and executive skills that limit its’ course of action.

One thing, though, is constant: the deliberate search for the responder’s
critical vulnerabilities and the avoidance of its strongest points. The aggressor
will always seek to exploit critical vulnerabilities within the targeted society.
Simultaneously, the perpetrator will meticulously protect their own short-
comings. To ensure that critical capabilities are in place is also a precondition
for success. Seeking avenues of least resistance is not only logical but also the
least risky strategy to avoid an uncontrollable escalation of violence; a situa-
tion that easily may spiral out of control (Heier, chapter 8). Attribution may
otherwise lead to retaliation or outright war, an outcome that dramatically
alters the aggressor’s cost-benefit calculus.

Staying below the threshold of war may thereby coincide with the tar-
geted state; a victim that often seeks to avoid uncontrollable escalation
and thus wants to hide their cards of retaliation. If hybrid threats intend to
operate below the threshold of war, aggressors and their target audiences
are bound by a common interest: to avoid full-scale war. Finding the right
arena for testing out their actions and counteractions is therefore important.
One defensive approach may be to target one sector, one ethnic group, or
one specific geographical area, preferably so by means that are difficult to
detect and attribute, or unpleasant for the target to criticize. In this way,
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aggressors may quietly test the targeted state’s responses and evaluate their
effectiveness. The aggressor may in this respect achieve its goal with minimal
efforts. If the response is feeble, hesitant, or inadequate, in accordance with a
risk-avoidance strategy, the anomaly will easily be accepted and become the
“new normal” inside the targeted community (see Borch, Chapter 12).
Aggressors and their targeted states may also pursue a more offensive strat-
egy of escalation. The aggressor may, as in the case of Russia’s 2022 invasion
of Ukraine, use hybrid threats as a prelude to war: an instrument that finally
culminates into organized violence in full scale. The subtle role of hybrid
threats thereby changes. From being supported by the other instruments of
power, hybrid threats end up as the supporting activity in a broader and
more violent confrontation between opposing wills (Mahda et al., Chapter 6;
Hordiichuk et al., Chapter 7). Whether the threat is below or above the war
threshold, the political objective remains the same: to impose the aggressor’s
will upon the target audience. Coercion may be used by deliberately targeting
the social contract between the citizens and the state—the social fabric that
keeps people, governments, and their Armed Forces together as one cohesive
unit. This may represent the aggressor’s primary target to hit the responder’s
centre of gravity; the hub from where all resistance and response measures
originates from (Clausewitz, 1831/1976, p. 89). Any rupture or crack within
the social contract is likely to be exploited ruthlessly by the perpetrator. Suc-
cess is thereby defined by the systematic degradation of a responder’s material
capacities, like its Armed Forces. Success is measured along qualitative crite-
ria such as the undermining of social cohesion, confidence, trust, and com-
mitments to a specific set of beliefs and value systems (Ellingsen, chapter 3).

The targeted state's perspective

How may a targeted state or its civic community respond to such threats?
The key concern relates to how own vulnerabilities can be safeguarded. The
most critical area of protection is the public’s confidence; the trust between
governments, majors, police chiefs, and generals, on the one hand—and
their benevolent, dedicated, and loyal citizens, on the other. Without public
confidence, decisive and comprehensive responses are unattainable. Unless
responders address hybrid threats effectively and professionally, and with a
sense of strategic and public urgency, the populace may instead start ques-
tioning the responders’ legitimacy. Not necessarily from one day to another,
but gradually over time—as weeks, months, and years goes by. The respond-
ers must thereby address not only the short-term threat but also long-term
implications deeply rooted beneath the surface.

As endemic shortages on basic deliveries wither or do not fulfil the expec-
tations in areas such as fundamental health care, education, transportation,
or even proper food, warming, and housing, the social contract becomes



274 0Odd Jarl Borch and Tormod Heier

strained. The economic and social fragility may easily undermine the politi-
cal cohesion and the national resilience needed for any government aiming to
sustain legitimacy vis-a-vis their fellow citizens. Unless these root causes are
addressed, the social fabric—the confidence-based contract between the citi-
zen and the state—will be a key vulnerability. And thereby also a “high value
target” for any aggressor (Akrap and Kamenetskyi, Chapter 15). As confi-
dence withers, so may also the responder’s first line of defence: the collective,
supportive, and dedicated effort from much of the populace. One may lose
the motivation of social groups to “stand up and be counted,” and thus sup-
port their ministers, mayors, police chiefs, and generals as unexpected crisis
suddenly arise (Truusa et al, Chapter 16). Popular support, therefore, is a
strategic asset that needs to be constantly cultivated and nurtured by authori-
ties at the local, regional, and national level in the chain-of-command.

The targeted state's response system

The contextual interconnectivity between aggressors and target states
implies that preparation and responding to hybrid threats rests on a
whole-of-government approach; a modus operandi where collaborative plan-
ning and execution take place along three lines of operations; within an oper-
ational context characterized by a myriad of public and private agencies that
each and every one tries to align their resources within local municipals and
in conjunction with efforts at the regional and national level. First, require-
ments for strategic planning are explored; thereafter, operational execution
and knowledge development.

Strategic planning

The term “strategic planning” involves the organization’s leaders and their
vision for the future. Not least when it comes to how goals and objectives are
reached. This is because planning and execution to mitigate hybrid threats
take place in a highly politicized landscape. Any wrongdoings or failures may
easily accelerate misperceptions, anxiety, or create more rather than less frus-
trations within a targeted community. Strategic planning therefore involves
long- and mid-term planning, but also instant crisis management throughout
the organizations’ chain-of-command “here and now.”

As responders seek to mitigate vulnerabilities, an almost endless range of
contingencies must be considered. The rationale is encapsulated by Patrick
Cullen (Chapter 4), where states like China exploit its “cultural, economic,
political, technological, and private sector engagement with other nations as
vectors for ambiguous and plausibly deniable malign hybrid threat activi-
ties.” Mitigation thereby needs to include a threefold approach: aggressors’
economic-financial control over industry and infrastructure; the aggressors’
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control and pressure over national citizens that may have residential family
members in the own country; and the aggressor’s co-optation of significant
leaders in your own community. Variations in the aggressor’s instrument
allocation and possible infiltration thereby complicate efficient response
planning, that is, because different ethnic or social groups may be targeted—
which again may stir more rather than less domestic tension.

Strategic planning must also be a proactive and permanent process, a con-
stant activity that seeks to coordinate ends, ways, and means with a myriad
of public and private stakeholders. This again calls for numerous policies,
strategies, and doctrines; a hierarchy of planning guidance that serves one
purpose: To provide operational executors at the national, regional, and
municipal levels with necessary political guidance, support, and resources.
This may even include allied resources from other countries if the hybrid
threat is assessed as being part of a broader joint international response.

A coherent alignment of political perspectives is necessary, even before any
threat has materialized. On the one hand, planning needs to vitalize govern-
mental vigilance and resolve, not least to strengthen public confidence and
expectation in times of peril (Berndtsson, Chapter 10). On the other hand,
planning should at the same time avoid creating more tension or anxiety:
Protecting democratic values, as well as marginalized social groups, gender
and equality perspectives, immigrants, and indigenous people’s rights are but
a few politically sensitive pitfalls that will arise as governmental and munici-
pal bodies perform crisis management.

Cross-sectoral collaboration among different political arenas, govern-
ment institutions, and sectors are therefore a precondition for success. Of
particular concern is the civil-military interaction. The military apparatus is
often the state’s largest and most professional readiness organization against
hostile action. The unrelented quest for an even closer and more efficient
exploitation of military skills and competence may proactively energize
civilian-led planning and execution. A confidence-based relationship with
military subordinates is particularly important in districts. As remotely and
highly dispersed municipals often suffer from resource scarcity, informal
and personal interactions over years, that is, between regional councilors,
mayors, municipal directors, police chiefs and military personnel, are
key remedies for inducing pragmatism and reducing inter-agency rivalry
(Borch, Chapter 12). Closer civil-military cooperation, on a day-to-day or
weekly basis, will thus energize a modern integrated civil-military frame-
work; a whole-of-government approach or a whole-of-society approach
that is locally tailored to the individual municipal’s unique characteristics.
A the same time it may serve as a beacon for a well-integrated civilian and
military doctrine (Fiskvik and Heier, Chapter 9). This integrated approach
may provide the necessary deterrence in the gray zones between peace and
war (Leimbach & Levine, 2021).
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Bolder and more pragmatic steps toward integration are, however, not
a straightforward process. Aggressors will often seek to put strategic plan-
ners into dilemmas. One of the most precarious problems arises when
perpetrators prefer to stay below the threshold of war. For the planner, a
whole-of-government approach would still require a vivid collaboration
between civilian and military resources. But if hybrid threats are combined
with military coercion, should strategic planners change their priorities?
Should military resources rather be reallocated toward the perpetrator’s most
dangerous course of action of outright war? If so, the civil-military frame-
work would not only lose key resources but, as the military component slides
toward conventional deterrence and kinetic operations, the roles may also
change. As war looms and sovereignty is threatened, the civilian component
may rapidly end up as the supporting rather than the supported element
(Fiskvik and Heier, Chapter 9).

The ambiguity of strategic planning, below or above the threshold of war,
therefore complicates an integrated approach. Resources, such as strate-
gic communication, offensive cyber operations, and military protection of
critical civic infrastructure, are particularly exposed. A key remedy is col-
laborative planning across governmental levels—an intimate and continuous
coordination that allows planners to maintain flexibility. This is not least
due to rapidly shifting roles between being the supporting versus the sup-
ported component. As adaptive perpetrators constantly change their hybrid
courses of action, in accordance with changing circumstances, responders
have no choice but to follow suit. Collaborative planning, therefore, requires
frequent risk assessments and frequent revisions of existing planning docu-
ments. This flexibility challenges the traditional long-term planning processes
that governments tend to follow, leaving sector-oriented strategies cemented
for a four- or even five-year period, without revision. This rigidity may also
hamper the comprehensive involvement of external stakeholders, that is, the
commercial companies and industrial pillars that must be engaged to allevi-
ate public resource scarcity. Stove piping in accordance with a ministerial
sector-organization impedes these efforts.

Operational execution

Operations that are neatly tuned and calibrated to the threat is key to crisis
management. Whether operations are executed from a national governmental
body, a regional police station, or a mayor’s remotely located office, the prin-
ciple remains the same: calibration and tuning rest on a common situation
awareness and coordinated joint action from several response institutions.
A common frame of reference is nevertheless difficult to achieve. Civil-
ian preparedness systems often tend to be fragmented, partly so due to
the political sensitivity that accompanies hybrid threat mitigations. Any
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misguided execution may easily lead to unintended consequences. Not least
inside increasingly diverse ethnic, cultural, or even value-based communities
(Kasearu et al., Chapter16; Borch, Chapter 12). To reduce risks, therefore,
ministers and their civil servants, as well as regional directorates and local
agencies, may be inclined to pursue micro-management within their own sec-
tors of responsibility. This tendency is accelerated by the hybrid threat’s char-
acter: As malign efforts unfold within many sectors simultaneously, responses
are likely to be fragmented. For scarcely resourced municipals, a coherent
information management regime becomes crucial not only for maintaining
an updated threat assessment but also for measuring the public’s perceptions
of governmental operations.

Intelligence may nevertheless hamper an effective execution: As sources
and methods are highly classified and must be protected, and as classified
information also is a potential source of internal power, inter-agency rivalry
and skepticism may occur. This is partly due to a wider problem of communi-
cation and information sharing, often rooted in dysfunctional or problematic
inter-organizational relationships and differing mandate. But it may never-
theless motivate decision-makers to pursue a doctrine of “dare to share and
compare” rather than a more conservative “need to know” doctrine. This is
a principle that sets the tone for a broader and more comprehensive situation
awareness (Karlsson and Sandbakken, Chapter 11; Borch, Chapter 12).

A neatly targeted and tailor-made narrative toward own citizens is there-
fore important; partly so to preclude misperceptions and distrust within local
communities, but also to energize the social cohesion that generates a will to
defend key values within own communities (Berndtsson, Chapter 10; Truusa
et al., Chapter 16).

Such a narrative needs to build on a common situation awareness; a unify-
ing perception that serves as a building block for an imminent orchestration
of a coherent response—firmly coordinated across sectors and levels in the
chain-of-command. This may include a broad range of “strange bedfellows”
that usually do not cooperate, that is, various interest organizations, business
companies, media, police and military forces, voluntary organizations, and
locally recruited NGOs from a diverse civic community. A common situation
awareness nevertheless needs to be made on (i) how hybrid threats evolve,
(i) how these threats impact popular perception of governmental counter-
measures, and finally (iii) how overall response efforts underscore political
objectives defined by strategic planners.

These parameters are key to continuously adapting and adjusting govern-
mental efforts to new operational realities—circumstances that rapidly may
change and need to be substantiated by political guidance inside governmental
and municipal agencies. Therefore, within executive bodies, cross-boundary
communication channels, common professional standards, a bricolage of dif-
ferent perspectives, and a network of continuous assessments are needed.
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But this structure also needs regular trimming and exercise. Not least to
foster a culture of creativity, flexibility, cross-boundary interaction, and
coordination (Bakken et al., Chapter 14). These activities are operationally
crucial to ensure efficient coordination between various instruments of power
that are located at the international, national, regional, or local levels. The
operative utility also stems from the perennial effort to energize private and
public cooperation, such as joint efforts between police and military forces on
the one hand, and the myriad of private entrepreneurs and volunteer NGOs
tending to mobilize during a crisis. On the other hand, these requirements are
particularly evident in the cyber community. In this domain, a multi-national
network of cybersecurity experts may on short notice be mobilized and be
tasked to protect, attack, or mitigate grave challenges to a target’s digital
infrastructure (Soldal, Chapter 5).

Refining a whole-of-society response thereby rests on a broad range of gov-
ernance tools: formal-legal governance through legislation and instructions;
cross-boundary organization structures; as well as cementing confidence
through common values and norms keeping civic democracies together. An
honest, direct, and proactive dialogue with all groups in society is therefore
crucial. Public debates and open meetings that seek to identify and legitimize
the right balance between the different governance mechanisms are needed.
Of particular importance are reasoned laws and regulations; infringements
that are easily interpreted as curtailment of democratic citizens’ basic free-
doms. Such infringements may hamper cross-border collaboration; they may
also induce new systems for national surveillance that undermine public pri-
vacy. This approach calls for hands-on politicians; executives that have a
broad understanding of the threat picture but also possess the communicative
skills needed to invite citizens into an honest, realistic, and nuanced dialogue;
a trust-based relationship that precludes unnecessary anxiety, frustration, or
fear inside communities.

Knowledge development

To achieve the goals set in the discussion above, knowledge development is
crucial and a continuous process. This includes the chain-of-command that
seeks to mitigate hybrid threats in a highly politicized and sensitive civic soci-
ety. But also, in the consecutive dialogue that authorities will have with their
fellow citizens as the dynamic relationship between aggressors and respond-
ers unfolds in unpredictable ways. As pointed out by Ellingsen in Chapter 3,
“there is a need to strengthen public vigilance on hybrid threats. A critical
and educated population that can distinguish fact from fiction is an extremely
important protection mechanism.”

Responders therefore need to acknowledge that knowledge development
is a strategic imperative; a precondition for neatly anchoring and calibrating
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civilian and military efforts in ways that mitigate rather than exacerbate the
threat. In a hybrid threat environment, therefore, the role of strategic plan-
ners and executive agents is much wider than that of first responders alone.

To fulfill political objectives, the response needs to be competent. And
competence, if it is to be professional and thus legitimate in the eyes of the
public, rests on a knowledge-based performance. It entails deeply institution-
alized insights into planning and execution; skills, values, and knowledge
that throughout the years have been accumulated, refined, and re-evaluated
for continuous improvement. The constantly changing character of hybrid
threats therefore requires responders to identify themselves as first-line
responders. As important is the self-perception of being an agent for unique
and professional expertise. The long-term investment in continuous learning
processes, such as embedded procedures for how to improve own planning
and execution, has strategic significance. Not least in an operational envi-
ronment where popular moods and perceptions are volatile and thus eas-
ily influenced by malign information campaigns (Soldal, Chapter 5). Such
incidents may easily exacerbate an already anxious or polarized community,
which again may cause panic and unpredictable movements among citizens.
A culture of institutional “open-mindedness” that seeks to exploit new expe-
riences, evaluate, and assess them and eventually translate or exploit the new
knowledge into improved routines and procedures is therefore important.

Knowledge development has both a long-term and short-term dimension.
In the long term, you must build and maintain an understanding of the range
of potential and real threats, and how to respond and create resilience. In
the short term, knowledge development is about refining and improving
an intelligence system for strategic warning and informed decision-making
processes (Sandbakken & Karlsson, Chapter 11). Included are capabilities
for multi-source surveillance in a complex security environment with global
reach. The knowledge is also gained in close collaboration with international
partners and allies. Together, the knowledge serves as a backbone for any
responder seeking to differentiate between normal and abnormal patterns in
the security environment. For example, what should be regarded as a legiti-
mate political discourse related to policymaking from opposing community
groups, and what should be regarded as an emerging and clandestine politi-
cal warfare campaign directed by a hostile foreign power?

These nuances may be important for governmental legitimacy, but they
are also complex. New models for learning and dissemination, based on an
indirect pedagogy concept, are needed (Magnussen et al., Chapter 13). Of
particular importance is the formal and informal dialogue between agencies
and people who, in their daily lives, work in different buildings, in differ-
ent cities, and in different parts of the country, often with different roles
and responsibilities tied to their respective sectors in the state apparatus. By
means of more dialogue, that is, through conferences, seminars, table-top
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exercises, or informal networking, new thoughts, ideas, and experiences are
disseminated and reflected upon, verbally and non-verbally. By communicat-
ing new experiences and insights, learning is communicated through links
to issues of inter-personal and inter-organizational trust. More intimate and
direct interaction between the various agencies in a wide range of areas,
including private actors, must therefore be stimulated. This interplay may
provide a process of interpretation, communication, and consensus building
that creates “unity of purpose” and “unity of command” in a context that is
often perceived as fragmented, hesitant, and chaotic.

Conclusion

In this chapter, we have described how aggressors and targeted states may act
in the context of interconnectivity and mutual dependency. We have explored
how this context can be mitigated by combining Strategic planning, Opera-
tional execution, and Knowledge development.

We highlight the circular and continuous interplay between strategic plan-
ning, operational execution, and knowledge development. The continuous
interplay between these three lines of action unfolds within a context of con-
tinuous threats and countermeasures. A special focus is put on governmental
policies directed toward its citizens in the planning phase, an executive system
emphasizing a common situation awareness and response adjustments, and
a knowledge development culture embracing systematic response evaluation
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and a broad-scale competence building. We believe these lines of operations
will strengthen a more resilient and robust society; a community where pub-
lic confidence is secured in times of peril.

The model’s emphasis on a fast-paced development of tailor-made responses
and countermeasures resembles with Weissmann et al.’s Hybridity Blizzard
Model (2021). This is particularly so when it comes to two variables: first,
the accelerating range of potential targets that perpetrators easily may identify
within transparent liberal communities; and second, the potential leverage that
aggressors may achieve by neatly orchestrating a mutually reinforcing specter
of means available. A certain external validity is thereby visible.

The model allows us to deduce the following six findings on the book’s key
question: How may liberal states respond to hybrid threats?

First, there is a need for a continuous revision of policies, strategies, and
doctrines based on up-to-date knowledge of the threat picture and bold, forth-
right decision-makers. The ability to respond effectively below the threshold
of war is particularly important as efforts may escalate, and as a deterrent
component may be regarded as a force multiplier in territorial disputes.

Second, there is a need to organize a flexible broad-spectrum operational
response system. Military capabilities must be well-integrated into seamless
collaborative relations with civilian authorities most often in charge of the
total preparedness system under the threshold of war.

Third, a knowledge development system must be tailor-made for identify-
ing and interpreting early indications of hybrid threats with an open and
creative mindset, with a fine-grained, interactive information network across
sectors and decision-levels.

Fourth, the process of learning and dissemination knowledge requires a
new and more inclusive pedagogy, more inter-agency dialogue, extensive
debate with the public, as well as creative minds engrossed by experimenting
and learning from laboratories and real life.

Fifth, a comprehensive approach is needed; this is, in a Nordic parlor,
labelled total defense concept: a strategy emphasizing the neatly orchestration
of all operational capabilities within the entire society. Crisis management
agencies must be flexible enough to change roles as hybrid threats fluctuate
above and below the threshold of war. Hybrid threats with covert and uncon-
ventional methods may represent a stage in conventional war preparations to
confuse responders’ perception of imminent war.

Sixth, the sharing of responsibility between civilian and military resources
may represent a challenging gray zone where adequate response measures
may not be available or implemented too late. Alignment of organizations,
knowledge, and culture is important to provide a seamless total defense
system.

The Ukrainian experiences explored in this volume underline the impor-
tance of taking hybrid threats seriously from day one. There is a need to
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look into both short- and long-term security implications for the society and
the nation as a whole, taking into consideration the innovative efforts of
new aggressor instruments, their forces, areas of attacks, and elements of
“maskirovka.” Worst-case scenarios, where hybrid threats are seen as immi-
nent steps toward broad-range, territorial war, should be at hand, as well as
agile, vigilant, and firm decision-makers.
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